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Abstract—Satellite-terrestrial networks are emerging as the
next-generation networking paradigm for Beyond-5 G (B5G) and
6 G networks. Meanwhile, Mobile Edge Computing (MEC) is
envisioned as the key technology to provide network services within
the proximity of users, by deploying computing resource in ground
locations that are close to users. With the fast deployment of Low-
Earth-Oribt (LEO) satellites, a new paradigm of MEC is emerging
by enabling LEO satellites serving as edge servers in lower orbits
that are close to ground users. In this way, the ground users can
be further served by LEO satellites in lower orbits instead of
conventional high-orbit satellites. Also, since LEO satellites provide
shorter paths from users to services, the performance is enhanced
compared with ground MEC networks. In this paper, we aim to
enable low-latency network services in a Satellite Edge Computing
(SEC) network that integrates the MEC and satellite-terrestrial
networks. In particular, we consider that each network service is
composed of a sequence of Virtualized Network Functions (VNFs),
where the traffic of user requests has to be processed by the VNFs in
aservice chain in the specified order before reaching its destination.
To this end, we first formulate a delay-aware service chaining
problem in an SEC network to minimize the average delay of imple-
menting a user request, by jointly placing VNFs to LEO satellites
in the SEC network and routing the traffic of each user request
from its source to destination. We then devise an approximation
algorithm with an approximation ratio for the problem in an SEC
network with a single user request, by devising a novel concept
of chaining orbit and auxiliary graph construction technique. We
also design an online algorithm for the online delay-aware service
chaining problem in an SEC network, if user requests arrive into
the system without the knowledge of their arrivals and the network
delays are uncertain. We finally evaluate the performance of the
proposed algorithms using real satellite network topologies, and
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results show that the proposed algorithms achieve 28.5% lower
delay than their counterparts.

Index Terms—Approximation and online algorithms, mobile
edge computing, network function chaining, satellite edge network.

1. INTRODUCTION

ITH the development of the Internet of things (IoT),

more and more [oT devices are deployed in remote areas
for environmental monitoring [35], disaster early warning [41],
ocean transportation [53] and so on. With these overwhelming
demands from IoT devices, terrestrial networks alone cannot
provide the huge traffic solutions in a seamless, high-rate, and re-
liable manner [7], [38], [57]. The technique of satellite-terrestrial
network is emerging as a promising solution to meet the demands
of IoT devices in remote areas, where satellites in the space and
base stations in the ground collaboratively provide services for
various IoT applications. For example, in the case of natural
disasters with damaged ground network infrastructure, the im-
ages that capture the natural disasters can be transmitted through
the satellite network in the space [3]. Also, satellite-terrestrial
networks can provide ubiquitous coverage for remote areas such
as mountain areas or rural areas that lack the coverage of ground
base stations [53]. However, conventional satellite-terrestrial
networks may not meet the computing requirements of IoT ser-
vices, as they are mainly designed for communication purposes.
Recently, Mobile Edge Computing (MEC) [9], [28] deploys
edge servers within close locations of users to offer low-latency
computing services. Instead of deploying edge servers in the
ground, satellites with computing resource can serve the IoT
devices when they are right above the remote area, due to the fast
development of Low Earth Orbit (LEO) satellites. For instance,
many satellite constellations such as Iridium II [12], SpaceX
Starlink [16] and OneWeb [27] have been built or completed to
serve ground users in remote areas. As such, the integration of
the low-latency computing and ubiquitous coverage abilities of
MEC and satellite-terrestrial networks is considered as the next
trend of B5G or 6 G networks, which allows Low-Earth-Orbit
(LEO) satellites serving as edge servers that are located in close
orbits of a satellite-terrestrial network.

IoT applications in a satellite edge computing (SEC) network
usually need to transmit data traffic to remote data centers via
LEO applications for processing. To guarantee the security of
such data transfer and processing, various network functions,
such as firewalls, Intrusion Detection Systems (IDSs), etc.,
are required. Different sequences of such network functions
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form network services to process the data of IoT applications
in the SEC network before reaching their destinations. How-
ever, conventional hardware-based network functions are not
suitable for deployment in LEO satellites, as they increase
their payloads and the maintenance costs. For instance, if a
hardware network function of an LEO satellite malfunctions,
the whole satellite may not be able to provide any services,
thereby wasting its launching cost. Recently, Network Function
Virtualization (NFV) is considered to be a promising solution to
provide flexible and low-cost services, by transferring network
functions from dedicated hardware to virtual machines (VMs)
that run on commercial hardware to reduce dependence on
underlying hardware [54], [55], thereby increasing the function-
alities of satellites and saving launching costs significantly [36],
[63].

In this paper, we aim to enable low-latency service chaining
for ground users in remote areas in a Satellite Edge Computing
(SEC) network. Specifically, we consider enabling low-latency
and secure data transmissions and processing for ground users
in remote areas that are out-of-reach of ground base stations. En-
abling low-latency service chaining in an SEC network however
poses many fundamental challenges. First, each LEO satellite
usually has limited computing resource, and the availability of
such computing resource is dynamic. Also, each LEO satellite
circulates the Earth and the length of each circulation is short
(90 to 120 minutes [4]). This makes the availability of each LEO
satellite to ground users intermittent. As such, placing network
functions to LEO satellites with enough resources becomes
more difficult, compared with ground networks. Second, LEO
satellites usually are distributed into orbits at different heights,
forming a hierarchical SEC network. This means that the topol-
ogy of the inter-satellite network is dynamically changing as the
time goes, which further complicates the service chaining of user
requests. Simply placing network functions without considering
such dynamic inter-satellite communications may interrupt the
data transmissions among network functions of a service chain.
Third, the transmission delays of links and processing delays of
LEO satellites depend on various factors, such as congestion
levels of links, workload of LEO satellites, and locations of
LEO satellites. For example, the wireless transmission delays
from ground users to an LEO satellite jointly depend on the
distance and channel status among them. Optimization of the
service chaining and data transmission under such uncertainty is
fundamentally challenging. To address these challenges, in this
paper we investigate the delay-aware service chaining problem
in an SEC network with the aim to minimize the delay of a
user request that performs data transmissions and processing in
a service chain.

To the best of our knowledge, we are the first to consider
the delay-aware service chaining in a hierarchical SEC network
with LEO satellites being distributed into orbits with differ-
ent heights. Although there are studies focusing on satellite-
terrestrial networks, most of them ignored the merging of MEC
and LEO satellites [21], [50], [58]. The research of satellite
edge computing is in its very early stage. Although there are
several studies that aim to enable the merge of MEC and satellite
networks, most of them did not investigate the service chaining
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problem [6], [17], [51] and assumed that network delays are
given [14], [40], [45], [63].

The main contributions of this paper are as follows.

e We formulate the delay-aware service chaining problem
in an SEC network, with the objective of minimizing the
average delay of each NFV-enabled request, subject to
the capacity constraints of LEO satellites and the budget
constraints of each NFV-enabled request.

® We devise an approximation algorithm with an approxima-
tion ratio for the delay-aware service chaining problem in
an SEC network with a single NFV-enabled request.

® We design an efficient online algorithm for the online
delay-aware service chaining problem in an SEC network
with multiple NFV-enabled requests arriving dynamically
and with uncertain delays.

® We evaluate the performance of the proposed algorithms
by extensive simulations and the results show that the
performance of the proposed algorithms outperforms its
counterparts by at around 28.5% less average delay.

The organization of this paper is as follows. Section II in-
troduces the state-of-the-art on this study. Section III describes
the system model and problem formulation of the delay-aware
service chaining problem in an SEC network. Section I'V devises
an approximation algorithm for the problem with a single service
chaining request. Section V designs an efficient algorithm for the
online version of the problem with uncertain delays and multiple
requests arriving into the system dynamically.

II. RELATED WORK

Recently, satellite-terrestrial networks promise to provision
high-performance network services for ground users [24], [43],
[47], [49]. The technique of LEO satellites is one of the primary
focus of these existing studies due to the low latency, low
path loss, and low production and launching cost, as important
supplement of terrestrial networks [46]. Most of these studies
focus on service placement and routing or request dispatch-
ing [34], [48]. For example, Varasteh et al. [48] proposed a
cost-effective scheme for joint service placement and routing to
guarantee service requirements in dynamic and heterogeneous
space-air-ground integrated networks. Li et al. [34] studied the
problem of joint request dispatching and service placement in
an MEC network with LEO satellites. However, these studies
only considered a single service request and largely ignored
the network function chaining; thus, their solutions cannot be
applied to the service chaining problem in an SEC network.

There are studies on service chaining in both LEO networks
and SEC networks [5], [19], [20], [31], [32], [33]. Most of
them however either focused on satellite communication net-
works without the considering of edge computing technology,
or ignored the hierarchical structure of an SEC network. Also,
none of them considered the uncertainty of service delays in
a fully dynamic SEC network. For example, Gao et al. [19]
studied the Virtualized Network Function (VNF) placement
problem in a satellite network and proposed a solution based
on a potential game to maximize the overall network payoff.
Another work by Gao et al. [20] investigated the dynamic

Authorized licensed use limited to: CITY UNIV OF HONG KONG. Downloaded on April 13,2024 at 13:29:56 UTC from IEEE Xplore. Restrictions apply.



XIA et al.: EFFICIENT ALGORITHMS FOR SERVICE CHAINING IN NFV-ENABLED SATELLITE EDGE NETWORKS

resource allocation problem for VNFs in satellite networks, and
proposed a distributed VNF placement algorithm to minimize
the network bandwidth cost and the service end-to-end delay
jointly. Jia et al. [31] exploited a time-evolving graph to capture
the intermittent but predictable connections between mutually
visible satellites of a satellite network. They investigated the
problem of cost minimization for VNF placement and routing,
subject to network resource capacity constraints [33]. Cai et
al. [5] investigated the problem of service function chaining in
a satellite network, through proposing an exact solution via an
Integer Linear Program (ILP) and devising an efficient heuristic
as well. Jia et al. [32] studied the service chaining problem in a
software-defined satellite network. Li et al. [36] investigated the
online dynamic VNF mapping and scheduling in a space-air-
ground-integrated network for the network services for Internet
of Vehicles users.

All the above studies focused on single-layer LEO satellite
networks. Given the fact that both LEO satellites with different
orbit heights and high-altitude satellites exist in the space, there
are studies focusing on the placement of VNFs in a multi-layer
satellite network, by considering computing units in the space
and air, such as UAVs, LEOs, and high-altitude satellites. How-
ever, these studies may not be applied directly to the problem of
this paper, due to the reasons that (1) placing VNFs into multiple
orbits or different layers may cause prohibitive waiting delays,
(2) the uncertain service delays play a vital role in guaranteeing
the quality of service, and (3) VNFs generate states that need to
be synchronized to other VNFs of a service chain. For example,
Zhang et al. [60] transformed the resource allocation problem in
space-air-ground integrated networks into a multi-domain vir-
tual network embedding problem and proposed a reinforcement
learning algorithm for the problem. Another work by Zhang et
al. [61] studied the problem of service function chain mapping in
space-air-ground integrated networks and designed a prediction
method to obtain network delays and devised an efficient em-
bedding algorithm for the problem. Li et al. [37] investigated the
problem of service function path selection in multi-layer satellite
networks, through proposing a path selection algorithm. Wang
et al. [49] formulated the service function chaining planning
problem as an integer nonlinear programming and devised a
heuristic greedy algorithm for it. Cai et al. formulated the
problem of service function chains deployment in multi-layer
satellite networks as an an integer linear programming and pro-
posed a heuristic algorithm to solve it. Maity et al. [39] studied
the problem of virtual network embedding in non-terrestrial
networks and devised a dynamic algorithm to maximize the
service acceptance rate and revenue. Qin et al. [42] formulated
the problem of multiple service function chains embedding in
the ultra-dense LEO satellite-terrestrial integrated network as a
non-cooperative game and designed a response algorithm with
faster convergence and an adaptive play algorithm with more
capacity for solutions.

III. PRELIMINARIES

In this section, we first introduce the SEC network model,
satellite communication and service models. We then give the
definition of the optimization problem precisely.
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Fig. 1. Example of an SEC network.

A. System Model

We consider a hierarchical SEC network G = (V UU, E)
with satellites distributed into orbits with different heights,
where V' is a set of LEO satellites, U is a set of ground users,
and F is a set of links among the LEO satellites and between
the ground users and the LEO satellites. Each LEO satellite
circulates the Earth in an orbit at a given height to provide
various network services to its ground users. Let v; € V' be
an LEO satellite, with 1 < j < |V|. Each LEO satellite v; is
attached with an amount of computing resource (e.g., an edge
server, FPGA, or a neural network accelerator) to implement
various VNFs as software running in VMs or containers. Due
to the size limitation, an LEO satellite has a limited amount of
computing resource to implement NFV-enabled requests issued
by ground users. Let C; be the amount of computing resource
provided by LEO satellite v;. The available amount of resource
of each LEO satellite is dynamically changing. For clarity, we
consider a finite time horizon 7 that is equally divided into T'
equal time slots, and the length of each time slot is 7. We then
use C;; to denote the amount of available computing resource
of v; at the beginning of time slot .

NFV-enabled requests of ground users are sent to LEO satel-
lites for implementation in the SEC network. Each ground user
u € U can communicate with an LEO satellite v; via a wireless
link established by the receiver on the ground user when satellite
v; is within the user’s transmission range. Denoted by e,, ; the
wireless link between the ground user v and LEO satellite v;.
Moreover, LEO satellites communicate with each other via laser
inter-satellite links [8], [23], [30]. Let e be the inter-satellite
link in E between two satellites. The connections among LEO
satellites and ground users are unchanged and the SEC network
topology is quasi-static within each time slot. An illustration of
the SEC network is shown in Fig. 1.

B. Coverage Model

Each LEO satellite moves around the Earth following its pre-
defined orbit with a fixed height at a constant angular velocity,
periodically. The orbit and coverage model of each satellite in
the SEC network are described in the following.

Orbit model: An Earth-centered orbit is defined as a reg-
ular, repeating path around along which an LEO satellite in
space takes around the Earth. A low earth orbit is referred
to as an Earth-centered orbit near the planet, often specified
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O : LEO satellite
e : Ground user
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Fig.2. Illustrative example of the geocentric angle formed by the LEO satellite
v coverage boundary and the ground user w at the beginning of time slot ¢.

as having a period of 128 minutes or less [1]. Denote by
O={o01,...,0i..., o|0|} a set of low Earth orbits where oy
is the innermost orbit, o; is the ith orbit, and 1 < ¢ < |O|. There
usually are multiple satellites circulating around each orbit [12],
[16], as shown in Fig. 1. Further, the LEO satellites in each
orbit are usually evenly distributed around the orbit, and adjacent
satellites in each orbit have the same angular distance. Let V; be
the set of LEO satellites which move around orbit o,;. The LEO
satellites in V; move with the same angular velocity w; at height
h; and the same angular distance %

Coverage time model: For the sake of communication ef-
ficiency, we assume that only the satellites in the innermost
orbit 0; can communicate with ground users directly, as they
are the closest satellites to the ground users. Such satellites are
referred to as access satellites. Each access satellite can only
communicate with ground users that are within its coverage area,
which is dynamically changing as it moves around its orbit. We
assume that each access satellite can cover a ground user for
a period with multiple time slots. Without loss of generality,
we further consider that there are sufficient number of access
satellites such that each ground user can be covered by at least
one access satellite at each time slot. Let V;(u) be the set of
access satellites that the ground user v € U can communicate
in time slot ¢. The number of time slots of accessing satellite
vj € Vy(u) that covers ground user u from the beginning of
time slot ¢ can be expressed by

7.0 = |

where 6, ;(t) is the geocentric angle formed by the LEO satellite
v; coverage boundary and the ground user u at the beginning of
time slot ¢, as shown in Fig. 2.

bas)| "

w1 T

C. Inter-Satellite Links Model

Satellites in an SEC network are interconnected via infer-
satellite links (ISLs). In each orbit, an LEO satellite connects
with two adjacent satellites. Considering that the satellites in
the same orbit have the same angular velocity, adjacent satellites
in each orbit are relatively static and the ISLs among them can
remain stable. However, due to the angular velocity difference
between the LEO satellites in adjacent orbits, the connections
can change over time. An LEO satellite can communicate with
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Fig.3. Illustrative example of the geocentric angle formed by the LEO satellite
v; coverage boundary and satellite v at the beginning of time slot .

an LEO satellite of the adjacent orbit only if they are within
the transmission of each other. The number of time slots that
satellite v; of orbit o; and LEO satellite v; of orbit 0,41 stay
connected from the beginning of time slot ¢ can be calculated by

Ty (t) = {%J ; 2

where 6, ;(t) is the boundary of the geocentric angle that LEO
satellites v; and v can stay connected, as shown in Fig. 3.

D. NFV-Enabled Requests and Service Chains

We consider that ground users are located in remote areas, and
they can only communicate by connecting to the SEC network.
Applications in such scenario include environment and ship
health monitoring at the sea or IoT devices in remote areas.
The ground users of such applications transmit their data to
LEO satellites in the SEC network for further processing and
analysis. To this end, a ground user issues a request that transfers
an amount of data traffic from itself to a destination node of the
SEC network. To guarantee the security requirement of such
applications, the data of each ground user needs to be processed
by a sequence of virtualized network functions (VNFs), such
as Firewalls and Intrusion Detection Systems (IDS), before
reaching its destination. The sequence of VNFs is referred to
as a service chain, and the request of a ground user is defined as
a NFV-enabled request.

Let R be a set of NFV-enabled requests issued by the ground
users in a finite time horizon 7. Each NFV-enabled request
r € R is denoted by a quadruple ry = (u; di; 7x; bi; SCh ),
where v € U is the ground user that issues the request 7, as the
source node, d; € U is the destination node, 7, is the arrival
time slot of request rj, by is the volume of its data traffic,
and SCy = (fx,1,- s feoms - -+, fu,r,) 18 the service chain of
r,, where fj ,, is the mth network function in service chain
SC), and L, is the number of VNFs in SC},. We here consider
stateful network functions that generate various states during the
processing of data traffic. Specifically, the states generated by
each VNF f;, ,,, need to be transferred to its next VNF f, ,,, 11 to
guarantee that the processing of f, ,,,41 is correct. For instance,
the network functions of Deep Packet Inspection (DPI) [15]
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needs to track information like flow status, protocol status, and
application layer status, and pass such state data to the next VNF
such as IDS. Following existing studies [44], [59], we assume
that the size of states generated by each VNF is usually small
and proportional to the data traffic of each request. Let o, be
a constant that is in the range of [0, 1], the volume of the states
generated by each VNF of each request 7, thus is oy, - by.

Animplementation of a VNF f}, ., ina VM or a container with
a certain amount of allocated computing resource of an LEO
satellite is considered as an instance. Following many existing
studies [18], [22], [56], we assume that the computing resource
demand of r;, is proportional to its data size that required to be
processed by VNFs. That is, the amount of computing resource
that is allocated to network function fj, ,, is

Ounit(.fk,'rn) : (1 + O‘k)bka

where Clypnit fkym) is the computing resource to process a unit
data by network function fj, .

E. Delay of Requests

The applications of ground users expect a high quality of ser-
vice, such that their requests are responded timely, by imposing
a delay requirement to specify the maximum delay that it can
tolerate for transmitting its data from its specified source (ground
user) v to the destination node dj. The delay experienced by a
user includes the response delay, transmission delay and the
processing delay, which are defined in the following.

Response delay: On the arrival of each NFV-enabled request
1, at time slot 7y, it needs to be responded as soon as possible.
It may be responded immediately by scheduling its data trans-
mission on its arrival, which means that the response delay is 0.
Otherwise, the request may be postponed for scheduling due to
the availabilities of LEO satellites. This case incurs a non-zero
response delay. Let ¢ be the time when NFV-enabled request 7y,
is scheduled for data transmission and processing, then,

t=Y aret, (3)

t'>Ty

where xj,  is a binary decision variable the shows whether
request 7, is scheduled for implementation in time slot ¢’ after
its arrival in time slot 7. The response delay of r, thus is

t— 7. 4)

Transmission delay: The transmission delay experienced by
NFV-enabled request 7, depends on not only the amount of data
traffic that needs to be transmitted but also the transmission rate
of the links. Let 5" (¢) be the delay of transmitting a unit data
via link e € F in time slot ¢. Assuming that each NFV-enabled
request is scheduled, the transmission delay is the total delay
of transmitting data of NFV-enabled request r, along a selected
path py, in the SEC network from its source sy, to destination dj,
ie.,

6It€r(m _ Z zi,t Z _5;mit(e) . (1 + ak)b;g, (5)

pePt ecp
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where zz,t is binary decision variable that indicates the data of
NFV-enabled request 74 is routed via path p from the set P? of
possible paths from s, to dj, in time slot . It must be mentioned
that a candidate path p meets the following two conditions: (1)
the first satellite in p is an access satellite that makes sure the
user is connected via satellites in orbit o1, and (2) the length of
the interconnection time among the two satellites of each edge
in path p is enough to transmit the data of 7.

Processing delay: The processing delay experienced by NFV-
enabled request r; depends on the amount of data traffic that
needs to be processed and the processing rate of an LEO satellite.
Let 6" (v;) be the delay of processing a unit data on LEO
satellite v; € V' in time slot ¢, which depends on the amount
of computing resource allocated to process each unit data and
the congestion levels of the satellite. The accumulative process-
ing delay incurred due to the data processing by the network
functions in service chain SC} of NFV-enabled request ry, is

= D w5 ) (L an)be (6)

fre,m€SCy v;eV

where ) (t) is binary decision variable indicating that whether
VNF f;w’n of service chain SC), is deployed in satellite v; € V
in time slot ¢.

The delay experienced by NFV-enabled request 7, thus is

6k =1— Tk + 5?@” + (SZTOC. (7)

E Cost Models

The service provider operating an SEC network wants to
minimize its operational cost such that its profit is maximized.
The operational cost usually is due to the usage of computing and
bandwidth resources, and instantiation costs of VNF instances in
LEO satellites. Let ¢(v;) and c(e) be the usage costs of one unit
of computing and bandwidth resources at LEO satellite v; € V'
and link e € E, respectively. Denote by ¢;( fi,m) the cost of
instantiating an instance of VNF f}, ,,, in LEO satellite v; € V.
The operational cost of the admission of NFV-enabled request
ry, thus is

DD vhalevy) - (L ar)br + ¢ (frm))

fre,m€SCy 71_76‘/

+ Z Zp Zc(e) (1 + )by

peP?t ecp

Cp =

It must be mentioned that although we do not consider the energy
consumption of satellites in the SEC network, the proposed
model can be easily extended to consider the energy cost that
depends on the number of computing cycles used to process
data. However, considering the energy consumption of satellites
may involve many challenging issues [11], [19], [32], [62]. For
example, the energy of a satellite usually is powered by solar
panels. How to guarantee the perpetual operational of satellites
by considering the charging periods of satellites is challenging.
Besides, how to consider an additional dimension of availabili-
ties when the satellites are running out of its energy while still
waiting for its next period of charging. We thus consider the
energy consumption of satellites as a future topic of this paper.
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G. Problem Definitions

Given an SEC network G = (V U U, E) and a set of requests
R issued by ground users in each time slot ¢ of a finite time
horizon T'. The data of each NFV-enabled request 7, € R must
be transmitted to its specified destination satellite and processed
by the VNFs of its service chain SC}, that is placed in LEO satel-
lites before reaching its destination. We consider the following
optimization problems.

The delay-aware service chaining problem in an SEC network
with a single request is to schedule each request 7, € R for
implementations on its arrival and route the data of each request
i, from its ground user to destination node and instantiate an
instance of each VNF in an LEO satellite to process the data
of the NFV-enabled request r;, while transmission, with an aim
to minimize the delay of implementing a request, subject to the
computing resource capacity constraint on each LEO satellite v
in each time slot ¢ and the budget By, on the cost of implementing
each request 7.

The optimization objective of the delay-aware service chain-
ing problem in an SEC network thus can be formulated as

(P1) : mindy, (8)

subject to the following constraints,

t= Y aput, ©)

U>7y

Z Tkt = 17

teT t' >y

> Y )  Cumit(frm) - (1 + i) - b < Cg, Yoy,
fre,m€SCy

P _
sz,t—L

peP?
Z i‘/i,m(t) = 2}, for each fy ,, and p € P*
v; €2(p)

¢y < By,

(10)

an
12)

13)

(14)

xk,t’azz,tayi7m(t) € [07 1]7 (15)
where Inequality (9) determines when the request r; will be
responded after its arrival, and (10) shows that each request is
responded for implementation in a single time slot. This means
that after time slot ¢ the data of the request will start being
processed. Inequality (11) indicates that the computing resource
capacity of an LEO satellite cannot be violated. Inequality (12)
means that a single path from source s, to destination dj, in the
SEC network has to be selected for request 1. Eq (13) shows that
each VNF f;, ,,, can only be placed to the satellites of the selected
path for request rj, where ®(p) is the set of LEO satellites
in path p. Inequality (14) shows that the cost of implementing
each request r;, cannot meet its budget requirement, denoted by
Bj.. Constraint (15) shows that the variables are binary decision
variables.
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The aforementioned optimization problem (P1) is NP-Hard.
If we consider a special case of (P1) that schedules the user
requests immediately without waiting, the VNFs of each request
is consolidated into a single satellite, and there is no budget
requirement, the problem can be transferred to a general assign-
ment problem (GAP). Since the GAP problem is NP-Hard [10],
[29] and (P1) is a general version of GAP, the problem (P1) is
NP-Hard as well.

The delay of transmission and processing usually depends
on various factors, such as congestion levels of links and status
of satellites. As such, the arrival of NFV-enabled requests and
the delay are uncertain. The online service chaining problem
in an SEC network with uncertain delays is to schedule each
currently-arrived request for implementation, and route the
data of each admitted request r; € R from its ground user
to destination node and instantiate an instance of each VNF
in LEO satellite to process the data of each request r; while
transmission, with an aim to minimize the average delay of each
implemented NFV-enabled request, subject to the computing
resource capacity constraint on each LEO satellite v; in each
time slot ¢ and the budget Bj, on the cost of implementing each
request 7.

For clarity, the symbols used in this paper are summarized in
Table I.

IV. APPROXIMATION ALGORITHM FOR THE DELAY-AWARE
SERVICE CHAINING IN AN SEC NETWORK WITH A SINGLE
REQUEST

We now propose an approximation algorithm for the delay-
aware service chaining in an SEC network with a single
request.

A. Overview

Given a NFV-enabled request r; arrived at time slot 7y, it
needs to be scheduled to transmit its data from ground user u to
a destination dy, such that its data is processed by the specified
VNFs before reaching the destination. To this end, the data of
request 7 needs to be transmitted to an access satellite that is
currently within its transmission range, and then forwarded to
an instance of the service chain before reaching its destination.
Intuitively, the VNFs of each NFV-enabled request may be
distributed into satellites in any orbit. However, as shown in
Fig. 4(a), when LEO satellites v and v’ in different orbits are not
in each other’s transmission range, the data transmission among
the two VNFs placed in them has to wait or be forwarded by other
satellites, leading to longer communication paths and higher
delays.

Motivated by the afore-mentioned problem, we observe that
the relative distances of satellites within each orbit are quasi-
static, and the network topology of the satellites within an orbit
is stable. We thus assume that the VNFs of each service chain
SCY, are placed to the LEO satellites in a single orbit, which is
referred to as chaining orbit, instead of distributing VNFs into
different orbits. Fig. 4(b) shows the basic idea of the chaining
orbit. Specifically, once the VNFs of a service chain are placed
into satellites within a chaining orbit, the data of the request will
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TABLE I
SYMBOLS
Symbols | Meaning
G=(VUU,E) a satellite edge computing (SEC) network with a set V' of LEO satellites, a set U of ground users and a set E of links
R, Tk = | a set of NFV-enabled requests, an NFV-enabled request where s;, € U is the ground user as the source, dj, € U is the
(sk; di; br; SCr) destination node, by, is the volume of its data traffic, and SC}, is the service function chain of ry,
k,m the m-th network function in service chain SC},
t, T, T time slot, time horizon, total number of time slot in the finite time horizon 7
Cj, Cje the amount of computing resource of LEO satellite v;, and the amount of available computing resource at the beginning of
time slot ¢ of LEO satellite v
O, o; a set of LEO satellite orbits and an orbit o;, where o1 is the innermost orbit and 00| is the outermost orbit
Vi, wi a set of LEO satellites which move around orbit o;, and the angular velocity of the LEO satellite v; € V;
hi, Vi(u) the height of the LEO satellite v, and a set of access satellites that the ground user v € U can access in time slot ¢
0, (t) the geocentric angle formed by the LEO satellite v; coverage boundary and the ground user u at the beginning of time slot
t
0;.5/(t) the geocentric angle formed by the LEO satellite v/ coverage boundary and the LEO satellite v; in time slot ¢
Touw(t) the number of time slots that access satellite v; € V¢(u) covers ground user u from the beginning of time slot ¢
T, (1) the number of time slots that LEO satellite v; of orbit i and LEO satellite v;, of orbit 7 + 1 stay connected from the

Cunjt (fk,m)
6#nzt (6), 6Zra.n
5t vy, 0"

beginning of time slot ¢

the computing resource to process a unit data by fi

the delay of transmitting a unit data via link e € E in time slot ¢, and the transmission delay of request r},

the delay of processing a unit data on LEO satellite v; € V' in time slot ¢, and the processing delay of request 7,

k
P, p, ®(p) a set of possible paths from sy, to dy, in time slot ¢, a path p from P?, and a set of LEO satellites in path p
Ty 4t the binary decision variable, which indicates request r, is scheduled for implementation in time slot ¢’ after its arrival in
time slot 7
zp the binary decision variable, which indicates the data of NFV-enabled request r, is routed via path p in time slot ¢
Yl (1), the binary decision variable, which indicates VNF f}, ,,, is deployed in LEO satellite v; € V' in time slot ¢
O the delay experienced by request 7y,
c(e), c(vj) the usage cost of one unit of bandwidth and computing resource at link e € E and LEO satellite v; € V/
¢ (fre,m) the cost of instantiating an instance of VNF f, ,, in LEO satellite v; € V'
By, the budget of implementing NFV-enabled request 7,

Service Chain:

Destination
A\

;

(a) Service chaining in multiple orbits.

Destination

Satellite
Trajectory

e

‘Waiting Time

VNF1 = VNF2 60min

7Smin

VNF2 = VNF3

Earth

(b) Service chaining in a chaining orbit.

Fig. 4.

Motivation of chaining orbits. (a) shows the case that the transmission delays among VNFs of a service chain may be prohibitively long if the VNFs are

placed in LEO satellites in different orbits. The reason is that the LEO satellites in different orbits may wait long time when they move into the transmission range
of each other; (b) is an illustrative example of a chaining orbit that placed the VNFs of a service chain. A NFV-enabled request transmits its data from a ground
user to access satellite, and then its data is forwarded to chaining orbit and processed by the specified service chain, finally forwarded to its destination.

be forwarded from its selected access satellite to the connecting
satellite of the chaining orbit. Afterwards, the data will be
processed by the VNFs within the chaining orbit following the
predefined order of its service chain. After processing by all the
VNFs the processed data is forwarded from the satellite with
the last VNF in the service chain to the destination via finding
a shortest path in the SEC network. The benefit of placing the
VNFs of a service chain in satellites of a chaining orbit is to

reduce the prohibitive data transmission delays between two
VNFs that are located in different orbits.

Solving the problem then is to first find an access satellite
and select a chaining orbit for request 7, and then place the
VNFs of the service chain SC}, of request 7, to the satellites of
the selected chaining orbit. To this end, the proposed algorithm
performs two major stages: (1) stage 1: finding an access satellite
for NFV-enabled request r;; and selecting an orbit as the chaining
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orbit for r; and (2) stage 2: chaining VNFs of NFV-enabled
request r in the chaining orbit.

B. Stage 1: Jointly Selecting the Access Satellite and Chaining
Orbit

We observe that the access satellite and the chaining orbit need
to be jointly selected; otherwise, longer paths may be used to
route the data, thereby leading to higher delays. Specifically, the
data of NFV-enabled request r; needs to be forwarded from the
access satellite to the chaining orbit and then to the destination
node. If the access satellite is far from any satellite in the chaining
orbit, the transmission delay will be high. Note that here has to
be an LEO satellite in the chaining orbit receiving the data of
NFV-enabled request rj, from the access satellite of ;. Such a
satellite, referred to as connecting satellite, should be close to
both the access satellite and the destination satellite of request r,
such that the data of ry, is transmitted in low delay. The problem
of jointly selecting the access satellite and chaining orbit then is
transferred to finding an access satellite and a connecting satellite
of different orbits of the SEC network.

The proposed algorithm performs a delay constrained shortest
path in an auxiliary graph to jointly find the access satellite and
a connecting satellite along with its orbit as the chaining orbit.
Let G’ = (V', E') be the auxiliary graph. The vertex set V' has
four layers:

e Layer 1 of the auxiliary graph G’ consists of the ground

user u of r, i.e., V' « V' U {u}.

e Layer 2 has the access satellites that are within the trans-
mission range of ground user u of request r in different
time slots starting from its arrival time 7. Specifically, we
can create a virtual access satellite for each access satellite
in each time slot ¢ of the finite horizon T'. However, the
request can only be scheduled for implementation after its
arrival time slot 75,. Besides, the access satellite needs to
be within its transmission range. Therefore, if a satellite v
is within the transmission range of r; in time slot ¢ with
t > 11, we create a virtual access satellite for it. This means
that if the satellite moves out of the transmission range of
r1, it will not be considered as a candidate access satellite
for r4. Let v} , be such a virtual access satellite in time slot
t, we have V' « V' U {v},} for each satellite v; that is
within the transmission range of ground user u in time slot
t.

e Layer 3 is composed of the satellites in V', with each
potentially serving as a connecting satellite of an orbit,
ie, V'« V'U{v,}.

e Layer 4 of the auxiliary graph G’ has the destination
satellite of 7y, i.e., V' < V' U {dx}.

We then connect the ground user « in layer 1 with each virtual
access satellite v, in layer 2, which means that the data of
NFV-enabled request 7}, can be transmitted to satellite v; in time
slot ¢. The delay consists of the response delay of scheduling
request 7 at time slot ¢ and the data transmission delay from
the ground user to the selected satellite. Let §((u, v} ;)) be the
delay of edge (u, v} ;) in auxiliary graph G’, then,

5((u, ) ,)) =t — 71 + 6" (euj) - b,

(16)
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where e, ; is the wireless link that interconnects ground user
u and access satellite v; in time slot ¢. It must be mentioned
that (16) considers the waiting time of a satellite orbiting to the
transmission range of 7y, if ¢ > 73, which is ¢ — 7. The cost of
this edge is set to

C(<u7v_] t>) = C(eu,j) - by (17)

Note that only VNFs generate states, the above cost function
only considers the data traffic of .

Each virtual access satellite in layer 2 may be connected to
each satellite v; in orbit o; in layer 3. Specifically, there is
an edge from v;,t to vy in V', ie., <vg,t,vjr>, if the available
computing resource of the satellites in o; is enough to implement
the VNFs of SC}. That is,

> Cian (18)

Z Cunzt(fk,m) . (1 + ak)bk <
fk,,,,LeSCk v r/GV o(5")

where o(v;) is the orbit of the connecting satellite v;. The delay
and costs of (v, ,, v;r) are set to the delay and costs of forwarding
the data of 7, from access satellite v; to connecting satellite v
via path p; (1), i.e.,

S((W)pvp)) = D 61" (e) - by, (19)
eEpj’j/(t)
and
(W) v5)) = Y cle) by, (20)

eep; i (t)

respectively. Although access satellite v; may move out of
the range of satellite v, they can still be connected via other
satellites via path p; js(¢) with ISLs.

Each connecting satellite v; inlayer 3 of G is then connected
with the destination satellite d, of request 7, in layer 4 of G'. The
delay of edge (vj, dj) is set to the sum of the transmission delay
along the path p; 4, (¢) from satellite v; to destination satellite
dy, in time slot ¢ and the processing delay by the satellites in
the chaining orbit. However, the actual processing delays are
determined only when the VNFs are placed in the satellites of
the chaining orbit in Stage 2 of the algorithm. We here thus use
an estimated delay 6((v;, di,)) by VNFs in the satellites in the
chaining orbit o; of v/, then

Sy di)) = Y 5 He) - (14 an)br + 55", (21)
€€P;i 4y, (t)
where 52}‘ is the sum of an estimated processing and transmission

delay if the VNFs of SC, are placed to the satellites of chaining
orbit o; with v/, and the data transmission among the satellites
in orbit 0;. We here adopt an adaptive estimation of the delay
6¢h, which is calculated by

Szh - (1 - f)(smin,i + f : 6max,i7

where ¢ is a constant parameter with 0 < £ <1, 0 ; is the
minimum sum of the processing delay by VNFs located in the
satellites in orbit o; and transmission delay among the placed
VNFs of the service chain of request 7. Note that d,i, ; and
Omax,; are given as a priori, and the real delay depends on

(22)
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the service chaining in the satellites of orbit o;, which will
be described in the next subsection. Similarly, the cost of edge
(vjr, dy) is set to

ézh = (1 - ¢)Cmin,i + (b * Cmax,i» (23)
where ¢ is a constant parameter with 0 < ¢ <1, cyin,; and
Cmax,i are the minimum and maximum costs of placing the VNFs
in the satellites of the selected chaining orbit and transmitting
data among the placed VNFs.

Given the constructed auxiliary graph G’, we then find a
constrained shortest path from u to dj in G’ regarding to the
delay settings of edges in E’, with the cost of the path no more
than the budget By, of 7. Let p’ be the found shortest path. Let
v}, and vy be the virtual access satellite and the connecting
satellite in the shortest path p’. We then will forward the data of
7y, from its ground user u to access satellite v;, and then to the
orbit o; of v;: for being processed by the service chain in o;. The
processed traffic will then be forwarded from v to destination
dp.

C. Stage 2: Service Chaining With a Selected Access Satellite
and Chaining Orbit

Given the selected chaining orbit o; for NFV-enabled request
r,, we now place the VNFs of its service chain SC}, into the
satellites of the chaining orbit 0;. Recall that there is a connecting
satellite that is used to receive data from the access satellite of
7y, and forward the processed data to its destination node. Let v,
be a connecting satellite of orbit o;.

The VNFs of SC}, may be consolidated into the connecting
satellite v;, thereby saving the transmission delay among the
VNFs. The delay thus is the minimum potential delay 0yin ; of
placing VNFs in orbit o;, which only consists of processing the
data of 7y, in satellite v;, which in the worst case is

Omin,s = Ly, max S (v;) - (14 ag )by (24)

viEV;
Similarly, the transmission cost is saved as well, and we have

Cmin,i = Ly 11111684‘)/( C(Uj) ’ (1 =+ Ofk)bk
JEV:

(25)
However, vf ; may not have enough computing resource to
implement all the VNFs of SC}. As such, the VNFs of SC}
need to be distributed to the satellites of orbit 0;. Considering
that the satellites of o; are evenly distributed in the orbit o;
and only two adjacent satellites can directly connect to each
other, we greedily find the satellites that can place the VNFs
of SCj; around the connecting satellite v{ ;. That is, we place
the VNFs of request 7, one by one according to the order in its
service chain SC},. For each currently considered VNF fy, ., it
is placed to the satellites of orbit o; following a First-Fit manner.
Specifically, starting from the connecting satellite v; of orbit o;,
fr,m is placed to the first satellite of orbit o; that has enough
computing resource to implement f}, ,,,. The maximum delay of
such a case is due to the fact that the last VNF f, 1, is placed to
the satellite that is furthest from the connecting satellite in either
direction. Therefore, the data needs to be routed along the circle
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Layer 1

Layer 4

Fig.5. Example of the auxiliary graph G’ = (V', E"). Layer 2 has the virtual
access satellites, in which the satellites in the red dashed box are within the
transmission range of ground user u of request r, in time slot 7, and the satellites
in the green dotted box are within the transmission range of ground user u of
request 7 in time slot 75, + 1.

Algorithm 1: ApproSingle.

Input: G = (V UU, E), a time horizon T', a NFV-enabled
request r = (u, dg; Tk, bg, SCJ ), the capacity
constraint C; on each LEO satellite v; € V' and the
budget By, on the cost of implementing request 7.

Output: A minimum delay path of NFV-enabled request 7,
with the capacity and budget constraints, and the
locations for the VNFs of service chain SC}, of ry,.

1:  Construct an auxiliary graph G' = (V' E’) as
illustrated in Fig. 5;

2: Find a constrained shortest path p’ from v to dy, in the
auxiliary graph G’ following Hassin’s algorithm [26];

3:  For connecting satellite v; in the shortest path p’, VNFs
of service chain SCj; are placed one by one on the
LEO satellites that are close to the connecting satellite
in the chaining orbit, by using First-Fit algorithm;

4: Replace each of all edges in G’ with its corresponding
shortest path in network G by Dijkstra algorithm.

of the orbit o;, leading to a maximum delay of

Omax,i = | Vil - 6t - (14 ok )by, (26)

where 64 (0;) = max{dy""(e) | Ve € E;} with E; being the

set of inter-satellite links in orbit o;. Likewise, the maximum cost
can be calculated by

= (14 ax)(|Vi] - cmax,e - bk + Li max ¢(v;)bg),

v; €V}

(27
where ¢y ax ¢ 18 the maximum cost of transmitting a unit amount
of data along an inter-satellite link of the chaining orbit. Fig. 5
shows the rationale behind.

The detailed procedure of the proposed algorithm is given in
Algorithm 1, which is referred to as ApproSingle.

Cmax,i
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D. An Extension

Algorithm ApproSingle jointly schedules each request
to a time slot ¢ and places its VNFs to the satellites of a
chaining orbit. In particular, it creates a virtual access satellite for
each satellite in orbit 0;. However, the selected access satellite
may move out of its range in the next time slot. This may
lead to the interrupted transmission from a user to the access
satellite. To avoid such cases, we now propose an extension to
Algorithm ApproSingle. Specifically, we slightly modify
the set of access satellites that can be included in layer 2 of the
constructed auxiliary graph G’. Recall that in Algorithm Ap-
proSingle, if a satellite v is within the transmission range
of r;, in each time slot ¢ with ¢ > 7., we create a virtual access
satellite. We now pose an additional constraint on the access
satellites whose virtual access satellites can be included into
layer 2. Specifically, the transmission of data traffic of r takes
Bk time slots from the request to the satellite, which can be
calculated easily given the bandwidth between the request and
the satellite. Then, for each time slot ¢ with ¢ > 7, if a satellite
v is within the transmission range of 7 in the period from ¢
to ¢t + P, we create a virtual access satellite. The rest is the
same as Algorithm ApproSingle. For clarity, we refer to
this extended algorithm as Algorithm Heu.

E. Algorithm Analysis

We now analyze the correctness and the approximation ratio
of Algorithm ApproSingle in the following lemmas and
theorem.

Lemma 1: Algorithm ApproSingle delivers a feasible so-
lution to the delay-aware service chaining problem in an SEC
network, with the computing resource capacity of each satellite
being violated by a ratio of O(|Vinax|), where Vi, is the orbit
with the maximum number of satellites.

Proof: Recall that in algorithm ApproSingle, we find
a chaining orbit for request 7, and the VNFs of SC} will
be placed to the satellites of the chaining orbit, thereby con-
suming computing resource of the satellites. Inequality (18)
is used to justify whether the satellites in the chaining orbit
have enough computing resource to implement the VNFs of
request r;. However, a satellite in the chaining orbit may not
have enough computing resource to implement all VNFs in
SC),, and the VNFs can be distributed into different satellites.
Although we can guarantee the total available resource of the
satellites in the chaining orbit can meet the total resource de-
mand of SCY%, a single satellite may not be able to fullfil the
computing resource demand of a VNF in SC},. Given the fact
that 37, 50, Cunit(feom) - (1+ @by <35, e, Cin
(Inequality (18)), we have that the average amount of available
resource of the computing resource of a satellite in the chaining
orbit o(j') is at least (Zvj,/evo(j/) Cjr+)/|Vo(jry|. Therefore,
there is at least one satellite in the chaining orbit whose available
computing resource is higher than (ZU]//evo(j/) Cin )WV s
which happens to be the highest amount of available computing
resource. In the worst case, all the VNFs are consolidated into
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such a satellite, leading to a maximum violation ratio of

ka’mesck Cunzt(fk,m) : (1 + ak)bk
(et O Vo]

ZU;//EV ’ C.j”vt
< J o(5") —
B (Zvj,/evo Cj”,t)/‘vo(j’)|

We then show the budget violation ratio of algorithm Ap-
proSingle. Recall that in stage 1 of the algorithm, we find
a constrained shortest path in the constructed auxiliary graph
G, by setting the cost of edge (vj, dj) to the estimated cost of
service chaining in the orbit of the selected connecting satellite
v;. However, in stage 2 of the algorithm, the real implementing
cost depends on where the VNFs are placed in the satellites of
the selected chaining orbit. That is, we may select the chaining
orbit according to an estimated cost of cyyin,; With ¢ = 0; while
the cost of the selected orbit has the maximum cost. As such,
the cost budget can be violated by a factor of

3"

Vo(j’) S |Vmax|~ (28)

€0

Cmax,i 1

(1= @)cmin,i + PCmaxi (1 — @)= 4 ¢

Cmax, i
1

(1 _ ¢) Ly maxXy, cv; c(vj)-(14oa )by ¢
[Vilemax,ebe+ Lk maxy e, ¢(v;)-b

1

1
(1 o d)) [Vilemax,e (14+ak)br /(L max, ev; c(vj)-(T+ag)bg)+1 +¢

1

,since |V;| > Ly

= 1

(1 B ¢) Cmax,e/(Maxy ev; ¢(v;))+1 +o

(29)

! ince V| > L

= ————, since |V;| > L,

1 ) 7 ’
(1=0);7+0

where p is the ratio of the maximum cost of processing a

unit amount of data in an edge of the SEC network to the

maximum cost of processing a unit amount of data in a satellite in

the network, i.e., p = Cmax,e/(max,;ev, c(v;)). Therefore, the

budget on the cost of implementing request r;, may be violated

i 1
by a ratio of ry— 0

Theorem 1: The approximation ratio of the proposed ap-
proximation algorithm ApproSingle for the delay-aware
service chaining in an SEC network with a single request is
O(%), where « is the ratio of the maximum delay
of processing a unit amount of data in an edge node of the
SEC network and the maximum delay of processing a unit
amount of data in a satellite in the network. The running time
of the proposed algorithm is O(TViax(u) + [V |TVinax(u) +
V)@ + TVinax(w) + [V])(loglog 3 + 1/¢)).

Proof: We now show the approximation ratio of the proposed
algorithm ApproSingle. The objective of the delay-aware
service chaining in an SEC network is to minimize the delay
of implementing request 7, which includes the response de-
lay, transmission delay and processing delay. In the proposed
algorithm ApproSingle, we find a restricted shortest path
in the constructed auxiliary graph. Due to the algorithm by

(30)
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Hassin [26], the obtained solution to the restricted shortest path
is an e—approximate solution. Specifically, let &’ be the delay of
the restricted shortest path and dj,,, be the optimal delay of the
restricted shortest path in the auxiliary graph. We have

8 /0, =1+e€

However, d’ may not be the actual cost of implementing request
Tk, because we use the estimated delay of implementing request
71 in a chaining orbit. That is, we may select the chaining orbit
according to an estimated delay of i, ; With £ = 0; while the
delay of the selected orbit has the maximum delay. Let §” be the
actual delay of implementing . We have

5" _ 6max,i _ 1

o (1 _5)5min,i +£§max,i (]. 75)% +§

1

€1y

Ly max, ev; 6™ (v;)-bx
(=) —wmrarann
1
S T
1I-Or+o
where x is the ratio of the maximum delay of processing a unit

amount of data and the minimum delay of processing a unit
amount of data. We then have

+¢

since |V;| > Ly, (32)

1
& _Vgms _ _ 1+e

6t/)pt B 6:);)1& o (1 - 6)’% + ¢

Denote by d,,,+ the optimal solution to the delay-aware service

chaining problem in an SEC network. Note that the optimal

solution may not place all VNFs to the satellites of a single
satellite. We thus have

(33)

5;m Z 5opt . (34)

We observe that the main reason for the higher value of d;,,,, is the
restriction of placing all VNFs in a single chaining orbit. In the
ideal case, the optimal solution d,,,+ places the VNFs solely to the
shortest path p* from the ground user to the destination satellite.
According to the construction of the auxiliary graph, such a path
p* corresponds to a shortest path p’ from u to dy, in the auxiliary
graph, as any satellite can be a potential connecting satellite.
That is, the path p’ is from the access satellite to its destination
via the connecting satellite. This means that the optimal solution
dopt does not place any VNF to a satellite that is not in the path,
leading to a delay of din ; for consolidating the VNFs in the
connecting satellite. We thus have

5’ < 6max,i 5opt — (1/;‘{)(5opt'

opt —
5min,i

(35)

Then,
" 1"

1) < 5/ < 1 +26 .
’ﬂsopt (1 - g)ﬁ + gbﬁ
We analyze the running time of the proposed algorithm Ap-
proSingle as follows. By using Hassin’s algorithm [26],
the solution of the constrained shortest path in the aux-
iliary graph G’ = (V',E') takes O(|E'||V’|(loglog |YE| +
1/€)) time, where |V’ is the sum of four layers node numbers,

(36)

6opt

5687

|E'| is the number of fully connected edges between layers, U B
and LB are upper and lower bounds for this problem. Consider
that the auxiliary graph has only four layers, a path has at most
three edges. Therefore, using the sum of the 3 longest edges as
a trivial upper bound and 1 as the lower bound. Then we can get
that the running time of finding the restricted shortest path in the
auxiliary graph G' = (V', E') is O(|E'||V’|(loglog 3 + 1/€)).
In addition, layer 1 and layer 4 of auxiliary graph G’ both
have one node that represents the ground user and destination,
respectively. Let Vipax (1) be the maximum number of access
satellites that can be accessed by ground user u in the finite time
horizon T'. Then, the number of nodes in layer 2 is the sum
of the number of access satellites in each time slot since the
request arrives, which is no more than 7Vy,.x(u). Layer 3 is
composed of all LEO satellites in V. Therefore, |V’| is no more
than (2 + TVmax(u) + |V|). Correspondingly, |E’| is no more
than (T Vmax(¢) + | VT Vimax(u) + |V]). O

V. AN ALGORITHM FOR THE ONLINE DELAY-AWARE SERVICE
CHAINING IN AN SEC NETWORK

We now consider the online delay-aware service caching in
an SEC network with uncertain delays and the requests arriving
into the system one by one without the knowledge of their future
arrivals.

A. Online Algorithm

Given the uncertain delays of the network and the unknown
arrivals of requests, we now devise an adaptive online algorithm
that dynamically admits and implements each arrived request
one by one. Our idea is to determine the admission of each
NFV-enabled request on its arrival by invoking the proposed al-
gorithm ApproSingle. However, algorithm ApproSingle
implements each request according to the estimated delays and
costs of the satellites of each orbit, as shown in (22) and (23).
Specifically, parameters £ and ¢ are used to capture the current
status of the satellites of a chaining orbit. When the requests
arrive into the system dynamically, it complicates the problem
by adding an additional dimension of uncertainty, meaning
that the status of the satellites can change very frequently. As
such, we dynamically adjust the estimated delays and costs on
the implementation of an admitted request. Specifically, if the
satellites in an orbit already have high workloads, ¢ and ¢ can
be set to higher values; otherwise, they are set to lower values.
On the other hand, smaller values of ¢ and ¢ may lead to higher
resource violations, because smaller values mean conservative
estimation of the delays and costs. In addition, we observe that
each request may also prefer different values of £ and ¢, since
it may have a different resource demand with other requests.

Given the afore-mentioned motivations, we propose an online
heuristic that dynamically adjusts the values of ¢ and ¢ for each
request on its arrival. Specifically, we set a multiple-level waiting
queue for the arrived requests, as shown in Fig. 6. Each level of
the queue has a different combination of the values of £ and ¢.
Let g be the gth level of the queue, with 1 < g < @. The value
range of £ and ¢ is also divided into () levels. As such, each level
q of the queue is associated with £ and ¢ that are in the range
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Fig. 6. Example of multi-level queue. The requests are put into different
queues according to the current workload status, and then processed by the
scheduler in sequence according to the queue order.

of

1 1
[(q 1)Q’qQ] : (37)
There is also a dispatcher that dispatches arrived requests to
different levels of the queue. In addition, there is a scheduler that
schedules the requests of the multiple-level queue, as shown in
Fig. 6.

We can see that lower levels of the queue have smaller values
of £ and ¢, which means that satellites have low workloads.
This usually leads to lower delays. However, if the estimation
is not accurate, the resource violation can be large as well. On
the other hand, higher levels of the queue have larger values
of ¢ and ¢, which leads to higher delays since the satellites
are usually congested. This setting however is over pessimistic,
thereby leading to under utilization of the resources of satellites.
Therefore, we consider that the dispatcher assigns requests to
the levels of the queue by jointly considering the obtained delay
and resource violation ratios. Specifically, we maintain an active
level of the queue, which means that the currently arrived request
will be assigned to the current active level. We increase the
active level by one level, if the current resource violations keep
increasing for a given number of time slots. Instead, we decrease
the active level by one level, if the average delay of implementing
each request keeps increasing for the given number of time slots.
Meanwhile, the scheduler takes a request from the lowest level
first. The requests in higher levels will not be scheduled until
all the requests in lower levels are scheduled. Each request is
implemented via invoking algorithm ApproSingle. The de-
tailed steps of the proposed algorithm are shown in Algorithm 2,
which is referred to as Algorithm Online.

B. Algorithm Analysis

Theorem 2: Algorithm Online for the online delay-aware
service chaining in an SEC network delivers a feasible so-
lution in time O(|R|(TViax(w) + |V|TVinax(u) + [V])(2 +
TVmax (1) 4+ |V])(loglog 3 + 1/¢)).

Proof: To show the solution delivered by Algorithm On-
line is feasible, we need to show the classification of ac-
tive level of requests does not affect the solution feasibility
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Algorithm 2: Online.

Input: G = (V UU, E), a time horizon T, a set of
NFV-enabled requests that arrive at the SEC network
with each request 7, = (u, dy; Tk, bk, SCk), a given
number 7 of time slots.

Output: The admission or rejection of each incoming
NFV-enabled request, if admitted, a minimum delay
path for the request will be delivered.

1: for each incoming request r; do

2 if request 7, coming in a new time slot. then

3: for g < 1to @ do

4: Find a minimum delay path p’ for each

request 7 in ¢ level queue by using algorithm

ApproSingle;
5 if p’ # () then
6: Admit request 7;
7: else
8: Reject request 7.
9: end if
10: end for
11: Clear all requests in the multi-level queue.
12: end if
13: Maintain an active level q of queue for each
request 7;
14: if the current resource violations keep increasing
for ¢ then
15: q<+—q+1;
16: else if the average delay of implementing each
request keeps increasing for # time slots then
17: qg+—q—1;
18: end if
19: According to the active level g, push the request r,
in the corresponding multi-level queue;
20: end for

of Algorithm ApproSingle. Assume that Algorithm On-
line currently considers request . If its previous request
rr—1 is admitted, the computing resource capacity of the cor-
responding LEO satellites that implement the VNFs of r;_1
is then updated, since the resource availabilities of these LEO
satellites have changed. Otherwise, there is no changes of
the nodes and edges in the auxiliary graph. Considering that
the feasibility of delivering a feasible solution by Algorithm
ApproSingle can be shown by Lemma 1, Algorithm On-
line delivers a feasible solution when multiple requests are
considered.

We then analyze the running time of the proposed algorithm
Online. Clearly, in the worse case, all the requests arrive in the
same time slot. That means we need to find the minimum delay
paths for these requests by using | R| times algorithm ApproS-
ingle. Therefore, the running time of the proposed algorithm
Online is O(|R||E'||V’'|(loglog3 + 1/€)),where |V'| =
2 + TViax(u) + |V]and |E'| = TVimax (1) + VT Vinax (u) +
[V].
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VI. SIMULATIONS

In this section, we evaluate the performance of the proposed
algorithms through experimental simulation.

A. Environment Settings

According to the structure of LEO satellite constellations of
Iridium IT [12], Starlink [16], Globalstar [13] and OneWeb [27],
we consider an SEC network consisting of 4 orbits, where
the number of LEO satellites in each orbit is in the range of
[6,10] and the altitude of each orbit varies from 780 to 1,414
kilometers. The usage cost of bandwidth resources is 0.01 USD
per Gigabyte [64]. There is an edge server in each LEO satellite.
The computing resource capacity of each server is randomly
selected from 16, 32, 48, and 64 vCPU, and the corresponding
costs of using such resources to process unit data are 0.0253,
0.04493, 0.08987, 0.17973 US dollars per second [2]. The
locations of ground users in the SEC network are randomly
generated and there are four ground users. The source of each
NFV-enabled request is randomly selected from the four users,
and the destination of the request is randomly selected from the
SEC network. The budget of implementing each NFV-enabled
request is set to 1.5 USD. The data of each request is ran-
domly drawn from [1, 50] Megabyte, and the delay requirement
is randomly generated from [1.5,2.5] seconds. Besides, the
number of VNFs of each NFV-enabled request varies from 5
to 10 [52]. Without otherwise specified, the afore-mentioned
settings will be default parameter settings in our simulations.
We implemented our simulation in Python and used python
package Networkx [25] to construct the SEC networks. The
result in each figure is based on the average of 50 runs of the
proposed algorithms and their benchmarks. The running times
of the algorithms are obtained based on a server with 2.80 GHz
Intel i7-7700HQ CPU and 16 GB memory.

Benchmark algorithms: We compare the performance of the
proposed algorithms against the following benchmarks.

1) TimeDelayMapping [61]: Algorithm TimeDe-
layMapping classifies NFV-enabled requests based on
their data sizes and delay requirements, and then uses
the K-shortest path (KSP) algorithm to select the path
with the lowest delay from the paths that meet the delay
requirements.

2) owPS [37]: For each NFV-enabled request, algorithm
OWPS calculates the weights of different parameters of
each path (e.g., transmission delay, satellite remaining
computing resource, hop count, processing delay, residual
connection time) using the entropy weighting method, and
uses the theory of grey systems to calculate the grey rela-
tionship among the parameters of each path. The optimal
path with the optimal weight is then selected.

3) RL-BA-VNA [60]: algorithm RL-BA-VNA uses rein-
forcement learning to select the optimal path for each
NFV-enabled request. Specifically, RL-BA-VNA extracts
feature matrix from the hierarchical SEC network and
inputs it into the policy network, which outputs the place-
ment probability of VNF on each satellite. Then, it places
VNF based on the obtained probability. Here the policy

5689

network consists of a revolutionary layer, a RELU excep-
tion layer, a fully connected layer, a softmax layer, and a
node filtering layer.

Note that the afore-mentioned benchmark algorithms may
place VNFs of a service chain into multiple orbits. In contrast,
our algorithms adopt the concept of chaining orbit and place
the VNFs of each service chain of a single orbit to avoid
prohibitively long delays.

B. Performance Evaluation of Algorithm ApproSingle

We first evaluate the performance of algorithm ApproS-
ingle against that of algorithms TimeDelayMapping and
OWPS in terms of average delay and cost, and average running
time, by varying the maximum number of LEO satellites per
orbit from 6 to 15 and fixing the number of NFV-enabled requests
to 50 and the maximum number of VNFs of each service chain
to 10. Note that the running times represent the time taken
by the algorithms to make implementation decisions for each
NFV-enabled request. Fig. 7 shows the results. It can be seen
from Fig. 7(a) that algorithm ApproSingle achieves lower
delay than that of algorithms TimeDelayMapping and OWPS.
The reason is that algorithm ApproSingle places the service
chain in the same orbit, reducing the impact of dynamic topology
in the satellite network, while algorithms TimeDelayMap-
ping and OWPS place the service chain in different orbits.
Although the transmission delay is lower than that of algorithm
ApproSingle, due to changes in the topology of the Satellite
Network, the waiting delay is increased, resulting in a total
delay higher than that of algorithm ApproSingle. Besides,
algorithm OWPS takes into account the remaining connection
time of the link when selecting the path, so the delay is relatively
low. Furthermore, as shown in Fig. 7(b), the average cost of
algorithm ApproSingle is higher than that of algorithms
TimeDelayMapping and OWPS, because ApproSingle
places the service chain in the same orbit, it increases additional
transmission costs. In addition, from Fig. 7(c), we can see
that the running time of algorithm ApproSingle increases
with the increase of the number of LEO satellites, which is
slightly higher than that of algorithms TimeDelayMapping
and OWPS. The reason is that algorithm ApproSingle needs
to construct an auxiliary graph and select paths based on the
auxiliary graph, and the scale of the auxiliary graph is larger
than the original network topology graph. Although the run-
ning times of all three algorithms are around tens of millisec-
onds and our proposed algorithm is lightly higher than the
rest algorithms, the average delay is much lower than that
of algorithms TimeDelayMapping and OWPS as shown in
Fig. 7(a).

We then evaluate the performance of algorithms ApproS-
ingle, TimeDelayMapping and OWPS in terms of average
delay and average cost, average running time, by varying the
maximum number of VNFs of each service chain from 5 to
14 and fixing the number of requests to 50 and the maximum
number of satellites per orbit to 10. As shown in Fig. 8(a),
the average delay of algorithms ApproSingle, TimeDe-
layMapping and OWPS is increasing due to the increase in the
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Fig. 8.  Performance of algorithms ApproSingle, TimeDelayMapping and OWPS with different maximum numbers of VNFs.

maximum number of VNFs, which is leading to longer process-
ing times. However, it is evident that the average delay growth
rate of algorithm ApproSingle is slower compared to that of
algorithm TimeDelayMapping and algorithm OWPS. This
can be attributed to the fact that as processing delay increases,
the impact of changes in satellite network topology will also
increase. Nevertheless, algorithm ApproSingle is designed
to mitigate this effect by placing the service chain in the same
orbit. Besides, it can be seen in Fig. 8(b) that the costs of all
algorithms increase with the growth of the maximum number
of VNFs, and the cost of algorithm ApproSingle is the
highest. The reason is that the VNFs within a service chain with
more VNFs can be placed into multiple LEO satellites, thereby
increasing the costs of transmitting data among the VNFs. In
addition, from Fig. 8(c), we can see that the number of VNFs has
little impact on the running times of algorithms ApproSingle,
TimeDelayMapping and OWPS. The number of VNFs has no
impact on the time complexity of these three algorithms.

C. Performance Evaluation of Algorithm Online

We now evaluate the performance of algorithm Online
against that of algorithms TimeDelayMapping, OWPS and
RL-BA-VNA in terms of average delay and cost, and average
acceptance ratio within a finite time horizon of 50 time slots, by
varying the maximum number of LEO satellites per orbit from 6
to 15 and fixing the maximum number of VNFs of each service

chain to 10. Fig. 9 shows the results in the last time slot of the
finite time horizon. Algorithm On1ine obtains the lowest delay
and the highest costs of all the four algorithms. In addition, the
delays of algorithms Online and RL-BA-VNA are similar, but
the cost of RL-BA-VNA is lower than that of algorithm Online
because algorithm Online places the service chain in the same
orbit, limiting the opportunity of selecting satellites with lower
processing costs in other orbits. It can be seen in Fig. 9(c)
that the average acceptance ratios of algorithms Online and
RL-BA-VNA are slightly higher than other algorithms, and the
average acceptance ratios of algorithms TimeDelayMapping
and OWPS gradually increase and eventually stabilize, as the
available computing resource in the satellite network increases
with the growth of the maximum number of satellites per orbit.

We then evaluate the performance of algorithm Online
against that of algorithms TimeDelayMapping, OWPS and
RL-BA-VNA in terms of average delay, average cost and average
acceptance ratio within a finite time horizon of 50 time slots, by
varying the maximum number of VNFs of each service chain
from 5 to 14 while fixing the number of requests to 50 and the
maximum number of satellites per orbit to 10. The evaluation
results are illustrated in Fig. 10. From Fig. 10(a), we can see that
the average delay of all algorithms is increasing with the increase
of the maximum number of VNFs, leading to longer processing
time. It can be seen from Fig. 10(b) that the average cost of all
algorithms increases with the growth of the maximum number
of VNFs, and the cost of algorithm Online is the highest, the
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rationale is that algorithm Online places the entire service
chain in a single orbit, which results in increased transmission
expenses. Moreover, from Fig. 10(c), we can see that the average
acceptance ratios of algorithms Online, TimeDelayMap-
ping, OWPS and RL-BA-VNA decrease with the growth of
the maximum number of VNFs. This tendency is due to the
diminishing availability of network resources as the maximum
number of VNFs grows.

Maximum number of requests per time solt

(b) Average cost

Maximum number of requests per time solt

(c) Average acceptance ratio

Performance of algorithms Online, ShortestPath, TimeDelayMapping and RL-BA-VNA with different maximum numbers of requests per

We finally evaluate the performance of algorithm Online
against that of algorithms TimeDelayMapping, OWPS and
RL-BA-VNA in terms of average delay and cost, and average
acceptance ratio by varying the maximum number of NFV-
enabled requests per time slot from 1 to 10 and fixing the
maximum number of LEO satellites per orbit to 10 and the
maximum number of VNFs in each service chain to 10. Fig. 11
shows the results. It can be seen in Fig. 11(a) that algorithm
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Online achieves the lowest delay of the four algorithms when
the maximum number of NFV-enabled requests per time slot is
8, and algorithm RL-BA-VNA performs better when the number
of requests per time slot is higher than 8. This is because as the
number of requests increases, the number of learning samples
gradually increases, and the learning accuracy of algorithm
RL-BA-VNA also improves. Further, the delay increases as the
number of NFV-enabled requests increases. This is because as
the number of requests in the same time slot increases, the
response delay also increases. Besides, as the the number of
NFV-enabled requests keeps increasing, the multi-level queue
of algorithm On1ine dynamically adjusts parameters to enable
algorithm Online to select orbits with more resources for
VNF placement. This consequently leads to the increase of
processing delay and decreases the cost of algorithm Online,
as shown in Fig. 11(b). The remaining three algorithms prioritize
placing VNFs on satellites with low processing delay, which
can result in insufficient resources on those satellites. As a
consequence, these algorithms may have to select satellites with
high processing delay for VNF placement, leading to increased
latency but reduced costs. Furthermore, from Fig. 11(c), we can
see that the average acceptance ratios of algorithms Online,
TimeDelayMapping, OWPS and RL-BA-VNA decrease as
the number of NFV-enabled requests grows. This is because as
the number of NFV-enabled requests increases, the available
resources in the network are decreasing, which can lead to a
higher rejection rate.

VII. CONCLUSION AND FUTURE WORKS

In this article, we investigated the delay-aware service
chaining problem in an SEC network. For the problem with
a single user request, we proposed an approximation algo-
rithm with an approximation ratio by devising a novel con-
cept of chaining orbit and auxiliary graph construction tech-
nique. For the online version of the problem with unknown
request arrivals and uncertain network delays, we also de-
vised an online algorithm. We conducted extensive simula-
tions to evaluate the performance of the proposed algorithms
based on real satellite network topologies. The proposed algo-
rithms outperform its counterparts in terms of both delay and
cost.

The future works of this study include (1) we will focus on
the space-air-ground integrated MEC networks with highly dis-
tributed and heterogeneous computing resource in the network,
by developing efficient and effective algorithms for delay-aware
service chaining in the network, and (2) we will also investigate
the energy consumption of satellites on their resource avail-
ability, service chaining performance, through giving a precise
energy model for satellites, and devising energy-aware service
chaining algorithms.
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