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Efficient and Fault Tolerant Data Stream Processing
With Uncertain Data Rates in Serverless Edge
Computing
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Abstract—Data stream processing is a functionality of various
Al applications to obtain continuous insights fromdata streams.
Serverless edge computing (SEC) is a key solution for implementing
data stream processing requests by deploying serverless functions
into cloudlets. However, existing data stream processing methods
focus more on processing delay, ignoring fault tolerance and com-
plex dependencies among functions, resulting in critical events
being missed in the event of any fault and processing inefficiency.
Besides, due to the uncertainty of data streams, existing function
deployment methods may not be suitable for their newly changed
data rates, causing resource waste or shortages. To address these
problems, we first propose an optimization framework to enable
efficient and fault tolerant function deployment, such that the delay
of data stream processing is minimized while meeting its fault tol-
erant requirements and resource capacity constraints of cloudlets
in an SEC network. We then design an online learning algorithm
that predicts data rate changes through a multi-timescale machine
learning method and proactively adjusts instance locations and
numbers to absorb data rate uncertainty. Experimental results in a
real test-bed show that our proposed algorithms outperform their
counterparts by 13.5% on the average delay and 26.3% on the
average fault tolerance.
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I. INTRODUCTION

RIVEN by the widespread adoption of Internet of Things

(IoT) services [1] and the increasing reliance on Al
services [2], data stream processing applications have gained
prominence in domains of finance, telecommunications, health-
care, logistics, and etc. These applications require extremely-low
delays to guarantee timely processing and response to data
stream processing requests for effective decision-making. For
instance, in finance, real-time analysis of market data streams is
crucial for making split-second investment decisions. However,
in data stream processing applications, there are faulty events,
including semantic anomalies or rule conflicts. Thus, the tolera-
bility to faulty events of such stream processing applications is
another vital requirement for users. Fault tolerance requirements
refer to maintaining the data stream processing continuity with
faulty events, and ensuring the recoverability of the processing.
Failing to meet the fault tolerance requirement may interrupt the
continuously processing of data streams, thereby missing critical
events hidden in data streams [3]. For example, in industrial
equipment monitoring, if fault tolerance can not be met, critical
data may be missed, causing production interruptions [4].

Mobile edge computing (MEC) empowered by the technique
of serverless is emerging as the key technology for data stream
processing [5]. Based on the Function-as-a-Service (FaaS),
serverless edge computing (SEC) abstracts away the complexity
of resource and allows applications to be provided in code-
level functions, enabling efficient and fault tolerant data stream
processing [6]. Specifically, the cloud service provider of an
SEC network usually deploys agile and lightweight serverless
functions in cloudlets within the proximity of users to implement
their data stream requests. As such, the delay experienced by
users is reduced by implementing data stream processing in
an SEC network. Besides, through the active standby failover
mechanism, the SEC network can deploy lightweight standby
instances to meet fault tolerance requirements, as the active
functions can quickly switch to standby instances when a fault
occurs.

The current function deployment technique of MEC or server-
less computing may not solely guarantee the efficiency and
fault tolerant requirements of data stream processing requests.
Serverless computing in data centers may easily provide enough
standby instances using abundant computing resources [7].

1939-1374 © 2025 IEEE. All rights reserved, including rights for text and data mining, and training of artificial intelligence and similar technologies.
Personal use is permitted, but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.

Authorized licensed use limited to: CITY UNIV OF HONG KONG. Downloaded on March 16,2026 at 02:47:19 UTC from IEEE Xplore. Restrictions apply.


https://orcid.org/0000-0001-5438-1468
https://orcid.org/0009-0001-5751-4307
https://orcid.org/0000-0001-7978-4933
https://orcid.org/0000-0002-8207-6740
https://orcid.org/0009-0002-5462-0670
https://orcid.org/0000-0002-8396-6825
https://orcid.org/0000-0002-8629-4622
https://orcid.org/0000-0003-1404-5202
mailto:z.xu@dlut.edu.cn
mailto:32017112@mail.dlut.edu.cn
mailto:32017112@mail.dlut.edu.cn
mailto:liupeichen@mail.dlut.edu.cn
mailto:liupeichen@mail.dlut.edu.cn
mailto:qiufenxia@dlut.edu.cn
mailto:weifa.liang@cityu.edu.hk
mailto:wenzheng.xu@scu.edu.cn
mailto:panzhou@hust.edu.cn
mailto:hateif@163.com
https://doi.org/10.1109/TSC.2025.3647054

296 IEEE TRANSACTIONS ON SERVICES COMPUTING, VOL. 19, NO. 1, JANUARY/FEBRUARY 2026

However, conventional MEC networks may not ensure fault tol-
erant data stream processing, due to their capacitated resources
and the fact that an MEC network may not provide enough
standby instances for all requests. Thus, directly application of
such methods to an SEC network may easily cause resource
violations [8]. Once the failure of a single function, the whole
application will malfunction if there is no standby instance,
resulting in higher recovery delays and inefficient function
processing. Besides, the data rate of data stream processing
applications is uncertain. The uncertain data streams may lead
to changes in resource requirements, and pre-placed serverless
functions may not be able to adapt to the new resource require-
ments. Therefore, we need to proactively adjust the number and
locations of standby instances, thereby improving the efficiency
and fault tolerance of serverless functions with uncertain data
rates.

Specifically, enabling efficient and fault tolerant data stream
processing in SEC networks poses fundamental challenges.
First, the serverless functions of each data stream processing
request have complexly dependencies. For example, an au-
tonomous driving service may need an Al pipeline consisting of
sensing data from radar, image, vehicle status, and inferences [9].
Due to complex dependencies of code-level functions may
incur the high delay during data stream processing if the lo-
cations of the functions are not carefully deployed. Therefore,
considering the dependencies of functions, it is challenging to
implement efficient data stream processing via careful function
placements. Second, the fault tolerance is a key factor to guar-
antee the availability of data stream processing services. For
example, in healthcare services on heart diseases or respiratory
diseases, any failure or delay in the processing of their stream
data may lead to a late diagnosis of a critical disease. The
highly distributed and constrained resources of the SEC network
further complicate the recovery from faulty functions, because
the number of standby instances may not be enough to satisfy
fault tolerant requirements of requests due to resource availabil-
ity [10]. Therefore, given the distributed and limited resources of
an SEC network, itis challenging to select an appropriate number
of standby instances for each function. Third, the data rate of
each data stream processing request may have uncertainty and
fluctuate over time. The pre-allocated functions may not be able
to meet changing data rates. Specifically, it is necessary to design
a suitable data rate prediction algorithm to dynamically predict
changes in the data rate and relocate standby instances to avoid
resource shortage or waste. However, due to the periodic nature
of data rate changes, it is challenging to accurately predict data
using traditional prediction methods, which poses a challenge
for the relocation of proactive functions.

However, most existing studies either ignored dependencies
among serverless functions [11], or did not consider fault toler-
ant requirements of each data steam requests [12], [13]. Also,
there are rarely studies that take data rate uncertainty of data
stream processing into consideration in SEC networks [14],
[15]. To address the above-mentioned challenges, we consider
the problem of data stream processing with uncertain data rates
in an SEC network, by minimizing the delay while meeting
the fault tolerant requirement of users. We first investigate the
problem of the efficient and fault tolerant function placement
for data stream processing requests in an SEC network, by
considering both fault tolerant requirements of requests and
resource capacitated constraints of cloudlets. We then study the
problem of proactive data stream processing request adjustment
by re-locating serverless functions with different resources.

The main contributions of this paper are as follows.

® We first design an optimization framework for implement-
ing data stream processing requests with given data rates
to determine the appropriate number of standby instances
and find locations of serverless function and their standby
instances for each function in the SEC network, such
that the delay is minimized while satisfying fault tolerant
requirements of each request and resource constraints of
cloudlets in an SEC network.

e Consider that the data rates of data stream requests are
dynamically changing and uncertain, we propose a multi-
timescale machine learning-based online algorithm to pre-
dict changes in data rates and proactively adjust the number
and locations of existing standby instances of serverless
functions, such that the changes of uncertain data rates can
be absorbed.

® We evaluate the performance of the proposed algorithms
based on a real test-bed and real-world datasets and results
show that our algorithms outperform existing works by
13.5% on the average delay and 26.3% on the average fault
tolerance.

The rest of the paper is arranged as follows. Section Il reviews
related studies. Section III introduces the system model and
problem definitions. Section IV proposes an optimization frame-
work for the problem of fault tolerant function placement with
given data rates. Section V devises an online learning algorithm
for the proactive data stream request adjustment problem with
uncertain data rates. Section VI evaluates the performance of
the proposed algorithms experimentally with a real test-bed and
real-world datasets. Section VII concludes the paper.

II. RELATED WORK

Data stream processing is a fundamental functionality of
various stream processing applications. Various systems, archi-
tectures and algorithms in serverless computing are designed
to enable efficient data stream processing [16], [17], [18]. For
example, Song et al. [17] designed a new stream processing
serverless system that enables fast reactive scaling of stream
queries. These studies however focus on enabling the efficiency
of data stream processing in data centers with abundant re-
sources. Direct implementation of such methods into MEC
networks may not guarantee the performance of data stream
processing, because cloudlets may not have enough resources
to process data streams.

Enabling data stream processing in MEC networks has at-
tracted attention in the past few years [8], [12], [19], [20], [21].
For example, Liu et al. [8] proposed a scalable and adaptive
stream processing method in an MEC network, to handle con-
current [oT queries in the network. Fu et al. [21] proposed a new
framework for edge stream processing with a congestion-aware
scheduler. However, the above-mentioned works did not con-
sider an SEC network that implements data stream processing
via provisioning a set of serverless functions.

SEC can effectively provide highly-available edge resources
for data stream processing applications in code-level func-
tions [10], [18]. Existing studies on SEC mainly focused on
generic applications, by reducing the cold start delay and im-
proving the resource utilization of edge nodes [11], [22], [23],
[24]. However, none of them focus on data stream processing
in SEC networks. For instance, Roy et al. [22] proposed a
technique to reduce time costs by strategically warming up a
serverless function based on its time-varying probability of the
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TABLE I
COMPARISON OF EXISTING WORKS AND OUR WORK

Ref Network Request | Data stream | Fault tolerance Type of delay Uncertain

type processing mechanism Processing [ Cold-start | Recovering | Transmission | data rates
16 Cloud DAG v v v X X v X
17 Cloud DAG v X v X X v X
18 Cloud DAG v X v X X v X
19 Edge DAG v X v X X v X
12 Edge DAG v X v v X v X
[8] Edge DAG v v v X v v X
20 Edge DAG v X v X X v X
21 Edge DAG X X v X X v X
11 Cloud Function X X X v X X X
23 Cloud Function X X v v X X X
24 Edge Function v X v v X X X
25 Edge DAG v X v X X v X
27 Cloud Function X v v X X v X
28 Cloud Function X v v X X v X
[7] Cloud DAG X v X X X X X
[29] Cloud Function X v X X X X X
Our work SEC DAG v v v v v v v

Network refers to the scenario studied in this work, which mainly include edge or cloud.
Request type refers to the request type considered for the job, including DAG and single function.

Type of delay refers to which delay is considered in the work.

Data stream processing, fault tolerance mechanism, and uncertain data rates refer to whether the work has considered these problem.

TABLE I
NOTATIONS AND DEFINITIONS
Notations Definition
G=(V,E) the SEC network operated by a service provider, where V is a set of cloudlets and E is a set of links

CL, clj, C(cly), and M;
R, Ty, $m and t,,

G, = (Vi EL)

7, fi,and pp -

Tm, D1, and &y,

Pr(fi)
4o e

g7 Yt and d.
Tm,l,j,7

na

Tm,lg,m

o
P, p’, P,and p

the set of cloudlets, jth cloudlet, its available memory capacity, and its allocated memory

the set of data stream processing requests, and mth data stream processing request and the source function and terminates of 7,
the DAG of 7, where V!, is the set of functions and E,
the time slot in 7', the Ith function in V;,,, and the data rate of data stream processing request r,, in 7

the unit of memory resource allocated to process a unit data rate

the fault tolerance of each function of 7., the failure probability of f;, and the fault tolerant requirement of .,

the probability of at least one instance of f; is available, where Pr(f;) = 1 — (p;)"m !

the cold-start delay, the processing delay, and the transmission delay of a unit data rate of path e

the binary variable that determines whether a function f; of r, in cloudlet CL; in 7

the binary variable that determines whether the function f; of r,, is newly-instantiated in C'L; in 7

the influence factor that captures cloudlet C'L;’s impact of memory allocation on the processing delay

the set of execution paths from s,, to t,,,, and a path in P’ and the set of paths in G to which P’ in G, is mapped, and a path in P
2yl the indicator variable that shows whether p’ € P’ is mapped to p € P in time slot 7

is the data flows among the functions

0

P! ,p,T
dbt ., dree the sum of processing and transmission delay as well as the recovering delay of 7, in 7

é(ps), ¥ (ps), and P| the starting point and the ending point of sth path p, and the paths in DAG G, that involves function f;
Km the state buffer for each function of data stream processing request 7,

Y- the binary variable whether f; is switched to a standby instance in a new cloudlet in 7

K the maximum number of standby instances, where K < |V/|

Sm and py the partition sequence of the request r,,, and the partition of the partition sequence, where p, € S.,

gl 2 73
cl: @ alj7(1,and cljwq

; the virtual cloudlets for cloudlet cl;
G,,i,’, cl;, and Clj//

the auxiliary graph of the modified network and the dummy cloudlet for cloudlet cl; in G/, and G,

m

Em the adjustment ratio for the data stream processing request r,,

max

gm and g,
Pm, Pm,r+1,and hy

the number of groups needed and the maximum number of groups for the prediction of data rates of r,,
the average and predicted data rate of r,,, in 7 4 1, and the size of hidden states for each group

next invocation. Kaffeis et al. [24] devised an efficient algorithm
to schedule serverless functions in server clusters. Besides, none
of these works considered the fault tolerance problem incurred
by serverless function failures.

Fault tolerance is an important method to ensure high avail-
ability of services [25]. Existing works have initially addressed
the problem of fault tolerance in serverless architecture by
proposing algorithms or systems [7], [26], [27], [28]. Most of
such investigations are not performed in the context of SEC
networks. Besides, most of these proposed methods are not
particularly designed for data stream processing. For example,
Qi et al. [27] proposed a serverless system for fault-tolerant
stateful serverless computing, by leveraging asymmetric logging
as a foundation. Zhang et al. [7] proposed a system for fault
tolerant stateful serverless workflows. Barrak et al. [28] intro-
duced a peer-to-peer serverless architecture with fault tolerance
mechanism for Al model training.

To sum up, although existing studies have proposed various
methods to separately optimize data stream processing, function

effectiveness, and fault tolerance, there are no works that can
address efficient and fault-tolerant data stream processing in
SEC networks. Besides, existing works do not consider uncertain
data rates. In this work, we consider the problem of data stream
processing with uncertain data rates in an SEC network, by
adopting active-standby failover mechanisms and minimizing
the delay while meeting the fault tolerant requirement. The
comparison of existing works and our work is shown in Table I.

III. PRELIMINARIES

In this section, we introduce the system model, notions and
notations, and define the optimization problems precisely. All
the symbols used in this paper are listed in Table II.

A. System Model

We consider an SEC network G = (V, E) operated by a
cloud-native service provider, with aset V' of cloudlets providing
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An example of implementing data stream processing in an SEC

services within the proximity of users, and a set E of backhaul
links/paths interconnect the cloudlets. Fig. 1 shows an example
of the SEC network. Each cloudlet c/; € CL usually consists
of several servers or accelerators, and is either attached to an
access point or located in the backhaul of the SEC network.
Due to the space limitation of each edge location, a cloudlet
usually has a certain amount of resources to process data streams.
We consider that the resources of each cloudlet are virtualized
using cloud-native technologies, and offered to users in terms of
serverless functions. According to the popular serverless plat-
forms [29], [30], we assume that the memory resource is the key
resource type demanded by serverless functions. Specifically,
each cloudlet cl; has memory capacity for executing tasks in
serverless functions, which is denoted by C'(cl;).

B. Data Stream Processing in an SEC Network

Nowadays, many Al applications, such as autonomous driv-
ing, traffic monitoring, virtual reality, and augmented reality,
require continuous data stream processing. For instance, in an
autonomous driving system, the traffic events captured by vehi-
cles need to be processed timely such that the system can make
real-time decisions [9], [31]. Further, in an AR application, the
video stream captured by an AR headset needs to be processed
timely, such that virtual objects can be augmented into the stream
in no time [32], [33]. Considering the wide existence of data
stream processing in many applications, many production-level
data analytic systems, such as Apache Kafka [34] or Flink [35],
etc., support data stream processing. In such systems, users issue
requests to process data streams of their applications. Let r,,, be a
data stream processing request in an SEC network, which can be
implemented in serverless functions that are submitted directly
to the SEC network.

Serverless-enabled requests are implemented in code-level
functions that are independent on each other. Therefore, a data
stream processing request 7, is represented by a Directed
Acyclic Graph (DAG) [24], [36] with nodes representing server-
less functions and edges denoting the data flows among the
serverless functions. Let G, = (V,),, E! ) be such a DAG of
serverless functions, where V), is the set of serverless functions
of r,, and E! is the set of data flows among the serverless
functions of r,,,. There is a source function and a sink function,
and the data stream originates from the source function and
terminates at the sink function, which are denoted by s,,, and
tm, respectively. Denote by f; a function in V,/,, which needs to
process the data streams that are passed on by its predecessor in
DAG G.,,.

C. Uncertain Data Rates of Data Stream Processing Requests

The data stream of a data stream processing request 7, is time-
varying and depends on many factors, such as the stability of data
sources, the environment, and the network bandwidth [37]. For

Data Stream Request

Cloudlet 7,

FARP S D, 5
B e ‘W
D (X3 H - "’"fa/,m
2P, =410KBIs
s SEC Network  Cloudlet 2

Fig.2.  Anexample of the placement of a data stream processing request into
an SEC network.

example, in a medical monitoring system, human digital twins
continuously collect the data of patients and update their data
stream of the health situation timely. We thus define the rate
of the data stream arrivals as data rate. Assuming that time is
equally divided into equal slots, the data rate of r,,, is defined as
the volume of data arriving into the system per time unit in time
slot 7. Let p,,, - be the data rate of the request r,,, in 7. Although
the data rate of a data stream processing request can be obtained
on its arrival, the future data rates in subsequent time slots may
be uncertain. Therefore, the placement of the functions of each
data stream processing request needs to be proactive, such that
the data stream processing request does not need to be migrated
frequently due to changes in data rate. Without loss of generality,
we assume that the memory resource required to implement a
data stream processing request ', is proportional to its data rate,
i.e.,7 - pm,r, Where v is the unit of memory resource allocated to
process a unit data rate. Fig. 2 shows an example of a data stream
processing request and its implementation in an SEC network.

D. Fault Tolerant Requirements of Data Stream Processing
Requests

Faults can occur anywhere and at anytime in a network
due to natural disasters at the locations of cloudlets, software
malfunctions in the system, hardware failures, and etc. In SEC
networks, the fault tolerance is crucial to guarantee the timely
and continuous processing of data streams, considering that
serverless functions usually execute a small piece of code
with complex dependencies. Active-standby failover mecha-
nisms [38] are usually adopted to avoid the failures of function
execution. In an active-standby failover, an active function of
data stream processing request 7, is placed into a cloudlet, and
a few standby instances of the function are placed into other
cloudlets [39]. Note that the number of standby instances of
each function guarantees the fault-tolerant requirements and the
efficiency of the system. Too many standby instances may lead
to a high maintenance cost, while too few standby instances may
not be able to respond to failures proactively.

Each data stream processing request 7, needs 1 + n,, in-
stances for each function of its DAG G, to guarantee its fault
tolerant requirement, with one active instance and n,,, standby
instances. We assume that 1 + n,,, < |V, that is, the number of
standby instances of each function is no greater than the number
of cloudlets in the SEC network. The rationale behind this is that
there is at most an active function or a standby instance for each
function in each cloudlet. The value of n,,, determines the fault
tolerance of each function of data stream processing request .
Denote by p; failure probability of function f;. Notice that p; can
be predicted by machine learning algorithms [40]. Let Pr(f;)
be the probability of at least one instance of function f; is fault
tolerant, then, Pr(f;) = 1 — (p;)™ L. To ensure the quality of
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data stream processing, we consider each request 7,,, has a fault
tolerant requirement d,,, given a priori in [38], we have

Hyeve, Pr(fi) > Om.- ()

Note that a large number of standby instances determined by
n,, may lead to higher resource consumption and consequent
resource violations. Thus, the value of n,,, needs to make a trade-
off between fault tolerant requirements and resource constraints.

E. Delay Model

The delays experienced by a data stream processing request
rm consist of the processing delay by functions of r,,,, transmis-
sion delays among the functions, and the recovering delays of
from a failed function to a standby instance.

The processing delay of data stream processing request 7.,
mainly depends on both its data rate and the memory resource
allocated to itself [41]. The reason is that with more memory
resource allocated to r,,,, more data can be loaded to the mem-
ory at the same time, and thus reducing the overhead due to
memory management overhead. Denote by M the amount of
memory allocated by cloudlet C'L; to process a unit data rate.
The influence factor that captures cloudlet C'L;’s impact on
memory allocation on the processing delay is «;. Besides, the
processing delay includes cold start delay, which is related to
whether the current cloudlet has idle function instances. We use
a binary variable z,, jr to represent whether function f; of
T, is assigned to cloudlet C'L; in time slot 7. On one hand,
if there are no idle function instances, a function of r,, has
to been instantiated. Consequently, a cold-start delay has to be
included in the processing delay. Let df ; ; be the cold-start delay
incurred by instantiating a function fi in CL;. Note that the
cold-start delay can be given a priori constant by periodic time
series prediction methods [42]. On the other hand, there may be
some idle function instances. We thus use another binary variable
! to show whether function f; of r,, is newly-instantiated

m,l,j,7
m.l,j,r = 1) orisassigned to an existing

inC L; in time slot 7 (2!
functlon instance (27, , ; = 0). Let d} 7", _be the processing

delay by a function f; of T in C'Lj at 7, then,

proc
m,l,j,7 Tm,lgr* Qj -

Mj - pmr + x;n,l,j,‘r : ?7]'- 2)
The transmission delay of the data stream processing request
Tm 18 incurred by the execution path of functions in its DAG.
There exist multiple execution paths in DAG G/, of r,,, from its
source function s,,, to sink function t,,,. Let P’ be the execution
paths from source function s,, to the sink function ¢,, in G/,,,
and p’ be one of such paths. Denote by p and P a path in the SEC
network to which the execution path p’ in G, is mapped and the
set of such paths, respectively. Let p, be a segment of p, and the
number of functions in the execution path p’ of Gy is |p'|. We use
aindicator variable z, , , to indicate whether p’ € P’ is mapped
top € P in time slot 7. The sum of processing and transmission
delays of 7, in 7 is the maximum delay of the execution paths
in P’ incurred by the processing of functions and transmission
of data streams in paths of P, which is denoted by dP! _, then,

m,T?

proc
m,l,j,7

@, DY

= max E 2y
T P'\p, /
fiep' CLjep

peEP

Ip'|—-1

+ Z Z T L, (ps),T

=1 psCp

zm,l—i—l,w(ps)n' Z Pm,T * de )
€Eps
(3)

where ¢(p;) is the starting point of path pg, and ¥ (ps) is the
ending point of p;.

When an active function fails, it needs to be switched to
a standby instance. The delay during such a process is the
recovering delay [43]. Let P] be the paths in DAG G, that
involves function f;. If f; is switched to its standby instance, all
the execution paths in P, will be affected. That is, given a path
p' € P}, the predecessor of f; inp’ needs to forward its processed
data stream to the new cloudlet of f;’s standby instance. Besides,
since we consider stateful serverless functions, such as processed
states, connection states, etc., it needs to forward the states
generated to the new destination for later use. We assume that
each serverless function maintain a state buffer for the states
generated by each function. Let x,,, be the size of the state buffer
for each function of data stream processing request r,,,. Denote
by p; - the switching path from time slot 7 — 1 to time slot 7.
The recovering delay ;< if a failed function is switched to a
standby instance in a dlfferent cloudlet at 7, we have

d:ricr = Z Yi,r - Em Z de, (4)

fievy, eEp,+

where y; , indicates that whether f; is switched to a standby
instance in a new cloudlet in time slot 7. Therefore, the delay
experienced by a data stream processing request r,, is

e = dBy L+ d5 )

F. Problem Definitions and NP-Hardness

Given an SEC network G = (V, E), a set R of requests
for processing data streams, with each data stream processing
request r,, represented by a DAG G, = (V,,, E},,), assuming
that the available resources of the SEC network are enough
to admit each single data stream processing request 7,,, we
consider the following optimization problems.

On the arrival of each data stream processing request 7.,
assuming that the data rate of r,, is given as a priori, the fault
tolerant function placement problem with given data rates in
G is aim to find the locations of the serverless functions in
V. for r,, determine the number of standby instances, and
place the standby instances for each function of r,, into the
cloudlets, such that the average delay experienced among all
data stream processing requests in R is minimized, subject to
the memory resource capacity on each cloudlet and the fault
tolerant requirement of r,,,.

Although the data rates of data stream processing requests
are known in their arrival time slots, the data rates in future time
slots are dynamically changing and uncertain. Given a finite
time slot with 7', the proactive data stream processing request
adjustment problem in G is to predict the data rates of data
stream processing requests in different time scales, proactively
adjusting the number n,,, of standby instances by re-locating, and
assigning them to serverless functions with different memory
resources. As such, minimizing the average delay incurred by
all data stream processing requests in R while meeting the
memory resource capacity of each cloudlet and the fault tolerant
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requirement of r,, by proactively adjusting the number and
locations of standby instances.

We now analyze the NP-hardness of defined problems.

Theorem 1: Givenan SEC network G = (V, E), arequestr,,
needs to process by functions in a DAG G, = (V,),, E! ), and
a fault tolerant requirement §,,, of 7,,,, the fault tolerant function
placement problem is NP-hard.

Please see Appendix A, available in the supplemental file.

IV. AN EFFICIENT ALGORITHM FOR THE FAULT TOLERANT
FUNCTION PLACEMENT PROBLEM WITH GIVEN DATA RATES

We now propose an efficient algorithm for the fault tolerant
function placement problem, assuming that the data rate of a
data stream processing request 7, is given a priori.

A. An Optimization Framework to Find an Appropriate
Number of Standby Instances

Due to capacitated resources in cloudlets, the number n,,
of standby instances has to be chosen carefully to find a fine
tradeoff between the fault tolerance and delay experienced by
each data stream processing request. Specifically, if a larger
value of n,,, the standby instances may consume too much
memory resource, making the active instances being placed into
far locations in the SEC network and leading to long delays.
However, a smaller value of n,, may lead to the violation of
fault tolerant requirement of the data stream processing request.
Motivated by this, we design an optimization framework with a
customized binary search method to find a proper value of n,,,
such that the fault tolerant requirement is met, and the delay is
minimized.

We set the minimum and maximum values of n,, to 1 and K,
respectively, meaning that each function should have at least one
and at most K standby instances. Considering that in each time
slot 7, there are already some data stream processing requests
in the SEC network, we could keep track of their number of
standby instances and their experienced delays in time slot 7 —
1. We thus associate each value of n,, with the average delays
experienced by data stream processing requests which have n,,
standby instances. Let < n, d > be such an associated tuple.

The binary search process proceeds as follows. Firstly, let
Nynin and 7,4, be the minimum and maximum values of the
current search round, respectively, where n,,,;,, = 1and ny,q, =
K. The value of n,, is set to 1, + ==esgmmin | We then
check whether the fault tolerant requirement in inequality (1) is
met. If not, we set 7in t0 [Ny + “mezsTmin | and perform
the next round of searching; otherwise, we check the delay of n
in its corresponding tuple by two cases:

Case 1, if no data stream processing requests adopted this
value so far, its delay is NIL. We then implement data stream
processing request 7, by invoking the function placement al-
gorithm in the next subsection. The obtained delay is updated
to the tuple, and the next round of searching is continued with
Nomin = 15

Case 2, otherwise, we obtain the average delay directly from
the tuple. If the delay is smaller than the delay obtained in the
previous round, we set 1,5, = n and continue for the next round
of searching; besides, we set n,,,4,, = n and continue for the next
round. The above procedure continues until 1,4 < Mpnin and
N, 1s set to the current value of n. After obtaining a proper value
of n,, for data stream processing request r,,, we then proceed

Algorithm 1: Fwk.

Input: An SEC network G = (V, E), a set R of data
stream processing requests for processing data streams,
and their fault tolerant requirements.

QOutput: The placement locations for the active and
standby instances of functions of each 7,,.

1: Create a tuple (n,d) for each r,,, and 1 < n < K, where

d<+ NIL.

2:for7+1---Tdo

3:  Let R be the set of data stream processing requests

that arrive in time slot 7;

4: for each data stream processing request ,,, € R do

5 Nmin < 1; Nmax < K;

6: Ny < —1; /*the number of standby instances for

data stream processing request 7, */

7 while 1,5, < Nar do
8: n' anin + WJ’
9: if the fault tolerant requirement is met then
10: Get d from tuple (n.,, d);
11: if dis N1L then
12: Invoke Algorithm Heu in the next subsection
to obtain a value for d;
13: Nmin < Ny and continue the next round of
searching;
14: if d is smaller than that in the previous round
then
15: Nmin < 1’ and continue the next round of
searching;
16: else
17: Nmaz < N and continue the next round of
searching;
18: else
19: Nmin 4 [Tmip + Pmesgfimin |
20: Ny, N3
21: Invoke Algorithm Heu to place the functions of

request r,,, with given the selected number n,,, of
standby instances;

to place the functions of the data stream processing request 7,
in the next subsection.

The proposed framework is shown in Algorithm 1, referred
to as Fwk.

B. Function Placement With a Given Number of Standby
Instances

Given a value n,,, for each function of the data stream pro-
cessing request r,,,, we now devise an efficient heuristic to find
locations for its serverless functions and standby instances. Since
there is a recovering delay among active functions and standby
instances, they need to be located in close locations. Separately
placing a number of copies of DAG G/, however may increase
the recovering delays. To avoid such high recovering delays, we
propose a method that jointly places each function in G}, and
its n,,, standby instances into the SEC network G. The proposed
heuristic consists of three stages: (1) partitioning DAG G/, into
a number of partitions, (2) placing the active functions of 7,
into the SEC network, and (3) placing standby instances of 7,,.

Stage 1. DAG partitioning: To reduce the transmission delays,
we first partition DAG G, into a number of sequential partitions,
by applying topological sorting on the DAG G/, of 7, [44]. In
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' Pq
(a) A DAG. (b) A partition sequence.

Fig. 3. An example of the constructed auxiliary graph G7,, .

this case, we can avoid massive data stream transmissions among
different cloudlets when the functions are scattered in the SEC
network. We first perform a depth-first search on G, to obtain
the dependency among the functions in V. According to the
dependencies between functions, we can obtain a topological
sort of the functions. We then divide the G/, into a set of parti-
tions based on the results of topological sorting, each partition
consisting of a set of functions that can be instantiated to the
same cloudlet. Assuming that the computing resources of each
server can handle at least one partition. Therefore, each partition
is a minimal schedule unit. Besides, all the partitions form a
sequence chain, which represents the execution sequences of the
functions in the partitions and referred to as partition sequence.
An example of the found partition sequence is shown in Fig. 3(b).
Let S, be the partition sequence of data stream processing
request 7,,. Each partition p, € S,,, has several functions, and
the partitions have disjoint sets of functions of DAG G/,,.

Stage 2. Active function placement: We then place the partition
sequence S,, of each data stream processing request r,, to the
SEC network G, where the functions of the placed partition
sequence will serve as active functions. To this end, we transfer
the problem into the problem of finding a shortest path in an
auxiliary graph G7.

For each partition p,, we first modify the SEC network G
by eliminating the cloudlets that do not have enough memory
resources to execute the functions in p,. Instead of removing
the cloudlets with insufficient resources directly, we treat such
cloudlets as dummy cloudlets with zero processing delay. Let cl;-
be a dummy cloudlet for cloudlet cl;. The rationale behind this
is that it will not execute the functions in p,.

For the rest cloudlets with enough computing resources,

we create three virtual cloudlets, denoted by clj " clj2 " and
cl? . There is an edge from cl} , to cl7 , and the delay of this
edge is set to d({cl}

L €3 ,)) = o - Mj. There is also an edge

from ¢lj , to cl? ,, and its delay is d((clj1 2 €12 ) = o - My +
%. In other words, edge d({cl} ,, cl? ,)) means that ex-

ecuting functions in p, using existing serverless functions; while
d({cl} ,,cl? ,)) means that using newly-instantiated serverless
functions to execute the functions. In addition, if there is an
edge from cl; to clj in G, there are two edges <cl? o cl},, o) and
<cl;3 P cl},7 q> in the auxiliary graph. Besides, the transmission
delays of such edges are the same as link (cl;, cl;/) in the SEC
network G. Besides, there is a bi-directional edge between the
first virtual cloudlets of different cloudlets in the layer, i.e.,
(cl} 4>l ) and (cl}, ., cl} ). The delays of such edges are set to
the transm1ss1on delay between cl; and ¢l in the SEC network.

G"
(c) Auxiliary graph.

G",
(d) Modified Auxiliary graph.

We then add the nodes and edges of the modified network into
the aux1hary graph G . Each of such modified networks within
G is referred to as one of its layers. In total, we will have S,,,
layers in G,

We proceed by connecting different layers of the auxiliary
graph. The overall principle is that there is a directed edge from a

virtual cloudlets cl; 2 q,and cl3 in partition p,, to its corresponding

cloudlet cl; ! g+1 of partltlon Dg+1. The transmission delay of
such an edge is set to zero. We then add a common source
node and sink node to the built auxiliary graph. There is a
directed edge from the common source node to each virtual
cloudlet cl} 1 of the first layer, and the delay of this edge is set to
the minimum delay from the source function s,, to cloudlet
cl; in the SEC network G. Similarly, there is an edge from
each virtual cloudlet cl? 5  or cl? s  of the last layer to the
common sink node, and the delay of this edge is set to the
minimum delay from the cloudlet to the sink function ¢,,, of data
stream processing request r,, in G. We then find the shortest
path from the source node to the sink node of the auxiliary
graph G7 . The cloudlets in the found shortest path execute
the partitions in S,,. Fig. 3 shows an example of the auxiliary
graph.

Stage 3. Standby instance placement: Given the placed active
functions of G/, we now place n,,, standby instances for each
active function. To this end, we modify the auxiliary graph
G, and place the standby instances. Suppose the partition p,
is placed into cloudlet cl; and its consecutive partition pg1
is located in cloudlet clj. Clearly, the n,, standby instances
partition of p, should be close to both cl; and clj. First, the
virtual cloudlets whose cloudlet does not have enough com-
puting resources to host a standby instance partition of p, will
be converted to a dummy cloudlet. Second, we re-connect the
common source node in G, with the virtual cloudlet cl} 11
of the rest cloudlets with enough computing resources for an
instance of each function in p, except cl;. The delay of the
edge is set to the delay of transmitting the state buffer of
Ty from clj to cljr. Also, virtual cloudlets cljz,,,1 and cl;’z’,,,1

are connected to the virtual cloudlet cljlﬁ1 of clj, and their
delays are set to the delays of transmitting the state buffer from
cljr to cly. Third, clj, | is connected to the common virtual
smk and 1ts delay is set to zero. After modifying the auxiliary
graph G, we then find the shortest path from the common
source to the common sink of G, delete the nodes in the
path, and repeat until we find n,,, disjoint shortest paths. The
cloudlet in each of the path hosts a standby instance for each
function in partition p,. The detailed steps are described in
Algorithm Heu.
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Algorithm 2: Heu.

Input: An SEC network G = (V, E), a data stream
processing request 7, with a number N, of standby
instances of its functions within its DAG G/,,.

Qutput: The placement locations for the active and
standby instances of functions of request 7, .

: /* Stage 1: DAG participating™®/

: Perform a topological sort on the DAG G/

: Let S,, be the partition sequence of 7,;

: [* Stage 2: Active function placement*/

: Given partitions in S,,, construct auxiliary graph G, for

m Of T

O O N

T'mi

: Find a shortest path in auxiliary graph G, ;

: The g + 1 node of the shortest path is the location for

functions in pg;

8: /* Stage 3: Standby instances placement*/

9: Modify the auxiliary graph by converting virtual
cloudlets into dummy cloudlets if they do not have
enough resources to host standby instances for functions
in pg;

10: Leg cl; be the location hosting the active instance of p,

in stage 2;

11: Reconnect the common source node to ¢l %,,,1 and set its
delay to the delay from cl; to cl;»; '

12: Reconnect ¢l?, 1 and ¢l3, qto cl v 1 similarly;

13: Find a disjoint shortest path from the common source
node to the common sink of G”, and place the standby
instance in each cloudlet of the disjoint path for each
function in pg;

~N N

C. Algorithm Analysis

We now analyze the correctness and performance of the
proposed algorithm.

Lemma 1: Algorithm Heu delivers a feasible solution to the
fault tolerant function placement problem with a given value of
n,, of a data stream processing request r,,, which violates the
memory resource constraint by a factor of O(|V},|).

Please see Appendix B, available in the supplemental file.

Theorem 2: Given an SEC network G = (V, E), and a data
stream processing request 7, needs to process its data streams
by functions in a DAG G/, = (V,,, E/,,), and a fault tolerant
requirement d,,, of each request r,,,, the algorithm Fwk delivers
a feasible solution to the fault tolerant function placement prob-
lm inime O 2og V(17 V1 log(V,1V1) + V7111 +

V).

Please see Appendix C, available in the supplemental file.

V. ONLINE ALGORITHMS FOR PROACTIVE DATA STREAM
PROCESSING REQUEST ADJUSTMENT PROBLEM

A. Overview

The data rate of a data stream processing request is un-
certain in future time slots. To handle such changes, we will
require more memory resources for the active functions of r,,
when its data rate increases dramatically; otherwise, we need
to release idle resources timely to avoid resource wastage. We
observe that standby instances of the functions can be released
or re-instantiated if they are not in use. This will not affect the
timeliness of data stream processing if no fault happens. Based

gt g gl
93 ’gz—‘.‘h‘\
93 ~93 // AN
914‘92—’93#

i
P1 P2 P3

Fig. 4. Anexample of the MT-LSTM.

on this observation, we dynamically adjust the number n,, of
standby instances by re-locating them to functions with different
Memory resources.

B. Online Learning Algorithm

As standby instances are already placed into the SEC network,
they are not expected to be re-located too much. Otherwise, the
recovering delay may be high if faults happen. We define an
adjustment ratio as the portion of the n,, standby instances to
be re-located. Let &,,, be the adjustment ratio for r,,. If the data
rate of data stream processing requests increases dramatically,
a large value of ¢, is needed, since we rely more on standby
instances to absorb the changes of uncertain data rates. As such,
the value of &,,, is highly correlated with the data rate of data
stream processing requests. The algorithm has two stages: (1)
predicting the data rate of each request and the value of &,
of each request, (2) re-locating the standby instances of each
request and switching between the active function and standby
instance.

Stage 1. Data rate and adjustment ratio predictions: We
observe that the data rate p,,, , of data stream processing request
rm in time slot 7 depends on the most recent events or some
events that happened in different time scales. For example,
the environment where the data streams of r,,, originate may
experience an unexpected event, leading to a surge of the data
stream in a short time. Considering that such events may happen
on different time scales, the prediction method should predict
across different time scales. The multi-timescale long short-term
memory neural network (MT-LSTM) is proposed to learn time
series with patterns spanning different time scales [45]. An
MT-LSTM learns when to forget the historical information of
the memory unit, and when to update the memory unit with new
information. Fig 4 shows an example of the MT-LSTM.

For each data stream processing request r,,, to learn its
data rates across different time scales based on MT-LSTM, it
partitions the gates, memory cells, and hidden states into g,
groups with each group being activated at a given length of time
scale [45]. Let h 4 be the size of hidden states for each group. Each
data stream processing request 7,,, may have multiple lengths of
time scales, within each its data rates change. We then determine
the number g, of groups needed for the MT-LSTM of data
stream processing request 7,,,, where each group corresponds to
the length of a time scale. The groups can further be categorized
from the slowest to the fastest ones. The slowest group corre-
sponds to the longest time scale. However, the MT-LSTM is
designed for natural language processing applications, which
may not be apply to the prediction of the data rate of each
data stream processing request. To make the MT-LSTM suitable
for the scenario of data stream processing, we determine the
number g,, of time scales for each MT-LSTM of request r,,.
Specifically, we observe that a longer time scale usually leads
to larger changes in the data rate. Therefore, we use the average
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Algorithm 3: Adj.

Input: An SEC network G = (V, E), a set R of data
stream processing requests, the fault tolerant requirement
dm of each request r,,, and the number of standby
instances of its functions.

Output: Re-locate a part of standby instances of functions
in the DAG of each data stream processing request in R.

1: /*Stage 1: Data rate and adjustment ratio predictions

for each r,, € R*/

2:for7«+1---T do

3: for each data stream processing request 7, € R do

4: Calculate the average data rate of last (,,, time slots
to obtain p,,.

5 Gm |—1Og2 ﬁm“ B 1;

6: Train the MT-LSTM to obtain the predicted rate
value ﬁmJH for the next time slot.

. P +1
7- Em m N < [nm gnﬂ

8: /*Stage 2: Re-locate the standby instances and
switching*/

9: Invoke stage 3 of Algorithm Heu to re-locate the
standby instances given the adjusted number n,,, of
standby instances.

data rate per time slot so far to estimate the number of groups
needed. Let p,, be the average data rate of r, so far. According
to [45], the maximum number of groups for the prediction of
data rate of r,,, then is

;""" = [logy pm] — L. (6)

This means that the fastest group in the MT-LSTM of data stream
processing request r,,, has the most frequent changes in data
rates, and the slowest group has a stable data rate.

We then train the MT-LSTM to predict the data rate of each
request in the next time slot. Specifically, each input of the MT-
LSTM of request r,, includes the data rates of its last ¢, time
slots. Let p,, r+1 be the predicted data rate of r,, in the next
time slot 7 + 1. We then determine the adjustment ratio &,,, of
request 7, by

gm - ﬁm,T—Q—l/(pm,T + ﬁm,7+1)- (7)

The rationale behind is that the more changes of the data rate
more standby instances need to be re-located or re-assigned.

Stage 2. Relocating standby instance and switching: Having
obtained the values of py, 41 and &,,,, we re-locate the standby
instances and switch from active instances to standby instances
of the functions of r,, by invoking the third stage of Algo-
rithm Heu with the data rate of p,,, r41, by selecting a number
of [Ny, - & | standby instances of each function for re-location.
The detailed algorithm is given in Algorithm 3, which is referred
to as Adj.

C. Algorithm Analysis

We now analyze the performance and correctness of the
proposed algorithm in the following theorem.

Theorem 3: Given an SEC network G = (V, E), a set R of
data stream processing requests, each request r,, € R needs to
process its data stream by functions ina DAG G, = (V,,,, E!.),
and a fault tolerant requirement d,,, of each request r,,,, algorithm

Adj delivers a feasible solution to the proactive adjustment
problem.
Please see Appendix D, available in the supplemental file.
Theorem 4: The time complexity of the proposed al-
gorithm Adj is O(T|R|(Y jnes L2 W2 4+10g [V|(|V] V]
log(IV;, IV +IVL Il + VD).
Please see Appendix E, available in the supplemental file.
Theorem 5: The performance bound of the delay for our
proposed algorithm AdJj in current time slot 7 is d?¥ <

mas jrmas
Wdom + Zpepi‘” deir® (ZpsEp ZeEps Pmr +
Zfl e Zeepw %), where M and M"%™ are maximum
and minimum of amount memory allocated by cloudlet C'L; to
process a unit of datarate at ¢, and d¢'7* represents the maximum
of transmission delay of all paths at t Also, the fault tolerance
gap between our proposed algorithm Adj and the optimal
solution at time slot 7 is Pr¥ <1 — (1 — Propt)(p)emm,
where Pr2% and Pr°P! are the probability of fault tolerance at
T obtained by Adj and optimal solution, respectively.
Please see Appendix F, available in the supplemental file.

VI. EXPERIMENTS

In this section, we evaluate the performance of the proposed
algorithms against their counterparts based on real datasets.

A. Experimental Settings and Test-Bed Implements

Parameter settings: We consider an SEC network consisting
of 50 to 200 cloudlets. The memory capacity of each cloudlet
varies from 128 GB to 512 GB [46]. The data rate of each data
stream processing request varies from [0.01, 100] MB/s [47].
Based on analyzing the performance metrics of 1,250 virtual
machines in Bitbrains’ distributed data center [48], we set the
amount of memory required for each cloudlet to process a unit
data rate to 85 MB, and the impact of each cloudlet memory
allocation on processing delay is set within [0.05, 0.09] [41].
Referring to the real serverless computing platform [49], we
adjust the memory allocated to the function to [128, 10240]
MB, with an increment of 128 MB. The transmission delay
for transmitting a unit volume of data along link e is set to
[0.1, 0.5] ms [50]. The probabilities of failure for each function
instance are in the range of [0.001, 0.003] [51]. The fault tolerant
requirement is set at 99.1% to 99.9% [38]. The maximum
number of standby instances is set to 3. The results in each figure
are based on the average of 10 runs of the proposed algorithms
and their benchmarks.

Test-bed: We built a test-bed of the SEC network with both
real hardware devices and a real serverless platform, as shown
in Fig. 5. The hardware includes a server equipped with an
i9-13900HX CPU, 64 G RAM, a PC equipped with an i7-13700
CPU and 32 G RAM, and an Nvidia Jetson nano. The server is
used to implement the experimental platform, the PC is used to
verify the algorithm Fwk, Adj and their benchmarks, and the
Jetson is used to simulate edge devices and run the MT-LSTM
algorithm. We divide the server into four virtual machines with
equal computing resources, where consisting of a master node
and three worker nodes. All virtual machines use the Ubuntu
24.04 operating system and deploy Kubernetes v1.31' with

Uhttps://github.com/kubernetes/kubernetes
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Fig. 5. A test-bed of a serverless platform in an SEC network.

containerd v1.7,% consisting of one master node and three worker
nodes. The set of pods is activated as cloudlets in the Kubernetes
cluster. We use Flannel to build an overlay network of the
test-bed, and use K8s-netsim to simulate pod-pod connectivity.
We further deployed OpenFaaS [52] as a serverless platform
for the test-bed on the master node. We use the functions
that measure the impact of load size on processing time when
triggering serverless functions in [53] as functions in each data
stream processing request. We finally implemented MT-LSTM
on Jetson Nano with sci-kit learn [54]. All the experiments are
developed by Python 3.9 with multiple libraries, such as request,
kuberneter, and dragonkS8s, etc.

Dataset: We now introduce the dataset used in our experiment.
Data stream processing requests are obtained from the DAG of
batch workloads of Alibaba’s cluster-trace-v2018 [55], which is
widely adopted in the study of serverless function scheduling.
We construct DAGs for the data stream processing requests
using the dependencies of each task node in the dataset as
dependencies among functions. Besides, according to (2), data
rate and memory usage show a positive correlation. Therefore,
we use the percentage of memory usage in this dataset as the
percentage of the data rate. We then obtain the actual data rate
value within its range [0.01, 100] MB/s according to the ratio.
We also use Huawei Public Cloud Trace 2025 as the value of cold
start delay [42]. The cold start delay dj ; is randomly selected
by the value of Region 1 cold starts in thls dataset.

Benchmarks: We compare the proposed algorithms with the
following four benchmarks:

® FixDoc: A function placement and DAG scheduling algo-
rithm for serverless applications [14]. It takes into account
the dependence of the serverless functions and leverages a
dynamic programming-based approach to efficiently place
functions, ultimately reducing the processing and trans-
mission delays of the data stream processing requests.

® Lambda+: A AWS Lambda’s scheduling strategy to im-
prove resource utilization [49], which designs a greedy-
based method to place the functions of the same DAG onto
the same cloudlet until its capacity is reached. We expanded
this work by adding an active-standby mechanism.

e HEFT: A heterogeneous-earliest-finish-time  algo-
rithm [56]. HEFT first ranks the sequential partitions
for a DAG based on the processing and transmission
delays of each function and then places the functions

Zhttps://github.com/containerd/containerd
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Fig. 6. The impact of the different number of cloudlets on the performance of
algorithms Fwk, Lambda+, FixDoc, HEFT, and DRL.
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Fig. 7. The impact of different number of requests on the performance of
algorithms Fwk, Lambda+, FixDoc, HEFT, and DRL.

into the cloudlet according to their ranks to minimize the
processing and transmission delays.

® DRL: A deep reinforcement learning-based function place-
ment method [13], where the negative of the delay for each
request is set as a reward, and functions are placed into
cloudlets to minimize the delay.

B. Performance Evaluation

Impact of the number of cloudlets: We first evaluate the
performance of algorithms in terms of the average delay, average
fault tolerance, and average running time in Fig. 6, by varying
the number of cloudlets from 50 to 200 while fixing the number
of requests at 200. From Fig. 6(a), we can see that the average
delay of Fwk is 21.9%, 3.5%, 15.7%, and 12.9% lower than
those of Lambda+, FixDoc, HEFT, and DRL respectively,
when the network size is 200. The rationale behind this is that
Fwk finds the locations for functions by constructing auxiliary
graphs, minimizing transmission delays between functions as
much as possible. Further, we can see that the average delay
obtained by the algorithms is decreasing with the growth of
the number of cloudlets. The reason is that as the number of
cloudlets grows, the functions can be placed in locations with
lower processing delays with high probability. In Fig. 6(b), we
can see that Fwk and Lambda+ have much higher fault tolerance
than their counterparts. Furthermore, Fwk can achieve better
fault tolerance compared with Lambda+, FixDoc, HEFT, and
DRL, due to the binary search mechanism, Fwk carefully finds
the trade-off between the fault tolerance and the average delay.
In Fig. 6(c), we can see that the average running times of Fwk,
FixDoc, and HEFT increase with the growth of the number
of cloudlets, and Fwk achieves the highest average running
time. The reason is that the time to find the shortest path of
the auxiliary graph becomes longer as the nodes of the auxiliary
graph increases exponentially with the growth of the number of
cloudlets.

Impact of the number of requests: We then investigated the
impact of the number of requests on the performance of al-
gorithms in Fig. 7, by varying the number of requests from
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50 to 200 while fixing the number of cloudlets at 100. From
Fig. 7(a), we can see that the average delay of all algorithms
keeps increasing as the number of requests grows. The reason
is that more functions need to be placed when the number of
requests increases, which results in higher average delays due to
the lack of resources. Specifically, the average delay of Fwk is
19.6%, 3.1%, 14.1%, and 11.3% lower than those of Lambda+,
FixDoc, HEFT, and DRL, respectively, when the number of
requests is 200. From Fig. 7(b), we can see that the average
fault tolerance of Fwk and Lambda+ has remained stable, and
other algorithms continue to decrease as the number of requests
grows. In particular, the average fault tolerance of Fwk is 27.1%
higher than its counterparts when the number of requests is
200. The reason is that Fwk carefully selects the right number
and locations for standby instances of a data stream processing
request to ensure its fault tolerant requirements. The average
running times of algorithms are shown in Fig. 7(c), from which
the runtime of Fwk increases slightly as the number of requests
increases compared with its counterparts.

Impact of different maximum transmission delay: We further
evaluate the performance of algorithms in Fig. 8 by varying
the maximum transmission delay for transmitting a unit volume
of data along each link from 0.2 to 0.5 ms, while fixing the
number of cloudlets at 100 and the number of requests at 200.
We first can see that the average delay increases with the growth
of the maximum transmission delay of a unit of data in Fig. 8(a),
due to the increased transmission delay. Specifically, Fwk de-
livers the lowest average transmission delay, where outperforms
Lambda+, FixDoc, HEFT, and DRL 19.2%, 1.2%, 14.2% and
11.1%, respectively, when the maximum transmission delay is
0.5. The reason is that Fwk considers placing DAG partitioning
as close as possible to adjacent cloudlets, which reduces the
effect of the maximum transmission delay on the average delay.
Further, we can see from the Fig. 8(b) and (c) that all the algo-
rithms show a steady trend in terms of average fault tolerance and
average running time, since the maximum transmission delay
between two cloudlets has little effect on the fault tolerance of
the requests and the average running time of the algorithms.

Impact of different maximum memory capacity: We then in-
vestigated the impact of the maximum memory capacity of each
cloudlet on the performance of algorithms in Fig. 9 by varying
the maximum memory capacity of each cloudlet from 256 to
512 GB, while fixing the network size at 100 and the number
of requests at 200. From Fig. 9(a), we can see that the average
delay obtained by all algorithms decrease with the growth of
the maximum memory capacity of cloudlets, where the average
delay of Fwk is 16.2%, 0.9%, 5.6%, and 7.9% lower than those
of Lambda+, FixDoc, HEFT, and DRL, respectively, when the
max memory capacity is 512. The reason is that with the growth
of the memory capacity of each cloudlet, the functions in each
request can be placed into cloudlets with lower processing and
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Fig. 11.  The impact of different data rates on the performance of algorithms
Fwk, Lambda+, FixDoc, HEFT, and DRL.

transmission delays. In Fig. 9(b), we can see that the average fault
tolerance of cloudlets remains stable, because the maximum
memory capacity does not impact the fault tolerance of each
cloudlet directly. In Fig. 9(c), we can see that the memory
capacity has essentially no effect on the running time of the
algorithms. The reason is that the average running time is related
to the number of requests, cloudlets, and functions, instead of
memory capacity, as shown in Theorem 2.

Impact of the number of functions: We now investigated
the impact of the number of functions of each request on the
performance of algorithms in Fig. 10, by varying the number of
functions of each request from 10 to 50 while fixing the number
of cloudlets at 100 and the number of requests at 200. From
Fig. 10(a) and (c), we can see that the average delays and average
running times increase when the number of functions grows
from 10 to 50. Specifically, Fwk achieves the lowest average
delay when the number of functions is 50. The rationale behind
this is that as the number of functions of each request increases,
the memory resource in a cloudlet becomes more strained, po-
tentially leading to more dispersed function placement for each
request. We can also see from Fig. 10(b) that the fault tolerance
of FixDoc, HEFT, and DRL has decreased significantly, while
that of Fwk remains stable. The reason is that the active-standby
failover mechanism ensures the fault tolerant requirement for
each request.

Impact of different data rates: We also evaluate the impact of
different data rates of requests on the performance of algorithms
in Fig. 11, by varying the maximum data rate of a request from
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deployed on Jetson Nano and scikit-learn.

10 Mb/s to 100 Mb/s while fixing the network size at 100 and
the number of requests at 200. From Fig. 11(a), we can see
that the average delays of algorithms Fwk and its counterparts
increase with the growth of the maximum data rate, because
transmitting more data leads to higher delay. Specifically, we
can observed that our proposed algorithm Fwk outperforms
Lambda+, FixDoc, HEFT, and DRL 17.4%, 2.3%, 16.1%, and
7.9%, receptively, when maximum data rate is 100 MB/s. The
average fault tolerance of requests and average running time by
the algorithms are shown in Fig. 11(b) and (c). We can see that
Fwk achieves the highest average fault tolerance when the max
data rate is 100. Besides, we can see that the running time of
Fwk is stable. The reasons are similar to the analysis in Fig. 9.

Impact of different fault probabilities: We then study the
impact of the different fault probabilities of each request on
the performance of algorithms in Fig. 12, by varying the fault
probabilities of each function from 0.1% to 0.3% while fixing the
number of cloudlets at 100 and the number of requests at 200.
It can be observed from Fig. 12(a) that the average delays of
all algorithms keep increasing as the fault probability grows.
This is because more faults lead to higher recovery delays.
Meanwhile, we can also see that the growth trends of Fwk
and Lambda+ are significantly slower than those of HEFT,
FixDoc, and DRL. This is because Fwk and Lambda+ adopt an
active-standby failover mechanism, resulting in lower recovery
delay. In Fig. 12(b) and (c), we can see that the average fault
tolerance and running time of algorithms remain stable. The
rationale behind this is similar to the reason in Fig. 11, we do
not repeat it here for the sake of space.

The performance of MT-LSTM: We now evaluate the perfor-
mance of MT-LSTM with different sizes of hidden states in terms
of the MSE loss, accuracy, average inference time, and average
memory usage in Fig. 13, by varying the size of hidden states
from 8 to 128. Notice that the experiments on the performance
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Fig. 14.  The impact of the uncertain data rate on the performance of algorithms
Adj, Lambda+, FixDoc, HEFT, and DRL.

of MT-LSTM were implemented using scikit-learn and run on
Jetson nano. From Fig. 13(a), we can see that as the number of
training epochs increases, the MSE loss decreases significantly.
Meanwhile, the larger the size of hidden states, the greater the
decrease in MSE loss. Besides, due to the difference in MSE
loss, we can see from Fig. 13(b) that the loss is converging,
and the higher the accuracy of the models. The reason is that
the size of the hidden states means that the more extensive the
hidden state information of the model, resulting in the better
the performance. Fig. 13(c) and (d) show the inference time and
memory usage of the models with different hidden sizes. We can
see that as the size of hidden states increases, inference time and
memory usage increase significantly. The reason is that the time
complexity of MT-LSTM is related to the size of hidden states,
and the theoretical analysis is shown in Theorem 4.

Impact of the uncertain data rate: We finally investigate the
performance of the algorithm within a finite time horizon with
250 time slots in Fig. 14 with the network size fixed at 50, the
number of requests sets at 100, and the data rate sets according
to the data rate in MT-LSTM with different sizes of hidden state
and actual data rate in the dataset [55]. Fig. 14(a) and (b) show
that the average delay and memory usage for process data rates
of algorithm Adj. We can see that the average delay and memory
usage deviate significantly from the actual data rate when the size
of hidden states is 8. Therefore, we typically select MT-LSTM
models with a hidden state size of 32 or 128 in practice. Besides,
we evaluated the performance of algorithms Adj, Lambda+,
FixDoc, HEFT, and DRL when the size of hidden states is set
as 32. It can be seen from Fig. 14(c) that the trend of average
delay is similar to the trend of data rate, and algorithm Adj
achieves the best results. The reason is that Adj can predict the
data rate accurately and re-place the standby instances in a more
appropriate location.

VII. CONCLUSION

In this paper, we studied the problems of efficient and fault
tolerant data stream processing with uncertain data rates in an
SEC network. We first proposed an optimization framework
for the problem via a customized binary search process and
an auxiliary graph construction method. If the data rates of
data stream processing requests are dynamically changing and
uncertain, we studied the proactive adjustment problem. We then
designed a novel online learning algorithm to predict the data
rates based on MT-LSTM and dynamically adjust the number
and locations of standby instances to absorb uncertain data
rates. We also conducted experiments based on a real test-bed
with real world datasets. Experimental results showed that the
performance of each data stream processing request outperforms
its counterparts by 13.5% on the average delay and 26.3% on
the average fault tolerance.
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