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Abstract—Both Byzantine resilience and communication effi-
ciency have attracted tremendous attention recently for their sig-
nificance in edge federated learning. However, most existing algo-
rithms may fail when dealing with real-world irregular data that
behaves in a heavy-tailed manner. To address this issue, we study
the stochastic convex and non-convex optimization problem for fed-
erated learning at edge and show how to handle heavy-tailed data
while retaining the Byzantine resilience, communication efficiency
and the optimal statistical error rates simultaneously. Specifically,
we first present a Byzantine-resilient distributed gradient descent
algorithm that can handle the heavy-tailed data and meanwhile
converge under the standard assumptions. To reduce the com-
munication overhead, we further propose another algorithm that
incorporates gradient compression techniques to save communica-
tion costs during the learning process. Theoretical analysis shows
that our algorithms achieve order-optimal statistical error rate
in presence of Byzantine devices. Finally, we conduct extensive
experiments on both synthetic and real-world datasets to verify
the efficacy of our algorithms.

Index Terms—Byzantine resilience, communication efficiency,
edge intelligent systems, federated learning.

I. INTRODUCTION

ECENT years have witnessed the proliferation of smart
R edge devices, which leads to an unprecedented amount of
data generated at the network edge. Thanks to the significant
increasing in computation power of edge devices and the ubig-
uitous deployment of communication infrastructures, data can
be processed locally and aggregated across devices efficiently.
With these merits, it is natural to implement large-scale machine
learning algorithms at edge, which brings about the concept of
edge intelligence and has empowered many emerging applica-
tions that benefit human lives, such as smart city and autonomous
driving.

Due to the widespread concerns over data ownership and
privacy, federated learning (FL), proposed by Google [1], has
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emerged as a popular paradigm for distributed ML model train-
ing, see, e.g., [2], [3], [4]. Inedge FL, the data is retained in edge
devices and processed in parallel, thus much more real-time
results can be provided for real-world applications. However,
there remain some practical issues that hinder the successful
implementation of edge FL.

One commonly encountered issue in such large-scale dis-
tributed systems arises from the potential unreliability of edge
devices. Distributing the computation over multiple devices
induces a higher risk of failures. In particular, some devices in
the system may not follow the predefined protocol and exhibit
abnormal behaviors, either actively or passively due to crashes,
malfunctioning hardware, unreliable communication channels
or attacks from adversaries. The inherently unpredictable be-
haviors of faulty devices are usually modeled as Byzantine
fault [5], [6], [7]. It has been shown in [8] that even when the
number of Byzantine devices is small (even only one) and the
value sent by them is moderate and even difficult to detect, the
performance can still be significantly degraded. Thus, Byzantine
resilience has always been a main consideration in the design of
FL frameworks, see, e.g., [9], [10], [11].

Communication overhead is also an important consideration
in edge FL. Typically, edge devices need to upload local results
(gradients or model parameters) to the server for global aggrega-
tion repeatedly. Due to inherently limited bandwidth of wireless
channels, exchanging data between edge devices and the server
will incur heavy communication load and might cause network
congestion, which is especially the case when the device number
is huge. Heavy communication overhead is the major bottleneck
that hinders the parallelism and scalability of FL at edge [12].

In addition, data is a key ingredient in machine learning.
Recent studies, e.g., [13], [14], [15], have shown that heavy-
tailed noises exist widely in practical multi-sensor systems.
Since most data stored in edge devices are collected via various
sensors, it is natural for the data used for training learning
models to be irregular and behave in a heavy-tailed manner.
Furthermore, in many real-world applications, data have been
observed to be heavy-tailed in themselves, especially those from
biomedicine [16], [17] and finance [18], [19]. In a nutshell,
heavy-tailed data can be widespread at edge. Heavy-tailed data
could degrade the performance of learning algorithms (see,
e.g., [20], [21]), and the presence of Byzantine devices could
make things worse for federated training at edge. Unfortu-
nately, existing works on Byzantine resilience in FL all make
strong assumptions on the distribution of loss gradients, for
example, sub-exponential gradients [22], [23], gradients with
bounded skewness [8], or gradients with norm-wise bounded
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variance [24] (see Section I-C for more details). Hence, how to
mitigate the impact of heavy-tailed data on edge FL is an urgent
requirement and still lack investigation.

With the perceptions above, in this paper, we consider Byzan-
tine resilience, communication efficiency and heavy-tailed data
robustness simultaneously for the first time. In particular, we
have the following natural question:

Is there any way to handle the heavy-tailed data for edge
federated learning while retaining the Byzantine resilience, com-
munication efficiency, and the optimal statistical error rates?

In this paper, we provide affirmative answer to the above
question. We design an edge FL framework that is robust
to heavy-tailed data as well as satisfies the requirement of
Byzantine resilience and communication efficiency. Our main
contributions and technical challenges are as follows.

A. Main Contributions

In the first part, we conduct a comprehensive study on
the Byzantine-tolerant distributed gradient descent with heavy-
tailed data under the standard assumptions. In particular, for
heavy-tailed data, we assume that the distribution of loss gra-
dients has only coordinate-wise bounded second-order raw mo-
ment. We establish the high-probability guarantees of statistical
error rate for strongly convex, general convex and non-convex
population risk functions respectively. Specifically, for all the
cases, we show that our algorithm achieves the following statis-

tical error rate!
~ 2 1
o (|57}
n - mn
1

where o € (0, 5) is the fraction of Byzantine devices, n is the
size of local dataset on each edge device and m is the number of
edge devices. The error rate above matches the error rate given
in [8] and it has been shown in [8] that, for strongly-convex
population risk functions and a fixed d, no Byzantine-resilient
algorithm can achieve an error lower than Q(%2 + ﬁ), which
implies that our algorithm still achieve order-wise optimality in
terms of («, n, m), even in the presence of heavy-tailed data.

In the second part, we study how to further retain the optimal
statistical error rates under the requirement of both Byzan-
tine resilience and communication efficiency. To achieve the
communication efficiency, we adopt the technique of gradi-
ent compression and consider a generic class of compressors
called §-approximate compressor. Based on this, we propose
a communication-efficient and Byzantine resilient distributed
gradient descent algorithm with heavy-tailed data. In this case,
our statistical error rates becomes

~ 2 —
o= )
n n mn

where § is the compression factor, and when 0 = 1 (which
implies no compression), the error rate becomes (9(%2 + #),
which means that the compression term has no order-wise con-
tribution to the error rate.

1.Throughout this paper, the notations 5() and 5() hide logarithmic factors.
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B. Technical Challenges

When only considering the Byzantine resilience, a natural and
direct idea to address the problem under the heavy-tailed data
setting is to replace the robust aggregator used by the server with
some state-of-art robust mean estimators that can deal with the
data with coordinate-wise bounded second moment, like [25],
[26], [27]. Unfortunately, as far as we know, these robust mean
estimators are not appropriate for the edge FL settings due to the
following reasons. First, they typically limit the corrupted data
to a small fraction, which is usually not the case at edge. Second,
to analyse the statistical error rate of the learning algorithm, it
requires the estimators to have certain continuity property so
that the uniform estimation error can be bounded. The reason
why the uniform error bound is needed is due to the fact that the
analysis of these robust mean estimators relies on the assumption
of i.i.d. data. In FL, this means the gradients computed using
the training dataset should be i.i.d., which is true for a given
model parameter. However, the model parameter is updated
iteratively based on the training dataset and thus the parameters
across the iterations are highly dependent on each other. As a
result, in any iteration ¢ > 1, the gradients computed using the
training dataset are no longer i.i.d.. Hence, we have to establish
uniform concentration to bound the estimation error for all pos-
sible parameters simultaneously. It is still unclear whether these
existing estimators can achieve the uniform convergence. In this
paper, to solve the problem, we let the server and the devices
jointly estimate the expected loss gradient in each iteration. At
the device end, each device first performs a robust local mean
estimator based on soft truncation and noise smoothness, which
is motivated by [20]. Then the central machine aggregates the
gradient estimates by coordinate-wise trimmed mean to rule
out the outliers caused by Byzantine nodes. Based on this,
we propose an efficient and more robust distributed gradient
descent algorithm. The major challenge in analysis is to bound
the uniform error when the local gradient estimator is combined
with the coordinate-wise trimmed mean. We overcome this by
first analysing the point-wise error bound for each coordinate and
then using the coordinate-wise continuity of the local gradient
estimator to obtain the uniform error bound for each coordinate
via the covering arguments.

When further considering the gradient compression, we let
the server perform a norm-based trimmed mean to aggregate the
compressed local estimators. The key challenge here becomes
to analyse the uniform error bound for the combination of
the compressed local gradient estimator and the norm-based
trimmed mean. After introducing the gradient compression,
the trimming process becomes norm-based and our previous
”coordinate-wise” analysis no longer applies. Thus we have to
adopt a different analysis. To tackle this problem, we build up on
the techniques of [23] to directly bound the uniform error of the
local estimator and then consider the impact of the compression.

C. Related Work

To cope with Byzantine attacks in distributed learning setting,
most solutions rely on the outlier-robust estimators for aggre-
gation, such as coordinate-wise median [8], coordinate-wise
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mean [8], geometric median [22], [28] and majority voting [29],
[30], instead of vanilla averaging. Also, there are works devel-
oping robust aggregators by combining the ideas of these robust
estimators. For example, [31] proposed Krum based on the ideas
of majority voting and geometric median, and [32] proposed
Bulyan that ensures majority agreement on each coordinate of
the aggregated gradients by combining Krum and coordinated-
wise trimmed mean. A critical issue in these approaches is that
their convergence guarantees rely on strong assumptions on gra-
dient distributions. In particular, [24] provided some examples
to show that these approaches do not obtain the true optimum
especially when dealing with heavy-tailed distributions. To fix
it, [24] proposed to utilize worker momentum and just assumed
norm-wise bounded variance for loss gradients. Inspired by
this, recent work [9] further investigated distributed momentum
for Byzantine learning under the norm-wise bounded variance
assumption. However, this assumption still implies that data
are well-behaved to some extent. According to recent empirical
findings, e.g., [33], the gradient noise could be a-stable random
variable with extremely heavy tails. In this paper, we take the
first step for dealing with more extremely heavy-tailed data (or
gradients) under the assumption that the loss gradients have only
coordinate-wise bounded second raw moment.

To the best of our knowledge, there are quite limited works
focusing on Byzantine resilient learning and gradient compres-
sion simultaneously, except for a few notable exceptions of [11],
[23], [34]. [34] assumed that all devices have access to the same
data and their method can only tolerate blind multiplicative
adversaries (i.e., adversaries that must determine how to corrupt
the gradient before observing the true gradient and can only
multiply each coordinate of the true gradient by arbitrary scalar).
In contrast, we consider stronger adversaries and a more general
setting where different devices have different local datasets. [23]
proposed algorithms that combined the robust aggregators and
gradient compression together, and introduced error feedback
to further reduce the communication costs. However, their
convergence guarantees rely on the sub-exponential gradients
assumption, which makes their methods not applicable to our
setting. Lately, [11] considered the Byzantine resilience and
communication efficiency issues together in the heterogeneous
data setting. Unfortunately, their results also rely on the norm-
wise bounded variance assumption for loss gradients, while we
relax this assumption in this work.

D. Road Map

The remaining part of the paper is organized as follows.
The formal problem definition and system model are given in
Section II. In Section III, we propose a distributed gradient
descent algorithm that is robust to both Byzantine fault and
heavy-tailed training data. We show that our proposed algorithm
can achieve the optimal statistical error rates. In Section IV, we
consider how to further reduce the communication overheads,
and propose a modified algorithm by introducing the gradient
compression schemes. The optimal statistical error rates are
shown to be retained. In Section V, we report the experimental
results. Finally, we conclude the paper in Section VI.
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II. PROBLEM SETUP AND PRELIMINARIES
A. Edge Federated Learning Problem

We consider the stochastic convex and non-convex optimiza-
tion problem. Formally, let YW C R< be the parameter space con-
taining all the possible model parameters and D be an unknown
distribution over the data universe Z. Given a loss function
£: W x Z = R, where ¢(w, z) measures the risk induced by
data z under the model parameter choice w, and a dataset
D ={z,29,...,2n}, where z;’s are i.i.d. samples from the
distribution D over Z, the goal is to learn an optimal parameter
choice w* € WV that minimizes the population risk Rp(w), i.e.,

w” € arg mi}glv Rp(w) £ E,plt(w, 2)]?. (1)
we

2 Note that since the data distributed D is unknown, the
population risk function Rp(-) is typically unknown in practice.
Hence, we cannot compute w* straightforwardly by solving the
minimization problem in (1) with gradient descent (GD).

We focus on solving the above stochastic optimization prob-
lem over an edge intelligent system via the federated learning
framework. The edge intelligent system consists of an edge
server and m edge devices. We assume that the total N training
data are evenly distributed across the m devices such that each
worker machine holds n = % data 3.

We consider a synchronous distributed system where the
server can communicate with devices in each round. Among the
m devices, at most o (o < 3) fraction of devices are Byzantine
and the rest 1 — « fraction are normal/good. In each round,
the good devices will follow the predefined protocols faithfully.
While for Byzantine ones, we have the following assumptions.
First, we assume that the set of Byzantine devices can be dynamic
throughout the learning process. We denote the Byzantine de-
vices in round ¢ as B; and the remaining good devices as G;.
Second, we assume the Byzantine devices to be omniscient, i.e.,
they have complete knowledge of the system and the learning
algorithm, and have access to the computations made by the rest
good devices. Third, the Byzantine devices need not obey any
predefined protocols and can send arbitrary message to the server
(maybe send nothing at all) in each round. Moreover, Byzantine
devices can even collude with each other. The only limit on
Byzantine devices is that these devices cannot contaminate the
local dataset.

B. Preliminaries

We first review some key concepts in optimization.
Definition 1 (Lipschitzness). A function f: W — R is L-
Lipschitz if for Vwy,ws € W

|f(w1) — f(w2)] < Lljwy — wzl|2.

2.We assume that Rp(w) 2 E, p[l(w, 2)] is well-defined for every w €
W.

3.Although this is a simplified assumption on data balance over devices, our
results can be easily extended to the heterogeneous data sizes setting provided
the data sizes are of the same order. The same assumption has been adopted by
many related works (e.g. [8], [22], [23]).
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Definition 2 (Strong Convexity). A function f is a-strongly
convex on W if for Vwq, wy € W

Fwe) = flwn) + (T f(wn)wn —ws) + Fllwr — w3

Definition 3 (Smoothness). A function f is b-smooth on W if
for Ywy,wy € W

Flwr) < Fuwz) + (VF(w2), w3~ wa) + 5 for — sl

Definition 4 (Projection). Given a convex set VV C R, the
projection of any # € R? to WV is denoted by

1;\}[9 = arg min |0 — w].

We make use of the following assumptions in the paper.

Assumption 1. The parameter space VV is closed, convex,
and bounded with diameter A, i.e., for Vwy, ws € W, ||wy —
wallz < A.

Assumption 2. The population risk function Rp(w) is Lr-
smooth for Yw € W, where L is a known constant.

Assumption 3. For any given data z € Z, the loss gradient
V{(w, z) satisfies that for each coordinate k € [d], V£(w, z) is

Ly-Lipschitz. Let L 2 /34| 1.2,

The above three assumptions are quite standard and has been
commonly adopted in the previous works, e.g., [8], [23]. Further-
more, we make the following assumption for heavy-tailed data.
Specifically, for any parameter w, we assume that loss gradients
have only coordinate-wise bounded second raw moments.

Assumption 4. For any given w € VW and each coordinate
k € [d], E..p[Vil(w, )] < v, where v is a known constant.

We note that this assumption is reasonable and has been used
in some other learning problems with heavy-tailed data as well,
e.g., [20], [35], [36], [37]. We provide a concrete example of
classical linear regression to validate this.

Example. Consider a linear regression model y = (w*, z) +
¢, where 2 € R s the feature vector and y € R is the label, and
¢ is the noise. For the noise, we assume that ¢ is independent of
x, and satisfies: 1) E[¢] = 0;2) E[¢2] < ¢, for some constant ¢; .
For the feature vector, we assume that the coordinates of z =
(z1...,z4) are independent of each other, and x satisfies: 1)
E[z] = 0;2) E[||x]|3] < cq for some constant co; 3) for V& € [d],
E[z}] < c3 for some constant c3. We consider the quadratic loss
function £(w, (z,y)) = 2(y — (w, z))?, then Vl(w, (z,y)) =
(y — (w, x))xy. By some simple computation, we have for all
w € WV that

E[Vil(w, (2, 9))]

=E[(y — (w,2))’z;] = E[((w" — w,2) +§)*x}]
=E[(w" —w,2)*x;] + E[¢*] - Elof]

< lw* = wl*Eloi - [|=]13] + E[€?] - B[]

< A’E[ - [ll3] + E[€?) - Efa7] < A%(cs +¢3) + e

where the third equality is because ¢ is independent of = and
E[¢] = 0, and the second inequality is due to Assumption 1.
It can be seen from above that the loss gradient only has
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coordinate-wise bounded second moment, which validates As-
sumption 4. Furthermore, denote the bound we got by C'. Then
the norm-wise variance of the loss gradient in our example is
bounded as E[||V{(w, (z,y))||3] < d - C, which is proportional
to the dimension d. In contrast, bounded norm-wise variance
assumption used in previous works only assumed it to be a
universal constant, which indicates that our Assumption 4 is
weaker and thus more general.

III. BYZANTINE-RESILIENT HEAVY-TAILED GRADIENT
DESCENT

In this section, we study how to handle the heavy-tailed data
while retaining the Byzantine resilience and the statistical error
rate. We propose a Byzantine-resilient heavy-tailed gradient
descent algorithm called BHGD. a

A. Algorithm Design

Since Rp(-) is unknown, it is infeasible to apply gradient
descent algorithm directly due to the impossibility to compute
the exact population risk gradient VRp(-). A natural alterna-
tive way is to estimate VRp(-) using the data samples D =
{21, 22, ..., zx }. In our algorithm, the estimation is done jointly
by devices and the central server. Each device first calculates a
local estimate of VRp(-) (for simplicity, we denote the local
estimator of device 7 € [m] by g;(+)) from its local dataset and
sends the local estimation to the server. The server aggregates
the received { g1, g2, - . . , gm } by coordinate-wise trimmed mean
and then updates the parameter vector (see Algorithm 1 for
details).

The local gradient estimator in our algorithm is inspired by
the robust mean estimator for heavy-tailed distribution given
in [20]. To be self-contained, we first review the estimator. For
simplicity, we consider a one-dimensional random variable x ~
X and assume that x1, 2o, ..., x, are i.i.d. samples of x. The
robust estimator consists of three steps:

1) Scaling and Truncation For each sample x;, we re-scale it
by dividing s and apply a soft truncation function ¢ on the
re-scaled one. Then we calculate the empirical mean of
the altered samples and put the mean back to the original
scale. That is

2) Noise Multiplication Let €1, ..., ez be independent ran-
dom noise generated from a common distribution v with
E[e;] = 0 for each. We multiply each sample x; by (1 +
€;), and then perform the scaling and truncation step on
i (1 -+ EZ‘). That is

=35 (25)
i=1

3) Noise Smoothing We smooth the multiplicative noise via
taking the expectation with respect to the noise distribution
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Algorithm 1: Byzantine-Resilient Heavy-Tailed Gradient
Descent (BHGD).

Input: Initial parameter vector wy € W, step size 7, time
horizon 1.

oy . . 1 nv
Initialize: { + (Ani)d(m+1)d(mn)d’s /30870 T <
2108(1/0)-
1: fort«+0,1,...,7—1do
2: Server: Send w; to all the worker machines

3: Each good device ¢ € G; do in parallel:
1) Computes local estimate of gradient g;(w;).
Specifically, for Vk € [d],

RS 9 g’
ik (we) n Z {9 (1 - 2327> T 652

j=1

sx~p (9 ldl
i n j; ¢ (5’ sﬁ) ’
where g denotes V£(wy, ;).
2) Sends g;(w;) to the central machine
4: Server:
1) For each k € [d]:
e Sorts g; 1 (w¢)’s in a non-decreasing order.
¢ Removes the largest and smallest S fraction of
elements in {g; »(w;)}!", and denotes the
indices of the remaining elements as U}, ¢
* Aggregates by

gk U/t

| Zgzkwt

‘ kt leuk

and denotes g(w;) = (g1(wy), - - ., ga(wy)).

2) Updates the parameter by

[ (e

w

Wyl = —n-g(wy))

5: end for

v. That is

P = EfF(e)] = 2 ; [o (22 i @

We note that the randomness in final estimator in (2) is only
dependent on the original samples. The explicit form of the
integral in (2) is related to the choice of the soft truncation
function ¢(-) and the noise distribution v. The results in [38]
shows that, if we set ¢ to be

r-2, —V2<z< V2 (3)

and setv = N(0, %), then the integral in (2) has an explicit form
such that it can be computed efficiently. Generally, for any a and
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b, we have

2 Cl3
E,[¢(a + by/Te)] = (1 - z;) - S+ 0@l @

The term C'(a, |b]) in (4) is a correction term with a simple
form. To give its explicit form, We first define some preparatory
notations

V2—a
L.

\/i—i-a

V. £ ,
0]

v, &

where ® denotes the CDF of the standard Gaussian distribution.
Then with these atomic elements, the explicit form of C'(a, |b|)
can be described as follows:

Cla,|b)) =Ty +To+T5 + Ty + T,
where

2/2

re 22 _p,)
a3
T, = — <a—6> (F_+F,)
bl a?
Té‘ Q)E&
TAGH<F4J7+ L v.E +VE))
D) + o T

Ts 2 o (2+VHE. -~ 2+ VHE,).

6V 2T

The main idea of Algorithm 1 is that, instead of using em-
pirical mean as the local estimator which may be subject to
the heavy-tailed outliers, we let each device apply the one-
dimensional robust mean estimator described above to each
coordinate of its local loss gradients so that a more accurate local
estimator g;(-) for VRp(-) can be obtained. Specifically, in our
setting, the parameter a, bin (4) should be V’“e(f' zi) vke(w, z5)
respectively, and the final estimator is described in step 3(1) n
Algorithm 1. The server then uses the coordinate-wise trimmed
mean to aggregate these local estimators and obtain a global
estimator g(-) for VRp(-) (step 4(1)). Note that, since the trim-
ming threshold 5 is at least «, the trimming operation ensures
that the effect of Byzantine devices can be removed and hence
the global estimator g(-) is close to VRp(+).

B. Theoretical Results

In this part, we analyse the performance of Algorithm 1.
Specifically, we study the statistical error rates for strongly con-
vex, general convex and non-convex population risk function re-
spectively. For strongly-convex and general-convex case, we fo-
cus on the excess population risk, i.e., Rp(wr) — Rp(w*). For
non-convex case, we focus on the rate of convergence to a critical
point of the population risk, i.e., mini—o 1, 7 ||VRp(w)]2.
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For all the cases, we provide the high probability upper bounds
on these error rates.

The analysis of the error rates relies on the gradient estimation
error in each iteration ¢t € [T, 1.e., ||g(w:) — VRp(w;)||. Hence
the key step is to bound the uniform error of g(w) forallw € W.
Specifically, we have the following high probability bound on
llg(w) — VRp(w)]||2 for all w € W.

Lemma 1. For all w € W, it holds with probability at least

1— that

(mn)d

lg(w) = VRp(w)]2 € O (ad\/ loglmn) M 1°g<mn>) .

mn

We now provide statistical error rates for our algorithm.

Strongly Convex Population Risks. We first consider the case
where the population risk function Rp(-) is strongly convex.
Note that the loss function for each data /(-, z) need not be
strongly convex.

Theorem 1. Suppose Assumption 1, 2, 3 and 4 hold, and
Rp(-) is Ag-strongly convex. Choose step size n = Ll and
run Algorithm 1 for 7" rounds, then with probability at least
1-—- we have the following bound on excess population
risk,

1
(mn)d ’

ALg

AQ 2 &

2T
AR
) lwo — w3 +

<L 1-—
- R( Lr+Agr

where £ € O ad\/log(m”) 4 d\/log(mn) .

General Convex Population Risks. For the general convex
population risk case, we need a mild technical assumption on
the size of the parameter space WV.

Assumption 5. The parameter space )V contains the following
{5 ball centered at w*:

{weR: |lw—w||z < 2|jwo — w2}

Then we have the following result on excess population risk
function.

Theorem 2. Suppose Assumption 1, 2 3,4 and 5 hold and
Rp(-) is convex. Choose step size n) =
for T = L& |jwy — w*[|2 rounds, then w1th probability at least
1-— ﬁ, we have the following bound on excess population
risk,

1
Rp(wr) — Rp(w*) < 16AE + ——&2,
2LRr

where £ € O ad\/log(m”) + d\/log(mn))

Non-Convex Population Risks. For the non-convex population
risk case, we need a slightly distinct technical assumption on the
size of W.

Assumption 6. Suppose that for all w € W, ||[VRp(w)||2 <
(. We assume that )V contains the /5 ball centered at the initial
parameter wg

G+¢&
{w € Rd ||w ’U)()HQ 3

[Rp(wo) — Rp(w")]}.
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We have the following guarantee on the rate of convergence
to a critical point of the population risk Rp(-).

Theorem 3. Suppose Assumption 1,2, 3,4 and 6 hold. Choose
step size 77 = 7 and run Algorithm 1 for T’ = 25 [Rp(wo)
Rp(w*)] rounds, then with probability at least 1 (mn
have

Tmn)@> we

_min_ [V Rp(w)]> < VE,

.....

where £ € O ad\/log(m”) 4 d\/log(mn) )

It can be seen from the results above that, for all the cases,
[+ )
n

our algorithm achieves an error rate of o (d2 prmn

The error rate we obtain matches the error rates given in [8].
It has been shown in [8] that, for strongly-convex population
risk functions and a fixed d, no algorithm can achieve an error
St k)
order-wise optimal in terms of («, 2, m) in this case, even when
considering the heavy-tailed data.

lower than Q ( which implies that our algorithm is

C. Analysis of Algorithm 1

Notation: Recall that we denote the Byzantine devices and
the good devices in round ¢ as B; and G; respectively. Moreover,
we use Uy, ¢ and T}, ; to denote the untrimmed devices and the
trimmed devices with respect to coordinate %k in round ¢. For
notation simplicity, we will drop the subscript ¢ when the context
is clear.

1) Proof of Lemma 1: To prove Lemma 1, we require the
following two lemmas related to local estimators g;(-)’s. The
following two Lemmas show that g; 1, (w) is concentrated around
Vi Rp(w) for all good devices ¢ € G, any fixed coordinate k €
[d] and any fixed parameter w € W.

Lemma 2. For any fixed w € W and coordinate k € [d], the
following holds with probability at least 1 — m -

Lemma 3. For any fixed w € W and coordinate k € [d], the
following holds with probability at least 1 — ¢

1 /2v log(l/( /
@ Zghk( (lﬂ)mn (I-a)mn*

1€G
Proof of Lemma 2. The one-dimension estimator deﬁned in
(2) has the following pointwise accuracy, which is given in [20]:
Lemma4. [20, Lemma 2] Consider the dataset {x; }* ; where
x; are i.i.d. samples drawn from distribution X'. Assume that
X has finite second-order moment and Ex[|z|?] < v. Then
with probability at least 1 — (, the estimator = defined in (2)
using truncation function defined in (3), noise distribution v =

N (0,1) and scale s = \/% satisfies
20 log 2vlog(1/¢) \/>

: Rop(
max|gi,x (w) — ViRp(

—ViRp(w

‘.CE*EX
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According to Lemma 4, we have for any i €@, keldand
w € YV that, with probability at least 1 —

Then by taking union bound over all good devices i € G, we
have with probability at least 1 — m - ( that

/20 log 2vlog(1/¢) \/>
which concludes the proof.

Proof of Lemma 3. By Lemma 4, we have with probab1l1ty at
least 1 — ( that,

|9i,1(w) — Vi Rp(w

max |g; x(w) — Vi Rp(w
€G

1 2v log 1/(
— ik(w) — Vi Rp(w)| <
g7 2 94 (0) ~ Veolu| < | Tt g
Since |G| > (1 — a)m, we obtain with probability at least 1 — ¢
that
Zgz k(W)= Vi Rp(w)| < /2500800 4 [ ;
|g‘ “ (I—a)mn ( a)mn

which concludes the proof. g
With Lemmas 2 and 3, we are now ready to prove Lemma 1.
Due to Lemmas 2 and 3, we already have (5) and (6)

hold for any fixed w € W and k € [d]. Next, to extend the

pointwise accuracy to the uniform accuracy that holds for all

w € W, we need to utilize the standard covering net argument.

Let W, = {w!,w?,...,w™<} be a finite subset of W such

that for any w € W, there exists some w? € W, satisfying

|lw — wP]s < e. According to the basic property of covering
numbers for compact subsets of euclidean space [39], we know
that N, < (%)d. Take the union bound, we have both (5) and

(6) hold for any k € [d] and all w = w? € W, with probability

atleast 1 — N.(m + 1)C.

Then consider an arbitrary w € Y. Suppose that |jw —
wP|]o < e. Since in Assumption 3, we assume that for each

k € [d], Vil(w, z) is Lj-Lipschitz for all data z, we know that

|VkRD(w) — VkRD(wp)| < Lyge. (7)

According to [20, Lemma 4], the one-dimension estimator
defined in (2) satisfies that [2(X) — 2(X")| < || X — X'[|;
where X, X’ denote two datasets and ¢, is a constant that equals

1—2®(—/7) + /2 exp (—%). For each coordinate k € [d]
we have
CV n
i — Y P < — 14 y<3) 14 pa j
|9i.k(w) = giw(wh)] < — ;IW (w, ) = Vil(w®, z;)|
<L on-Lilw—wlls < ¢, Lie, ®)

where the second inequality is due to Assumption 3. Based on
(7) and (8), we obtain for any k € [d] and all w € WV that, with
probability at least 1 — N (m + 1)

max |9i,k(w) — Vi Rp(w)]
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< [ 2ulos/O) | \/?+ (1+cy)Le, ®)
n n

and
1
— > gix(w) — ViRp(w)
|g‘ i€G
2vlog(1
vlog(L/6) +(1+c)Lge.  (10)
(I —a)ymn
We next move on to g(-). We have the following forallw € W
and any coordinate k € [d}
|gx(w) — Vi Rp(w)]
Al Z gik(w VkRD(w))|
1€U,
1
< o1 (gik(w) = ViRp(w))
‘u’“‘ i€g
1
+ A > (gik(w) - VkRD(w))‘
k i€GNT

1

+ — Z (gi(w) — Vi Rp(w))|. (1)
|Z/[k| 1€BNU

We bound each term in (11) respectively. By (10) we have

1
A ;(g,k(w) Vi D(w))|
-l Z )
Wk |g| Gik( kIip
11—« 2v log( 1/(
S1—25( l—amn 1—a +CVLk€>
(12)
By (9), we have
1
— i — ViR
A iegZﬁT(g xk(w) k D(w))’
< 2 ax|gix(w) = ViRp(w)|

I
§12/3<‘/2U0g1/c \f 1+c,,Lke>. (13)

Since B > «a, w.l.o.g., we assume that G N T;, # (). Then by (9)
again, we have

1
| 5 oo
< 1_0425 max\gz k(w) — Vi Rp(w)]
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a 2vlog(1/¢) v
< T (\/ - +\/;+(1+cy)Lke>. (14)

Itis worth noting that, all (12), (13) and (14) hold as long as both
(9) and (10) hold, which is with probability at least 1 — N (m +
1)¢. Hence, With the same probability, we have the following
forall w € W and any k € [d]:

gk (w) — Vi Rp(w

( 2vlog = \/> (1+cy) Lk€>
170& 2vlog(1/§

Taking the union bound for all k € [d] yields

llg(w) = VRp(w)l2
a+28 [2vdlog(1/¢) a+2p
<V2 (1 — 28 1-283
l—a [2vdlog(1/¢) 1-a vd
+1—25 (1—a)mn+1—2ﬁ (1 —a)mn
1+283 =
+ a5 +CV)L6>, (15)

which holds for all w e W with probability atleast 1 — N (m +
1)d¢. Setting € = M—A and noting that N, = (AnL)?, ¢ =
L we obtain for all w € W that, with proba-

(AnL)d(m+1)d(mn)?’
bility at least 1 — ;17
1
w) — VRp(w)lls € N og(mn) ny log(mn)
lg(w) = VRp(w)2 € O | ad
n mn

(16)

The proof of Theorems 1, 2 and 3 are mainly technical, hence

we omit them here and put them in the full version of the
paper [40].

IV. BYZANTINE-RESILIENT HEAVY-TAILED GRADIENT
DESCENT WITH COMPRESSION

In this section, we study how to further reduce the communi-
cation overhead in addition to retaining the Byzantine resilience
and the statistical error rate. Based on BHGD, we introduce gra-
dient compression and propose Byzantine-resilient heavy-tailed
gradient descent with compression, which is called BHGD-C.

A. Algorithm Design

To reduce the communication cost, we adopt the technique of
gradient compression. For the compression scheme, we consider
a generic class of compression operators called d-approximate
compressors, just as the recent work [23] did. The formal defi-
nition for the compressors is given below.

Definition 5 (d-Approximate Compressor). An operator
9(-) : R — R% s said to be an §-approximate compressor on
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Algorithm 2: Byzantine-Resilient Heavy-Tailed Gradient
Descent With Compression (BHGD-C).

Input: Initial parameter vector wy € WV, compressor Q(.),
step size 7, time horizon 7.

Initialize: ¢ « W’
54, /72105(”1/0,7 +— /2log(1/¢).
I: fort«+0,1,...,7—1do
2:  Server: Send w; to all the worker machines
3:  Each good device ¢ € G; do in parallel:

1) Computes local estimate of gradient g; (w;).
Specifically, for Vk € [d],

1« g g
i — g 1- - =
gik(we) < n [g ( 2527'> 652

where g denotes Vi l(wy, z;).
2) Sends Q(g;(w;)) to the central machine.

4: Server:
1) Sorts Q(g;(w¢))’s in a non-decreasing order
according to || Q(g;(w:))||2
2) Denotes the indices of the first 1 — 5 fraction of
elements as U
3) Aggregates the gradients through the trimmed
mean: g(we) = g Y,y Qgi(wr))
4) Updates the parameter by
We+1 = H (we =1 - g(w))
w
5: end for
aset S CRYifVe € S
1Q(x) — z[|3 < (1 48)3,

where ¢ € (0, 1] is the compression factor.

The compression factor 6 measures the degree of compression
and § = 1 implies Q(x) = x, which means no compression.
There are many compressors satisfying the definition, such as
Top-k Sparsification [41], k-PCA [42], Randomized Quantiza-
tion [43], 1-bit Quantization [29], /1-norm Quantization [44],
etc.

In Algorithm 2, we let each non-Byzantine device compress
its estimate for loss gradient by a d-approximate compressor
Q(-) before sending it to the server (step 3(2)). No restriction
is placed on Byzantine devices. Note that, in Algorithm 2, the
aggregation rule used by the server is different from that of
Algorithm 1. Now the server performs a norm-based trimmed
mean (i.e., to trim the gradients according their norm values,
see step 4(1)—4(2)). By doing this, the server eliminates only (8
(8 > «) fraction of local gradient estimators instead of 23 as
in Algorithm 1. And we believe this will bring a more accurate
estimation for the server.
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B. Theoretical Results

In this part, we analyse the influence of the gradient compres-
sion on the learning performance. Throughout the analysis, we
need an additional mild assumption on population risk function
Rp(+).

Assumption 7. For all w € W, |[VRp(w)|2 < G, where G
is a constant.

Note that, while the loss gradients are unbound, it is realistic
to assume that the expected gradient (i.e., the population risk
gradient) is inside a ball with some radius G.

Before presenting the statistical error rates, We first analyse
the uniform accuracy of g(w) for all w € W.

Lemma 5. With Assumption 7, for all w € W, it holds with
probability at least 1 — C that

lg(w) = VRp(w)|]2

eO ((a+\/1—6)d1/bg(:w+d\/bg$;m). 17)

Next, we provide the main results on the error rates.

Strongly Convex Population Risks. Note that the loss function
for each data (-, z) need not be strongly convex. The upper
bound on the excess population risk is as follows.

Theorem 4. Suppose Assumption 1, 2, 3, 4 and 7 hold, and
Rp(-) is Ag-strongly convex. Choose step size n = ﬁ and run
Algorithm 2 for 7" rounds, then with probability at least 1 —
W, we have the following bound on excess population risk

mn)d

RD(’LUT) — RD(’U}*)

A
gLR(1—R

2T
4L
12 R o2
wy — W 5
o) -l +

where € € O ((a +V1-9) d\/log(mn) + d\/log(mn )

General Convex Population Risks. We have the following
upper bound on excess population risk function.

Theorem 5. Suppose Assumption 1, 2 3,4,5and 7 hold and
Rp(-) is convex. Choose step size n =

for T' =
1—
risk,

LgR |lwo — w*||2 rounds, then w1th probability at least

7(m1n) 7, we have the following bound on excess population
RD(wT) -

~ 1 ~

where £ € O (( +vV1=0) d\/log(mn) + d\/log(mn )

Non-Convex Population Risks. For the non-convex population
risk case, we need a slightly distinct technical assumption on the
size of W.

Assumption 8. The parameter space YV contains the ¢2-ball
centered at wy

G+E

{wERd Hlw —wollz < (RD(wo)RD(w*))}~

Theorem 6. Suppose Assumption 1, 2, 3, 4, 7 and 8 hold,

and Rp(-) is non-convex. Choose step size 7 = 7-— and run
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Algorithm 2 for T' = 2LR (Rp(wo) —
with probability at least 1

Rp(w*)) rounds, then

(m#n)d’ we have

VR (il < V2E,

t:O, .....

where £ € O ((a + V1 d\/log(mn) + d\/log(mn )

C. Analysis of Algorithm 2

Notation: We denote the Byzantine devices and the good
devices in round ¢ as 3; and G; respectively. Also, we use U,
and 7; to denote the untrimmed devices and the trimmed devices
in round ¢.

The analysis of algorithm 2 takes Lemma 5 as the core. To
prove Lemma 5, we require the following two lemmas, which
show that the local estimators g;(-)’s are concentrated around
V Rp(w) for all w € W.

Lemma 6. For all w € W, the following holds with probabil-

ity at least 1 — m - (Ay/n)%d¢
max |lg;(w) — VEp(w)|2

=& (18)

- 3(CUL—|—LR /2vd10g

Lemma 7. For all w € W, the following holds with probabil-
lity at least 1 — (A/mn)?d¢

3\@

i€g

< 3(ch+LR /21}dlog [ v e (19

Proof of Lemma 6. According to [20, Lemma 5], we know
that for any fixed i € G and all w € W, the following holds with
probability at least 1 — N.d(

i)~V Ro (@)l < oL e/ 20280 2

where N, < (%)d. By setting € =
probability at least 1 — (A/n)%d(¢

lgi(w) — VR]l2 < (c,,L + LR /2vdlog \/7

Take the union bound, we know that with probability at least
1 —m - (Ay/n)4d¢, the following holds for all w € W

VEp(w)|

3 . .
T We obtain that with

max lg;(w) —
i€g

- (ch—i—LR /2vdlog \[
O

Proof of Lemma 7. Following the same argument in the proof
of Lemma 6 (except for taking € = 2\/%), we have that, with

probability at least 1 — (Ay/mn)?d(, the following holds for
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alw e W

@l Zgz

i€g
< 3ch+LR /21)dlog /
O

With Lemmas 6 and 7, we are now ready to prove
Lemma 5. For notation simplicity, we denote [g(w) —
VRp(w)||2 by E(w). First, we take union bound, then with
probability at least 1 —m - (Ay/n)4d¢ — (Ay/mn)?d¢ > 1 —
2(Av/mn)4dc, (18) and (19) hold simultaneously. Conditioned
on this, we next proceed to bound & (w). Specifically, we have
the following holds for all w € W

— VRyp( )

@) = | 2 Q= ¥l
- ‘71| S (Qlgi(w)] — VRp(w))
i€G
— > (Qlgi(wr)] = VRp(w))
1€GNTy
+ Z — VRp(w))
i€ BNU 2
< \71| S (Qlgi(w)] ~ VRp(w))
i€g 2
| (@lgiw)] - VAp(w))
[Ue] i€GNT; 2
+@ > (Qlgi(w)] — VRp(w)) (20)
ieBNU 2

We control each term in (20) separately. For the first term in
(20), we have

@ ;@[gi(wn—mv(w)) 2

< g |2 Qlatw] = s

+@ ;(gi(w)—VRD(U’)) 2
zgj QL (w)] = gi(w)l) + =562

Z¢ 3lgi(w)ll2) + gsg
ic€g
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i

1 _
<
|ty |

> (IVRp(w)]2

€@

w)\\z)-i-i:ig&

S\/175(1—04) \/175(1—04)514_1704
1-3 1-3 1-p3

Similarly, we bound the second term in (20) as follows:

+ [lgi(w) — VRp(

G+

& (21

1

| 22 (Qlastw)] —~ VRo(w))

1€GNTy
Tl
U]

2

max |1Qlgi(w)] = VRp(w)]|,

B
< m r?eagx(HQ[gi(w)]

B 15
m max( Sl gi(w

< m(v 1 —0[[VRp(w)l|2
+(1+ V1) max|gi(w) -

<ﬂ\/1—5 B(l++1— )
- 1-p 1-0
Finally, we work on the third term in (20). Owing to the

trimming threshold 8 > «, we have at least one good device
machine in the set 7; for all ¢ € [T]

— gi(w)ll2 + llgi(w) — VRp(w)]|,)

IN

)2 + llgi(w) = VERp(w)ll2)

N

VRp(w)|l2)

G+ (22)

o ie;m@[gi(wn - o)

< b max 1 Qlgi(w)] — VR (w)]:

<10 max (190 (w))l + [ VRo(w)]2)

<15 mas (VI dllgsCw)la+lgi(w) |2+ [V Ro(w)]l2)
< s fﬂ«uﬁ)a 24+ VI=0)[VEp(w)]2)

< a(2‘;F)G+ o J{F)&. (23)

Combining (21), (22), (21) and letting & be the uniform upper
bound on £(w) over w € W, we obtain that with probability at
least 1 — 2(Ay/mn)?d¢, we have the following holds for all
wew

1-8
(1+/HV1I-d+a+p 1-«
+ - &+ ] _552-
Note that ( = m, hence Lemma 5 follows.
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With Lemma 5, we can prove Theorem 4, 5 and 6 by replacing
& with £ and then following almost the same arguments as in
the proof of Theorem 1, 2 and 3. Thus the details are omitted
here.

V. EXPERIMENTS

We now conduct experiments on both synthetic and real-world
data to validate the efficacy of our algorithms.

A. Experiment Setup

We will study tasks of linear regression and logistic regression
on both synthetic and real-world datasets. The synthetic data is
generated as follows. For linear model, we generate each data
point (z, y) by y = (x, w*) + £, where £ € R is zero-mean noise
sampled from LogNormal(0, 0.55848) by default and each co-
ordinate of » € R? is sampled from LogNormal(0,0.78) by
default. For logistic model, we generate each data point (x,y)
by y = sign[sigmoid(z) — 1], where sigmoid(z) = m
and z = (z,w*) + & where £ € R is zero-mean noise sampled
from LogNormal(0,0.55848) by default and each coordinate
of x € R? is sample from LogNormal(0,3) by default. For
real-world datasets, we will use the Adult dataset [45] for a
binary classification task and the Boston Housing Price dataset*
for a linear regression task. We use these datasets since they are
representative and have been used in previous works on machine
learning with heavy-tailed data e.g., [35]. In particular, to test
our algorithms for stochastic non-convex optimization, we train
a fully-connected neural network with one hidden layer to solve
the tasks on real-world datasets.

Since the precise evaluation of the population risk, i.e.,
Rp(w) — Rp(w*), is impossible, we will use the empirical risk
to approximate the population risk. Specifically, we measure
the performance of different algorithm in terms of test loss, i.e.,
excess empirical risk on the test dataset. For all experiments, we
run each algorithm for at least 10 times and report the average
results over all the repetitions.

B. Results and Discussion

1) Comparison With Baseline Methods: To show the
Byzantine-resilience of BHGD (Algorithm 1), we compare the
performance of BHGD with previous methods. Specifically, we
consider the distributed gradient descent algorithms with aver-
aging rules being empirical mean (E-Mean) [1], coordinate-wise
trimmed mean (CWT-Mean) [8], coordinate-wise median (CW-
Median) [8], geometric median (G-Median) [22], Krum [31],
Bulyan [32], and momentum Krum (M-Krum) [10] respectively.
For experiments on synthetic datasets, we set m = 10, n = 100,
d = 10, a = 0.2 and generate 200 test data for each model. For
experiments on real-world datasets, we set m = 10, n = 40,
a=0.2and m =5, n =10, o = 0.2 for Boston dataset and
Adult dataset respectively and pick 100 data uniformly at ran-
dom as the test data for each. The experimental results are shown
in Fig. 1. As we can see from Fig. 1, BHGD (Algorithm 1)

4.http://lib.stat.cmu.edu/datasets/boston
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Fig. 2. Impact of Byzantine Devices.

achieves lower test loss than all the baseline methods on both
synthetic and real-world datasets. In addition, the convergence
of BHGD is stabler than the other methods, which indicates that
BHGD is more robust to heavy-tailed data as well as Byzantine
devices.

2) Impact of Byzantine Devices: We conduct experiments on
synthetic datasets to study the impact of Byzantine devices. We
present the performance of BHGD (Algorithm 1) in presence
of different fractions of Byzantine devices in Fig. 2, where o
denotes the fraction of Byzantine devices among all learning
devices. Our BHGD algorithm converge in all cases, which
confirms that BHGD can tolerate various fraction of Byzantine
devices. Moreover, the convergence is subject to the fraction
of Byzantine devices. As shown in Fig. 2, a larger fraction of
Byzantine devices may not only cause a larger excess empirical
risk, but also slow the convergence down.

3) Impact of Heavy-Tailed Distributions: We conduct exper-
iments on synthetic datasets with different types of heavy-tailed
label noises and different tail weights of heavy-tailed feature
vectors to show the impact of heavy-tailed distributions on
the learning performance of BHGD algorithm. First, we adopt
LogNormal distribution and Pareto Distribution to generate the
label noises. The main difference between these two heavy-tailed

Authorized licensed use limited to: CITY UNIV OF HONG KONG. Downloaded on August 31,2023 at 05:17:16 UTC from |IEEE Xplore. Restrictions apply.



TAO et al.: BYZANTINE-RESILIENT FEDERATED LEARNING AT EDGE

o~ LogNormal - Pareto
2! 2°
20.5_ 2 1.
[} [}
g 20 8 22-
4 |
B 20% B 23
4 4
[ 21 | [ 24
-1.5
2 T T T 2% T T
0 50 100 150 200 0 50 100 150
# of Rounds # of Rounds
(a) Linear Model (b) Logistic Model
Fig. 3. Performance under Different Heavy-tailed Label Noises.
- 0=0.1 % 0=0.3 -+« 0=0.5 - 0=1.0 % 0=1.5 -« 0=2.0
¥ 0=0.7 <+ 0=0.9 ¥ 0=25-+ 0=3.0
28 20
o 27 o 2"
[7:] 7]
o o
- 27 - 52 ]
g j;
= 204 = 23
2-1 - ol 2_4
T T T T T
0 50 100 150 200 0 50 100 150
# of Rounds # of Rounds
(a) Linear Model (b) Logistic Model
Fig. 4. Performance under Different Tail Weights of Heavy-Tailed Feature
Vectors.

distributions is that LogNormal distribution is symmetric while
Pareto distribution is one-sided. For Pareto label noise in each
task, we set the scale parameter to be 1 and the shape parameter
to be 3.26953 such that its second moment is identical to that of
LogNormal(0, 0.55848). The experimental results are shown in
Fig. 3. It can be seen that, BHGD converges under both types of
noises, and performs better on Pareto noises. We think the main
reason lies in that Pareto noise is one-sided and thus its influence
is smaller. Next, we vary the tail weight of heavy-tailed feature
vector. We adopt the LogNormal distribution LogNormal(u, o),
where 1 is set to be 0 and o varies in different settings. Note that,
alarger o corresponds to a larger variance. For linear model, we
leto varyin{0.1,0.3,0.5,0.7, 0.9}, while for logistic model, we
let o vary in {1.0,1.5,2.0,2.5,3.0}. The experimental results
are shown in Fig. 4. From these results, we can conclude that
more test loss would be incurred when the training data become
more heavy-tailed.

4) Impact of System Scale: We study the impact of system
scale on the performance of BHGD. Specifically, we consider the
scale of learning devices and the scale of training data samples.
In this experiment, we let m (i.e., the number of learning devices)
vary in {10, 20, 30,40} and let N (i.e., the number of training
data samples) vary in {1000, 2000, 4000, 6000, 8000}. We run
the BHGD algorihtm on synthetic dataset for logistic model
under each combination of m and N. The results are shown in
Fig. 5. In Fig. 5 (a), we fix m and present the test loss after 200
training rounds for various N. Since N = mn, when m is fixed,
a larger NV means a larger size of local data sample n for each
device. The results in Fig. 5 (a) shows that when each learning
device has more training data, the test loss would get smaller.
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Intuitively, this means that when each device has more local data,
it learns more accurately, which is quite reasonable. In Fig. 5 (b),
we fix IV and present the test loss after 200 training rounds for
various m.When N is fixed, a larger m means a smaller size of
local data n for each device. Hence the test loss grows larger
as m increases in Fig. 5 (b). Note that, these results corroborate
our previous theoretical upper bounds on statistical error rates.

5) Communication Efficiency: We show the communication
efficiency of our BHGD-C algorithm (Algorithm 2).

In the first part, we study the impact of different gradient
compression techniques. To this end, we equip BHGD-C with
different compressor, and then compare their performances with
BHGD on real-world datasets. Specifically, we adopt ¢; quan-
tization [44], Top,, sparsification [41] and randomized sparsi-
fication [46]. In ¢; quantization, the compressor ()(-) can be
summarized as Q(z) = {12 sign(x)} for Vz € R%, where
sign(x) is the quantized vector with each coordinate i € [d]
being either 41 (for positive ;) or —1 (for negative z;) and
% is the scaling factor. In Top,, sparsification, for any = € R4,
the compressor compresses = by retaining the top k largest
coordinates of x and sets the others to zero. In randomized
sparsification, for any = € R? and each coordinate i € [d], the
compressor set x; to 1 with probability p and to 0 with probability
1 — p. The experimental results are shown in Fig. 6. Note that,
in Fig. 6, we present how the test loss varies with respect to the
total communication costs (in byte) during the training process.
It can be seen that, to achieve the same test loss, BHGD-C entails
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fewer bytes to transmit from devices to the sever and thus provide
communication efficiency.

Next, in the second part, we conduct experiment on a net-
worked hardware prototype system for edge federated learning.
Our system, as illustrated in Fig. 7, consists of m = 18 Teclast
mini PCs serving as learning devices and a Mac Studio serving
as the central server. All the machines are interconnected via a
Wi-Fi router and the bandwidth is set to 40mHz by default. We
implement our BHGD and BHGD-C algorithms on the system,
where BHGD-C algorithm use the Top,, sparsification with &k
being half of the model dimension. We present the average
communication latency across all the learning devices and all
the training rounds in Fig. 8. Overall, the BHGD-C incurs less
latency during the learning process. From Fig. 8 (a), we can
see that, with the model dimension increases, the latency saved
by BHGD-C also grows. From Fig. 8 (b), we can see that, the
bandwidth affects the communication latency a lot and BHGD-C
achieves a much lower latency than BHGD even when the
bandwidth is limited.

VI. CONCLUSION

In this paper, we studied how to retain Byzantine resilience
and communication efficiency when training machine learning
model with heavy-tailed data in a distributed manner. Specifi-
cally, we first presented an algorithm that is robust against both
Byzantine worker nodes and heavy-tailed data. Then by adopting
the gradient compression technique, we further proposed a ro-
bust learning algorithm with reduced communication overhead.
Our theoretical analysis demonstrated that our proposed algo-
rithms achieve optimal error rates for strongly convex population
risk case. We also conducted extensive experiments, which yield
consistent results with the theoretical analysis. It is worth noting

IEEE TRANSACTIONS ON COMPUTERS, VOL. 72, NO. 9, SEPTEMBER 2023

that, our results may not have optimal dependence on the di-
mension d. Some recent work also attempt to incorporate recent
breakthroughs in robust high-dimensional aggregators into the
distributed learning scenarios, e.g., [47], [48], [49], [50]. How
to achieve Byzantine resilience, communication efficiency and
heavy-tailed data robustness simultaneously in high dimensions
is an interesting and significant problem and we leave it as the
future work.

REFERENCES

[1] B. McMabhan, E. Moore, D. Ramage, S. Hampson, and B. A. y Arcas,
“Communication-efficient learning of deep networks from decentralized
data,” in Proc. 20th Int. Conf. Artif. Intell. Statist., 2017, pp. 1273-1282.

[2] J.Zhangetal., “Adaptive federated learning on non-IID data with resource
constraint,” [EEE Trans. Comput.,vol.71,no. 7, pp. 1655-1667, Jul. 2022.

[3] L.Feng,Y.Zhao,S. Guo, X. Qiu, W. Li, and P. Yu, “BAFL: A blockchain-
based asynchronous federated learning framework,” IEEE Trans. Comput.,
vol. 71, no. 5, pp. 1092-1103, May 2022.

[4] W.Wu, L.He, W.Lin, R. Mao, C. Maple, and S. A. Jarvis, “SAFA: A semi-
asynchronous protocol for fast federated learning with low overhead,”
1IEEE Trans. Comput., vol. 70, no. 5, pp. 655-668, May 2021.

[5] L. Lamport, R. E. Shostak, and M. C. Pease, “The byzantine generals
problem,” ACM Trans. Program. Lang. Syst., vol. 4, no. 3, pp. 382-401,
1982.

[6] G.S. Veronese, M. Correia, A. N. Bessani, L. C. Lung, and P. Verissimo,
“Efficient byzantine fault-tolerance,” IEEE Trans. Comput., vol. 62, no. 1,
pp. 16-30, Jan. 2013.

[7] T. Distler, C. Cachin, and R. Kapitza, “Resource-efficient byzantine fault
tolerance,” IEEE Trans. Comput., vol. 65,n0.9, pp. 2807-2819, Sep. 2016.

[8] D. Yin, Y. Chen, K. Ramchandran, and P. L. Bartlett, “Byzantine-robust
distributed learning: Towards optimal statistical rates,” in Proc. 35th Int.
Conf. Mach. Learn., 2018, pp. 5650-5659.

[9] S.Farhadkhani, R. Guerraoui, N. Gupta, R. Pinot, and J. Stephan, “Byzan-
tine machine learning made easy by resilient averaging of momentums,”
in Proc. 39th Int. Conf. Mach. Learn., 2022, pp. 6246—6283.

[10] E. M. El Mhamdi, R. Guerraoui, and S. L. A. Rouault, “Distributed
momentum for byzantine-resilient stochastic gradient descent,” in Proc.
9th Int. Conf. Learn. Representations, 2021, pp. 1-37.

[11] D.Data and S. Diggavi, “Byzantine-resilient SGD in high dimensions on
heterogeneous data,” in Proc. IEEE Int. Symp. Inf. Theory, 2021, pp.2310—
2315.

[12] Y. Shi, K. Yang, T. Jiang, J. Zhang, and K. B. Letaief, “Communication-
efficient edge ai: Algorithms and systems,” IEEE Commun. Surv. Tuts.,
vol. 22, no. 4, pp. 2167-2191, Fourth Quarter 2020.

[13] L. Yan, C. Di, Q. J. Wu, and Y. Xia, “Sequential fusion for multirate
multisensor systems with heavy-tailed noises and unreliable measure-
ments,” I[EEE Trans. Syst., Man, Cybern. Syst., vol. 52, no. 1, pp. 523-532,
Jan. 2022.

[14] L. Zhao, X. Cao, L. Li, and H. Yang, “Event-triggered distributed fusion
for multirate multisensor systems with heavy-tailed noises,” IEEE Trans.
Syst., Man, Cybern. Syst., vol. 52, no. 5, pp. 3137-3150, May 2022.

[15] H. Zhu, K. Zou, Y. Li, and H. Leung, “Robust sensor fusion with heavy-
tailed noises,” Signal Process., vol. 175, 2020, Art. no. 107659.

[16] R. F. Woolson and W. R. Clarke, Statistical Methods for the Analysis of
Biomedical Data. Hoboken, NJ, USA: Wiley, 2011.

[17] A. Biswas, S. Datta, J. P. Fine, and M. R. Segal, Statistical Advances in
the Biomedical Sciences: Clinical Trials, Epidemiology, Survival Analysis,
and Bioinformatics. Hoboken, NJ, USA: Wiley, 2007.

[18] M. Ibragimov, R. Ibragimov, and J. Walden, Heavy-Tailed Distributions
and Robustness in Economics and Finance. Berlin, Germany: Springer,
2015, vol. 214.

[19] B. O. Bradley and M. S. Taqqu, “Financial risk and heavy tails,” in
Handbook of Heavy Tailed Distributions in Finance, vol. 1, Amsterdam,
The Netherlands: North-Holland, 2003, pp. 35-103.

[20] M. J. Holland, “Robust descent using smoothed multiplicative noise,”
in Proc. 22nd Int. Conf. Artif. Intell. Statist., 2019, pp. 703-711.

[21] M. J. Holland and K. Ikeda, “Efficient learning with robust gradient
descent,” Mach. Learn., vol. 108, no. 8, pp. 1523-1560, 2019.

[22] Y. Chen, L. Su, and J. Xu, “Distributed statistical machine learning in
adversarial settings: Byzantine gradient descent,” Proc. ACM Meas. Anal.
Comput. Syst., vol. 1, no. 2, pp. 44:1-44:25, 2017.

Authorized licensed use limited to: CITY UNIV OF HONG KONG. Downloaded on August 31,2023 at 05:17:16 UTC from |IEEE Xplore. Restrictions apply.



TAO et al.: BYZANTINE-RESILIENT FEDERATED LEARNING AT EDGE

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

A. Ghosh, R. K. Maity, S. Kadhe, A. Mazumdar, and K. Ramchandran,
“Communication-efficient and byzantine-robust distributed learning with
error feedback,” IEEE J. Sel. Areas Inf. Theory, vol. 2, no. 3, pp. 942-953,
Sep. 2021.

S. P. Karimireddy, L. He, and M. Jaggi, “Learning from history for
byzantine robust optimization,” in Proc. 38th Int. Conf. Mach. Learn.,
2021, pp. 5311-5319.

Y. Dong, S. B. Hopkins, and J. Li, “Quantum entropy scoring for fast
robust mean estimation and improved outlier detection,” in Proc. 32nd
Conf. Neural Inf. Process. Syst., 2019, pp. 6065-6075.

1. Diakonikolas, D. M. Kane, and A. Pensia, “Outlier robust mean estima-
tion with subgaussian rates via stability,” in Proc. 34th Conf. Neural Inf.
Process. Syst., 2020, pp. 1830-1840.

L. Hu and O. Reingold, “Robust mean estimation on highly incomplete
data with arbitrary outliers,” in Proc. 24th Int. Conf. Artif. Intell. Statist.,
2021, pp. 1558-1566.

K. Pillutla, S. M. Kakade, and Z. Harchaoui, “Robust aggregation for
federated learning,” IEEE Trans. Signal Process., vol. 70, pp. 1142—1154,
2022.

J. Bernstein, Y. Wang, K. Azizzadenesheli, and A. Anandkumar,
“SIGNSGD: Compressed optimisation for non-convex problems,” in Proc.
35th Int. Conf. Mach. Learn., 2018, pp. 559-568.

R. Jin, Y. Huang, X. He, H. Dai, and T. Wu, “Stochastic-sign SGD for
federated learning with theoretical guarantees,” 2020. [Online]. Available:
https://arxiv.org/abs/2002.10940

P. Blanchard, E. M. E. Mhamdi, R. Guerraoui, and J. Stainer, “Machine
learning with adversaries: Byzantine tolerant gradient descent,” in Proc.
31st Conf. Neural Inf. Process. Syst., 2017, pp. 118—128.

R. Guerraoui et al., “The hidden vulnerability of distributed learning in
byzantium,” in Proc. 35th Int. Conf. Mach. Learn., 2018, pp. 3518-3527.
U. Simsekli, L. Sagun, and M. Gurbuzbalaban, “A tail-index analysis of
stochastic gradient noise in deep neural networks,” in Proc. 36th Int. Conf.
Mach. Learn., 2019, pp. 5827-5837.

J. Bernstein, J. Zhao, K. Azizzadenesheli, and A. Anandkumar, “signSGD
with majority vote is communication efficient and fault tolerant,” in Proc.
7th Int. Conf. Learn. Representations, 2019, pp. 1-20.

D. Wang, H. Xiao, S. Devadas, and J. Xu, “On differentially private
stochastic convex optimization with heavy-tailed data,” in Proc. 37th Int.
Conf. Mach. Learn., 2020, pp. 10081-10091.

L. Hu, S. Ni, H. Xiao, and D. Wang, “High dimensional differentially
private stochastic optimization with heavy-tailed data,” in Proc. 41st ACM
SIGMOD-SIGACT-SIGAI Symp. Princ. Database Syst., 2022, pp. 227—
236.

G. Kamath, X. Liu, and H. Zhang, “Improved rates for differentially private
stochastic convex optimization with heavy-tailed data,” in Proc. 39th Int.
Conf. Mach. Learn., 2022, pp. 10633-10660.

O. Catoni and I. Giulini, “Dimension-free PAC-Bayesian bounds for
matrices, vectors, and linear least squares regression,” 2017. [Online].
Available: https://arxiv.org/abs/1712.02747

V. M. Tikhomirov, Entropy and -Capacity of Sets in Functional Spaces.
Dordrecht, Netherlands: Springer, 1993, pp. 86—-170.

Y. Tao et al., “"Byzantine-resilient federated learning at edge,” 2023.
[Online]. Available: https://arxiv.org/abs/2303.10434

S. U. Stich, J. Cordonnier, and M. Jaggi, “Sparsified SGD with memory,”
in Proc. 32nd Conf. Neural Inf. Process. Syst., 2018.

H. Wang, S. Sievert, S. Liu, Z. B. Charles, D. S. Papailiopoulos, and
S. J. Wright, “ATOMO: Communication-efficient learning via atomic
sparsification,” in Proc. 32nd Conf. Neural Inf. Process. Syst., 2018,
pp. 4452-4463.

D. Alistarh, D. Grubic, J. Li, R. Tomioka, and M. Vojnovic, “QSGD:
Communication-efficient SGD via gradient quantization and encoding,”
in Proc. 31st Conf. Neural Inf. Process. Syst., 2017, pp. 1709-1720.

S. P. Karimireddy, Q. Rebjock, S. U. Stich, and M. Jaggi, “Error feedback
fixes signsgd and other gradient compression schemes,” in Proc. 36th Int.
Conf. Mach. Learn., 2019, pp. 3252-3261.

D. Dua and C. Graff, “UCI machine learning repository,” 2017. [Online].
Available: http://archive.ics.uci.edu/ml

J. Wangni, J. Wang, J. Liu, and T. Zhang, “Gradient sparsification for
communication-efficient distributed optimization,” in Proc. 32nd Conf.
Neural Inf. Process. Syst., 2018, pp. 1306-1316.

1. Diakonikolas, G. Kamath, D. Kane, J. Li, J. Steinhardt, and A. Stewart,
“Sever: A Robust Meta-Algorithm for Stochastic Optimization,” in Proc.
Int. Conf. Mach. Learn., PMLR, 2019, pp. 1596-1606.

L.SuandJ. Xu, “Securing distributed gradient descent in high dimensional
statistical learning,” Proc. ACM Meas. Anal. Comput. Syst., vol. 3, no. 1,
pp. 12:1-12:41, 2019.

2613

[49] E.-M. El-Mhamdi, R. Guerraoui, and S. Rouault, “Fast and robust dis-

tributed learning in high dimension,” in Proc. 39th Int. Symp. Reliable
Distrib. Syst., 2020, pp. 71-80.

[50] D. Data and S. N. Diggavi, “Byzantine-resilient high-dimensional SGD

with local iterations on heterogeneous data,” in Proc. 38th Int. Conf. Mach.
Learn., 2021, pp. 2478-2488.

Youming Tao (Student Member, IEEE) received the
bachelor’s degree (with distinction) in computer sci-
ence from Shandong University, in 2021, where he is
currently working toward the PhD degree in computer
science. He is interested in building private, efficient
and reliable collaborative learning algorithms with
applications to edge intelligence.

Sijia Cui received the BE degree in computer science
from Shandong University, in 2022. He is currently
working toward the PhD degree in computer science
with the University of Chinese Academy of Sciences.
He is interested in reinforcement learning.

Wenlu Xu received the bachelor’s degree in math-
ematics from Shandong University. She is currently
working toward the PhD degree with the Department
of Statistics, University of California, Los Angeles
(UCLA). She is under the guidance of Dr. Xiaowu
Dai. Her research interests include recommender
system, causal inference and machine learning in
economics. She is currently a member of the Lab
for Statistics, Computing, Algorithm, Learning, and
Economics (SCALE).

Haofei Yin received the BE degree in computer
science from Shandong University, in 2022. He is
currently working toward the master’s degree in com-
puter science with Shandong University. He is inter-
ested in computer networking.

Dongxiao Yu (Senior Member, IEEE) received the
BSc degree from the School of Mathematics, Shan-
dong University, in 2006, and the PhD degree from
the Department of Computer Science, The University
of Hong Kong, in 2014. He became an associate
professor with the School of Computer Science and
Technology, Huazhong University of Science and
Technology, in 2016. He is currently a professor with
the School of Computer Science and Technology,
Shandong University. His research interests include
wireless networks, distributed computing, and graph

algorithms.

Authorized licensed use limited to: CITY UNIV OF HONG KONG. Downloaded on August 31,2023 at 05:17:16 UTC from IEEE Xplore. Restrictions apply.


https://arxiv.org/abs/2002.10940
https://arxiv.org/abs/1712.02747
https://arxiv.org/abs/2303.10434
http://archive.ics.uci.edu/ml

2614

Weifa Liang (Senior Member, IEEE) received the
BSc degree in computer science from Wuhan Uni-
versity, China, in 1984, and the ME and PhD degrees
in computer science from Australian National Univer-
sity, in 1989 and 1998, respectively. He is currently a
professor with the Department of Computer Science,
City University of Hong Kong. Prior to that, he was
a professor with the Australian National University.
His research interests include design and analysis of
energy efficient routing protocols for wireless ad hoc
and sensor networks, mobile edge computing (MEC),
network function virtualization (NFV), Internet of Things, software-defined
networking (SDN), design and analysis of parallel and distributed algorithms,
approximation algorithms, combinatorial optimization, and graph theory. He is
currently an associate editor for the editorial board of IEEE Transactions on
Communications.

IEEE TRANSACTIONS ON COMPUTERS, VOL. 72, NO. 9, SEPTEMBER 2023

Xiuzhen Cheng (Fellow, IEEE) received the MS and
PhD degrees in computer science from the University
of Minnesota, Twin Cities, in 2000 and 2002, respec-
tively. She was a faculty member with the Department
of Computer Science, The George Washington Uni-
versity, from 2002-2020. Currently she is a professor
of computer science with Shandong University, Qing-
dao, China. Her research focuses on blockchain com-
puting, security and privacy, and Internet of Things.

Authorized licensed use limited to: CITY UNIV OF HONG KONG. Downloaded on August 31,2023 at 05:17:16 UTC from |IEEE Xplore. Restrictions apply.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 900
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.00111
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 1200
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.00083
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00063
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Suggested"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


