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Privacy-Enhanced Healthcare Monitoring Service
Refreshment in Human Digital Twin-Assisted

Fabric Metaverse
Yu Qiu , Min Chen , Fellow, IEEE, Weifa Liang , Senior Member, IEEE, Lejun Ai ,

Dusit Niyato , Fellow, IEEE, and Gang Wei

Abstract—Human digital twin bridges humans with digital
avatars in the fabric metaverse, assisting users and healthcare
professionals with real-time visualization, analysis, and prediction
of personal data sensed by fabric sensors. The human digital
twin-assisted healthcare monitoring (HHM) service refreshment
refers to sending personal health data to corresponding services
hosted on nearby edge servers and receiving the results to update
local digital avatars continuously. However, the malicious nature
and resource limitations of edge servers may lead to user privacy
leaks and refreshment timeout, thereby impacting diagnostics. In
this paper, we investigate a novel privacy-enhanced HHM ser-
vice refreshment maximization problem in the fabric metaverse
by considering privacy data encryption, model compression, and
personalized user requirements. To this end, we first formulate the
above issue as an Integer Linear Programming (ILP) problem, and
prove its NP-hardness. Then, a resource scheduler named Wiper
is designed, consisting of a shallow-deep distiller and an agile re-
fresher library. To enable efficient inference while preserving user
privacy, the former replaces violation modules in existing models
with approximations and conducts shallow distillation on model
layers to meet operation type and depth limits of homomorphic
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encryption, and then deep distillation on model parameters to
decrease end-to-end refreshment delay. Finally, to satisfy user re-
quirements on accuracy and delay during encrypted refreshments
while maximizing the throughput of HHM services in offline and
online situations with different problem scales, a series of HHM
service refreshment algorithms are merged into the latter, includ-
ing exact, performance-guaranteed approximation, and residual
diffusion reinforcement learning algorithms. Theoretical analyses
and experiments demonstrate that our algorithms are promising
compared with baseline algorithms.

Index Terms—Metaverse, human digital twin, edge computing,
healthcare monitoring, service refreshment, accuracy, privacy.

I. INTRODUCTION

FABRIC metaverse shatters traditional time-space con-
straints in healthcare systems, enabling a human-centered

healthcare industry through continuous information exchange
among individuals, fabric sensors embedded in living environ-
ments, and medical institutions. As a key technology within
the fabric metaverse, human digital twin seamlessly bridges
the physical and digital worlds, and allows users to experi-
ence personalized healthcare services by manipulating a digital
proxy known as an avatar. Indeed, the digital avatar is a com-
prehensive digital representation of an individual with various
physical and physiological attributes, displaying current health
status and providing extensive historical data for long-term
predictive analysis, such as health recommendations, anomaly
detection, and interventions [19], [27], [36].

Regularly refreshing the health status of digital avatars to align
with their real-world users is vital for ensuring the accuracy
and timeliness of diagnosis through human digital twin-assisted
healthcare monitoring (HHM) services. Initially, various phys-
ical and physiological signals from individuals, such as pres-
sure, electroencephalogram, respiratory sound, and speaking
voice, are gathered by various sensors, where flexible fabric
sensors are preferred for long-term data acquisition due to their
imperceptibility and portability [5], [29]. Following this, the
collected personal health data is transmitted to nearby edge
servers hosting relevant HHM services empowered by deep
neural network (DNN), including sitting posture analysis, lung
disease detection, and emotion recognition, for preliminary AI
analysis or diagnosis. Finally, the results are relayed back to
wearable devices of users to update the real-time health status
of their digital avatars, and virtualized in fabric metaverses.
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A. Motivations

Although offloading health data to edge servers reduces delay
and energy consumption for fabric sensors [30], [31], [34],
it also poses privacy risks during refreshment processes, as
malicious service providers may exploit user data for profit.
Homomorphic encryption (HE) enables secure computation on
encrypted data without decryption, preserving privacy while
utilizing the server resources [17]. Unlike fully HE requiring
intensive bootstrapping to reduce noise from calculations [32],
the lightweight leveled HE, such as Cheon–Kim–Kim–Song
(CKKS) scheme [6], proves more practical for edge computing.
The CKKS supports efficient ciphertext-plaintext operations,
enabling faster-encrypted refreshment by encrypting only user
data rather than the entire DNN model parameters [7], [8].

However, the privacy-enhanced HHM service refreshment
process in the human digital twin-assisted fabric metaverse
networks still faces the following difficulties:
� Both the structure and number of layers in HHM services

using DNN models are constrained by the type and depth of
limited operations in leveled HE. Some nonlinear modules
in models, namely violation modules including Relu acti-
vation or batch normalization functions, cannot be included
because only addition and multiplication operations are
allowed in HE schemes. In addition, the maximum times
of multiplication operations are decided by both the preset
noise budget and desired AES-equivalent security level [8],
e.g., 128 bits, which also serve as the upper threshold of
model layers.

� The parameters of original DNN models are redundant
and massive, affecting the refreshment speed and comput-
ing consumption of encrypted HHM services. Even with
compression and reduction of the model layers, redundant
parameters in each layer may lead to an intolerable refresh-
ment delay due to the encryption process involving massive
arithmetic operations for large prime numbers.

� Users with small delay requirements may encounter diffi-
culty in offloading health data to nearby servers when lim-
ited network resources are arbitrarily allocated. The HHM
service refreshment requests may experience timeout or
be discarded on large-scale scenarios due to the limited
computing resources of edge servers and dynamic network
bandwidth.

Exploring non-trivial trades-off between security, efficiency,
and model performance in privacy-enhanced HHM refreshments
is very challenging. First, homomorphic encryption ensures
user data privacy during inference but limits the types and
depth of computations, potentially reducing model accuracy. In
contrast, ignoring encryption can preserve inference accuracy
but compromise user privacy. Second, the efficiency of secure
service refreshment is heavily impacted by both model infer-
ence and network conditions. Deploying a compressed model
without taking into account of network constraints may result
in unaffordable communication delays, thereby offsetting the
reduction in model inference delay achieved through compres-
sion, and even requiring more computing resources to meet user
latency requirements. Thus, tackling the challenge lies in the

Fig. 1. The wiper system for human digital twin-assisted fabric metaverse
network.

following two key aspects: (i) how to design and compress
the layer number and parameters of original DNN models
to satisfy constraints on leveled HE with minimal accuracy
loss; and (ii) how to optimally allocate encrypted data to a
subset of selected edge servers hosting compressed services
to maximize the throughput of HHM refreshment requests,
while minimizing the computing resource consumption, subject
to network constraints, as well as user delay and accuracy
requirements.

To tackle the aforementioned challenge (i), the distiller first
replaces violation modules in existing DNN models with ap-
proximate ones (using only addition and multiplication) to
satisfy operation constraints in leveled HE, and then applies
model distillation to compress the number of layers and pa-
rameters of these approximate models, further aligning with
depth constraints in leveled HE. To address challenge (ii), we
propose an agile refresher library for offline and online scenar-
ios, which includes exact algorithms, performance-guaranteed
approximation algorithms, and residual diffusion reinforcement
learning algorithms. A chosen algorithm from the library pro-
cesses encrypted HHM refreshment requests efficiently, without
privacy leaks while adaptively meeting diverse requirements on
accuracy and delay.

B. Contributions

The novelty of this paper lies in the first pilot exploration of
privacy-enhanced HHM service refreshments in human digital
twin-assisted fabric metaverse networks, by jointly considering
privacy data encryption, model compression, and user service
requirements. A resource scheduler named Wiper is developed
as shown in Fig. 1, consisting of a shallow-deep distiller and an
agile refresher library.
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The main contributions of this paper are as follows.
� To the best of our knowledge, we are the first to study the

privacy-enhanced HHM service refreshment maximiza-
tion problem that jointly considers data encryption, model
compression, and personalized user requirements. We for-
mulate the problem using an integer linear programming
(ILP) solution. We also show the NP-hardness of the offline
version of the problem.

� To standardize inference operation type and depth by
adapting in leveled HE, we propose a shallow-deep dis-
tiller that first replaces violation modules with approxi-
mate modules in DNN models. The distiller then employs
layer-compression and parameter-compression techniques
to reduce both model layers and parameters, enhancing the
encrypted inference speed.

� To address the HHM service refreshment maximization
problem, we develop a suite of refreshers, which includes
an ILP solution if the problem size is small; otherwise
an approximation algorithm with an approximation ratio
of min{2,K · Ξ + 1} for the problem. We also design an
online, three-layer residual diffusion reinforcement learn-
ing algorithm for dynamic request admissions, which deals
with bandwidth fluctuations and unknown delays.

� To evaluate the proposed algorithms, we conduct com-
prehensive experiments, by demonstrating that Wiper
enhances accuracy by 2.34% to 9.24% during model dis-
tillation, improving throughput by 37% to 113% in offline
scenarios, and achieving up to 4.7% improvement in online
scenarios compared to the state-of-the-art baselines.

The rest of this article is organized as follows. Section II
reviews related works. Section III introduces the human digital
twin-assisted metaverse network, service delay, computing re-
sources, and other mathematical models. Section IV introduces
the shallow-deep distiller, and a series of agile refreshers and
mathematical analyses are developed. Section V evaluates the
performance of the proposed algorithms. Section VI concludes
the paper.

II. RELATED WORK

In this section, we survey key technologies related to HHM
service refreshments, aiming to further evolve it towards immer-
sive and secure.

Human Digital Twin: There are several studies in the topic
of human digital twins. For instance, Chen et al. [3] provided
an overview of networking architecture and key technologies in
human digital twins for personalized healthcare for the first time.
Zhou et al. [39] then designed sensor fusion and pose calibration
algorithms to process data from a hub node and inertial measure-
ment units for inertial capture of human motion digital twin. To
further address synchronization problems, Okegbile et al. [26]
developed a reliable data connectivity scheme in human digital
twins and humans by integrating differential privacy, federated
multi-task learning, and blockchain. Similarly, Liang et al. [21]
investigated a multiple service model refreshment problem by
devising an online algorithm that strives for non-trivial tradeoffs
between the accumulative freshness of all models and the total
refreshment cost. Li et al. [20] optimized digital twin freshness

via efficient synchronization scheduling, proposing a generic
framework. Moreover, Chen et al. [4] presented two intelligent
algorithms to process electrocardiograph waves and WiFi sig-
nals for graphical monitoring and healthcare prediction in smart
homes with human digital twins. Zheng et al. [38] proposed a
similarity range query scheme using a partition-based tree struc-
ture to secure index data for healthcare monitoring over digital
twin cloud platforms. Chen et al. [2] proposed and illustrated the
application platform of mobile artificial intelligence-generated
content and human digital twin for customized surgery and
personalized medication.

Homomorphic Encryption: Doan et al. [9] extensively com-
pared and evaluated various HE algorithms, and introduced
implementation specifications in algorithm libraries. Building
on this, Hu et al. [12] studied a sparse code multiple access
algorithm based on HE to deal with the drastic drop in commu-
nication performance and stealing private information problems.
Gupta et al. [11] proposed a HE-based IoT communication
system incorporating elliptic curve cryptography, dynamically
adjusting the key strength of the curve according to the remaining
energy of devices and the importance of data topics in edge-
cloud environments. Further advancing the field, Disabato et
al. [8] introduced a distributed architecture relying on HE for
supporting DNN inferences with encrypted data in cloud centers.
Chien et al. [7] improved the adversarial representation learning
algorithm with HE for privacy-preserving machine learning of
IoT devices to achieve the predictor and encrypted encoder in the
cloud. Nguyen et al. [25] proposed a HE-based federated learn-
ing framework to address the straggling problem, where slow
devices may hinder learning speed, by securely offloading part
of the training tasks to cloud-edge environments to maximize
profit. Huang et al. [13] developed a secure two-party neural
network inference system that reduces rotation operations for
linear layers and uses lean primitives to enhance communication
for non-linear layers.

Unlike the studies in [2], [4], [21], [26], [39] that focused on
secure and immutable network environments, malicious server
providers are considered in the Wiper system. In contrast to
the aforementioned studies [7], [8], [11], [12], [13], [25] that
primarily addressed a single user, model, and limited opera-
tion types in privacy-preserving machine learning, the Wiper
system addresses scenarios with multiple DNN models, large
numbers of users, and HE constraints on operation types and
depth simultaneously. Although the study in [38] shares the
similar edge medical network background with ours in this
paper, it primarily focused on privacy-protecting information
queries, rather than real-time refreshments of digital avatars. In
this paper, we investigate a privacy-enhanced HHM service re-
freshment maximization problem in human digital twin-assisted
metaverse networks by jointly considering data encryption,
model compression, and personalized user requirements. The
proposed method in this paper enables efficient end-to-end
privacy-preserving inference in fabric metaverse environments.
Specifically, it (i) protects both raw health data and inference
results, (ii) reduces inference accuracy loss through distillation-
assisted homomorphic encryption that can accelerate inference
and reduce energy consumption of model itself, and (iii) enables
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TABLE I
NOTATIONS

a refresher library that processes encrypted HHM refreshment
requests efficiently while adaptively meeting diverse require-
ments on accuracy and delay.

III. PROBLEM STATEMENT

In this section, we provide system models for a fabric meta-
verse network, user requirements, and HHM services model, and
present precise problem definitions. We also introduce notions
and notations, which are listed in Table I.

A. Fabric Metaverse Model

A human digital twin-assisted metaverse network can be
modeled by an undirected weighted graph G = (V, E), where
V = {v1, . . . , vn} is the set of edge servers and E is the set of
optic links between edge servers. Each edge server vj ∈ V with
computing capacity Cj is co-located with an access point (AP),
and each link el ∈ E with lengthDl has bandwidth capacityBl.
In addition, there are |M| human digital twin-assisted healthcare
monitoring (HHM) services provided by the metaverse network,
which help to diagnose health statuses of patients. Each HHM
service is associated with a service model pool Mp, in which
each model mp,q has a similar structure but with a different
number of parameters, leading to a different accuracyAp,q [29],
[30]. We assume that all models in M are cached in external
memory of edge servers.

B. Human Digital Twin-Assisted Healthcare Services

The refreshment of human data twin is crucial, which relies on
real-time diagnostic results of health information to update the
statuses of local digital avatars [38]. A user can issue a service
request including both a specified service quality requirement
and health data collected by body sensors from intelligent
fabrics [29]. This request is then offloaded to a nearby edge
server for processing, such as personalized disease diagnosis.
The processed result is synchronized with digital avatars con-
stantly, and shown in interactive interfaces of their wearable
devices. The HHM service refreshment request from a user i

can be modeled as a tupleγi = (Li,Mi,Ai, Ti,Di), whereLi is
location coordinates of user i,Mi is the type of services of health
monitoring requested, Ai is the model accuracy requirement of
user i, and Ti is the end-to-end delay requirement of refreshing
the digital avatar of user i. Notice that when a user service type
and accuracy requirements are specified, the system is capable
of selecting a DNN model mi,q from that service library Mi

such that the accuracy of the chosen model is no less than the
specified requirement. In addition, Di is the input data for the
chosen model mi,q.

C. Service Delay Model

To mitigate the risk of personal information leakage from
malicious edge servers or clouds, digital avatars are stored in
wearable devices locally and refreshed periodically, using the
homomorphic encryption (HE) technology such as the CKKS
scheme. The Ring Learning With Errors problem (RLWE) is
the core of security assurance for the CKKS scheme, where a
ciphertext is added with “noise” to avoid hacking [16]. Sub-
sequently, the encrypted data is uploaded to a nearby server for
services via wireless networks. Finally, the encrypted results are
downloaded and decrypted, using the private key to refresh the
digital avatar. Thus, various service delays in data encryption,
computation, and transmission are considered as follows.

Data encoding and encryption delay: Given a piece of data
D, such as health data and model parameter, must be encoded
in plaintext polynomial D(X) before encryption computation.
For instance, given an integerM = 8 and a vector of health data
Di = [di,0, di,1, di,2, di,3], the Euler function is φ(M) = N =
4, the M th cyclotomic polynomial is 1 +X4, and the M th root
ξM of unity is e

2iπ
8 through calculation [6]. The Vandermonde

matrix formed by the above variables is expressed as⎡⎢⎢⎣
1 ξM . . . ξN−1

M
...

...
. . .

...

1 ξ7M . . . ξ
(2N−1)(N−1)
M

⎤⎥⎥⎦×

⎡⎢⎢⎣
α0

...

αN−1

⎤⎥⎥⎦ =

⎡⎢⎢⎣
di,0

...

di,N−1

⎤⎥⎥⎦,
where{α0, . . . , αN−1} is original coefficients for plaintext poly-
nomial D(X) waiting to be computed. These coefficients are
then processed through a scaling factor and rounding to yield the
final integer polynomial coefficients α̂. In essence, data encoding
converts data D ∈ C

N
2 into plaintext space Z[X]/(XN + 1),

whereas data decoding translates plaintext polynomial D(X) =∑N−1
i=0 α̂i ·Xi ∈ Z[X]/(XN + 1) back into data space C

N
2 .

The calculation amount mainly comes from solving the Van-
dermonde matrix and the data volume, thus the encoding delay
T d
ed,i of health data for user i is

T d
ed,i = βed ·

|Di|n
Wi

+ δed, (1)

where βed and δed are the scaling and bias factors of encoding
delay for the calculated α̂, respectively. Wi is the computing
capacity of wearable devices for user i, and |Di|n represents the
data number of Di.
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Fig. 2. The links among layer, delay, and flops in SPANet. The fitting function
among model flops, encryption, and encoding time are y = 0.000816x+
21.956949 and y = 0.001442x− 106.371549, respectively.

Encoded health data Di(X) is further encrypted by a public
key pk on wearable devices, while the model parameters are still
only at the stage of being encoded on the edge server. This is
because the CKKS scheme supports faster arithmetic operations
between ciphertexts and plaintexts. Given a security parameter
λ and the depth upper limit L, the associated parameters in-
cluding secret key sk, public key pk = (−a · sk + e, a), and
evaluation key are generated, where e is a small noisy polyno-
mial inserted to guarantee security hardness of Ring Learning
With Errors problem, and a, e, and sk are extracted from
Zq[X]/(XN + 1) [13]. In essence, encrypting using pk entails
computing (Di(X)− a · sk + e, 0 + a), while decryption us-
ing sk involves calculating {[Di(X)− a · sk + e] + [(0 + a) ·
sk]} = Di(X) + e. Formally, the ciphertext polynomial Ci(X)
of dataDi(X) by a secret key sk has a decryption structure form
〈Ci(X), sk〉 = Di(X) + e (mod q). Thus, the data encryption
delay Tet,i for user i is formulated as follows:

Tet,i = βet ·
|Di(X)|n

Wi
+ δet, (2)

where βet and δet are the scaling and bias factors of encryption
delay during encryption of encoded data Di(X), respectively.

Model encoding and encryption computation delay: When
an edge server encodes model parameters and receives the
encrypted health data, privacy-enhanced inference from the
required HHM services begins to diagnose. Each model contains
numerous and heterogeneous parameters, necessitating massive
relinearization and rescaling operations after homomorphic ad-
ditions and multiplications to reduce the growth rate of noise
e during encryption computation. Quantifying the exact delay
generated throughout the model encoding and computation is
challenging, so we propose an experimental modeling approach
as shown in Fig. 2. The experimental data verifies that the
floating-point calculation (flops)Fp,q of a modelmp,q has linear
relationships with both model encoding delay and encryption
computation delay under a given standard computing resource
Csta < Cj . Consequently, the encoding Tm

ed,i and encryption
computation delay Tec,i for user i with the amount ηi,j · Cj of
computing resource are modeled,

Tm
ed,i =

Csta

ηi,j · Cj
· (βem · Fi,q + δem), (3)

Tec,i =
Csta

ηi,j · Cj
· (βec · Fi,q + δec), (4)

where βec and δec are the scaling and bias factors of encryption
computation delay, respectively, and ηi,j is the percentage of
computing resource allocated to user i for server vj .

Data uploading and downloading delay: During digital avatar
refreshments, encrypted data is uploaded to edge servers for pro-
cessing, and the processed result is encrypted and downloaded
to wearable devices. The transmission (Tut,i and Tdt,i) and
propagation (Tup,i and Tdp,i) delays are the main bottlenecks in
upload delayTu,i and download delayTd,i, which are affected by
network bandwidth, congestion condition, and the data volume.
These delays for user i are modeled as follows:

Tu,i = Tut,i + Tup,i =
∑

el∈Pi,j

(
ζ ·Dl

3× 108
+

|Ci(X)|m
Bl

)
, (5)

Td,i = Tdt,i + Tdp,i =
∑

el∈Pi,j

(
ζ ·Dl

3× 108
+

|Ci(X)|m
Bl/βdc

)
, (6)

where Pi,j is the shortest path from user i to server vj in G, and
3× 108 m/s is the signal propagation speed. ζ, representing the
network congestion coefficient, is used to correct transmission
delay. βdc is the scaling factor of data volume after encryption.
|Ci(X)|m is the memory size of Ci(X). After the wearable
device receives the encrypted diagnostic result Ci, it decrypts
and decodes the result to obtain final data for updating digital
avatar. Decoding and decryption delays are neglected because
the data volume of Ci(X) is much smaller than that of Di.

Overall, the privacy-enhanced service refreshment for user
i by using server vj should experience the total delay Ti,j ,
including data encoding and encryption, model encoding, data
uploading, encryption computation, and data download delays.

Ti,j = T d
ed,i + Tm

ed,i + Tet,i + Tu,i + Tec,i + Td,i. (7)

D. Computing Resource Demand Model

To ensure that the refreshment process strictly meets the user
delay requirement Ti, the minimum threshold of end-to-end
delays must satisfy the following inequality,

Ti ≥ T d
ed,i + Tm

ed,i + Tet,i + Tu,i + Tec,i + Td,i. (8)

The actual refreshment delay Ti,j for each user is nondeter-
ministic due to multiple factors as stated inLemma 1, resulting
in fluctuations in allocated computing resources.

Lemma 1: Given the delay requirement Ti of user i, the
amount ηi,j of computing resource allocated to the user fluc-
tuates with server attributes such as location and total resources,
model attributes including input size and model parameters, and
network attributes like bandwidth.

Proof: The inequality (8) is simplified further by combining
formulas (3) and (4), where the delays ι = T d

ed,i + Tet,i caused
by wearable devices are a fixed value,

Ti ≥
Csta · [(βem + βec)Fi,q + δem + δec]

ηi,j · Cj
+ Tu,i + Td,i + ι.
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Then, shifting related variables in the above inequality,

Ti − Tu,i − Td,i − ι ≥ Csta · [(βc + βed)Fi,q + δem + δec]

ηi,j · Cj
.

Finally, the expression for determining the ratio ηi,j is derived,

ηi,j ≥
(βem + βec) · Fi,q + δem + δec

Ti − Tu,i − Td,i − ι
· Csta

Cj

≥ (βem + βec) · Fi,q + δem + δec

Ti − 2ζ·|Pi,j |
3×108 −

∑
el∈Pi,j

(1+βdc)·|Ci(X)|m
Bl

− ι
· Csta

Cj
.

(9)

Thus, allocated resources for user i are changed with server
attributes such as Pi,j andCj , model attributes including Ci(X)
and Fi,q , and network attributes like Bl and ζ. �

Based on the derived relationships, it is evident that the
allocated resources for user i vary with the location of the se-
lected server even if the same model is chosen. Furthermore, the
dynamic nature of network bandwidth and congestion conditions
introduces additional challenges in meeting the end-to-end delay
requirements.

E. Threat Model and User Privacy

In healthcare systems, service providers often operate under
an honest-but-curious model: while they faithfully execute re-
quested computation, they also seek to profits from user health
data and statuses. When a user initiates a refresh request for its
digital twin, the health data is stored on the server hosting the
corresponding HHM service. Over time, repeated refreshes lead
to the accumulation of the user data across the entire network,
forming a health-centric database. Service providers monetize
this valuable information by selling (1) the aggregated datasets
that reveal population-level disease trends to a third party for
market analysis or model training purposes, and (2) inference
results of individualized health status inferences to third parties
such as pharmaceutical companies. In addition, when the refresh
result indicates a disease status, the user will inevitably undergo
diagnosis by medical professionals, leading to the disclosure
of the previously decrypted data. This gives adversaries an
opportunity to perform key recovery attacks by correlating
the information (even ciphertext) stored in the cloud with the
corresponding plaintext known to the medical professionals.

To mitigate key recovery attacks for encrypted health data,
we introduce a differential privacy mechanism on user sides.
Specifically, when a user receives an updated disease status and
intends to use the decrypted data for diagnosis, differential pri-
vacy ensures that his/her sensitive personal information remains
protected. The formal definitions and theoretical foundations
on such information protection are presented as follows. For
the sake of convenience, we give several definitions and a
theorem that are essential for privacy and security analysis in the
Section IV.

Definition 1 (Rényi Divergence): For two probability distri-
butions P and Q defined over R, the Rényi divergence of order

α̃ > 0 is

Dα̃(P ‖ Q) =

⎧⎪⎨⎪⎩
∑
x∈X

P (x) log P (x)
Q(x) , α̃ = 1,

1
α̃−1 log

(∑
x∈X

P (x)α̃Q(x)1−α̃

)
, others.

where P (x) denotes the density of P at x.
Definition 2 (ε-Zero-Concentrated Differential Privacy (ε-

zCDP) [1]): A randomized mechanism M : Xn → Y is said to
be ε-zCDP if for all x, x′ ∈ Xn and all α̃ ∈ (1,∞),

Dα (M(x) ‖M(x′)) ≤ α̃ · ε.

Definition 3: Let ε > 0 and n ∈ N. Define the discrete Gaus-
sian mechanismMt : Z

n → Z
n such that, for any input x ∈ Z

n,
the mechanism outputs a sample drawn from the discrete Gaus-
sian distributionNZn(x, t2

2ε · In), where In is the n-dimensional
identity matrix, and t is the upper bound on the CKKS decryption
error.

Theorem 1 (Theorem 8 of [24]): LetGP be an indistinguisha-
bility game with black-box access to a probability ensemble Pθ.
If GPθ

is κ-bit secure, and maxθD(Pθ ‖Qθ) ≤ 2−κ+1, then
GQθ

is (κ− 8)-bit secure.
In general, a user privacy is guaranteed if and only if both

the raw user data and the computed results always remain
confidential, which can be formally defined as follows.

Definition 4 (User Privacy): Consider a user i with health
data Di and a server j HHM service Mj in a metaverse network
G = (V, E), let {Gen,Enc,Dec,Cal} denote the components of
a homomorphic encryption scheme, where Gen(·) generates a
public-private key pair (pk, sk); Enc(·) and Dec(·) are the en-
cryption and decryption functions, respectively; Cal(·) denotes
computation over ciphertexts and returns encrypted results. The
privacy of user i is considered preserved if the following condi-
tions are satisfied:

1) Ciphertext-Only Observation: The networkGhandles only
encrypted data. Specifically, user i encrypts their data as
Enc(Di, pk), and the server computes over ciphertexts
Cal(Mj ,Enc(Di, pk)).

2) User-Only Decryption: Server j sends only the encrypted
result to user i. The user decrypts the output using their
private key, satisfyingDec(Cal(Mj ,Enc(Di, pk)), sk) =
Mj(Di).

3) Noise-Added Result Sharing: If user i intends to
share the result with others, they must release a
perturbed version. Specifically, if a third party can-
not decrypt, namely Dec(Cal(Mj ,Enc(Di, pk)), sk) �=
Mj(Di), then the user should share the decrypted re-
sult with a noise to the third party for providing ε-
zCDP, generated as Dec(Cal(Mj ,Enc(Di, pk)), sk) +
N(0, σ2), where N(0, σ2) denotes Gaussian noise with
mean 0 and variance σ2.

Note that the noise is added during the CKKS decryption stage
at the user side when the user wants to share the information
with a third party, and this noise addition does not affect the
performance of the algorithm in the refresh library.
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F. Problem Definitions

Definition 5: Given a human digital twin-assisted metaverse
network G = (V, E), there is a set M of DNN models, and a
set R of inference requests with each request γi ∈ R requesting
a service model mi,q ∈ M with a given service accuracy Ai

and delay requirements Ti, the maximum privacy-enhanced
HHM request refreshment problem (MRP) in G is to choose a
subset of edge servers with models to maximize the throughput
of encrypted HHM refreshment requests with the lowest total
computing resource consumption of all requests for the model,
while meeting the accuracy and delay requirements of admitted
requests, subject to the computing capacity on each edge server.

The above-defined MRP problem is a set of requests in a
snapshot scenario. However, in reality, user requests can arrive
at any time point in the network monitoring period, and network
bandwidth and congestion conditions fluctuate dynamically over
time. Furthermore, the service delay models are not given. This
leads to the following general problem - the O-MRP problem,
which is defined as follows.

Definition 6: Given a human digital twin-empowered meta-
verse network G = (V, E) and a finite time horizon T , a set V
of edge servers with each server j having computing capacity
Cj and each link el ∈ E having dynamic bandwidth Bl(t), a
set M of DNN models for request services, and a set R(t) of
HHM inference requests arriving randomly at each time slot
t ∈ T , the online maximum privacy-enhanced HHM request
refreshment problem (O-MRP) in G is to admit HHM requests
one by one without any future knowledge of request arrivals and
encryption delay to maximize the throughput of encrypted HHM
requests, using a leveled HE technique to refresh their human
digital twins, subject to network resource capacities.

Theorem 2: Both defined MRP and O-MRP problems in a
fabric metaverse network are NP-hard.

Proof: The NP-hardness of the MRP problem is confirmed
through a polynomial reduction from the NP-hard problem -
the maximum-profit Generalized Assignment Problem (GAP)
that is defined as follows. Given a set Item = {I1, . . . , In} of
items, where each item Ti ∈ Item has a profit profiti with size
sizei, and a set B = {b1, . . . , bm} of bins, where each bj ∈ B
has capacity capj . The objective of the GAP is to maximize the
total profit by packing as many items as possible into the m
bins, subject to computing capacity capj on each bin bj with
1 ≤ j ≤ m.

We consider a special MRP problem, where each HHM
service demands the amount ηi,j of computing resource, each
edge server vj has computing capacity Cj , and each request
γi ∈ R is issued simultaneously. The system obtains a profit of
1 when a user successfully receives an encrypted result from
its requested HHM service that is hosted on edge server v;
otherwise, 0. The MRP problem aims to maximize the number
of HHM refreshment requests admitted by securely offloading
as much health data of users as possible into the selected edge
servers in a metaverse network, subject to the capacity Cj on
each edge server vj . This special problem is equivalent to the
GAP. Therefore, the MRP problem is NP-hard as the GAP is
NP-hard. Since the MRP problem is the offline version of the

Algorithm 1: Shallow-Deep Distiller.

O-MRP problem where user requests arrive one by one without
the knowledge of future request arrivals. In other words, the
MRP problem is a special case of the O-MRP when there is
only one time slot, the O-MRP problem thus is NP-hard, too.�

IV. WIPER SYSTEM

In this section, we investigate privacy-enhanced HHM service
refreshment, by developing a secure resource scheduling system
Wiper, which is depicted in Fig. 1. The system consists of two
main components: a shallow-deep distiller and an agile refresher
library. In the following, we first develop an algorithm for the
shallow-deep distiller. We then devise algorithms for the agile
refresher library, followed by a privacy module that is activated
only when users wish to share their decrypted data with a third
party. We finally perform theoretical analyses of the proposed
algorithms.

A. Shallow-Deep Distiller

The shallow-deep distiller is mainly to 1) standardize both
operation types and calculation depth of models to meet limita-
tions in leveled HE, and 2) compress model parameters to speed
up diagnosis speed and reduce computing resources required of
HHM servers. Denote by mp,q any model that is abbreviated to
mp for simplicity. The detailed algorithm of the distiller is given
as follows.

First, approximation models m̂p are derived by replacing
violation modules in DNN models with approximation modules
compatible with leveled HE. Nonlinear modules, essential for
model fitting, are primarily of three types: batch normalization,
activation, and pooling operations, which often conflict with
leveled HE due to violation operations beyond multiplication
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and addition. By analyzing the calculation principle of nonlinear
modules in Theorem 3, we propose approximation modules
composed of learning parameters includingβl, δl, βq,2, βq,1, and
δq to replace violation modules. These hyperparameters break
the value size limitations of model parameters constrained by
Taylor formulas to reduce approximation errors and enhance
model scalability.

Second, a layer-compressed model m̂p′ is derived by distilling
the original or approximation models helped by teacher model
mp. Note that the main difference between mp and m̂p′ is the
type of nonlinear modules and the number of model layers, that
is, mp has more layers and illegal nonlinear modules including
Relu, Tanh, or Sigmoid activations. This shallow distiller ensures
that compressed models meet the computation depth limits of
leveled HE while maintaining the performance of approximation
modules with learned parameters close to the violation modules.

Finally, a parameter-compressed model m̂p′′ is obtained by
distilling with the assistance of the corresponding student-
teacher model mp′ , where the channel number of each layer
in m̂p′ is ω times that of m̂p′′ . This deep distiller accelerates
diagnosis and reduces parameters by compressing the number of
model channels to a given compression ratio ofω times. Note that
these layer-compressed m̂p′ and parameter-compressed models
m̂p′′ with different accuracies are placed in the corresponding
model library Mp for users to choose by their personalized
requirements during the avatar refreshing stage. The detailed al-
gorithm for the shallow-deep distiller is given inAlgorithm 1.

B. Agile Refresher Library

Having adopted all models to the operation depth and type
constraints on leveled HE through model distillation, the agile
refresher library selects appropriate HHM services running on
edge servers for users in the fabric metaverse network, and
offloads encrypted data to these servers for processing, ensuring
real-time updates of health data for digital avatars.

1) Offline Refresher: For offline refreshments where user
refreshment requests arrive at one time and all network in-
formation remains stable and given the reward function, the
offline refreshers, including the integer linear programming
(ILP) refresher, and an Approximate Refresher are proposed,
each customized for different scale refresh scenarios.

ILP Refresher: We propose an ILP solution for the offline
refresher when the problem size is small, and the problem
optimization objective is to

Maximize
∑
γi∈R

∑
vj∈V

xi,j (10)

subject to: (7), (8), and (9),∑
vj∈V

xi,j ≤ 1, ∀γi ∈ R (11)

∑
vj∈V

Ti,j · xi,j ≤ Ti, ∀γi ∈ R (12)

∑
vj∈V

ηi,j · xi,j ≥ 0, ∀γi ∈ R (13)

∑
γi∈R

ηi,j · xi,j ≤ 1, ∀vj ∈ V (14)

xi,j ∈ {0, 1} , ∀γi ∈ R and vj ∈ V (15)

Formula (10) aims to maximize the throughput of refreshment
requests by minimizing computing resource, where xi,j is a
binary variable, indicating whether the encrypted data of a
request γi is transmitted to server vj . Inequality (11) imposes
a position constraint where the encrypted data of each user is
passed to at most one edge server. Inequality (13) simplifies
inequality (12) by the formula (9), which represents the delay
constraint where ηi,j is negative only when the total end-to-end
delay exceeds the delay requirement for user i. Inequality (14)
sets a computation resource limit, stating that the percent of
resources allocated to all users for data processing at server vj
cannot exceed its capacity Cj , with this percent being 1.

Approximate Refresher: To alleviate the prohibitive time com-
plexity of the ILP solution when the problem size is large, we
develop an approximation algorithm as follows.

First, we introduce a threshold K for the percentage of al-
located resources for each request γi. Specifically, using the
information on servers and the allocated ratio matrix H , we
identify the index i′ of the request at the median in the sorted
request set R̂ and the index j ′ of the server with the minimum
residual computing resource. By setting threshold K = ηi′,j′ ,
each server is divided into 1/K resource blocks to ensure a
lower bound on the request throughput, which is later shown
in Theorem 4.

Next, servers in V are sorted by computing resources as V̂,
and the sorted requests are matched to the appropriate servers
for processing data. If no suitable server is found, the request is
pended for the second allocation round. Finally, an appropriate
server for each pended request is found in the order they are
waiting, ignoring threshold control. If no suitable server is found,
the request is refused due to limited resources. By controlling
the threshold and sorting requests and servers, the algorithm
prioritizes deploying requests with lower computing demands
on servers with fewer resources to enhance the throughput.

2) Online Refresher: For online refreshment problems,
where user refreshment requests arrive sequentially without
any future arrival information, network bandwidth dynamically
fluctuates, and the delay of a refreshing avatar is unknown,
for which we formulate a Markov Decision Process (MDP),
and design a residual diffusion reinforcement learning (RDRL)
algorithm.
� State space S: The environment state observed by an

agent at each time slot t is st = {C,B, γ̂}, where C =
{C1, Ĉ1 . . . , C|V|, Ĉ|V|}, Cj is total capacity, and Ĉj is
available resources of edge server vj , respectively. B =
{B1, . . . , B|E|} is the set of bandwidth on all links, and
γ̂ = {Fi,q,Di,Li, Ti} is service information of user i.

� Action space A: Based on observed st, agent selects an
action at = {x̃i,1, . . . , x̃i,j , . . . , x̃i,|V|}, where x̃i,j is prob-
ability of refreshing a digital avatar of user i by an edge
server vj . From action space A, the one with the highest
value will be selected and executed.

Authorized licensed use limited to: CITY UNIV OF HONG KONG. Downloaded on November 13,2025 at 11:51:45 UTC from IEEE Xplore.  Restrictions apply. 



QIU et al.: PRIVACY-ENHANCED HEALTHCARE MONITORING SERVICE REFRESHMENT 11739

Algorithm 2: Approximate Refresher.

� State transition: After at is executed, the state will tran-
sit from st to st+1, following the conditional probability
p(st+1|st, at) that is unknown to the agent.

� Reward function: The reward rt acts as a feedback signal
to evaluate the value of action at for achieving the final
goal at state st,

rt=

⎧⎪⎪⎨⎪⎪⎩
ψr · e

1
ηi,j ·Cj , if ηi,j · Cj ≤ Ĉj and ηi,j > 0

−ψp, if ηi,j · Cj ≤ Ĉj and ηi,j ≤ 0

−ψp ·
∑

i∈R(t)

ρi,j , if ηi,j · Cj > Ĉj

whereψr andψp are the reward and penalty coefficients. A
server crashes and disrupts all services when its capacity is
violated, where ρi,j is the completion degree of a service
required by user i on the server vj . R(t) is a request set
that has not yet been completed until slot t.

The online refresher is described as follows. For simplicity,
the state st observed by an agent at time t is denoted as s, and
the action at performed is denoted as a in the following.

First, a denoising diffusion model [15] and a residual con-
volutional model are combined to form a three-layer residual
network εθ, which supports an actor policy πθ(a | s), as shown
in Fig. 3. The final action a0 is obtained by removing the noise
through τ steps from an initial random action aτ ∼ N(0, I) that
is sampled by a Gaussian (normal) distribution,

πθ(a | s) = N (aτ ; 0, I) ·
τ∏

k=1

pθ(ak−1 | ak, s), (16)

pθ(ak−1 | ak, s) = N
(
ak−1;μθ(ak, k, s), β̃kI

)
, (17)

μθ(ak, k, s) =
1√
αk

(
ak − βk√

1− ᾱk
· εθ(ak, k, s)

)
, (18)

Algorithm 3: Residual Diffusion Reinforcement Learning
Based Online Algorithm for Refresher.

Fig. 3. The three-layer residual diffusion policy network.

where k ∈ [1, τ ] and μθ(ak, k, s) is the mean value of the
denoising noise distribution pθ(ak−1 | ak, s) from ak to ak−1.
The remaining parameters are described as follows:

βk = 1− αk = 1− e−
βmin

τ − (2k−1)·(βmax−βmin)

2·τ2 , (19)

ᾱk =

k∏
i=1

αk and β̃k =
1− ᾱk−1

1− ᾱk
βk, (20)

where βmin = 0.1 and βmax = 10. In addition, to address the
issue of gradients not being back-propagated through random
variables during sampling, we apply the reparameterization
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method from [10] to reformulate the sampling process, which
decouples randomness from distribution parameters,

ak−1 = μθ(ak, k, s) +
β̃2
k

4
· ε, ε ∼ N(0, I), (21)

Thus, by applying softmax function to probability distribution
πθ(a | s) of all servers, we compute the likelihood of choosing
each edge server vj , yielding final action a0 = at for user i,

a0 = argmax
j

Sigmoid(πθ(a | s)) = argmax
j

{x̃i,j}, (22)

where Sigmoid = 1
1+e−x .

Second, the agent executes the action at for request γi, re-
ceives reward rt, and observes the next environment state st+1.
In addition, the transition (st, at, st+1, rt) is stored in the replay
buffer D for the agent to learn from the previous experience
periodically. Finally, the relevant neural networks are updated
through a batch B̂ of transitions extracted from the replay buffer
D. The policy networkπθ minimizes the total lossLθ by gradient
descent to improve the policy as follows:

Lε = Eε∼N(0,I),(s,a)∼B̂[||ε− εθ(a
√
ᾱk − ε

√
1− ᾱk, k, s)||1],

Lq = −Es∼B̂[Sigmoid(πθ)
�Qϕ(s) + αl · H(Sigmoid(πθ))],

Lθ = �l · Lq + (1− �l) · Lε, (23)

where αl and �l are scale factors. Lε is the policy-regularization
loss, Lq is policy-improvement loss, and H(Sigmoid(πθ)) is
probability distribution entropy. The critic network Qϕ min-
imizes the total loss Lϕ by gradient descent to improve the
accuracy of state assessment,

Lϕ = E(st,at,rt,st+1)∼B̂

[ ∑
n=1,2

||Qn
ϕ(st, at)

−
(
rt + γr · Sigmoid(πθ̂(st+1)

)�Qϕ̂(st+1)

)
||2

]
,

(24)

where rt is the reward at slot t, γr is the discount factor,
Qϕ(st, at) is Q value for action at at state st, and Qϕ̂(st+1)
is Q value for all actions at next state st+1.

In terms of target network πθ̂ and Qϕ̂, they are updated
periodically by a soft update mechanism, which is defined as
follows.

πθ̂step+1
= �s · πθstep + (1− �s) · Qϕ̂step+1

, (25)

Qϕ̂step+1
= �s · Qϕstep

+ (1− �s) · Qϕ̂step+1
, (26)

where �s is a scaling factor of updating the target network.

C. Privacy Module

To prevent privacy leakage caused by private key recovery
when the query dimension n = 1 and Rényi divergence order
α̃ = 1, each user is assigned a given privacy budget ε̂i = q · εi,
which restricts the decrypted data users can disclose for diagno-
sis up to q times. For the nth refresh request issued by the same

user i, the user samples independent noise from a Gaussian dis-
tributionN(0, σ2) with σ = 8t

√
q2κ/2 (as shown in Theorem 6)

and a privacy budget εi, and adds the noise to the decrypted query
result to ensure differential privacy prior to the result sharing,
where q is the number of queries, t represents the upper bound on
the CKKS decryption error, andκ is a system-dependent security
parameter. With the increase on the number of refreshments, the
remaining privacy budget decreases. Once the available budget
is exhausted (i.e., approaches zero), the user must update his
private key to restore the total privacy budget to its maximum
value.

D. Algorithm Analysis

The rest is to analyze the feasibility of replacing the violation
modules with the approximate one in Algorithm 1. Also, the
approximation ratio and time complexity of Algorithm 2 is
analyzed.

Theorem 3: Given a set of DNN models containing viola-
tion modules incompatible with leveled HE, the shallow-deep
distiller, Algorithm 1, replaces violation modules with ap-
proximate modules is reasonable.

Proof: We first identify potential violation on each module.
We then propose their corresponding replacement counterparts
to avoid the violations.

As for the batch normalization operations, the output yi for
information xi is

yi =
βbn√

σ2
bn + εbn

· xi + δbn − βbn · μbn√
σ2
bn + εbn

,

where μbn = 1/N ·
∑

1≤i≤N xi, σ2
bn = 1/N ·

∑
1≤i≤N (xi −

μbn)
2, and εbn ≈ 10−9 to avoid 0 during calculation. Thus,

approximating the batch normalization function using a linear
function module with learnable parameters βl and δl is reason-
able,

βl �
βbn√

σ2
bn + εbn

,

δl � δbn − βbn · μbn√
σ2
bn + εbn

,

where the near-optimal βl and δl are obtained through gradient
descent.

In terms of the activation operations, the Taylor expansion
formula is the core of approximate modules. For example,
Sigmoid = 1

1+e−x and Tanh = ex−e−x

ex+e−x are widely used as
activation functions in deep neural network-based services, and
their Taylor expansions are as follows.

Sigmoid′ =
1

2
+
x

4
− x3

48
+O(x5),

Tanh′ = x− x3

3
+O(x5).

Essentially, nonlinear activation functions can be expressed as
polynomials over a given value range of independent variables,
like the interval around 0. To overcome range limitation and
uniformly replace all nonlinear functions with the simplest

Authorized licensed use limited to: CITY UNIV OF HONG KONG. Downloaded on November 13,2025 at 11:51:45 UTC from IEEE Xplore.  Restrictions apply. 



QIU et al.: PRIVACY-ENHANCED HEALTHCARE MONITORING SERVICE REFRESHMENT 11741

option, quadratic functions with learnable parameters, such as

yi = βq,2 · x2i + βq,1 · xi + δq,

are the preferred choice. These hyperparameters βq,2, βq,1,
and δq are also optimized by gradient descent and have fewer
computational burdens for leveled HE.

Regarding the pooling module, replacing maximum pooling
with average pooling is a more common approach in machine
learning. This is the proof. �

Theorem 4: Given a human digital twin-assisted metaverse
network G = (V, E), a set M of DNN models, a set R of
HHM refreshment requests from different users, there is an
Approximate Refresher, Algorithm 2, with bounded approx-
imation ratio min{2,K · Ξ + 1} to offload encrypted health
data to selected edge server with HHM services for maxi-
mizing the throughput of refreshing digital avatars of users
while meeting different requirements on accuracy and delay in
O(|R|(|V|+ log |R|)), where K is a threshold for the percent
of allocated computing resources, and Ξ = Ropt/|V| ≤ R/|V|
represents the upper bound of service throughout in an ideal
scenario.

Proof: We analyze the approximation ratio of the approx-
imate refresher based on two distinct cases derived from the
relationship between |R|/2 and |V|/K.

Case 1. Assuming a small number of HHM requests arrive at
fabric metaverse network, that is, |R|

2 ≤ |V|
K . In this scenario, the

lower bound R−
app of service throughput is |R|

2 , namely Rapp ≥
|R|
2 . This is because all servers can handle at least half of arrival

requests after partitioning their computing resources into |V|/K
blocks based on the computing demand of the median request
at R̂. Therefore,

Ropt

Rapp
≤ 2 · Ropt

R ≤ 2 · R
R = 2,

this establishes that the approximation ratio in Case 1 is bounded
by 2.

Case 2. Suppose a large number of HHM requests arrive
at the network at the same time, namely |R|

2 > |V|
K . The lower

bound R−
app of service throughout for Approximate Refresher

is |V|
K , this is Rapp ≥ |V|

K . To analyze the approximation ratio,
two special constants are introduced,

CX = max
j∈V

Cj ,

CN = min
i∈R,j∈V

ηi,j · Cj .

where CX is the maximum amount of computing resources for
an edge server, and CM represents the minimum amount of
demand computing resources for a request. Thus,

Ropt

Rapp
=

Ropt
a +Ropt

r

Rapp
o +Rapp

r

=
Ropt

a +Rapp
r −Rapp

r +Ropt
r

Rapp
o +Rapp

r

(27)

= 1 +
Ropt

r −Rapp
r

Rapp
o +Rapp

r

≤ 1 +
Ropt

r −Rapp
r

|V|/K ≤ 1 +
Ropt

|V|/K

≤ 1 +
|V| · CX

CN

|V|/K = 1 +K · Ξ (28)

Formula (27) indicates that the Rapp
o and Rapp

r form the set
Rapp of requests received by Approximate Refresher, where
Rapp

o = Ropt
a identical refresh decisions between approxima-

tion and optimization, and Rapp
r ≤ Ropt

r represents the re-
maining differing requests. The formula (28) utilizing the ratio
Ξ = CX

CN represents the upper bound of service throughout in
an ideal scenario. Thus, in Case 2, the approximation ratio is
bounded above by 1 +K · Ξ. Combining both cases, we con-
clude that the approximation ratio of the Approximate Refresher
is min{2,K · Ξ + 1}.

The time complexity of the Approximate Refresher is an-
alyzed as follows. It incurs the complexity of O(|R||V|) to
calculate the allocated ratio matrixH and two user-server match-
ing processes. The time consumed on user and server sorting
is O(|R| · log |R|) and O(|V| · log |V|), respectively. Since the
number |R| of user requests is generally larger than the number
|V| of servers, the time complexity of the Approximate Refresher
is O(|R|(|V|+ log |R|)). The theorem then follows. �

E. Privacy and Security Analysis of Algorithms

In this section, we analyze the security and privacy ofWiper,
enhanced with a dedicated privacy module.

Theorem 5: For any ε > 0 and n ∈ N, the privacy module
with noise sampled from the Gaussian mechanism Mt ensures
ε-zCDP. In addition, the expected cumulative �2-norm error is
E[‖X‖2] = O(t

√
nqα̃), where t is the CKKS error bound (also

sensitivity),n is the query dimension, q is the number of queries,
and α̃ is the Rényi divergence order.

Proof: The proof can be found in Appendix A, available
online. �

Theorem 6: Given a metaverse network G, involving a
server provider, users, and an adversary, the privacy mod-
ule provides both ε-zero-concentrated differential privacy and
IND − CPAD security [18], by incorporating Gaussian noise
sampled fromN(0, σ2), whereσ = 8t

√
nqα̃2κ/2, where q is the

number of queries, t is the upper bound on the CKKS decryption
error, κ is a system-dependent security parameter, and α̃ is the
Rényi divergence order.

Proof: The proof can be found in Appendix B, available
online. �

V. PERFORMANCE EVALUATION

In this section, we first provided the experimental parameter
settings and several baseline algorithms. We then conducted
extensive experiments to validate the effectiveness and effi-
ciency of model inferences based on leveled HE and model
distillation on edge servers. Finally, we analyzed the impacts
of key parameters on algorithm performances in the simulated
fabric metaverse network.
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TABLE II
MODEL INFORMATION CONFORMING TO LEVELED HE

TABLE III
THE COEFFICIENTS ABOUT REFRESHMENT DELAYS

TABLE IV
THE ACCURACY COMPARISON OF MODEL DISTILLATION

A. Experimental Environment Settings

We consider four types of HHM services in the fabric meta-
verse: SPANet for sitting posture analysis, EEGNet for emo-
tional intensity prediction, SERNet for emotional type determi-
nation, and LDDNet for lung disease detection. Each service
includes a DNN model library Mp with five models of similar
structures but different parameters. The largest models, adapted
to leveled HE and server memory, are detailed in Table II. To
generalize and diversify the model library Mp for adapting
various models in real scenarios, we keep the model with the
highest accuracy and randomly simulate the accuracy of four
additional models from 0.5 to the highest accuracy, where the
flops of a model are linearly correlated with accuracy [28]. The
memory size for floating-point and integer data units is 4B.

We simulate the fabric metaverse network, using the Abi-
lene network [29] as the topology, covering a 5,500 km by
5,500 km area with 11 edge servers. Servers have computing
resources between 40,000 and 80,000 MHz, and link bandwidths
fluctuate between 4, 8, 16, and 32 MB/s [28]. The standard
computing resource Csta is 5,000MHz, and the network con-
gestion coefficient ζ is set to 5,000. There are 1,000 users with
fabric sensors sending HHM refreshment requests to refresh
their digital avatars. Requests follow a Poisson process with an
average arrival rate kp of 0.001 [10], resulting in 1,000 requests
within a time horizon T = 1× 106 seconds. For each request
γi, the index of Mi is randomly selected from 0 to 3, Ai is
chosen from the accuracy list of Mi, and Ti is drawn from
N((1− ς) · Tsta, 0.15 · Tsta), whereTsta is the standard refresh
delay and ς = 0. Refreshment delay coefficients are listed in
Table III.

We adopt the Pyfhel library [14] to implement the CKKS
scheme with 128-bit security, polynomial modulus degree 213,
maximum homomorphic depth L of 7, and ciphertext coef-
ficient modulus [22, 22, 22, 22, 22, 22, 22]. Each DNN model
(Table IV) includes layers: convolution, approximate BN, ap-
proximate ReLU, average pooling, fully connected, another ap-
proximate ReLU, and final fully connected. Most of the diffusion
reinforcement learning parameters follow those in [10], except

that �l = 0.8, τ = 5, ψr = 2, and ψp = 12. The above values
are default values for each trial unless otherwise specified.

B. Algorithm Performance Evaluation

1) Baseline Algorithms: To evaluate the performance of the
proposed algorithms, we adopt the following seven comparison
algorithms.

APP: The Approximate Refresher (APP), proposed in this
paper, combines a control threshold K and request and server
sorting to provide a solution with a provable approximation ratio
for the MRP problem.

ILP [23]: The ILP refresher finds the optimal solution in
exponential time, using ILP solver library-Docplex in Python.
The optimal solution will serve as the upper-bound baseline for
the MRP problem.

RDRL: The online refresher (RDRL), proposed in this paper,
combines a denoising diffusion model and a residual model to
provide a near-optimal solution for the O-MRP problem.

DSAC [10]: It is based on the denoising diffusion model that
is designed for scheduling and resource allocation in wireless
networks [10]. We modified it for the O-MRP problem.

DQN [35]: It is based on the deep Q-learning network model
for resource allocation in wireless networks [35]. We modified
it for the O-MRP problem.

Prophet [10]: It assumes that both the delay and reward
functions are given prior to HHM service refreshment, serving
as the upper bound of the solution for the O-MRP problem.

Random: It randomly assigns users to any server for refreshing
their digital avatars, or not at all, serving as the lower-bound
baseline for both MRP and O-MRP problems.

2) Impact of Key Parameters on Different Distillers: In the
following, we first analyze the impact of replacing violation
modules with approximations on model accuracy, as illustrated
in Fig. 4, where original models violate not only the number
of model layers, but also the type of modules. Here, the batch
normalization (BN) function in SPANet is replaced by a linear
function yi = βl · xi + δl, and the Relu function in EEGNet is
replaced by the quadratic function yi = βq,2 · x2i + βq,1 · xi +
δq .

Approximation functions: Fig. 4(a) and (b) show that the
model accuracy decreases first and then increases as the number
of approximation modules increases. Here, l0b4s1 has no linear
approximations, l4b0q1 is fully replaced with 4 linear and 1
quadratic approximation, q0r4 has no quadratic approximations,
and q4r0 is fully replaced with quadratic approximation. In
Fig. 4(c), we examine the nonlinear capability of quadratic
approximation after replacing Relu functions in the EEG-
Net.Quadratic_depth_1_plus, with multiple hyperparameters
per layer and βq,2 = 1, has stronger nonlinear fitting ability
(higher accuracy) than Linear_depth_1 with βq,2 = 0 and
Quadratic_depth_1with only 1 hyperparameter, and less oper-
ation complexity (calculation depth) than Quadratic_depth_2
and Quadratic_depth_2_plus with βq,2 �= 1. Therefore, yi =
x2i + βq,1 · xi + δq is adopted as a quadratic approximation in
the subsequent experiments.
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Fig. 4. The impact of approximation modules on accuracy.

Fig. 5. The performance of different offline algorithms by varying average computing resources from 60,000 to 220,000.

Next, we investigate the impact of model distillation methods
applied to ensure compliance with HE constraints on model
accuracy, as shown in Table IV. Here, the teacher model (Tea)
has the largest number of parameters and includes the violation
module, student-teacher models (Stu) are of medium size with
standard parameters, and student models (StuT ) are smaller
with fewer parameters. Although the shallow-deep distiller can
enable homomorphic encryption for DNN inference at the ex-
pense of model accuracy reduction and interpretability to some
extent, a well-designed module replacement and distillation
method can mitigate the loss on accuracy.

Model distillation: According to Table IV, the shallow-deep
distiller, denoted as Stu_HS + StuT_HS, using both hard
(real) and soft (logits) labels, exhibits the least accuracy loss
compared to other methods and its accuracy is closer to that
of the teacher model Tea. Specifically, this distiller achieves
an accuracy improvement ranging from 2.34% to 9.24% over
the V anilla algorithm [37] that directly distills Tea into StuT
using hard and soft labels. Moreover, it outperforms a two-stage
distillation approach that first distills Tea into Stu_H and then
into StuT_H using only hard labels, and achieves an accuracy
gain of 2.88% to 13.04% . Note the SPANet model structure is
relatively simple and does not require distillation to meet the
constraints of leveled HE.

Finally, we studied the impact on the SPANet model under our
threat model with homomorphic encryption (HE) and differen-
tial privacy (DP) approaches, by varying the privacy budget from
256 to 4096. A key threat considered is the attribute inference

Fig. 6. Homomorphic encryption versus differential privacy.

attack, where adversaries exploit refreshment data to infer the
probability of a user in a specific group.

Privacy comparison: Under attribute inference attacks, HE
secures both input data and computation results, forcing the
server to rely on random guessing and resulting in a low success
rate. In contrast, DP adds the Laplacian noise only to the raw
data: insufficient noise risks privacy leakage, while excessive
noise degrades model accuracy. Specifically, with the increase
on the privacy budget, the noise decreases, leading to a higher
success on inference attacks as shown in Fig. 6(b). When
the budget is too small, the excessive noise degrades accuracy,
causing DP schemes to perform worse than HE schemes, as
shown in Fig. 6(a). In addition, DP noise must be tailored
to different data types in multimodal scenarios, increasing the
system complexity, whereas homomorphic encryption provides
a universal solution by simply encrypting the data. For example,
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Fig. 7. The performance of offline algorithms by varying the coefficient ς in delay requirements from 0 to 0.8.

pressure sensor data is allowed to inject noises into it, while EEG
signals need to add the targeted noise to waveform features like
peaks and valleys [22], [33].

3) Impact of Key Parameters on Offline Refreshers: We in-
creased the computing resource capacity Cj on edge server j
from [40, 000, 80, 000] to [200, 000, 240, 000] MHz and set the
number of arrival requests per time slot to 300 to study its impact
on the performance of offline algorithms.

Computing resource: As shown in Fig. 5(a), the increase of
computing resource capacity on edge servers results in a larger
reward forAPP , though the reward remains slightly lower than
the one delivered by the ILP , and significantly larger than the
one by Random. Fig. 5(b) indicates that the throughput bottle-
neck shifts from computing resource to the number of arrival
requests after the amount of resources exceeds 180,000 MHz,
causing the total throughput to grow initially and then level off.
With more available computing resources, the running time of
the ILP can decrease a bit but is still significantly higher than
any of the other algorithms.

We then study the impact of coefficient ς on algorithm per-
formance by increasing its scale in the Normal distribution
N((1− ς) · Tsta, 0.15 · Tsta) of delay requirements from 0 to
0.8 and setting the arrival rate of requests per time slot of 100.

Delay requirements: As ς increases, delay requirements be-
come stricter, leading to a decrease in both reward and through-
put for all algorithms, as shown in Fig. 7(a) and (b). An in-
teresting pattern is observed in Fig. 7(c): the running time of
the ILP exhibits a double inflection point trend, initially rising,
then flattening, and finally falling. Before the first inflection
point, the problem is relatively easy to solve, leading to shorter
running times. After the second inflection point, the problem
becomes very difficult as most requests fail to meet the delay
requirements, resulting in low running times. Between these
inflection points, the problem is moderately challenging, requir-
ing a reasonable allocation method to optimize the goal, which
increases the running time. In contrast, delay requirements have
little effect on the running time of the APP and Random.

4) Impact of Key Parameters on Online Refreshers: In the
following, we first trained all online refreshers with the random
seed set to 0 and the training step set to 1× 106. We then
examined the effects of key parameters, including the random

seed, congestion coefficient, bandwidth, and the number of
HHM requests, on the performance of various algorithms.

Refresher training: As shown in Fig. 8(a) and (b), with
an increase in the number of training steps, the reward ob-
tained by each of the comparison algorithms initially raises
and then stabilizes. Among them, Prophet ranks first due to
its prior information on reward and delay. Following in order
are RDRL, DSAC, and DQN , with Random ranking last.
Notably,RDRL with diffusion and residual modules continues
to improve even afterDQN with neural network converges, and
it learns more information than DSAC with only the diffusion
module. Additionally,RDRL is closest to the optimal algorithm
Prophet in terms of throughput and the number of crashed
servers, ranking second. However, these excellent performances
come at the cost of running time, which is the longest, as shown
in Fig. 8(c).

Random seed: We evaluated the ability of online refreshers
to handle out-of-distribution environment states by varying the
value of the random seed from 5 to 65. As shown in Fig. 9(a) and
(b), in the presence of out-of-distribution data, the throughput
and reward of learning-based algorithms decline to some extent.
However,RDRL consistently outperformsDSAC andDQN ,
even though DQN occasionally surpasses DSAC. Therefore,
the algorithm with diffusion and residual modules, RDRL,
demonstrates greater stability.

Network congestion coefficient: We then studied the impact of
the network congestion coefficient ζ on the proposed algorithm
by varying it from 3,000 to 7,000. As the network congestion
coefficient increases, the propagation delay of encrypted data
gradually rises, leading to reduced latency in the remaining
encryption calculations in Fig. 10(a). Consequently, the through-
put and reward of all algorithms gradually decline, where the
RDRL performs closely behind the optimal algorithm and
outperforms the others.

Network bandwidth: We third investigated the impact of the
bandwidth on the proposed algorithm by varying it from 0.016
to 16 MB. Fig. 11 illustrates a significant performance gap
between RDRL and the optimal algorithm before 1.6 MB,
attributed to bandwidth values considered out-of-distribution
data. As bandwidth increases, this gap gradually narrows, and
the performance advantages ofRDRL are gradually highlighted
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Fig. 8. The performance of the online refresher in the training process.

Fig. 9. The performance of different online algorithms by varying the value
of random seed from 5 to 65.

Fig. 10. The performance of different online algorithms by varying network
congestion coefficient from 3,000 to 7,000.

Fig. 11. The performance of different online algorithms by varying the net-
work bandwidth from 0.016 to 16.

compared to DSAC. Throughout this progression, the DQN
algorithm shows rapid improvement with higher bandwidth.
However, it becomes evident that its ability to handle out-of-
distribution data is limited.

Fig. 12. The performance of different online algorithms by varying average
request number from 200 to 1,000.

Numbers of HHM requests: Finally, we increased the number
of requests over the given time horizon T from 200 to 1,000,
by adjusting parameter λp in the Poisson process for request
generations. Fig. 12(a) shows that the throughput of all algo-
rithms initially remains high and then slightly decreases. This
trend occurs because the number of arriving requests gradually
approaches the upper limit of what all servers can concurrently
process, although it has not yet exceeded that limit. Furthermore,
as the number of requests increases, most algorithms show an
increasing trend in reward, while reward decreases inRandom.
This is becauseRandom fails to effectively manage the increas-
ing number of requests, resulting in a reduction in total reward,
as depicted in Fig. 12(b).

VI. CONCLUSION

In this paper, we investigated the privacy-enhanced HHM
service refreshment maximization problem in the fabric meta-
verse. To this end, we proposed the Wiper system comprising a
shallow-deep distiller and an agile refresher library to address the
challenges that integrate data encryption, model compression,
and personalized health refresh of digital avatars. The distiller
replaces the violation modules with approximate ones, and
compresses model layers and parameters to reduce refreshment
delays. The library integrates an exact, an approximate, and a
novel residual diffusion reinforcement learning algorithms to
maximize the throughput of encrypted HHM services across dif-
ferent scenarios, respectively. Compared with existing methods,
experimental results showed significant performance improve-
ments in both accuracy and throughput.
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