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APPENDIX

Theorem 1. The service reliability augmentation problem for
an admitted request with a SFC and a reliability expec-
tation requirements in an MEC network G = (V| E) is
NP-hard.

Proof We reduce the minimum-cost generalized assignment
problem (GAP) [22] to a special case of the service reliability
augmentation problem where the reliability expectation of
each request will not be considered. We term this special
service reliability augmentation problem as Problem P1 for
simplicity. We start with the definition of the minimum-cost
GAP as follows.

Given n items ai,as,...,a, and m bins, each item a;
has size s(a;) and each bin j has a capacity B;. If item q; is
packed to bin j, it incurs a cost ¢;; > 0 with 1 <4 < n and
1 < j < m, the problem to pack as many items as possible
to the m bins such that the total cost of the packed items
is minimized, subject to the capacity on each bin. It is well
known that the minimum-cost GAP is NP-hard [22].

We reduce the minimum-cost GAP to Problem P1 as
follows. For the given n items, we assume that there is
a request with a SFC that consists of n network functions
f1, f2,- .., fn, where network function f; corresponds item
a; with 1 < i < n. We further assume the cloudlets in GG are
indexed by 1,2,...,m with m = |V|, and cloudlet j has a
residual computing capacity B;. Placing the secondary VNF
instances of f; to cloudlet j incurs a cost ¢;;, while the total
computing demand of the VNF instances of f; is s(a;). We
assume that G is a complete graph, then any secondary VNF
instance of a primary VNF instance of f; can be placed to
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any cloudlet u, i.e, u € N;"(v) = V if the primary VNF
instance of f; is placed at cloudlet v, i.e., any VNF instance
of f; can be placed to any cloudlet in G if the cloudlet has
sufficient computing resource for it. The decision version
of Problem P1 is to determine whether all VNF instances
of network functions in the SFC of the request can be
placed to the m cloudlets while the total placement cost
is minimized (or equivalently, the reliability achieved of the
request is maximized), subject to the computing capacity on
each cloudlet. It can be seen that if there is a solution to
Problem P1, there is a solution to the minimum-cost GAP. It
is known that the minimum-cost GAP is NPP-hard, Problem
P1 thus is NP-hard. Since Problem P1 is a special case of the
service reliability augmentation problem, the latter is NP-
hard, too. O

Theorem 2. Given a request j with SF'C; in G, let G; =
(N; U{sj,tj}, Aj;w) be the auxiliary graph constructed
for the admission of request j. If there is not any directed
path in G; from s; to t;, then request j is not admissible
due to lack of computing resource to accommodate the
VNF instances of its SF'C;. Otherwise, a shortest path in
G; from s; to t; in terms of the defined edge weight
function w(-,-) corresponds a feasible VNF instance
placement of network functions in SFC; for request
j, and the reliability achieved of this placement is the
maximum one. The algorithm takes O(|V|? - L;) time,
where L; = |SFC;|.

Proof We first show whether request j is admissible or
not. Let CC(s;) be the set of nodes in G, in which each
node is reachable from node s;, and let RR(t;) be the set
of nodes in G; that node t; is reachable from any node
in RR(t;). It can be seen that if CC(s;) N RR(t;) = 0,
request j is inadmissible due to lack of computing resource
in the MEC network; otherwise, there exists at least one
node u € CC(s;) N RR(t;), from which a directed path in
G; from s; to t; can be constructed, which consists of two
segments: one is from s; to u as node u is reachable from s;,
and the other is from u to t; as v € RR(t;). Since G; is a
DAG, there is no directed cycles in G, and the directed path
must be a simple path, which means that the path delivers
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a feasible solution for the primary VNF instance placement
of request j in the order to traverse along the VNF instances
exactly as the order in SF'C}, following the construction of
Gj.

The rest is to show that a shortest path P in G
from s; to t; corresponds the primary VNF instance
placement of SFC; with the maximum reliability. Let

8j,V1,V2,...,vL;,t; be the node sequence of P. The length
I(P)of Pin G, is
Lj—1
I(P) = w(sj,v1) + Z w(vy, vig1) + w(vr,, ty)
1=1

Lj
= fZIOgn + (—logl), asw(s;,v1)=—logr
1=1

Lj
= - logn. (1)
=1

Since the length [(P) (= — Zlejl logr;) of P is the
minimum one, the value of —I(P) is the maximum one. The
reliability of request j, in terms of its primary VNF instance
chain placement derived from P, thus is the maximum one
among all directed paths in G; from s; to t;, which is
9-U(P) — 9¥, 2 lon — HZL:jlri. Note that we here simplify
the assumption that the reliability of any VNF instance of
fi € F at any cloudlet is the same, i.e., r;, this assumption
has been widely adopted in literature [8], [7], [11], [13]. In
fact, the proposed framework is still applicable to the case
where the VNF instances of f; at different cloudlets have
different reliabilities through the weight assignment of their
corresponding directed edges in G ;.

The running time of the proposed algorithm,
Algorithm 1, is analyzed as follows. Given request j, the
construction of G, takes O(|V |- L;) time. Finding a shortest
path in G, from s; to t; takes O(|N;| +|A4;|) = O(|[V]*- L;)
time, as G; is a DAG, and it takes a linear time to find a
shortest path in any DAG. [J

Theorem 3. Given an MEC network G(V, E) and a request j
with SFC; and reliability expectation p;, there is a ran-
domized algorithm, Algorithm 2, with high probability
of min{1—,1— %P} for the service reliability augmen-
tation problem. The exl)ected approximation ratio of the
algorithm is (1/P*)1~ %, and the computing resource vi-
olation ratio at any cloudlet is no more than twice its ca-
pacity, provided that P* > W and min, ey {C,} >

6AInV, where N = Zfz’l K;, < (M], K, is

the maximum number of secondary VNF instances for
function f; € SFCj, A is a constant strictly greater than

2, P* is the optimal reliability of request j in G, and A is

a constant defined in Eq. (2).

Proof We first analyze the approximation ratio of the ran-
domized algorithm. We then show that the computing re-
source violation at each cloudlet is no more than twice its
computing capacity. Denote by A a given value, which is
defined as follows.

A = max{ max{c(f;, ki, *) | Iy, € Z}, max{C., | u € V},
—log pj, max{c(f;) | fi € SFC,}}. )

2

Let OPT be the optimal solution of the linear program

(LP). Clearly, the value of OPT is a lower bound on the
value of the optimal solution OPT of the ILP. Recall that
Zj k;,u are the values of variables for the solution of the
LP, which are within [0,1]. Denote by y; . a random
variable derived from the random variable x; j, ., and the
w with probability Z; , .. Thus, the

value of y; , .« is

value range of y; i, ., is within [0, 1] as
c(firkiu)Zi g, u <1

maxy, ez{c(fi,ki,¥)} =
We treat the N (= Zf;l K;) random variables y; 1, ., as

independent random variables with value ranges in [0, 1].

Then,

E[ Z yi,kmu] =

IkiEI

Z c(fir ki, u) - Tigyu OPT

A A ®)

Ikz €T

Letu =E[>; crc(fiskisuw) Tik, u] = OPT. Following
the Chernoff bound in Lemma 3 (i), we have

Pr| Z

I, €Z, fi€Ny ., & u€N; (v)

< Pr| Z
Iy, €L, fi€Ny 0, & ugNlJr(v)
since 5]3? < OPT 4)
OPT
= Frl > Yikow = (14 8) - ]
I, €1, fi€Nygv, & UGN["('U)
< efﬂp(_ﬁ2 My forall B> 0. )
- 245
We then assume that
_fB2. IKL 1
<
5 SV ©)
8> 0. %

When 0 < B < 1, Inequality (6) is transformed as
follows.

—B%-u 1
— 8

) < ®
when N = |Z] is sufficiently large, the solution of Ineq. (8)

1S
B>\/3AlnN: 3é_l\n/NZ /3AlnN. ©)
p OPT OPT

Since 8 < 1, we must have OPT > 3AIn N. Thus, the
optimal reliability P* of request j is at least
2In N - N3A/loge”

IN

exp(

The approximation ratio of the randomized algorithm,
Algorithm 2, then is no more than 1 + 8 = 2 with high
probability 1 — & = ﬁ, in terms of the optimization ob-
jective (8), Where N S I—‘L‘7 . C‘IYLZ(I.'..‘iTYL(LIE—' S |—Lj . g"nflfb' . |V|—| S
¢ -|\V]if L;, Crnags Cmin and dpq, are constants.

From the approximate solution obtained for the op-
timization objective (8), we now derive an approximate

c(fir kisw) - gy 0 > (14 8) - OPT)

C(fivkiau) * Tk u > (1 + ﬁ) : ﬁ]a
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solution to the service reliability augmentation problem as
follows.

Let A be the value of the solution delivered by the
randomized algorithm, then A < 2'0%. Since the original
problem is to maximize the reliability of request j, we have
2-OPT > p* where P* is the optimal reliability of the
problem. We then have

p*
P*

2—A
P*

*(%71) — 1
P*(lf%)'

We finally analyze the computing resource violation
on each cloudlet u € V in the solution delivered by the
randomized algorithm. The analysis technique adopted is
similar to the one for the approximation ratio analysis of the
algorithm.

(11)

Let z; 1, ., be a random variable derived from the random
variable z; 1, ., for each item I}, € Z and the value of z; i,
be % with probability of Z; x, . if fi € Ny, and u €
N;"(v). Tt can be seen that there are N random variables
Zi.k;,u for all I, € Z, which are assumed to be independent
random variables with the value ranges in [0, 1].

E[ziykiyu] - B <1
Let 141 be the computing resource consumption of that all
corresponding items of the variables are packed to cloudlet

u € N, +( ) among the N random variables z; ., VI, € T
if f; € Ny, and u € N;"(v). Then,

pr = E[ >

I, €T, fi€Nf ., & uEN; (v)

(fl)z7 S U Cf
< ki (f3)

- maka EI{ (

Zi,ks ,u]

_ 3 c(fi) Aifzku _ %7 (12)

I, €L, fi€Nys ., & ueN; (v)

where C’ is the computing resource consumed at
cloudlet u in the solution of the LP, and C!, < C,,.

Since there are |V| cloudlets, the probability of the com-
puting capacity violation of any of the cloudlets is

Pr| \/ Z c(fi) Tigu > (1+51)-

vEV Iy, €Z, fi€Ny v, & uEN;(v)U{v}

SN >

VeV I}, €T, ;€N o, & uEN;" (v)

c(fi) - @iy > (14 61) -

since ¢/, < C', (13)
Cl
= Z Pr| Z Ziksu > (14 B1) - A —£]
veVv Iy, €T, fi€Nf v, & u€Nl+(v)
< 512 C M1
<|V|-exp(— ), by the Chernoff bound. (14)
24+ 5
We set 81 < 1, and let
Bi-m 1
ex < —5. 15
P( 2+&)7||2 (15)
Then,
/61n |v \/6Aln|V| \/6Aln v,
> o since C,,

(16)

<C. BMCGAP takes O(N

3

As 81 <1, we must have C/, > 6Aln |V]. To ensure that
C!, > 6A1n |V| for any cloudlet u € V, we have

min{C,, |u €V} >6AIn|V]|. (17)

We then have

Pr] \/ Z

veV Iy, €Z, fi€Ny v, & u€N(v)U{v}

<pr(\/ >

VEV Iy, €L, f;€Ny o, & uEN; (v)

c(fi) iy > 1+ B1)

2.
s|V|-exp<—§1+—gi> by (15) as)
1 1
<|V| — = —. 19
=Wl vE =i )

The theorem then follows. OJ

Theorem 4. Given an MEC network G(V, E) and an admit-
ted request j with SF'C; and reliability expectation p;,
each cloudlet v € V has residual computing capacity
C!. There is an efficient algorithm, Algorithm 3, for the
service reliability augmentation problem of an admitted
request j, under the assumption that all the secondary
VNF instances of each primary VNF instance must be
placed into the cloudlets no more than [-hops from the
cloudlet of the primary VNF instance, where [ is a fixed
integer with 1 < [ < |V| — 1. The the time complexity
of Algorithm3is O((N3 +|V|?)-log _a,,, N), where

= [ K < [BCeeetees], dyyy = min{d, | v e

V}, dimae = max{d, | v € V}, Cruae = max,ev{Cy},
Cmin = min{c(f;) | fi € SFC;}, and L; = |SFC;|.

Proof We first show that the solution is feasible, That is,
there is sufficient computing resource for each packed item
(a secondary VNF instance) of type f; to be instantiated, and
none of the residual computing capacity on any cloudlet will
be violated. Following Algorithm 3, an item of type f; is
packed to a bin if the bin has residual computing capacity no
less than its computing resource demand c(f;), i.e., the sec-
d VNF instance of f; can be instantiated in the cloudlet.
Furthermore, we claim that no secondary VNF instance of
Cf will be placed to a cloudlet v’ € V' \ N;"(v). Otherwise,
elJen if there is such a placement, the cost by the placement
is M, which is a very large number, in spite of it does
consume the amount ¢( f;) of computing resource of cloudlet
v’. We can remove this placement as it can reduce the total
cost and save the amount of ¢(f;) computing resource in
cloudlet v’. It is also noted that the total computing resource
consumption of all packed items in any bin is no more
than its capacity, which is implemented by the maximum
matching M; with [ > 1, following the proposed algorithm,
i.e., if there is a matched edge in G|, then the corresponding
VNF instance can be placed to that cloudlet following the
edge construction. Following Lemma 1 and Lemma 4, the
solution obtained is feasible.
We then analyze the time complexity of Algorithm 3
as follows. Let N Zfzjl K;. The formulation of the
G V) = OSEZ K - V)
O(Zz—Jl Comin V) = (L * Crnaz * dmaz/Cmin * V)
time, because there are L; = |SFCj| types of items and

Cmaz dmax

.C!

c(fi) iy > 1+ P1)-

u

)
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S K < Ly Conaa/Comin - maxuey{|Ny(v)] + 1}]
O(L; - S dimaz) items. Finding a minimum-cost maxi-
mum matching in G takes O((N +|V])3) = O(N3 + |V |> +
N2.|V|+|V|*- N) time by the Hungarian algorithm, as G|
contains N + |V| nodes.

We claim that the number of iterations [ in Algorithm 3
is O(log dmin  |Z|), which is shown as follows. If an item is

not matched in Gy at iteration [, then all of its neighbors in
G will be matched by other items. Therefore, within each
iteration, at most O( 5 12l +1) items among |Z| items are not
matched, where d, min’is the minimum degree of nodes

in G,. Thus, there are O(log ., |I\) iterations of the

max

mi n
minT

proposed algorithm, i.e., O(log a

_%min

|I |) bipartite graphs

will be constructed in the algorlthm
Algorithm 3 for the BMCGAP thus takes O(1 - N3 41 -

VP +1-N? - [V +1-[V[*- N) = O(L- N* +1-|V])
time, where O(l - N® + [ - [V]?) O(log Fomin 121 -
(Wﬁﬁogddm Z| - IVI‘) = (logddmm N -

(Lj . Cmaw .
VI*) -

no more than N items to be packed to the |V| bins, where

|z| < [BiCposdmes] 0, = maX{CU v e VY,
emin = min{c(f)) [Fi € SFC;Y, L; = |SFC,], dmin =
min, ey {|N;(v)| |v € V} and dmam = maxvev{|Nl( ) |ve
V'}. In practice, the number of VNF instance backups of each
network function is constant, and the values of C',,42, Cmin,
|SFC;|, dmin and dypq, usually are constants as well. Thus,
the running time of Algorithm 3is O(|V[3).

Although we only consider that the secondary VNF
instances of each primary VNF instance can be placed no
more than one-hop neighbor cloudlets from the cloudlet of
the primary one, the proposed algorithm is also applicable
to the [-hop neighbors of cloudlet v with any fixed [ and
2 <[ < |V|] — 1 directly, the theorem thus follows. [

Theorem 5. Given an MEC network G(V, E) and a group
@ of admitted requests with each request ¢; € @
with a SFC; and a reliability expectation p;, each
cloudlet v € V has computing capacity C,, there
is an algorithm, Algorithm 4, for the service reli-
ability augmentation problem for a set () of admit-
ted requests, under the assumption that all secondary
VNF instances of each primary VNF instance must
be placed in the cloudlets in Nj(v) if the primary
VNF instance is placed in cloudlet v € V with a
fixed integer [ and 1 < [ < |V| — 1. Algorithm 4

Qi [ €min)® +108 sy N -|V[*) = O((N® +

log a N). This is due to the fact that there are

_Ymin

takes O(|Q| - (N3 + |V|?) - log_apin N), where N =
maXlSJS\Q\{[ZiL:jl Kj7i-| ( J. Z:b‘;'dmm}}r Amin
min{d, | v € V}, dpee = max{d, | v € V},

Liar = max{L; | ¢; € Q,& L; = |SFCj|}, Cruax =

max{C, | v € V}, ¢pmin = min{c(f;) | fi € F},
dmaz = maxyey {|N(v)| [v €V}

Proof: The proof body is almost identical to the one in

the proof of Theorem 4, omitted. O
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