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Abstract—Mobile Edge Computing (MEC) promises to provide mobile users with delay-sensitive services at the edge of network, and
each user service request usually is associated with a Service Function Chain (SFC) requirement that consists of Virtualized Network
Functions (VNFs) in order. The satisfaction of a user on his requested service is heavily impacted by the service reliability. In this article,
we study user satisfaction on services provided by an MEC network through introducing a submodular function based metric to
measure user satisfaction. We first formulate a novel user satisfaction problem with the aim to maximize the accumulative user
satisfaction, assuming that all available computing resource in the MEC network can be used for service reliability enhancement. We
show that the problem is NP-hard, and devise an approximation algorithm with a provable approximation ratio for it. We then consider
the problem under a given computing resource budget constraint, for which we devise an approximation algorithm with a provable
approximation ratio, at the expense of moderate budget violations. We finally evaluate the performance of the proposed algorithms
through experimental simulations. Simulation results demonstrate that the proposed algorithms outperform the comparison baseline
algorithms, improving the performance by more 16.1% in comparison with the baseline algorithms.
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1 INTRODUCTION

UELED by the surging demands of mobile users, Mobile

Edge Computing (MEC) is emerging as a promising
technology to provide delay-sensitive services to mobile
users at the edge of networks to shorten service delays in
the evolution to 5 G and beyond 5 G networks [4], [10], [11],
[16], [24], [29]. With this concept, Network Function Virtual-
ization (NFV) is another emerging paradigm to endow net-
work services with agility and flexibility in terms of
designing, instantiation, and management [1], [5], [21], [45].
In this vein, NFV provides a fertile ground to exploit the
substantial benefits of the Internet of Things (IoT) by
deploying Virtualized Network Function (VNF) instances
on virtual machines to support network services [7], [9],
[33]. Furthermore, a Service Function Chain (SFC) that con-
sists of VNFs in order is able to provision complicated and
integrated network services [12].

Providing users with satisfaction services while main-
taining SFC enforcements of users is an important require-
ment in service provisioning of MEC networks [15], [22],
[37]. User satisfaction on services usually is proportional to
service reliability. However, SFCs in NFV-enabled MEC
networks are subject to failures, because the malfunction of
any single VNF in a SFC will disrupt the reliability of the
whole chain [6], and the reliability of an SFC substantially
decreases with the increase on the chain length [44]. A com-
mon remedy for dealing with the failures is to adopt redun-
dancy, i.e., deploy multiple backup VNF instances for each
primary VNF instance in advance, and all backup VNF
instances remain idle until the primary one fails [43].
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Existing studies [6], [13], [14], [17], [19], [20], [26], [27],
[28], [35], [42], [44] assumed that each VNF instance has an
expected failure probability, and each user request is associ-
ated with a service reliability requirement as a hard thresh-
old to determine whether its user is satisfied, i.e., if the
expected service reliability of the provisioned SFC service to
a user is no less than the specified reliability requirement,
the user will satisfy the service; otherwise, the user will not
satisfy the service. However, it is very difficult to predict
the failure probability of a VNF instance precisely [37], and
the failure probability of a VNF instance varies over
time [36]. It thus is unrealistic to measure a user satisfaction
by simply using the expected service reliability of each user
individually. Instead, it is desirable to maximize the accu-
mulative user satisfaction on services provided by an MEC
network through the deployment of backups of VNF instan-
ces to improve the service reliability of all services. Further-
more, the network service provider of an MEC network
usually has a given computing resource budget for the
improvement of user satisfaction [2], [32]. To maximize user
satisfaction on the services provided by an MEC network, it
imposes the following challenges. How to quantitatively
model user service satisfaction? how to allocate the limited
computing resource in the MEC network for different users
to maximize the accumulative user satisfaction on services?
how to develop an efficient scheduling algorithm for maxi-
mizing user satisfaction under a given computing resource
budget? In the rest of this paper, we will address these
challenges.

The novelty of the work in this paper lies in that we intro-
duce a submodular function based metric to measure user
satisfaction on SFC-enabled service provisioning in MEC
environments. We formulate a novel user satisfaction prob-
lem with and without the computing resource budget con-
straints, and develop the very first performance-guaranteed
approximation algorithms for it.

The main contributions of this paper are as follows. We
first formulate a novel user satisfaction problem for services
provided by an MEC network through enhancing the SFC
reliability of requested services by users, and show that the
problem is NP-hard. We then devise an approximation
algorithm with a provable approximation ratio for the prob-
lem without the computing resource budget constraint, and
analyze the approximation ratio and time complexity of the
proposed algorithm. We also develop an approximation
algorithm with a provable approximation ratio for the prob-
lem with a given computing resource budget, and the
approximate solution obtained is at the expense of a moder-
ate budget violation. We finally evaluate the performance of
the proposed algorithms through simulations. Simulation
results demonstrate that the proposed algorithms outper-
form the comparison baseline algorithms, improving the
performance by more than 16.1% in comparison with that of
the baseline algorithms.

The rest of the paper is organized as follows. Section 2
summarizes the related work on reliability-aware service
provisioning in MEC. Section 3 introduces the system
model and problem definition. Section 4 shows the NP-
hardness of the defined problem. Section 5 devises an
approximation algorithm for the user satisfaction problem
without the computing resource budget constraint. Section 6
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devises an approximation algorithm for the user satisfaction
problem with the computing resource budget constraint.
Section 7 evaluates the proposed algorithms empirically,
and Section 8 concludes the paper.

2 RELATED WORK

There have been several efforts on reliability-aware VNF
service provisioning in MEC networks recently. For exam-
ple, He et al. [13] took both reliabilities of VNFs and backup
servers into account through distinguishing the importance
of different VNFs. They proposed efficient heuristic algo-
rithms to minimize the weighted unavailability of VNFs.
Huang et al. [14] investigated a VNF service provisioning
problem by deploying backup VNF instances on different
cloudlets to meet reliability requirements of users, and pro-
posed different approximation algorithms under different
assumptions. Kanizo et al. [17] studied a backup optimiza-
tion problem for VNFs with the aim of achieving high reli-
ability. They also took resource sharing into consideration
in order to reduce resource consumptions significantly. Li
et al. [19], [20] jointly considered the reliability of VINF
instances and the reliability of cloudlets in an MEC network,
and proposed online algorithms for a problem to maximize
the accumulative revenue. Yala et al. [42] developed an effi-
cient heuristic algorithm to address a VNF placement prob-
lem to maximize the reliability of provisioning services
while minimizing the service latency through incorporating
both edge clouds and central clouds. However, none of
these studies ever considered user satisfaction on their
demanded services with SFC requirements. Xu et al. [41]
recently investigated machine-learning driven NVF markets
to maximize the social welfare of all players so that all play-
ers have incentives to participate in the activities of the
market.

There are studies on reliability-aware SFC service provi-
sioning in MEC networks. For example, Fan et al. [6]
addressed a reliability-aware SFC mapping problem to pro-
tect provisioned services. They aimed to maximize the
acceptance ratio of requests while minimizing the resource
consumption. Lin [28] considered a reliability-aware SFC
provisioning problem, and devised a randomized algorithm
and a heuristic algorithm with the aim to maximize the
number of requests admitted. Liang et al. [26], [27] investi-
gated a service reliability augmentation problem, consider-
ing latency constraint on timely synchronizations between
primary and backup VNF instances when an update occurs.
Qu et al. [35] proposed an efficient resource sharing strategy
among backup VNF instances to provision reliable SFC
services under both the bandwidth and computing resource
constraints. They developed a heuristic for VNF assignment
to meet reliability requirements of users. Wang [39] merged
multiple SFCs into a service function graph (SFG) based on
VNF instance sharing and function dependency. They
mapped the SFG to network nodes, and proposed a node-
ranking algorithm with centrality and reliability (NRCR) for
VNF backup deployments to achieve resource efficiency,
while meeting SFC reliability requirements. Zhang et al.
[44] aimed to minimize the computing resource consump-
tion of backups for meeting the SFC reliability demands of
users, and developed an efficient heuristic algorithm for the
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problem, considering heterogeneous computing resource
demands of different VNF instances. However, these men-
tioned studies distinguished a user satisfaction from dissat-
isfaction by simply comparing the expected service
reliability against a given reliability requirement. Shang
et al. [36] developed a self-adapting backup scheme for SFC
services with the aim to minimize the total backup cost.
They deployed one static backup for each primary VNF
instance, and then deployed dynamic backups to guarantee
reliable SFC service provisioning in an online manner. Thir-
uvasagam [38] proposed heuristic algorithms for efficient
SFC placements with the aim to minimize the implementa-
tion cost, considering both service reliability and service
delays. In addition to deploying a dedicated backup for
each VNF, they also deployed virtual Monitoring Functions
(vMFs) to monitor VNFs and mitigate service degradation.
However, the computing resource budget constraint was
not considered in their study.

In our previous studies [23], [25], we studied user satis-
faction problem for delay-sensitive IoT services provided
jointly by an MEC network and a remote cloud, where a
user satisfaction was assumed to be inversely proportional
to the extra service delay beyond each user’s delay thresh-
old (i.e., the tolerance degree beyond the specified delay
threshold). Each request only demands a single service
while each service has only one service instance, and no
SFC requirement is associated with any service request.
Meeting a service request with SFC enforcement while
meeting service reliability is much more challenging. The
approaches and techniques adopted in [23], [25] are not
applicable to the problem in this paper. We here focus on
user service satisfaction improvement through augmenting
SFC service reliability with and without a given computing
resource budget constraint with the aim to maximize the
accumulative user satisfaction, by deploying backups for
primary VNF instances in SFCs for admitted user requests.

3 PRELIMINARY

In this section, we first introduce the system model, notions
and notations, and then define the problem precisely.

3.1 System Model

Consider an MEC network as an undirected graph G =
(V, E), where V is the set of nodes and F is the set of links
between nodes. Each node v € V is an Access Point (AP) co-
located with a cloudlet. The AP and its co-located cloudlet
are connected through a high-speed optical cable, and the
communication delay between them is negligible [30], [31].
Denote by C(v) the residual computing resource of cloudlet
v, assuming that the primary VNF instances of SFCs of all
admitted service requests have been placed in the system.
Primary VNF instances are the active VNF instances, while
all backup VNF instances remain idle until their primary
ones fail. Denote by o, the cost of computing resource on
cloudlet v per unit.

Denote by F the set of different types of VNFs offered by
the network service provider in G, ¢(f) the demanded com-
puting resource of an instance of VNF f € F, and r(f) the
expected reliability of VNF f in any cloudlet with 0 <
r(f) < 1. Without loss of generality, we assume that the
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Fig. 1. An illustrative example of an MEC network consisting of 6 APs,
and each AP is co-located with a cloudlet.

computing resource capacity of any cloudlet can accommo-
date at least one backup VNF instance of any type, i.e.,
minyey{C(v)} > maxser{c(f)}. Fig. 11is an illustrative exam-
ple of an MEC network.

3.2 User Service Requests With Service Reliability
Consider a set U of user requests. Let SC; be the requested
SFC of request u; € U. Denote by f;; € F the ith VNF of
SFC SC;. Let S be the set of backup VNF instances deployed
in all cloudlets. Denote by n; ;(S) the number of primary
and backup VNF instances deployed for VNF f; ; with the
backups from S, and n;;(S) > 1. We further assume that
each primary VNF instance can have at most K backups,
ie, n;j(5)—1< K, where K (>1) is a given positive
integer.

The reliability Rs(f;;) of VNF f; ; with the backups from
set S is calculated as follows.

Rs(fi,) =1— (1 —r(f,)" "), 1)

where r(f; ;) is the reliability of VNF f; ;.
The reliability Rs(u;) of the SFC SC; of user request u;
with backups from set S can be calculated as follows.

Rs(u;) = [[ Rs(£)). (2)

1i,€5C;

Denote by Rjit(u;) the reliability of SC; by deploying
primary VNF instances without any backup deployment,
then

Rinit(uj) = H (fiz)- 3

11,j€5C;

3.3 Submodular Function and Utility Gain

Let Q) be a finite set, a submodular function is a set function h :
2% — R, where R=" is the non-negative real number set.
Function h(-) is a submodular function if for every A, B C Q)
with ACB and every ac Q\B, h(AU{a})—h(A)>
h(BU{a}) — h(B).
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A wuser satisfaction on a service increases with the
increase of the service reliability, while the increasing rate
of the satisfaction becomes slower with the improvement of
the service reliability. Such a user satisfaction can be mod-
elled by a submodular function. In this paper, we thus
adopt a logarithmic function that is a submodular function
to model each user satisfaction of using services with SFC
requirements in an MEC network.

Given a backup set S, the user satisfaction of user u; by
placing primary and backup VNF instances for his SFC
requirement is modelled by a submodular utility function
log , Bs Auj ) , where )\ is a given constant with 0 < X <
ming ey { Rinit(u;)}. The utility gain by placing the backups
from set S for user u; thus is

ng\uj) _ lOg

Rinit (u,] )
D)

Rs (U/)

4)
2 Rinit (1)) Rmzt( /)

p;(S) = log, = log

The total utility gain by placing the backups from set S for
all user requests in U thus is

%):ijs

u; €U

Rs u]

Z o 82 Rt (uy) Rfmﬂ‘ u]) (5)

u; €U

We then have the following important lemma for the
defined utility function g(-).

Lemma 1. The defined utility gain function g(-) in Eq. (5) is a
submodular function.

Proof. Let A and B be two sets of backups deployed in the
MEC network with A C 5 C S. We have n; ;(A) < n; ;(1B),
i.e., the number of primary and backup VNF instances of
each VNF for each user request with set A is no larger
than that with B, respectively.

Let a ¢ B be a backup to be deployed for VNF f;;,
ie., mn; 7 /(A @] {a}) =N,y A) +1 and ni/j/(B @] {a}) =
n;7(B) + 1. We then have

g(AU{a}) — g(A) = py(AU{a}) — py(A) (6)
_ R.\u{a}( 4 ) R (u]’)
=log Rinit(uj’) —log, Rinit(uj’)

=logy Raufay(uy) —logyRa(uy)
= Z 1ngR:\u{u} (fz]’) - Z IngR.\(fz‘,‘j’)

f’i.j’escj’ f’i.j’escj’
=logy Raugay(fiyy) —logaRa(firy) @)

1— _ y g1 (A)+1
:10g2 (1 T(fl )) n / I ) , (8)
= (L =r(firy)™

where Eq. (6) holds because deploying backup a only
increases the utility gain from request u; while the utility
gain of the other requests does not change Meanwhile,
Eq. (7) holds because deploying backup a only increases
the service reliability of VNF f; s, while the reliability of
the other VNFs in SC} does not change. Eq (8) holds due
to that TLi?/]'/ (4‘% @] {a}) = ni/j/ (1%) + 1.

For the sake of convenience, we replace (1 —r(fi/;))
by m € (0,1) and n; 7 (A) by n(A) (> 1). Then,
1 — mA)+1

g(AU{a}) —g(A) = 10g2ﬁ> )
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similarly,
1 — mn®)+1

g(BU{a}) - —

9(B) = (10)

log

Because log , () is a monotonically increasing function
with > 0, to compare (g(A U {a}) — g(A)) and (g(BU

{a}) — g(B)), we instead compare - m” )H and 17 ’”7;71[;[;1.
That is, if 117’;:< (\)\J)rl - 1= mfﬁ,‘j?“ > 0 then g(AuU{a}) —

g(A) > g(BU {a}) — g(B). The detailed proof is given as
follows.

1 — mr@+ 1 = mn(B)-Fl
1 — mnA) o 1 — mn(B)
1— X n(A) _ ,n(B)
_(d=m)-(m m )207 (11)
(1 _ mn(\)) . (1 _ mn(,l%))

where Ineq. (11) holds because m =1 —r(f;/y) € (0,1),
and we have 1 <n(A) < n(B) due to A C B C S. Thus,

g(AU{a}) — g(A) = g(BU{a}) — g(B).
The lemma then follows. O

3.4 Problem Definition
Given an MEC network G = (V, E), a positive integer K, a
given computing resource budget B > 0, a set of cloudlets
V with each having computing capacity, a set U of admitted
user service requests with each request having an SFC
requirement, assuming the primary VNF instances of the
SFCs of these admitted service requests have already been
placed in the network. The user satisfaction problem in G is to
maximize the total utility gain, by deploying up to K back-
ups for each primary VNF instance in cloudlets for admitted
requests, subject to the computing capacity on each cloudlet
in G and the given budget B.

For the sake of convenience, the symbols used in this
paper are summarized in Table 1.

4 NP-HARDNESS OF THE PROBLEM

In this section, we show that the defined problem is NP-
hard as follows.

Theorem 1. The user satisfaction problem in an MEC network
G = (V, E) is NP-hard.

Proof. The NP-hardness of the user satisfaction problem is
shown by a reduction from a well-known NP-hard prob-
lem - the knapsack problem [34] as follows.

Given M items and a bin with capacity of W, each item i
has a weight w; and a profit p; with 1 < ¢ < M, the knapsack
problem is to maximize the total profit by packing as many
items as possible into the bin, subject to the bin capacity.

We consider a special case of the user satisfaction
problem without the computing resource budget con-
straint, where there is only one cloudlet in the MEC net-
work with computing capacity W after the placement of
primary VNF instances of all admitted requests. We treat
the cloudlet as a bin with capacity W. For each request
u; € U, we assume that its requested SFC consists of only
a single VNF f;. Recall that we can deploy up to K back-
ups for VNF f; on the cloudlet. We treat each potential

)
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TABLE 1
Table of Symbols
Notations Descriptions
G=(V,E) An MEC network as an undirected graph G = (V, E), where V is the set of nodes and E is the set of links
between nodes
C(v) Residual computing resource of cloudlet v, assuming that the primary VNF instances of all admitted requests
have been placed
o, Cost of one unit computing resource on cloudlet v

The maximum and minimum costs per unit of computing resource among cloudlets in the MEC network
Set of different types of VNFs offered by the network service provider in G

c(f) Demanded computing resource of an instance of VNF f € F

r(f) Expected reliability of VNF f with 0 < r(f) < 1

U and u; A set of user service requests and a user service request

SCjand f;; The requested SFC of request u; € U and the ith VNF of the SFC SC;

S Set of backup VNF instances deployed for all users in all cloudlets

n;5(S) The number of primary and backup VNF instances deployed for VNF f; ; with the backups from S, and

K Ea7ch primary VNF instance can have at most K backups with K > 1

Rs(fij) The reliability of the VNF f; ; with the backups from set S

Rs(u;) The reliability of the SFC SC; of user request u; with the backups from set S

Rinit(u;) The reliability of the SFC SC; by deploying primary VNF instances without any backup deployment

0;(S) The utility gain by placing the backups from set S for user u;

g(S) Total utility gain by placing the backups from set S for all user requests in U

dijk The kth backup of VNF f; ;

p(di k) The utility gain by deploying the kth backup d; ;. of VNF f; ;

T ik Binary decision variable, where x} =1 indicates that backup d; ; ;. is placed to cloudlet v, and z;, =0
otherwise

B Given computing resource budget

1% A cloudlet with the computing capacity C(V) (= %)

Yijk Binary decision variable, where y; ;, = 1 indicates that backup d; ; is placed to cloudlet V, and y; ;. = 0
otherwise

[SC s The maximum length of an SFC among all requests

Sy and Sy Backup set S is partitioned into two disjoint subsets, i.e.,, S = S; US; and $; NSy = ()

M1, Mo, -- -, 1ys)  Sorted backups in S in non-decreasing order of computing resource consumption

aand e Constants with0) < e <land0 < e<1

backup of f; as an item, and there are K items for f;:
dj1,d;2,...,d;x, where the weight w(d;;) of item d;, is
the amount of computing resource consumed by a VNF
instance of f; with 1 <k < K, ie., w(d;x) = c(f;). The
profit p(d;) of item d;;, is the utility gain of deploying
the kth backup VNF instance for f;, assuming that its
first (k—1) backup VNF instances have already been
placed, i.e., p(d]k) = p‘/,-({djl, ceey dj,k—l, dj7k}) — ,Oj({dj,l,
-ooydjx-1}), and p(d;1) = p;({d;1}) initially. There are M
(=|U| - K) items in total for all admitted requests. This
special user satisfaction problem is to maximize the total
utility gain by deploying as many backup VNF instances
as possible for all admitted requests on the cloudlet, sub-
ject to computing capacity W on the cloudlet.

It can be seen that all items d;; derived from VNF f;
have the same weight ¢(f;), while the profit of item d;,
decreases with the increase of the value of k, since g(-) is
a submodular function by Lemma 1, ie., w(d;;) =
w(djr+1) while p(d;r) > p(djrs1). Thus, when packing
items into the cloudlet for request u;, items d;; is placed
to the cloudlet in increasing order of k, where 1 < k < K.
Let S be the set of chosen items to be placed to the cloud-
let and k; items are placed for VNF f;, Vu; € U. Since
each item corresponds to a potential backup, in the fol-
lowing we show that the total profit gain by packing as
many items in S as possible to the bin is equal to the total

utility gain g(S) by deploying as many backups in S as
possible. The total profit gain of packing items in S is

Z (p(dj1) +p(dj2) + ...+ p(dj;))
u €U
= (0;({dja}) + p;{dj1,dj2}) — p;({d;a})
uj-EU
+. o din ) — pi({dis - - djg1})

=Y p{din, - dikd) = Y py() = 9(S). (12)

quU u]-EU

It can be seen that if there is a solution to this special
user satisfaction problem, there is a solution to the knap-
sack problem and the reduction is polynomial. Hence,
the user satisfaction problem is NP-hard, because the
knapsack problem is NP-hard [34]. 0

5 APPROXIMATION ALGORITHM FOR THE PROBLEM
WITHOUT THE COMPUTING RESOURCE BUDGET

In this section, we deal with the user satisfaction problem
without the computing resource budget constraint, and all
available resource in an MEC network can be used for
backup VNF placements. We first provide an integer linear
programming (ILP) formulation for the problem, which will

Authorized licensed use limited to: CITY UNIV OF HONG KONG. Downloaded on November 11,2023 at 03:27:41 UTC from IEEE Xplore. Restrictions apply.



7062

serve as the benchmark purpose when the problem size is
small. Otherwise, we devise a performance-guaranteed
approximation algorithm for the problem. We then analyze
the approximation ratio and time complexity of the pro-
posed approximation algorithm.

5.1 ILP Formulation

Since up to K backups of each VNF f;; can be placed to
cloudlets to improve the service reliability of service request
uj, let dij1,d;jo,...,d;jx be the K potential backups of
VNF f;;, and let ¢(d; ;) be the amount of computing
resource demanded by backup d; ;, with 1 < k < K, then

C(di,jtk) = C(fz',j)'

It can be seen that the total utility gain g(S) of deploying
backups in set S by Eq. (5) is

(13)

o Rs(fi;)
g(S) = 1 log o))
u%} 082w lef U] 1;] f”1€_£07 r(fl,_])
Rs(fi ;)
u_jgjvfi,;cj : 7(fis)
— (1= r(fiy)"®
= log : (14)
flyze;}fi,;cj 2 r(fi)

Assuming that the first (k — 1) backups of VNF f; ; have
been deployed already. By Eq. (14), the utility gain p(d; ;)
by deploying the kth backup d;, ;i of VNF f; ; is

—(1—p(F ))FH! —(1=r(f.))F
p(dijx) =log, ! (1T(f(fl)])) —log, ! (17(f ({ )
(£ kL
— 10g2 1- (1 — T(f’l,])) " ) (15)

1 (1=r(fij)"

An integer linear programming (ILP) formulation for the
user satisfaction problem is given as follows.

Let 27, be a binary decision variable, where z},, =1
indicates that backup d; ;. is placed to cloudlet v, and T, k=
0 otherwise. The problem is to

maximize Z Z Z Z p(dijk) - i (16)
veV UjEU fz'.’jESCj 1<k<K
subject to the following constraints.
Eq. (13) and (15),
Z c(dijr) @iy < Cv), eV a7
uj€U f; ;€5C; 1<k<K N
> @l <1, Vu; € UVSi; € 8C), Vkel,K] (18)
veV
z; ;€ 10,1}, Vu; €U,V fi ;€ SC;, Ve [1, K], YveV,  (19)

where the objective Function (16) is the accumulative utility
gain of all admitted requests in U. Constraint (17) is the com-
puting capacity constraint on each cloudlet. Constraint (18)
indicates that a VINF backup can be deployed to at most one
cloudlet, and it cannot be deployed across multiple cloudltes.
Constraint (19) says that 2}, ; is a binary decision variable, indi-

cating whether backuli) ;i is deployed in cloudlet v or not.
Authorized licensed use limi
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5.2 Approximation Algorithm

We devise an approximation algorithm for the problem by
reducing it to the maximum-profit generalized assignment
problem (GAP), and an approximate solution to the latter in
turn returns an approximate solution to the former.

Given M items and N bins, each item ¢ has a weight w;
and a profit p; with 1 <i < M, while each bin j has capacity
W; with 1 < j < N. The maximum-profit GAP is to maximize
the total profit by packing as many items as possible to N
bins, subject to the capacity on each bin. The maximum-
profit GAP is NP-hard, and there is an approximation algo-
rithm for it [3].

The reduction of the problem of concern to the maxi-
mum-profit GAP is as follows. Each cloudlet v € V' is a
bin with capacity C(v), and there are |V| bins. Each
backup d; ;; is an item with a weight ¢(d; ;) by Eq. (13)
and a profit p(d; ;1) by Eq. (15). It can be seen that if there
is a solution to the maximum-profit GAP, there exists a
solution to the problem of concern. The proposed approx-
imation algorithm for the user satisfaction problem with-
out the computing resource budget constraint is given in
Algorithm 1.

Algorithm 1. Algorithm for the User Satisfaction Prob-
lem Without the Computing Resource Budget Constraint

Input: An MEC network G = (V, E) and a set U of admitted
requests with each request having an SFC requirement.
Output: A backup deployment strategy to maximize the total
utility gain of all admitted requests without the computing
resource budget constraint.
1: for each request u; € U do

2:  foreach VNF f;; € SC; do
3: foreach k € [1, K] do
4: Let d, . be a potential backup of VNF f; ;
5: C(dinj-,k) — C(fz ]) .
6: p(dijk) < log, %
7 end for
8: end for
9: end for
10: Construct an instance of the maximum-profit GAP, where

each cloudlet v corresponds to a bin with capacity C(v),
and each backup d; ;. corresponds to an item with weight
¢(d; j ) and profit p(d; ; 1);
11: Find a solution S for the maximum-profit GAP by invoking
the approximation algorithm in [3];
12: return A feasible solution for the problem of concern is
derived from solution S directly.

5.3 Algorithm Analysis

In the following, we first analyze the important properties
of the ILP solution. We then analyze the approximation
ratio and time complexity of Algorithm1.

Lemma 2. Given a VNF f; ;, the utility gain p(d; ;) of its back-
ups d; ;. decreases with the increase on the value of k, i.e.,

Proof. For the sake of convenience, we here substitute (1 —
r(fi;)) with m € (0,1). The difference of the utility gain
between d; ;; and d; ; » with k < k' is

ited to: CITY UNIV OF HONG KONG. Downloaded on November 11, 20 3 at 03: 27%1 UTC from IEEE Xplore. Restrictions apply.
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k+1 1 — mk+1
—log .
k 2 mF

1 —
p(dm,k)—P(di‘j,k’):1052 1= (20)

Due to the fact that log,(z) is a monotonically increas-
ing function with x > 0, to compare p(dij ) and p(d 7-j k’)

1
we instead compare 7 1=m *r-and 1 m' 1 That is, if L=t 1 m

1—mk¥

> 0, then p(d L,k) > p(dz}j‘k’)'

We then have
1— k+1 1— K+1 1— . k_ o K
m - m / :( m)‘ (m m’/) >0, 1)
1—mh 1—mk (1—mF)-(1—mV)
because0) < m < land k < ¥. O

Lemma 3. For a VNF f; ;, its backups d; ;. with 1 < k < K are
deployed in cloudlets in increasing order of k, i.e., if backup
d; jr+1 is deployed in a cloudlet, then backup d; ;) must have
already been deployed in one of the cloudlets in the MEC network.

Proof. We show the claim by contradiction. Assuming that
backup d; ;141 is deployed in a cloudlet while d; ;. has not
been deployed in any cloudlet yet. As each backup of
VNF f;; has the same computing resource consumption
¢(f;;), the utility gain due to the deployment of the VNF
backup decreases with the increase of the value of k by
Lemma 2. Thus, backup d; ;;+1 can be replaced by d; ;
and a larger utility gain can be obtained without violating
computing resource capacity of any cloudlet. This results
in a contradiction. O

Lemma 4. Given a set S of NFV backup instances delivered by
the ILP (16), then the ILP solution (16) is g(S).

Proof. Recall that (n;;(S) — 1) is the number of backups
deployed for VNF f; ; from backup set S. By Lemma 3,
for VNF f;;, its backups d;;i1,d;;2,---, dijn; j(5)-1 are
deployed at different cloudlets in GG, while the rest back-
ups d; jn, (s)s- - -» dij are not deployed at any cloudlet.
Then, the total utility gain of deploying these (n; ;(S) — 1)
backups of VNF f; ; is

p(dij1) +p(dijo) + .-+ p(dijn 5)-1)

o L= r(fiy))” L= (1= r(f,,))"®
TR TR e

— (1= RIS
=log (1 T(fo‘)d)) 22)

The total utility gain of deploying backups in S thus is

Z Z 2] 1 . +p(di7jﬂz“j(s)*1))

u;€l f; ;€SC;

B g, Lo L= (A
=2, 2 w5

;€U f; ;€SC;
(1= (1= r(fi))")
[1} jesc; 7(fi)

= g(S). 23)

I1
Z 10 2, fi,j€5C;

u; €U

:Zl

u; €U

Rs uj
g2
Rmzt u/)

The lemma then follows. O
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Theorem 2. Given an MEC network G = (V, E), aset V of cloud-
lets with computing capacity, a set U of admitted user service
requests with each request having an SFC requirement, assuming
the SFCs have been placed in the network, there is a 5-_-approxi-

mation algorithm, Algorithm1, for the user satisfaction prob-

lem without the computing resource budget constraint. The
algorithm  takes O(|V| - |U| - |SC| . - K -log L + M) time,
where |SC|,,.. is the maximum length of an SEC among all
requests, o is a constant with0 < o < 1, and K is the maximum

number of backups deployed for any VNF.

Proof. The approximation ratio of Algorithm 1 is 51,
which is derived from the approximation algorithm
in [3]. The time complexity of Algorithm 1 is dominated

by the running time of the approximation algorithm
from [3], which is O(|V| - [U] - |SC| 0 - K - log L+ 7). O

max

6 APPROXIMATION ALGORITHM FOR THE PROBLEM

WiTH COMPUTING RESOURCE BUDGET
In this section, we study the user satisfaction problem with a
given computing resource budget B. That is, the total cost of
amounts of computing resource consumed for supporting
backup VNF instance placements of all admitted requests is
no greater than a given value B. For the sake of conve-
nience, denote by P1 and P2 the problem of concern and
another optimization problem that is derived from problem
P1, respectively. The general strategy for tackling the user
satisfaction problem P1 is as follows.

We first formulate an integer linear programming (ILP)
solution to problem P2, and then obtain an approximate
solution to problem P2. We then derive an approximate solu-
tion to problem P1 based on the approximate solution to
problem P2, at the expense of a moderate budget violation.

Due to the computing resource budget constraint on
problem P1, it can be seen that the total amount of comput-
ing resources of all cloudlets in G for service reliability aug-

mentation of admitted requests is no more than -£-, where
YIL

B is the computing resource budget and o, = {0, | v €
V} is the minimum cost per unit of computing resource
among all cloudlets.

Problem P2 is defined as follows. Consider a very special
MEC network that consists of only a single cloudlet V with
computing capacity C(V) (=
user requests with each havmgnfaln SFC requirement, assum-
ing that the primary VNF instances of each request have
already been placed in this special MEC network. Problem
P2 then is to maximize the accumulative user satisfaction by
deploying up to K backups for each primary VNF instance
in the SFC of each request, subject to the computing capacity
on cloudlet V in the MEC network.

If the computing resource budget constraint on problem
P1 can be ignored, the problem actually makes use of all
available computing resources of all cloudlets in the MEC
network G for user satisfaction enhancement, and the total
cost of computing resource consumption is no less than a
given computing resource budget B, i.e,, Y ., 0, - C(v) > B,
where o, is the cost per unit computing resource in cloudlet v.

In the rest of our discussion, we assume that ), ., Opmin -
C(v) > B. Thus, > ., C(v) > =C(V), ie., the total

available computing resource of all cloudlets in problem P1

- (Tm in
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is no less than the computing capacity of the single cloudlet
V in problem P2. The computing resource budget constraint
B restricts the amount of computing resource for user satis-
faction enhancements, which also implies that the network
service provider need reserving adequate amount of com-
puting resource for new service request admissions.

6.1 ILP Formulation for Problem P2

We formulate an integer linear programming (ILP) solution
to problem P2. Similar to the ILP formulation (16), let
{dij1,dij2,-..,dijx} be the set of potential K backups of
each VNF f; ;. Recall that the amount of computing resource
consumed by backup d; ;. is c(d; ;) following Eq. (13), and
the utility gain of backup d; ; . is p(d; ;) by Eq. (15).

Let y; ;1 be a binary decision variable, where y; ;; =1
indicates that backup d;; is placed to cloudlet V for VNF
fij; and y; ;i = 0 otherwise. The ILP formulation for prob-
lem P2 is given as follows.

P2 : Maximize Z Z p(diik) - Yijks (24)
wj€U f; €50, 1<k<K
subject to the following constraints.
Eq. (13) and (15),
Z Z c(dijr) - yijr < COV), (25)
UJ'EU f7]ES(ji 1<k<K
Yijk € {0, 1}, \V/Uj e, Vf” S SC],VIC S [1,K}, (26)

where the objective Function (24) is the accumulated utility
gain of admitted requests. Constraint (25) is the computing
capacity constraint on cloudlet V. Constraint (26) says that
Yijk is a binary decision variable, indicating whether
backup d; ;. for VNF f; ; is deployed in cloudlet V.

It can be seen that problem P2 is the classic knapsack
problem, and there is an approximation algorithm for it [18].

6.2 Approximation Algorithm

We deal with the user satisfaction problem with a given
computing resource budget constraint (problem P1), by
developing an approximate solution that is derived from an
approximate solution of problem P2 as follows.

We construct an instance of problem P2 based on prob-
lem P1. Because problem P2 is a knapsack problem, we
obtain an approximate solution (i.e., a backup set S) for it,
by applying an approximation algorithm in [18]. We then
derive an approximate solution to problem P1 by an
approximation algorithm, which essentially redistributes
the backups in S for problem P1 to different cloudlets in G
iteratively. We also partition set S into two disjoint subsets
S; and S; to avoid computing capacity violation of cloud-
lets. The procedure of redistribution and partitioning of
backups is presented as follows.

We sort the backups in S in non-decreasing order of their
computing resource consumption, and we sort cloudlets in
V in non-decreasing order of their unit computing resource
cost o, too. Without loss of generality, we assume that the
sorted backup sequence is wq, ito, ..., |5, and the sorted
cloudlet sequence is vy, vy, . . . , vjy|, respectively.

Initially, we deploy backups to the first cloudlet v; one by
one, until after deploying backup u; with 1 <[ < |S|, the
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computing resource of cloudlet v; is running out (i.e., no
residual computing resource in cloudlet v; can accommo-
date the next backup), or the computing capacity of cloudlet
v is violated if the next backup is added. If deploying n,
results in no computing resource violation, u; is added to
set S1; otherwise, p; is added to set S,, and the violation will
be dealt later. We then deploy the rest backups 4, ..., 1|
one by one to the next cloudlet v5, and so on. This procedure
continues until all backups in S are deployed. Because the
computing capacity on each cloudlet can be violated, and
the total amount of computing resource for problem P1 is
assumed to be no less than that for problem P2, ie.,

Ywev C(v) 2 C(V) =2, then all backups in S can be
deployed in cloudlets of the MEC network for problem P1.

Algorithm 2. Algorithm for the User Satisfaction Prob-
lem With the Computing Resource Budget Constraint

Input: An MEC network G = (V,E), a set U of admitted
requests with SFC requirements and a computing resource
budget B.

Output: A backup deployment strategy to maximize the
total utility gain under the computing resource budget
constraint.

: Let V be the only cloudlet with capacity of C(V) =-£-ina
special MEC network for problem P2; "

—_

2: for each request u; € U do
3:  foreach VNF f;; € SC; do
4: foreach k € [1, K] do
5: Let d, . be a potential backup of VNF f; ;;
6: c(dijr) — C(fu) .
7o pldig) o logy
8: end for K
9: end for
10: end for
11: Find an approximate solution S to problem P2, by invoking
the approximation algorithm in [18];
12: Sort the backup VNF instances in S in non-decreasing order

of computing resource consumption;

13: Sort cloudlets in V in non-decreasing order of computing
resource cost o, per unit;

14: 51 0 Sy t—1;

15: for each u; € S with the sorted order do

16:  Deploy backup p; on cloudlet v;, and update the residual
computing resource of cloudlet v;

17:  if the computing capacity C(v;) of v; is violated then

18: Se — SoU{w}; t—t+1;

19:  else if the computing resource of v; is running out then
20: 81<—51U{Ml};t<—t+1,’

21:  else

22: S1 — S u{w};

23:  endif;

24: end for

25: if g(S1) > ¢(S;) then
26: return S; and g(S;);
27: else

28:  return Sy and ¢(Ss);
29: end if .

Set S now is partitioned into two disjoint subsets S; and
Sy, 1.6, S =51 USy and S1 NS, = 0. A backup p; is added to
set S; when no computing capacity constraint is violated by

Authorlzed licensed use limited to: CITY UNIV OF HONG KONG. Downloaded on November 11,2023 at 03:27:41 UTC from IEEE Xplore. Restrictions apply.



LI ET AL.: BUDGET-AWARE USER SATISFACTION MAXIMIZATION ON SERVICE PROVISIONING IN MOBILE EDGE COMPUTING

deploying p,. For each cloudlet v € V, at most one backup is
added to set Sy, because cloudlet v will not be considered
for further backup deployment if its capacity is violated by
deploying ;, and it is assumed that each cloudlet can
accommodate at least one backup of any VNF. Then,
deploying the backups in either S; or S; in cloudlets will
not result in any computing resource violation. The pro-
posed approximation algorithm for problem P1 then choo-
ses the one with a larger utility gain between the two sets S,
and S as the solution to the problem. The detailed algo-
rithm for the user satisfaction problem is given in
Algorithm2.

6.3 Algorithm Analysis

The rest is to show the correctness of the proposed algo-
rithms, and analyze the approximation ratio and time com-
plexity of Algorithm 2. The computing resource budget
violation of the solution delivered by Algorithm 2 is also
shown to be bounded.

Lemma 5. Given a set S of VNF backup instances delivered by
the ILP (24) for problem P2, then the value of the ILP solu-
tion (24) is g(S), i.e., the total utility gain of deploying the
backups from S.

The proof is similar to the proof of Lemma 4, and
omitted.

Lemma 6. Given a set S of backup VNF instances for problem
P2, the total cost of deploying the backups in S to cloudlets for
problem P1 in G is no more than mf - B, where B is the com-
puting resource budget in problem P1, 6,4, and oy, are the
maximum and minimum costs per unit of computing resource
among cloudlets in G, respectively.

Proof. Because the capacity of cloudlet Vis ;2-, the amount

of computing resource consumed by backups in S is at
most -~ The total cost of deploying the backups in S to
cloudlets for problem P1 is no more than 22« . . ]

Theorem 3. Given an MEC network G = (V,E), a set V of
cloudlets with computing capacity, a set U of admitted user ser-
vice requests with each request having an SFC requirement, and
a given computing resource budget B on G, assuming that the
primary VNF instances of SFCs have already been placed in the

network, there is a (13%)-approximation algorithm, Algo-

rithm?2, for the user satisfaction problem under a given com-
puting resource budget constraint, at the expense of the

computing resource budget violation upper bounded by (2w —

1). The algorithm takes O(N -log { + 4 + N -log N + [V -
log |V|) time, where € is a given constant with 0 < ¢ < 1,
N =10 1SC) pux - K, |SC| i the maximum length of an
SFC, K is the maximum number of deployed backups for a
VNF, and o ,,,, and o ,;, are the maximum and minimum costs
per unit of computing resource among all cloudlets,
respectively.

Proof. Let OPT; and OFI; be the optimal solutions to prob-
lems P1 and P2, respectively. In problem P2, the comput-
ing resource budget constraint is ignored, and there is
only a single cloudlet, the computing capacity of which is
assumed to be no less than the total amount of computing
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resources of all cloudlets that can be used for service satis-
faction augmentation in problem P1 with the computing
resource budget B. Then

OPI, > OPI. (27)

Recall that S is the set of backup VNF instances delivered
by the approximation algorithm for problem P2 [18].
Denote by A (S) the total utility gain by deploying the back-
ups in set S for problem P2. As the approximation ratio of
the approximation algorithm for problem P2 is (1 — ¢) [18],
where e is a constant with0 < € < 1. We then have

Recall that set S is further partitioned into two disjoint
subsets S and S,. Let A;(S), A;1(S1), and A;(Sy) be the
total utility gains by deploying backups from S, S;, and
Sz on cloudlets in the MEC network G for problem P1,
respectively, then the utility gains of deploying backups
in S for either problem P1 or problem P2 are the same if
the computing resource budget constraint on problem P1
isignored, i.e., A, (S) = A(S) = ¢(5), then

Ai(S) = Ax(S) > (1 —¢€) - OPT. (29)

The set with larger utility gain between S; and S; is

chosen as the solution of problem P1. Then

max{A1(51), A1(8)) > 5 Ai(5) > 1 OPTy,

(30)

Since set S; consists of backups without any comput-
ing capacity violation, each cloudlet is assigned with at
most one backup in Sy, and it is assumed that each cloud-
let can accommodate at least one backup of any VINF, the
deployment of the backups in S; or S; to cloudlets in G
for problem P1 will not result in any computing resource
violation. By Lemma 6, the total cost of deploying back-
ups in S for problem P1 is no more than Z2¢-. B. The

computing resource budget constraint on deploying
backups in S; or S, thus is violated by no more than a
factor of (Zmer — 1),

The time complexity of Algorithm 2 is analyzed as
follows. The time complexity of the approximation algo-
rithm [18] for problem P2 is O(N -log 1 + %), where N =
|U| - |SC|,ax - K is the total number of potential backups
for all admitted requests in U. Sorting the backups in S
takes O(N -log ) time, and sorting the cloudlets takes
O(|V] - log |V|) time. The time complexity of Algorithm?2
thusis O(N -log L+ 4 + N -log NV + |V - log [V]). o

7 PERFORMANCE EVALUATION

In this section, we evaluate the performance of the proposed
algorithms through experimental simulation, and we also
investigate the impact of important parameters on the per-
formance of the proposed algorithms.

7.1 Experimental Environment Setting

We consider an MEC network G = (V; E) consisting of 200
APs, and each AP is co-located with a cloudlet, where each
network instance is generated by the widely used tool GT-
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Fig. 2. Performance of different algorithms for the user satisfaction prob-
lem without the computing resource budget constraint.

ITM [8]. The computing capacity of each cloudlet is ran-
domly drawn from 4,000 MHz to 12,000 MHz [26], [27].
Assume that there are 20 different types of VNFs [26], [27]
offered by the network service provider with each having a
reliability between 0.8 and 0.9 [44], and the computing
resource consumption of a VNF instance is randomly drawn
from 100 MHz to 200 MHz [14]. The computing resource
cost of each cloudlet is randomly drawn from $0.02 to $0.03
per MHz [40]. The number of different types of SFCs is set
as 30, and the length of each of them varies from 3 to 7 [30],
[31]. For each request, a random SFC from the preset SFCs
is requested, and its primary VNF instances are randomly
deployed in cloudlets in the generated MEC network. Each
primary VNF instance is assumed to be equipped with up
to 3 backups, i.e., K is set at 3. The computing resource bud-
get is set as $10,000. Parameters « in Algorithm 1 and € in
Algorithm 2 are set as 0.5, respectively. The value in each
figure is the mean of the results out of 30 MEC instances
with the same size. The running time of each algorithm is
obtained by a desktop with a 3.7 GHz 8-core Intel i7 CPU
and 16 GB RAM. These parameters are adopted as the
default settings unless otherwise specified.

To evaluate the proposed algorithm Algorithm 1,
referred to as Alg.1, we introduce a heuristic algorithm
Heu.1. For each request, it first deploys a backup for each
VNF of its SFC one by one, and each such backup is
deployed in a randomly chosen cloudlet with sufficient
residual computing resource. If each primary VNF
instance has one backup already, it then deploys the sec-
ond backup of each primary VNF instance similarly.
This procedure continues until either each VNF in the
SFC has been equipped with K backups or there is no
sufficient residual computing resource for further backup
deployments.

To evaluate the proposed algorithm Algorithm 2,
referred to as Alg.2, we propose a heuristic algorithm
Heu.2, which deals with requests one by one. For each
request, it first deploys a backup for each VNF of its
SFC. Among cloudlets with sufficient residual computing
resource, each backup is deployed to the cloudlet with
the minimum computing resource cost. If each primary
VNF instance of the SFC has been equipped with a
backup, it then deploys the second backup for each VNF
by the similar manner. This procedure continues until
either there is no residual budget or each primary VNF
instance has been equipped with K backups already, or
there is insufficient computing resource for further
backup deployments.
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Fig. 3. The impact of K on the performance of algorithm Alg.1.

7.2 Algorithm Performance for the User

Satisfaction Problem Without Computing

Resource Budget Constraint
We first studied the performance of algorithm Alg.1 against
algorithm Heu.1, by varying the number of requests from
100 to 1,000. Fig. 2 depicts the accumulative utilities and
running times of the comparison algorithms for the user sat-
isfaction problem without the computing resource budget
constraint. It can be seen from Fig. 2a that algorithm Alg.1
outperforms algorithm Heu.1 by at least 16.1% in terms of
performance when there are 1,000 admitted requests. This
is due to the fact that algorithm Alg.1 better utilizes the
computing resource to maximize the accumulative utility of
all admitted requests.

We then evaluated the parameter K on the performance
of algorithm Alg.1 as each primary VNF instance can have
up to K backups. Fig. 3 shows the accumulated utilities and
running times of algorithm Alg.1 by varying the number of
requests when K =1, 2, and 3, respectively. As depicted by
Fig. 3a, algorithm Alg.l1 when K =3 outperforms itself
when K =1 in all cases. Specifically, when there are 100
requests, the accumulative utility gain delivered by algo-
rithm Alg.1 when K = 3 is 17.9% more than that by itself
when K = 1. When the number of requests reaches 1,000,
the accumulative utility gain achieved by algorithm Alg.1
when K = 1is 92.6% of that by itself when K = 3. The ratio-
nale behind is that with a larger K, more backups of each
primary VNF instance can be deployed, thereby improving
the accumulative user satisfaction.

7.3 Algorithm Performance for the User
Satisfaction Problem With the Computing
Resource Budget Constraint
The rest is to study the performance of the proposed algo-
rithm for the problem under a given computing resource
budget B constraint.

We first investigated the performance of algorithm Alg.2
against algorithm Heu.2, by varying the number of requests
from 100 to 1,000. Fig. 4 plots the accumulated utilities,
accumulated costs and running times of the two mentioned
algorithms for the user satisfaction problem with the com-
puting resource budget constraint. From Fig. 4a, it can be
seen that algorithm Alg.2 outperforms algorithm Heu.2 by
30.9% with 1,000 requests. Recall that the computing
resource budget is $10, 000, Fig. 4b shows that the comput-
ing resource budget constraint is violated by 10.5% with
1,000 requests. This is because algorithm Alg.2 establishes
an efficient backup deployment strategy to maximize the
accumulative user satisfaction.
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Fig. 5. The impact of the budget B on the performance of algorithm Alg.2.

We then studied the impact of the computing resource
budget B on the performance of algorithm Alg.2. Fig. 5
depicts the accumulated utilities, accumulated costs and
running times of algorithm Alg.2 by varying the computing
resource budget B at 5,000, 10,000, and 15,000, respectively.
Fig. 5a demonstrates that the performance of algorithm
Alg.2 when B =5,000 is 49.8% of itself when B = 15, 000.
This is because more VNF backups can be deployed to gain
more utilities with a larger computing resource budget. As
shown by Fig. 5b, with 1,000 requests and B = 5,000, Alg.2
violates the computing resource budget constraint by no
more than 3.7%. In contrast, with 1,000 requests and B =
15,000, the computing resource budget constraint violation
ratio by Alg.2 is no more than 17.3%. The justification is that
with a small computing resource budget, fewer backups
can be deployed, and the less expensive computing resource
can be utilized prior to the expensive computing resource
by algorithm Alg.2.

8 CONCLUSION

In this paper, we investigated the user satisfaction problem
in an MEC network through enhancing service reliability.
We first formulated a novel optimization problem and
showed its NP-hardness. We then proposed a constant
approximation algorithm for the problem without the com-
puting resource budget constraint. We also devised an
approximation algorithm for the problem under a given
computing resource budget constraint, the approximate
solution is achieved at the expense of a moderate budget
violation. We finally evaluated the performance of the pro-
posed algorithms through simulations. Simulation results
demonstrated that the proposed algorithms outperform the

0
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(b) The accumulated costs
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comparison baseline algorithms, improving the perfor-
mance by more than 16.1% in comparison with the baseline
algorithms.
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