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We are embracing an era of Internet of Things (IoT). The latency brought by unstable wireless networks
caused by limited resources of IoT devices seriously impacts the quality of services of users, particularly the
service delay they experienced. Mobile Edge Computing (MEC) technology provides promising solutions to
delay-sensitive IoT applications, where cloudlets (edge servers) are co-located with wireless access points in
the proximity of IoT devices. The service response latency for IoT applications can be significantly shortened
due to that their data processing can be performed in a local MEC network. Meanwhile, most IoT applications
usually impose Service Function Chain (SFC) enforcement on their data transmission, where each data packet
from its source gateway of an IoT device to the destination (a cloudlet) of the IoT application must pass
through each Virtual Network Function (VNF) in the SFC in an MEC network. However, little attention has
been paid on such a service provisioning of multi-source IoT applications in an MEC network with SFC
enforcement.

In this article, we study service provisioning in an MEC network for multi-source IoT applications with
SFC requirements and aiming at minimizing the cost of such service provisioning, where each IoT application
has multiple data streams from different sources to be uploaded to a location (cloudlet) in the MEC network
for aggregation, processing, and storage purposes. To this end, we first formulate two novel optimization
problems: the cost minimization problem of service provisioning for a single multi-source IoT application, and
the service provisioning problem for a set of multi-source IoT applications, respectively, and show that both
problems are NP-hard. Second, we propose a service provisioning framework in the MEC network for multi-
source IoT applications that consists of uploading stream data from multiple sources of the IoT application
to the MEC network, data stream aggregation and routing through the VNF instance placement and sharing,
and workload balancing among cloudlets. Third, we devise an efficient algorithm for the cost minimization
problem built upon the proposed service provisioning framework, and further extend the solution for the
service provisioning problem of a set of multi-source IoT applications. We finally evaluate the performance of
the proposed algorithms through experimental simulations. Simulation results demonstrate that the proposed
algorithms are promising.
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1 INTRODUCTION

The Internet of Things (IoT) is paving the way for many new emerging technologies, such as
smart grid, Industry 4.0, connected cars, smart cities, and so on. The number of connected devices
is set to increase from 700M to 3.2B by 2023 [2]. The data collected from IoT devices need to be an-
alyzed in real time such that the hidden patterns and insights can be extracted in almost no time.
Conventional IoT devices usually transmit their data to remote clouds for storage and process-
ing [17]. Due to the remoteness of clouds and increasingly congested core networks, this incurs
prohibitive long transmission delays, thereby violating the real-time data processing requirements
of many IoT applications. Thus, conventional clouds may not be suitable for delay-sensitive IoT
applications [15, 18, 24].

With the fast development of 5G, Mobile Edge Computing (MEC) promises to greatly reduce
data processing delays of IoT services, by deploying computing resource (e.g., cloudlets) in the
proximity of IoT devices [3, 14]. Thus, IoT devices can directly forward their streaming sensory
data to virtual services instantiated in Virtual Machines (VMs) in cloudlets of MEC networks.
A typical multi-source IoT application usually collects sensory data from multiple sources (e.g.,
different IoT devices) located at different geographical locations, aggregates the streaming data
at some intermediate nodes (cloudlets), and ultimately routes the aggregated data stream to a
destination (a cloudlet) for further processing and storage. To ensure the security and privacy of
data stream routing in the MEC network, various network service functions such as firewalls, in-
trusion detection systems, proxies, and load balancers may also be deployed. For example, IoT
applications usually need a sequence of network service functions for data aggregation and filter-
ing to guarantee the real-time in-network processing (e.g., summation, averaging, maximum or
minimum) of IoT data streams. Such a sequence of network service functions is referred to as a
Service Function Chain (SFC). Conventional network functions are implemented by dedicated
hardware—middleboxes, making their deployment and maintenance very expensive and not agile.
Network Function Virtualization (NFV) [7, 8, 10] as a new technology promises to provide
inexpensive and flexible network services, and implements the network service functions as soft-
ware in VMs or containers in cloudlets. NFV makes virtual service provisioning become affordable,
easy to adopt, and maintainable.

To enable service provisioning in an MEC network for multi-source IoT applications with SFC
requirements, it poses significant challenges. First, the provisioning of an IoT service requires
joint considerations of many complicated data processing procedures, such as uploading sensory
data streams from multiple sources through different gateways to a single destination, data stream
aggregation and routing in the MEC network, and the aggregated data stream is processed by
the Virtual Network Function (VNF) instances of network functions in the SFC. To minimize
computing and bandwidth resource usages, a routing tree rooted at the destination cloudlet and
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spanning each source (access point) of an IoT application is built, instead of uploading the data
stream of each source to the destination separately. The uploaded data streams are aggregated at
non-leaf tree nodes, and appropriate numbers of VNF instances of service functions should also
be deployed at the tree nodes of data streaming data processing. Building such a routing tree for
a multi-source IoT application involves non-trivial interplays between VNF instance placement,
aggregation node selections, and routing path selections. However, the computing and bandwidth
resources in an MEC network are usually very precious and costly. The operational cost of service
provisioning for multi-source IoT applications depends on not only various MEC resource con-
sumptions but also balancing wordloads among cloudlets. How to minimize the operational cost
of service provisioning while meeting the SFC requirements of IoT applications poses another
challenge. The data streams of each IoT application are allowed to be merged or aggregated at
intermediate nodes of the routing tree before reaching its destination. Also, VNFs for such data
merging and aggregation usually can be shared among the data streams from different gateways
of the IoT application. How to further reduce the operational cost of service provisioning of IoT
applications through VNF sharing is the last challenge. In the rest of this article, we will address
the aforementioned challenges.

The novelties of the work in this article lie in formulating two novel service provisioning prob-
lems for multi-source IoT applications in an MEC network, where each multi-source IoT appli-
cation has multiple data streams from different sources to be uploaded to the MEC network for
processing and storage, while each data stream must pass through the network functions in the
SFC of the IoT application prior to reaching its destination. A service provisioning framework for
such multi-source IoT applications is proposed through VNF instance placement and sharing, work-
load balancing among cloudlets, and in-network aggregation of data streams. Efficient algorithms
for service provisioning of multi-source IoT applications, built upon the proposed framework, are
also proposed. To the best of our knowledge, this is the first work on service provisioning for
multi-source IoT applications in MEC networks with multiple critical constraints.

The main contributions of this article are given as follows. We consider the service provisioning
in an MEC network for multi-source IoT applications with SFC requirements. We first formulate
two optimization problems: the cost minimization problem of service provisioning for a single
multi-source IoT application and the service provisioning problem for a set of multi-source IoT ap-
plications, respectively, and show that both problems are NP-hard. We then propose a novel service
provisioning framework in an MEC network for a single multi-source IoT application, which con-
sists of multiple data streams uploading from different subnetworks through wireless access points
(gateway nodes), data stream in-network aggregation and routing, VNF instance placement and
sharing, and workload balancing among cloudlets in the MEC network. Due to the NP-hardness of
the two defined problems, we third devise efficient heuristic algorithms for them. We finally evalu-
ate the performance of the proposed algorithms through experimental simulations. Experimental
results demonstrate that the proposed algorithms are promising, and outperform their comparison
counterparts.

The rest of the article is organized as follows. Section 2 summarizes the related work on ser-
vice provisioning with SFC requirements in MEC. Section 3 introduces notions, notations, and the
problem definitions. Section 4 shows that the defined problems are NP-hard. Section 5 proposes
a novel service provisioning framework for multi-source 10T applications with SFC requirements.
Section 6 devises an algorithm for the cost minimization problem of service provisioning for a
single multi-source IoT application. Section 7 extends the proposed algorithm to the service provi-
sioning of a set of multi-source IoT applications through network slicing. Section 8 evaluates the
proposed algorithms empirically, and Section 9 concludes the article.
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2 RELATED WORK

There are a few investigations of service provisioning of NFV-enabled network services for IoT
applications in MEC networks. For example, Song et al. [25] considered the Quality-of-Service
(QoS)-based task allocation in MEC for IoT applications by proposing efficient algorithms, how-
ever, they did not incorporate the SFC requirement into consideration. Yu et al. [31] studied the
problem of 10T service provisioning with the objective to meet computing, bandwidth and QoS
requirements of an IoT application. They however did not consider the processing of IoT data traf-
fic with SFC enforcement. Mouradian et al. [22] proposed an architecture of NFV and SDN-based
distributed IoT gateways for large-scale disaster management. They however did not focus on the
operational cost minimization and the workload balancing. Xu et al. [30] studied the QoS-aware
VNF placement of SFCs in MEC for one-source IoT applications. They considered the operational
cost minimization problem for the implementation of IoT applications with SFC requirements,
and concentrated on IoT application placement in MEC by proposing randomized and heuristic
algorithms. Although we also deal with the operational cost minimization problem of service pro-
visioning for multi-source IoT applications, the problem in this study is essentially different from
the mentioned work [30] as follows. We here deal with multi-source IoT applications to minimize
the operational cost of service provisioning, where data streams from different sources need to be
uploaded, aggregated, and processed in the MEC, while the demanded number of NFV instances of
each service function in the SFC needs to be placed in cloudlets, and the workload among cloudlets
needs to be balanced. We aim to construct a data routing tree for each multi-source IoT application
such that the operational cost is minimized, while the work in Reference [30] considered a single
SFC chain placement, where there is no data stream aggregation, data routing tree construction,
and workload balancing among cloudlets.

Closely related to the problem studied in this article are the NFV-enabled unicast and multicast
problems. There are extensive studies of user unicast and multicast request admissions through
resource provisioning and allocations in MEC networks [4, 5, 9, 11, 12, 20, 21, 23, 26, 29, 32]. For
example, Jia et al. [11] considered the assignment of user requests to different cloudlets in a wire-
less metropolitan area network with the aim to minimize the maximum delay among offloaded
tasks, by developing heuristics for the problem. Jia et al. [12] also studied workload balancing
among cloudlets to reduce the maximum response delay of user requests. Xu et al. [29] devised
approximation algorithms to efficiently offload user requests to different cloudlets under different
conditions. Xia et al. [27] considered opportunistic task offloading under link bandwidth, mobile
device energy, and cloudlet computing capacity constraints. Ma et al. [21] considered the profit
maximization problem in MEC by dynamically admitting NFV-enabled unicast requests with QoS
requirements, for which they developed an efficient heuristic and an online algorithm with a prov-
able competitive ratio if the QoS requirement can be ignored. Although they considered the sharing
of existing VNF instances among different unicast requests. It can be seen that the problem of NFV-
enabled unicast request admissions in Reference [21] is a special case of the NFV-enabled multicast
request admissions where the destination set contains only one node. Recently, there are several
studies by extending the NFV-enabled unicast routing to NFV-enabled multicast routing in MEC
environments. For example, Alhussein et al. [4] investigated the embedding of a multicast request
with both computing and bandwidth resource requirements to a 5G core substrate network, by
enabling multipath routing between two consecutive VNFs of an SFC. Ceselli et al. [5] considered
the design optimization such as the VM placement and migration, and user request assignment, by
formulating a Mixed Integer Linear Programming (MILP) solution and heuristic algorithms
for the problem. Feng et al. [9] proposed an algorithm with a performance guarantee for placing
VNFs in distributed cloud networks and routing service flows among the placed VNFs under the
constraints of SFCs of the requests. Xu et al. [28] considered the cost minimization of admitting
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a single NFV-enabled multicast request with the QoS requirement in MEC, where the implemen-
tation of the SFC of each request is consolidated to a single cloudlet. They aimed to minimize the
admission cost by placing no more than constant numbers of VNF instances of the SFC of the
request in different branches of the found pseudo-multicast tree for the request. Ma et al. [19, 20]
studied admissions of NFV-enabled multicasting requests under both static and dynamic admis-
sion scenarios, by proposing approximation and online algorithms for the problems with provable
performance guarantees. Soni et al. [26] proposed a scalable multicast group management scheme
and a workload balancing method for the routing of best-effort traffic and bandwidth-guaranteed
traffic. Zhang et al. [32] investigated the NFV-enabled multicasting problem in SDNs. They as-
sumed that there are sufficient computing and bandwidth resources to accommodate all multicast
requests, for which they provided a 2-approximation algorithm if only one server is deployed for
implementing the SFC of each multicast request. The applicability of their method, unfortunately,
is very limited, and cannot be extended for the general case where multiple servers are employed.
Ren et al. [23] also considered request admissions of NFV-enabled multicasting under the end-to-
end delay constraint by developing both approximation and heuristic algorithms for the problem.
However, the above studies did not tackle the service provisioning problem for multi-source IoT
applications, which is much more difficult compared with the NFV-enabled multicasting problem.
Although there are some similarities between the IoT service provisioning problem in this article
and the NFV-enabled multicasting problem in MEC [20, 23], due to the fact that they both aim
to build a routing tree for their solutions, the main difference between them lies in the following.
In the multicasting case, a packet from the source (the tree root) will be broadcast to all destina-
tions (leaves) such that a VNF instance of each service function in the SFC is installed along the
path from the root to each leaf. In contrast, in the routing tree for a multi-source IoT application,
all leaves are data sources. The data streams will converge to the tree root, and the data streams
from the children of a non-leaf node in the tree will be aggregated at the node. The number of
VNF instances instantiated at a tree node in the path from a leaf to the tree root is determined by
the accumulative volume of the data streams at the node while the accumulative volumes of data
streams at different tree nodes are different. Thus, the construction of such a data routing tree
for each multi-source IoT application is much challenging, due to that the volume of the data
stream at each tree node is not fixed, which is determined by the number of children and the data
volume of each of the children. Also, the VNF instance placement must meet certain restrictions
while keeping the workload among involving cloudlets to be balanced. It must be mentioned that
this article is an extension of the conference paper [16], where an efficient algorithm is proposed
to deal with the cost minimization problem of service provisioning for a single multi-source IoT
application. In this extension, we also deal with the service provisioning problem for a set of multi-
source IoT applications, and propose an efficient algorithm for it as well.

3 PRELIMINARIES

In this section, we first introduce the system model, notions, and notations. We then give problem
definitions.

3.1 System Model

An MEC network is represented as an undirected graph G = (V, E), where V is the set of nodes
and E is the set of links between nodes. Each node v € V is an Access Point (AP). Associated
with each AP, there is a co-located cloudlet v € V (edge cloud) with computing capacity C,, >
0. The AP and its co-located cloudlet are connected through a high-speed optical cable, and the
communication delay between each AP and its co-located cloudlet thus is negligible. Assume that
the MEC network supports a set of services in which each service is associated with a set of VNFs.
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Fig. 1. An illustrative example of an MEC network that consists of six APs, and there are six cloudlets co-
located with the APs. There is a destination cloudlet (service provisioning) for a multi-source loT application,
where the multi-source loT application contains three data stream sources with each from a different sensor
subnetwork of the loT application.

Denote by = (fi, f2,. .., fiF|) the set of VNFs in the system, where the implementation of VNF
fj € ¥ consumes the amount cf; of computing resource of a cloudlet. One implementation of fj is
termed as one of VNF instances of the function and each such a VNF instance has a data processing
capacity yif,, where 1 < j < |F|. Figure 1 is an illustrative example of an MEC network.

3.2 Problem Definitions

Given an MEC network G = (V, E), we consider a multi-source IoT application, which provides
continuous surveillance to monitor different geographical areas (e.g., public parks) in a metropol-
itan region, and different types of IoT sensory devices are deployed in the monitoring areas. The
data streams generated from these IoT devices can then be aggregated within their subnetworks
and uploaded to the MEC through their gateways (APs). We further assume that there is a desti-
nation node (cloudlet) in the MEC for the aggregated data storage of each IoT application, where
all updated streaming data from the gateways (APs) of the IoT application will be stored for user
ad hoc queries. When the stream data from each gateway is routed to the destination node, the
data stream may be merged or aggregated with the data streams from the other gateways of the
application. However, each data stream from a gateway to the destination node must pass through
the specified VNF instances in the SFC to ensure the security and privacy of the data stream and
network performance. Thus, the VNF instances of each function in the SFC must be instantiated
in the cloudlets of their routing paths and some of the VNF instances can be shared among the
data streams from different gateways of the IoT application. For the sake of convenience, in the
rest of our discussion, we assume that there are sufficient computing and bandwidth resources in
the MEC to accommodate the VNF instances and data stream routing for the IoT application. In
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summary, we aim to build a VNF network slicing for each multi-source IoT application such that
the operational cost of implementing the application is minimized, in terms of the computing and
communication resource consumptions, and the workload balancing among cloudlets involved.
We refer to this IoT-driven optimization problem as the cost minimization problem of service pro-
visioning for a single multi-source IoT application in MEC. An illustrative example of such an IoT
application is given in Figure 1.

Definition 1. Given an MEC G = (V, E), and a multi-source IoT application with a SFC require-
ment {f1, fa, . .. fL), in which there is a set S = {s1,$3,...,sx} C V of sources and one destination
d € V for the application. Each source s; has a streaming data rate ps, with 1 < i < K, the cost
minimization problem of service provisioning for a single multi-source IoT application is to find a
data routing tree T in G rooted at d € V and spanning all nodes in S, and place the demanded
number of VNF instances of each f; in the SFC with 1 < j < L at some nodes in T that meets the
following conditions: (1) the operational cost of implementing the IoT application is minimized;
(2) the data stream in the tree path from each s; to the destination d must pass through the VNF
instances of functions in the SFC in order; (3) there is a defined data aggregation function g(v)
at each non-leaf node v in T, and the value of g(v) is determined by the values of its [ children:
9(v1),g(v2), . .., g(v;), where vy,...,v; are the children of node v. Particularly, g(v) = p, for
each leaf node (source) v in T. For example, the value of function g(-) can be the sum of the data
rates of all data streams of its children, or the average of the data rates of its children, depending
on which types of IoT applications; and (4) the workload at each cloudlet (in terms of the total
amount of computing resource consumed for hosting VNF instances of different functions) is as
balanced as possible. The optimization objective is to minimize the operational cost of T, where
the operational cost of implementing a multi-source IoT application consists of the computing cost,
communication cost, and workload balancing cost that are defined as follows.

The computing cost: For each node v in the data routing tree T with the accumulative data
steam g(v), the computing cost at node v for accommodating the VNF instances of the multi-source
IoT application is

comp(v ZI(U f} ’r U)“ Cf; * Ccomps (1)

where I(v, ;) is an indication function, which is 1 if there is any VNF instance of f; in cloudlet v;
otherwise 0, and the range of jis1 < j < L,andv € V. {gﬂ(—;)] is the number of VNF instances of

fj required to process the accumulative data stream at node]v, and cf, is the amount of computing
resource of an instance of VNF f;. The value of c.m) is the price of a unit computing resource con-
sumption at any cloudlet v € V.If node v is a leaf node in T, assuming that node v is source s;, then
g(v) = ps,; otherwise, assuming that v has [ children vy, . .., vy, then g(v) = g(g(v1),...,g(v1)),
where g(v) is an aggregation function at node v, e.g., g(v) can be a summation function with
9(0) = T, g().

The communication cost: The communication cost of transmitting a volume p(u, v) of data
on an edge (u,v) from node u to node v in G is

Ccomm(u, v) = P(u, ) - bcomm(us ), (2)

where p(u, v) is the accumulative volume of data streams transmitted from node u to node m, and
beomm (1, v) is the price of unit data transfer along edge (u, v).

The workload balancing cost: As the workload W, of each cloudlet v € V is the actual com-
puting resource consumption of cloudlet v, it is well-known that a heavily loaded cloudlet usually
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has a much longer processing delay, compared to a lightly loaded cloudlet. Therefore, a penalty
cost of this delay should be taken into account, which can be expressed by the workload utility of
the cloudlet as follows.
Denote by y,, the workload utility of cloudlet v for an IoT application that is defined as
W, Ehien) [£2]-q
TGy Co ’

®)

v

where W, = Zle I(v, fj) - [gll(—;)'l - ¢f; is the computing resource consumption on cloudlet v, and

C, is the computing capacity of cloudlet .
The workload balancing cost at each cloudlet v thus is defined as follows:

COStload(v) = ﬁload : (2Yv - 1)’ (4)

where foqq4 1s a given coefficient of the workload balancing cost with fj,0¢ > 0, and 0 <
c0st10ad(V) < Pioad, since 0 < y,, < 1. Note that the workload balancing cost is modeled as an ex-
ponential function of the workload utility, as a workload balancing cost increases with the increase
on the workload utility, while the increasing rate of the workload balancing cost is supposed to
become faster with the increase of the workload utility.

The optimization objective of the cost minimization problem of service provisioning for a single
multi-source [oT application thus is to find a data routing tree T in G such that its operational cost
¢(T) is minimized, where

c(T) = Z Ccomp(v) + Z Ceomm(u,v) + Z €08t100d(V),

veV(T) (u,v)€E(T) veV(T)

where V(T) and E(T) are the set of nodes and edges in the data routing tree T, respectively. Notice
that the solution of the problem consists of the construction of a data routing tree T, the placement
of VNF instances of each VNF f; in the SFC at some cloudlet nodes in T', and the workload balancing
among cloudlets involved.

So far, we have formulated a cost minimization problem of service provisioning for a single multi-
source IoT application in an MEC network through performing NFV-enabled network slicing to
accommodate the IoT service. However, the MEC network as a public service platform is expected
to accommodate different IoT applications for different users while minimizing the accumulative
operational cost of implementing the IoT applications. We thus define another service provisioning
problem for a set of multi-source IoT applications in the MEC network as follows.

Definition 2. Given an MEC network G = (V,E) and a set 7 of multi-source IoT applications
with each having an SFC requirement, assume that the VNF instances of different IoT applications
cannot be shared with each other due to security and privacy concerns. The service provisioning
problem of a set of multi-source IoT applications is to implement all IoT applications in 7 by finding
a data routing tree in G for each application in 7 such that the total operational cost of imple-
menting all IoT applications in 7 is minimized, assuming that there are sufficient resources in G
to accommodate all the IoT applications, i.e., the optimization objective is to minimize

DT, ()

riel

where r; € I is an IoT application, T}, is the data routing tree in G for r; € 7, and ¢(7},) is the
operational cost of T,, in Equation (5) with 1 < i < |7|. In other words, the problem is to build |7 |
VNF-enabled network slicing in the MEC for all IoT applications in 7. In case the MEC network
G does not have sufficient resources to accommodate all IoT applications, the problem then is to

ACM Transactions on Sensor Networks, Vol. 18, No. 2, Article 17. Publication date: October 2021.



Service Provisioning for Multi-source loT Applications in Mobile Edge Computing 17:9

Table 1. Table of Symbols

Notations Descriptions
G=(V,E) an MEC network with a set V of nodes and a set E of links between nodes, where
each node is an AP co-located with a cloudlet
Co the computing capacity of cloudlet v € V
F = f1, for - - - fiF)) the set of VNFs in the system
cf; and p I the computing resource consumption and the processing capacity of VNF f;
S ={s1, 82, ...,sk}and ps; | the set of sources of the IoT application and the streaming data rate from source s;
KandL the number of sources and the length of the SFC of the IoT application
d the destination of the IoT application
T the constructed data routing tree for the IoT application
g(v) the (aggregated) streaming data rate at node v of the data routing tree T
I(v, f;) the indication function, which is 1 if there is any VNF instance of f; in cloudlet v;
otherwise 0
Ccomp the price of a unit computing resource consumption at any cloudlet v € V in the
network
Ceomp(v) the computing cost at node v for accommodating the VNF instances of the multi-
source IoT application
p(u, v) the accumulative volume of data streams transmitted from node u to node v
beomm (U, v) the price of unit data transfer along edge (u, v)
Ceomm (U, v) the communication cost of transmitting a volume p(u, v) of data on an edge (u, v)
from node u to node v
Wy, the computing resource consumption on cloudlet v
Yo the workload utility of a cloudlet v
Pload the coefficient of the workload balancing cost
costioad(v) the workload balancing cost at cloudlet v
c(T) the operational cost of the IoT application by constructing the data routing tree T
V(T) and E(T) the set of nodes and edges in the constructed data routing tree T
I the set of multi-source IoT applications
T(s) the routing tree rooted at the destination d and source s being the first joined in
T(s, k) the partial routing tree of T (s) by adding the first k source nodes into the tree with
1<k<K
Pr(u, s") a shortest path in G \ T(s, k — 1) between a tree node u and a source node s’ that
has not been contained in T'(s, k — 1) yet
P]Z-(u, d) the unique tree path in T(s, k — 1) between node u and destination d
W, the amount of computing resource consumed by the VNF instances of fjr
U; = uq, ug, ..., Uj the subsequence of nodes uj, . . ., up with1 <i <p
Yi=y1, Yo, - .., Yy the subsequence of VNFs yy, . .., yq with1 < j’ < ¢
B(i, j') the optimal cost of workload balancing by placing the VNF instances of service

functions in Yj to nodes in U;

AT (s, k—=1),u,s") the cost gain by connecting source s’ to tree T(s, k — 1) through the tree node u

admit as many IoT applications as possible while minimizing the accumulative operational cost of
admitted IoT applications.

For the sake of convenience, the symbols used in this article are summarized in Table 1.

4 NP-HARDNESS OF THE DEFINED PROBLEMS

In this section, we show that the defined two problems are NP-hard.
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THEOREM 1. The cost minimization problem of service provisioning for a single multi-source IoT
application in an MEC network G = (V, E) is NP-hard.

Proor. We consider a special case of the problem of concern, where the workload balancing at
each cloudlet will not be considered, and the data stream rates of all sources of an IoT application
are identical, i.e., p = p; = p, = -+ = pg, the aggregate function ¢g(-) at each node is the
average of the data stream rates of its children, i.e., g(v) = M = p, where node v has [
children vy, vs, ..., vy, and all VNF instances of each service function in the SFC are instantiated
at the destination node d of the IoT application. This special cost minimization problem of service
provisioning for a multi-source [oT application then is equivalent to the Steiner tree problem in G
that finds a Steiner tree rooted at the destination node d and spanning all source nodesin S C V
such that the weighted sum of edges in the tree is minimized. It is well known that the Steiner
tree problem is NP-hard [6], the cost minimization problem of service provisioning for a single
multi-source IoT application thus is NP-hard, too. O

THEOREM 2. The service provisioning problem of a set of multi-source IoT applications in an MEC
network G = (V, E) is NP-hard.

Proor. When |7| = 1, the problem becomes the cost minimization problem of service provi-
sioning for a single multi-source IoT application in MEC, which is NP-hard by Theorem 1. Thus,
the service provisioning problem of a set of multi-source IoT applications is NP-hard, too. ]

5 A NOVEL FRAMEWORK FOR IOT-DRIVEN SERVICE PROVISIONING

In this section, we provide a generic service provisioning framework for multi-source IoT applica-
tions in an MEC network. We consider an IoT application that consists of multiple sources, where
each source is a base station (an AP) of a sensor subnetwork. The streaming sensory data from
the sensors in the subnetwork are collected at the source (the base station or the gateway) and
will be uploaded to the MEC network for further processing and storage. We assume that there
is a destination node d in the MEC for the aggregated data storage. To ensure the security and
privacy of transferring data stream, each data stream from its source to the destination must pass
through a specified SFC as the requirement of the IoT application. For example, in a metropolitan
region, there are many public parks. Assuming that a sensor network is deployed for each park,
the monitored data stream from each of the sensor networks will be uploaded to the MEC through
its nearby AP, and the collected data will be finally stored at the destination node for storage and
processing.

A naive approach for sensory data collection from sources to the destination node is to build
a routing path in the MEC network from each source (an AP) to the destination node, and place
the demanded number of VNF instances of each service function in the SFC along the cloudlets
in the routing path to meet the data rate of the source. As this IoT-driven service in an MEC
network is expected for a long run, which implies that the owner of the IoT application will pay
its IoT service at the cost that is proportional to the resource occupied by the service. However,
running IoT services through this naive method is not economical, because the data streams from
different sources of an IoT application can be aggregated or merged through exploring temporal-
spatial data correlations. A much less accumulative volume of data streams of these sources can
be routed to the destination node, thereby reducing the communication cost. However, the certain
number of VNF instances of each service function in the SFC for the data stream of each source
must be instantiated in the nodes in the routing path. The number of VNF instances of each service
function in the SFC for the aggregated data stream could be significantly reduced if the data stream
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' Destination SFC

Source 1 Source 2 Source 3 Source 4 Source 5

Fig. 2. Anillustrative example of a data routing tree for a multi-source loT application with three service func-
tions in its SFC. There are five sources s1, s2, . . ., 5, and the data stream from each source to the destination
node (the tree root) must pass through the VNF instances of each service function in the SFC.

aggregation at each intermediate node is performed, implying that less computing resource will
be consumed.

To provide a cost-effective service in MEC for a multi-source IoT application, a data routing tree
rooted at the destination node and spanning all source nodes in the MEC can be built to reduce both
computing and communication costs through data aggregation and VNF instance instantiations
at nodes in the routing paths. Each non-leaf node v in the tree except the destination has a parent
node and a set of children nodes. There is an aggregation function g(v) at v that aggregates the
data streams from its children, e.g., a simple aggregation function is the sum of the data streams
of its children. Also, less numbers of VNF instances of a VNF in the SFC can be instantiated at
node v for its aggregated data processing. However, the data stream along the unique routing
path in the tree from each source to the destination must pass through its demanded number
of VNF instances in the SFC. Thus, both communication and computing resources for the IoT
application can be shared among the data streams from different sources of the application through
the data routing tree. Figure 2 is an illustrative example of a data routing tree for a multi-source IoT
application.

6 ALGORITHM FOR THE COST MINIMIZATION PROBLEM OF SERVICE
PROVISIONING FOR A SINGLE MULTI-SOURCE 10T APPLICATION

Since the cost minimization problem of service provisioning for a single multi-source IoT appli-
cation in MEC is NP-hard, in this section, we first develop an efficient algorithm for it, based on
the proposed service framework. We then analyze the properties of the solution delivered and the
time complexity of the proposed algorithm.

6.1 Overview of The Proposed Algorithm

The proposed algorithm proceeds greedily. We assume that the destination (a cloudlet) of each
multi-source IoT application is given in advance. Let S be the set of all sources of the IoT application.
For each source node s € S, a data routing tree T(s) is constructed by setting the destination node
d as the tree root, adding node s € S as the first source node to the tree, followed by adding the
other source nodes to T(s) greedily, one by one. Each time, a source node with the minimum cost
increment compared with the previous cost of T(s) will be chosen to add to the tree until all source
nodes are added to the tree. Thus, a data routing tree T(sy) with the minimum operational cost is
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chosen from the |S| trees, which will be the solution to the problem. Specifically, we first choose a
source node s € S as the very first node to add to the data routing tree T(s). To this end, we find
a shortest path P; in G from s to the destination d, and place the VNF instances of each function
f € SFC to the nodes along path P; while balancing the workload of the nodes in the path (the
detailed VNF instance placement will be discussed later), where the number of VNF instances of
each service function in the SFC is determined by the data rate of source s. Let S’ = S\ {s} be the set
of the rest source nodes that have not been added to T(s) yet. The rest source nodes in S’ then are
added to tree T(s) iteratively, one by one. We claim that the data stream along the tree path from
each source node to the destination must pass through its demanded number of VNF instances of
each service function only once, i.e., no VNF instances of a service function is wrongly placed, or
placed in multiple nodes in the path.

Let T(s, k) be a partial data routing tree of T(s) by adding the first k source nodes into the tree
with 1 < k < K. When k = 1, the partial data routing tree T(s, 1) is a shortest path P; in G from
s to d, where each edge (v;,v;41) € Py with v; = s, v|p |41 = d, and v;4; is the parent of v; in
the tree. The accumulative data stream on edge (v;, v;+1) in Py is g(v;), where g(v) is an aggregate
function at node v. Therefore, the communication cost on edge (v, Vi+1) i8S beomm (Vis Vis1) - 9(V;),
where beomm (vi, vit1) is the communication cost of one unit data transfer on edge (v;, v;;1). The
number of VNF instances of each service function f; will be deployed to some of the nodes along
path Py, i.e., the placement order of these VNF instances in P; from s to d is fi, f2, . .., fr. We will
deal with the VNF instance placement later, by incorporating the workload balancing among the
cloudlets in P;. It can be seen that the claim holds for this initial tree construction.

We assume that T(s, k — 1) has been constructed, and the first (k — 1) sources are added to the
tree. We now construct T'(s, k) by adding a new source node s’ to the tree.

Let Py (u, s”) be a shortest path in G\ T(s, k — 1) between a tree node u and a source node s’ that
has not been contained in T (s, k — 1) yet. Let P]Z (u, d) be the unique tree path in T'(s, k — 1) between
node u and destination d. The VNF instances of functions of the subchain (f;, fj+1,..., fr) of the
SEC are deployed in PkT (u,d), i.e., no VNF instances of function f; with 1 < j* < j—1 are deployed
in any node in P]Z (u, d). For the VNF instances of f; placed at the node v in path P]Z (u, d) with
j < j < L, the accumulate data dream ¢g(v) at node v then is recomputed, by incorporating the
data stream py from source s’ through branch P (u, s”). Therefore the number of VNF instances

of fj at node v in path P,Z(u, d) is I'%'l.
—j'

For the data stream along a routing path from s’ to d that consists of two segments PkT(u, d)
and Py (s’,u), although the data stream along the tree path P]Z (u, d) has been processed by the
VNF instances in the subchain (f;, ..., fr) in PkT(u, d), the data stream along path P (s’, u) from
node s’ to node u has not been processed by the VNF instances of each service function in the
subchain (fi, f2, ..., fj-1) of the SFC. We thus need to place the number of VNF instances for each
of them in the nodes in Py (s’,u) in their specified order, where the rate of data stream on each
edge in Pk (s’,u) is py . In the following, we show how to place the VNF instances of each function
in{fi, f2, ..., fj-1) to cloudlets (nodes) in Pr(s’, u) to process the data stream while balancing the
workload among the cloudlets, by developing a dynamic program solution for this workload-aware
VNF instance placement problem.

6.2 Workload-Aware VNF Instance Placement in a Routing Path

We here consider the workload-aware VNF instance placement on the nodes in a routing path. We
assume that there is a data stream from source s’ with data rate py, the number of VNF instances
of each function fj in the SFC needs to be placed to a node in path Pi(u,s’) in order, where
1 < j' < j—1. We aim to place the VNF instances such that the sum of the workload balancing
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costs among the nodes is minimized, by formulating the following workload-aware VNF instance
placement problem.

Let ug, uy, uy, . . ., up be the node sequence in path Py (s’, u) starting from u with uy = u, u, = s’
and p > 1, where the computing resource consumption and computing capacity of each cloudlet
node u; € V are W,,, and Cy,, respectively. The workload utility of node u; is y,, = ‘/cv_:l by Equa-
tion (3). l

There is a subchain (fj_1, fj—2, ..., f1) of the SFC for the data stream from source s with data

rate p. The number of VNF instances of fj to be placed along path Py (u,s’) is [5;' 1, where pf,
2

is the data processing capacity of an VNF instance of function fj- in any cloudletand 1 < j" < j—1.
The amount of computing resource consumed by the VNF instances of f is

Ps
Hfy

Let y1, 13, . . ., yq represent the function sequence (fj_1, fj—2,. .., fi) withy; = fj_; and y4 = f1.
Each y;- has a workload wy, by Equation (6) with 1 < j* < q. The workload-aware VNF instance
placement problem is to place the VNF instances of functions in the subchain (y;,ys,...,yq) to
the nodes in path uy, uy, ..., u, such that the sum of the workload balancing cost is minimized,
assuming that there is sufficient computing resource at each cloudlet u; to accommodate all VNF
instances of function y; in the subchain with1 <i <pand1 <j <gq.

We devise a dynamic programming algorithm for the workload-aware VNF instance placement
problem as follows.

Let U; = uy,uy, . .., u; be the subsequence of uy, ..., u, and Yy = y1,1», ...,y the subsequence
of yy,...,yswith1 <i<pand1<j <gq.

Denote by B(i, j') the optimal cost of workload balancing by placing the VNF instances of service
functions in Y}, to nodes in U;. Then,

ij, = . Cf],, . (6)

9
J
+ Zjoy Yy

ﬁload ' Zyul G —1 i=1,

i (7 o
BG.1) = | Proaa* (Zhua(@ =14 min {2 "5 —grp < v <if) =

min {B(l - 1’jl) + .Bload : (ZYui - 1)’

B(i—l,j’—1)+/310ad-(2’/”"+ Cuj —1)} i>1 & j/>1,

4
-1 YY1

Zl
where y,, is the workload utility of node u;, B(1, ;") = Pioad - (2)/"1+ Cu - 1) implies that there
is only one cloudlet u; and the VNF instances of the chain will be hosted by the cloudlet, while

WYy
B(i,1) = Proaa - (i, 2" - 1) + min{2"™ T ot |1 < i < i}) indicates that the VNF
instances of y; is added to such a cloudlet that results in the minimum increase of the workload
balancing cost among the cloudlets. B(i,j’) = B(i — 1,j") + Pioad - (2¥% — 1) implies that the
VNF instances of the subchain Yj are placed to the first (i — 1) nodes in the node sequence U;.

J

g
B(i,j') = B(i— 1,j' = 1) + Broad (ZY""Jr €ui — 1) implies that the VNF instances of the subchain
Y1 are placed to the nodes in the node sequence U;_;, and the VNF instances of y; are placed on
node u;.
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ALGORITHM 1: Algorithm for the workload-aware VNF instance placement problem

Input: A node sequence uy, u, . . ., Up, a function sequence y1, y2, . . . yq, and the date rate pss of a source s’, assuming
that the current workload W,,; and capacity Cy,; of each cloudlet node u; is given.

Output: the number of VNF instances of each function y; is placed to a node in the node sequence such that the function
order does not change and the sum of the workload balancing cost among the nodes is minimized.

1: fori « 1topdo
2:  forj « 1toqdo

3: if i = 1 then y
Yu +25:1 Wyp
4 B(i,J') < Broaa -|2 "+ M -1
5: else
6: if j/ = 1 then
: Yuy +7Z~vy1
7: B(i, /') « Broaa - | Xh_, (@ = 1) +minq2" " T —2M 1< < );
8: else
T
9: B(i, j') < min {B(i -Lj)+ Bioad - (zYul- -1), B(i-1j -1+ Broad - (2)/“1 Cui 1)}2
10: end if;
11: end if;
12: end for;
13: end for;

14: return the solution B(p, q).

The value of the solution to the workload-aware VNF instance placement problem thus is B(p, q).
The time complexity of the proposed algorithm is O(p-q) = O(|V|-L) asp < |V| and q < L, where
L is the length of the SFC. The detailed algorithm is given in Algorithm 1.

It can be seen that the data stream from source s’ to the destination node d passes through the
demanded VNF instances of each function f; in the SFC with 1 < j < L, while the data streams
of the first (k — 1) sources in tree T(s, k) pass through their demanded numbers of VNF instances
of each service function in the SFC, following the proposed tree construction.

The cost gain A(T(s,k — 1), u,s’), by connecting source s’ to tree T(s,k — 1) through the tree
node u, is the sum of the increased computing cost, communication cost and workload balancing
cost by adding source s’ to tree T (s, k — 1).

The detailed algorithm for the construction of a potential partial routing tree, by connecting
source s’ to tree T(s, k — 1) through the tree node u, is given in Algorithm 2.

6.3 Algorithm for the Cost Minimization Problem of Service Provisioning for a Single
Multi-source loT Application

In the following, we propose an efficient algorithm for the cost minimization problem of service
provisioning for a single multi-source IoT application, by making use of Algorithm 2 as its subrou-
tine. Specifically, we first construct |S| data routing trees, where S is the set of sources of the IoT
application. Each data routing tree T(s) is constructed by setting the destination node d as the tree
root and source s € S as the first node added to the tree. Then each of the rest source nodes in S\ {s}
is added to T(s) iteratively. In each iteration, the source node with the minimum cost increment
compared with the previous cost of T(s) will be chosen to add to the tree until all source nodes are
added, by invoking Algorithm 2. Having constructed |S| data routing trees, the data routing tree
T(so) with the minimum operational cost is chosen as the solution to the problem. The detailed
algorithm is presented in Algorithm 3.
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ALGORITHM 2: A potential routing tree construction by connecting source s’ to tree T(s,k — 1)
through the tree node u

Input: An MEC network G = (V, E) and a multi-source IoT application with an SFC = (fi, f2, . . ., fL), a destination
d € V, K sources si, S3 . . ., Sk, and each source s; has a data stream rate ps; with 1 < i < K.

Output: A potential partial routing tree rooted at d and spanning k source nodes with the first joining in source s, and
assuming that the first (k — 1) sources are added already and the partial routing tree is T'(s, k — 1), a routing tree is
constructed with the minimum cost where source s’ is joining to the tree through a path Py (s’, u) and u is the tree
node.

1: if k = 1 then

2: Find a shortest path P; in G from s’ to d;

3:  Place the demanded number of VNF instances of f; to the nodes along path P; with 1 < j < L by invoking
Algorithm 1;

4: else

5: Update the number of VNF instances of each function f; at each node v in the tree path PkT (u, d) from u to d,
considering to add an extra py data stream to each edge along path P{ (u, d);

6: /" assuming fj_i is the first service function in the subchain from f; to f; whose VNF instances do not appear in a
node in PZ(u, d);*/

7: Place the demanded number of VNF instances of each function fj» with 1 < j* < j — 1 to the nodes of a shortest
path Py (s’, u) in G\ T(s, k — 1) from s’ to v’ with the data rate py by invoking Algorithm 1, where (u’, u) is the
tree edge with endpoints v’ and u, and u’ is a child of u in the tree, by balancing the workload among the nodes in
the path;

8  A(T(s,k—-1),u,s") « c(T(s, k—1)UPr(s’,u)) —c(T(s, k—1)); /* T(s, k — 1) U Pr(s’, u) is the partial routing
tree by connecting source s’ to tree T(s, k — 1) through the tree node u */

9: end if;

10: return the constructed partial routing tree T(s, k — 1) U Px(s’, u) and the increased cost A(T (s, k — 1), u, s).

6.4 Analysis of The Proposed Algorithm

The rest is to address some important properties of the built data routing tree and the time com-
plexity of the proposed algorithm. Recall that fi, f2, ... fi are the service functions in the SFC of
the IoT application.

LEMMA 1. Letey, ey, . . ., eq be the edges on the routing path in the data routing tree T from a source
node s to the destinationd, and let vy, vs, . . ., vgy1 be the corresponding nodes in the path with v, = s
and vgy1 = d. We have (i) the VNF instances of each function f; € SFC are installed in the nodes
in its specified order with 1 < j < L, ie., if the VNF instances of f; are deployed in node v;, then
the VNF instances of fj» cannot be deployed to any node vy with j' > j and i’ < i. We term this as
the VNF deployment order by the SFC; and (ii) the VNF instances of any service function f € SFC
cannot appear in multiple nodes in any routing path in the tree from a source to the destination, i.e.,
it is prohibited that VNF instances of function f are deployed into two different nodes v; and v; in
the routing path with i # j. Otherwise, the data stream data will pass through the VNF instances of f
twice from its source to the destination.

ProoF. Property (i) holds because the construction of the data routing tree by Algorithm 3
follows the function dependency of the SFC.

By Property (i) of tree T, if some VNF instances of a function f; are instantiated at node v;,
then any of its other VNF instances cannot be deployed to other nodes in the subtree rooted at v;;
otherwise, Property (ii) is violated, i.e., the data stream from a descendent leaf node of v; will pass
through the VNF instances of the service function twice at two different cloudlets (at that node
and at v;), and this is prohibited by the SFC requirement of the IoT application. O

LEMMA 2. LetT(s, k) be a constructed partial data routing tree that contains the first (k — 1) source
nodes by Algorithm 2, where source s is the first one added to the tree, for allk with1 < k < K. Then,
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ALGORITHM 3: Heuristic algorithm for the cost minimization problem of service provisioning
for a single multi-source IoT application in MEC

Input: An MEC network G = (V, E) and an IoT application with an SFC = (f1, f2, - . ., fr.) and K sources s, sz . . ., SK
and a destination d € V, each source s; has a data rate ps; with1 < i < K.

Output: A data routing tree rooted at d and spanning all source nodes, and different numbers of VNF instances of the
SFC are placed in the nodes of the tree such that the total operational cost outing of the IoT application is minimized.

1: cost « oo; /* the operational cost of the solution */
2: T « 0; /* the data routing tree for the IoT application */
3: fors € Sdo
4:  /* The construction of a routing tree T (s) with the minimum cost*/
5: Find a shortest path P; in G from s to d;
6:  Construct the partial routing tree T(s, 1) through placing the VNF instances of service function in the SFC along
the nodes in P; with the data rate ps, by calling Algorithm 1;
7: k «1;
8: S — S\ {s};
9:  while S’ # 0 do
10: k—k+1
11: for each s’ € S’ do
12: for eachu € T(s) do
13: Construct the partial routing tree T (s, k—1)UPy (s”, u) by connecting source s’ to tree T (s, k—1) through
the tree node u along the path Py (s, u), by calling Algorithm 2;
14: Compute the total cost gain A(T(s, k — 1), u, s”) if path Pr(s’, u) is added to T(s, k — 1);
15: end for;
16: end for;
17: o, ) min arg, .7 (y) sres (AT (s, k= 1), u, s") };
18: T(s, k) & T(s, k—1) U Pr(s{, uo); /* adding a source s; with the minimum cost gain to the data routing tree */
19: S" 8"\ {sghs

20: end while;
21:  T(s) « T(s,K);
22: if ¢(T(s)) < cost then

23: cost «— c(T(s));
24: So — S

25: end if;

26: end for;

27: return the solution T(sg) with the total operational cost c(T'(sy)).

the data stream along the tree path from each of the sources to the destination will pass through the
demanded number of VNF instances of each service function in the SFC, and the solution delivered is
feasible.

Proor. The claim can be shown by induction. Following Algorithm 2, when k = 1, the tree
is a shortest path from s to d and the number of VNF instances of each service function in the
SFC are placed to the nodes in the path. Then the claim clearly holds. We assume that the first
(k — 1) sources have been added to the data routing tree and the claim holds for the data stream
from each of the sources. Now, we show the claim still holds when adding the kth source into the
tree. Following the algorithm, the number of VNF instances of each service function in the SFC is
increased or instantiated accordingly to meet the data rate of the data stream from the kth source.
The claim still holds. ]

THEOREM 3. Given an MEC network G = (V, E) and an IoT application that consists of K sources
S1,...,S8k and a destination d € V, where each source gateway s; € V has a data rate ps, with
1 < i < K, and there is an SFC requirement (fi, ..., fr) for the IoT application and a defined
data aggregation function g(-), the cost minimization problem of service provisioning for a single
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multi-source IoT application in G is to find a data routing tree T in G for implementing the IoT appli-
cation such that the total operational cost is minimized. There is an efficient algorithm, Algorithm 3,
which delivers a feasible solution for the problem. The algorithm takes O(|V|? - K® - L) time.

Proor. We first show that the solution delivered is feasible by Lemma 1 and Lemma 2. That
is, the data stream from each source s € S to the destination d must pass through the demanded
number of VNF instances of each function in the SFC prior to the destination. Let a data routing
tree T(s) rooted at d is chosen as the solution of the problem, the construction of T(s) proceeds
iteratively. Within each iteration, a source node joins in the tree. Let T(s, k) be the partial data
routing tree of T(s) that contains the first k source nodes. Clearly, for tree T'(s, 1), the data stream
ps is routed along a shortest path (i.e., T(s, 1)) in G from s to d, and the demanded number of VNF
instances of each service function in the SFC is instantiated in the nodes along the path. Assume
that all data streams from the sources in the partial data routing tree T(s, k — 1) meet the condition:
their demanded numbers of VNF instances of each service function in the SFC are placed in nodes
of T(s, k — 1) already. When we consider the kth source s’ joining in T(s, k — 1) to form tree T'(s, k),
assume that node u is the tree node at which a branch from s’ to u is attached to T(s,k — 1). It
can be seen that the data stream with data rate py along the path Py (s’, u) U P]Z(u, d) from s’ to d
must pass through the demanded VNF instances of each service function in the SFC, following the
construction of T(s, k) by Algorithm 2. The solution delivered by Algorithm 3 thus is feasible.

We then analyze the time complexity of the proposed algorithm, Algorithm 3. There are K
potential data routing trees to be constructed. To construct a data routing tree that contains a
source s initially, another source node with the minimum cost increment will be chosen to add
to the tree, this procedure continues until all source nodes are added to the tree. To calculate the
cost increment of adding a source s’ to the partial data routing tree, we first find the shortest
paths between source s’ and each node in the partial data routing tree and that takes O(|V|?) time,
and the VNF instance placements along the tree paths by invoking the dynamic programming
algorithm—Algorithm 1 that takes O(|V|? - L) time. Thus, the running time of Algorithm 3 is
O(VI*-K*-L). O

Remarks. The proposed algorithm assumed that all VNF instances of any IoT application can
be hosted by a single cloudlet, this assumption is reasonable in practice as the resource demands
by a single IoT application should be far less than the amount of resource a cloudlet can provide.
However, it is not uncommon that the resources in MEC are very limited, the proposed algorithm
can be easily modified for this resource restriction case. That is, if the residual resource of a cloudlet
is less than the resource demands of an IoT application, that cloudlet will not involve resource
allocation for the IoT application by hosting any of the VNF instances of the IoT application (i.e.,
it cannot accommodate any VNF instance in the data routing tree for the IoT application). The
cloudlet, however, is still part of the data routing tree for the IoT application to maintain the
network connectivity, i.e., there may be routing paths passing through the cloudlet.

7 AN ALGORITHM FOR THE SERVICE PROVISIONING PROBLEM OF A SET OF
MULTI-SOURCE IOT APPLICATIONS

In this section, we consider the service provisioning for a set of multi-source IoT applications in
an MEC network, where each IoT application can share the VNF instances of data streams from its
different sources, but it is prohibited to share VNF instances among different IoT applications due
to their security and privacy concerns. In other words, we aim to perform VNF-enabled network
slicing in the MEC to provide services for different IoT applications such that the total operational
cost is minimized.
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We implement the multi-source IoT applications in 7 one by one iteratively. Each time, one
application with the minimum operational cost is chosen from the remaining applications by in-
voking Algorithm 3. This procedure continues until all IoT applications in 7 are implemented.
The detailed algorithm is given as Algorithm 4.

ALGORITHM 4: An algorithm for the service provisioning of a set of multi-source IoT
applications

Input: An MEC network G = (V, E) and a set I of IoT applications with an SFC = (fj 1, fi,2, - - ., fi,r;) of each
application r; € I and K; sources s;,1, S;i,2, - . -, Si, k; and a destination d; € V, each source s; ; has a data rate p; ;
with1 <j < K;.

Output: A solution of implementing all IoT applications such that the total cost is minimized, where the solution of each
IoT application r; is a data routing tree with K; sources.

1: total_cost « 0;/* the value of the solution */
2: T « 0/ the set of data routing trees for the IoT applications in 7 */
3: U « I;/* the set of IoT applications that have not been implemented in the MEC yet */
4: while U # 0 do
5:  for each IoT application r; € U do
6: Find a data routing tree T, for it, and compute the total operational cost c(Ty;) of tree T,;, by calling
Algorithm 3;
7: end for;
8: Let rj, = argmin, cq {c(Ty)} /* Tri0 is a data routing tree with the minimum cost among the applications in U */;
9% T T UIT, )
10:  Update all computing resource in cloudlets for implementing r;,, and calculate the residual computing resource of

cloudlets in the MEC;
11: U — U\ {riy}s
12: total_cost « total_cost + C(Tno);
13: end while;
14: return The solution 7.

THEOREM 4. Given an MEC network G = (V,E), each cloudlet v € V has computing capacity
Cy, a set I of multi-source IoT applications with each application r; € I having K; sources and an
SFC; with length of L;, and each source s; j of r; has a data rate p; ; with 1 < j < K;. There is
an efficient algorithm for the service provisioning problem of a set of multi-source IoT applications,
Algorithm 4, which takes O(|V|? - K3, * Liax - |T|%) time, where Koy = max{K; | r; € I'} and

Limax = max{L; | r; € I} are the maximum number of sources and the maximum length of all SFCs
among IoT applications in I, respectively.

PrROOF. Because Algorithm 4 invokes Algorithm 3 iteratively, the feasibility of the solution
delivered by Algorithm 4 for the service provisioning problem of a set of multi-source IoT ap-
plications can be shown by the feasibility of the solution delivered by Algorithm 3 for the cost
minimization problem, which has been proved in Theorem 3, omitted.

The time complexity of Algorithm 4 is O(|V|? - K3, - Lmax - |7 |?), as an application with the
minimum operational cost from the remaining applications is chosen at each iteration by invoking
Algorithm 3, while the time complexity of Algorithm 3 is O(|V|? - K2, - Lmax) by Theorem 3,

and the number of the invoking of Algorithm 3 is O(I'?). O

8 PERFORMANCE EVALUATION

In this section, we evaluate the performance of the proposed algorithms for the service provi-
sioning for IoT applications in an MEC network. We also investigate the impact of important
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parameters—the number L of service function in a service chain, the number K of sources, and the
workload balancing coefficient f;,,4, on the performance of the proposed algorithms.

8.1 Environment Settings

We consider an MEC network that consists of 100 APs, with each having a co-located cloudlet.
We generate the topologies of MEC networks using GT-ITM [1]. The capacity of each cloudlet
is set from 30,000 to 60,000 MHz [13, 23]. We assume that there are 10 types of VNFs, and the
computing resource consumption of each VNF instance ranges from 20 to 100 MHz [20]. We fur-
ther assume that the processing rate of each VNF instance varies from 30 to 80 packet per mil-
lisecond, where each data packet is of size 64 KB [20]. The number of different types of SFCs
is set as 20, and the length of each varies from 3 to 7 [21]. For each multi-source IoT applica-
tion request, the number of sources is set from 4 to 8, and the data rate of each source ranges
from 2 to 10 packet per millisecond [21]. The communication cost of each link is randomly
drawn from $0.05 to $0.4 per data packet [20]. The computing resource consumption cost is set
at $0.1 per MHz [28]. The coefficient of the workload balancing cost (i.e., fjoqq) is set at 2,000.
The aggregation function of each multi-source 10T application is randomly chosen from the set
{summation, averaging, maximum, minimumy}. The value in each figure is the mean of the results
out of 20 MEC network instances of the same size. The actual running time of each algorithm is
based on a desktop with a 3.60 GHz Intel 8-Core i7-7700 CPU and 16 GB RAM. Unless otherwise
specified, these parameters will be adopted in the default setting.

We evaluate the proposed algorithm Algorithm 3 (referred to as Alg.3) against two baseline
algorithms: Heu.1_S and Heu.2_S, for the cost minimization problem of service provisioning for a
single multi-source IoT application. In algorithm Heu.1_S, we first find the shortest path between
each source and the destination node, and the VNF instances of each service function in the SFC
will be instantiated along the routing path. In this heuristic, neither computing resource (VNF in-
stances) nor bandwidth resource is shared among the data streams of different sources for each IoT
application. On contrary, algorithm Heu.2_S consolidates all the VNFs in the SFC of each request
into a single cloudlet, and the VNFs are shared among the data streams from all sources. Especially,
algorithm Heu.2_S first finds a shortest path P; from a randomly selected source s to the destina-
tion node of the request, and the cloudlet v with the least workload utility by Equation (3) on the
shortest path is chosen to accommodate the VNFs. Based on path Py, the data routing tree T for the
request then is constructed by including the shortest path from each remaining source s’ € S\ {s}
to the chosen cloudlet v, one by one, and the data streams are then aggregated at each non-leaf
node of the data routing tree T.

We then evaluate the proposed algorithm Algorithm 4 (referred to as Alg.4) against algo-
rithms Heu.1_M and Heu.2_M, for the service provisioning problem of a set of multi-source IoT
applications. Algorithms Heu.1_M and Heu.2_M are built upon algorithms Heu.1_S and Heu.2_S,
respectively. Especially, algorithm Heu.1_M processes IoT applications one by one by algorithm
Heu.1_S, and picks them for consideration randomly. Algorithm Heu.2_M is similarly developed,
omitted.

8.2 Performance Evaluation of Different Algorithms

We first studied the performance of Alg.3 against algorithms Heu.1_S and Heu.2_S, respectively, by
varying the network size from 50 to 250. Figures 3(a) and 3(b) plot the total cost and running time of
different algorithms. It can be seen from Figure 3(a) that when the network size is 250, the total cost
achieved by Alg.3 is 41.6% of that by algorithm Heu.1_S, and 75.6% of that by algorithm Heu.2_S.
This is because Alg.3 establishes an efficient data routing tree that jointly considers VNF instance
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Fig. 3. Performance of different algorithms for the cost minimization problem of service provisioning for a
single multi-source loT application, by varying the network size from 50 to 250.
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Fig. 4. Performance of different algorithms for the service provisioning problem of a set of multi-source loT
applications, by varying the network size from 50 to 250.

sharing and communication path sharing among different data streams of each IoT application,
and the workload balancing among cloudlets.

We then investigated the performance of Alg.4 against algorithms Heu.1_M and Heu.2_M, by
varying the network size from 50 to 250, with 1,000 IoT applications. Figure 4(a) and Figure 4(b)
depict the total cost and running time of different algorithms. It can be seen from Figure 4(a)
that when the network size is 250, the total cost achieved by algorithm Alg.4 is 45.3% of that by
algorithm Heu.1_M, and 80.3% of that by algorithm Heu.2_M. The rationale behind this is that with
the increase on the network size, algorithm Alg.4 outperforms algorithms Heu.1_M and Heu.2_M
not only in resource sharing but also in workload balancing among cloudlets.

8.3 Impact of Important Parameters on The Performance of The Proposed Algorithms

We finally investigated the impact of important parameters on the performance of the proposed
algorithms for the defined problems including the length L of SFCs, the number K of sources,
and the coeflicient fj,,4 of the workload balancing cost, respectively. We started by studying the
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Fig. 6. The impact of length L of the SFC on the performance of Alg.4.

impact of the length L of SFCs on the proposed algorithms. Figures 5(a) and 5(b) demonstrates
the total cost and running time of the solution delivered by algorithm Alg.3 for different network
sizes when L = 3, 5, and 7, respectively. Figures 6(a) and 6(b) depict the total cost and running
time of the solution delivered by algorithm Alg.4 with 1,000 IoT applications for different network
sizes when L = 3, 5, and 7, respectively. It can be seen from Figure 5(a) that with the network size
of 250, the total cost of the solution delivered by algorithm Alg.3 when L = 3 is 40.2% of itself
when L = 7. This can be justified that with a small value of L, the IoT applications consumes less
computing resource, thus, both the computing cost and the workload balancing cost decrease. The
similar performance behaviors can be observed in Figure 6(a), too.

We then investigated the impact of the number K of sources on the proposed algorithms. Fig-
ures 7(a) and 7(b) plot the total cost and running time of the solution delivered by algorithm Alg.3
for different network sizes when K = 4, 6, and 8, respectively. Figures 8(a) and 8(b) show the total
cost and running time of the solution delivered by algorithm Alg.3 with 1,000 IoT applications
for different network sizes when K = 4, 6, and 8. It can be seen from Figure 7(a) that with the
network size of 250, the total cost of the solution delivered by algorithm Alg.3 when K = 4 is
48.7% of itself when K = 8. This can be justified that with a small value of K, the IoT applications
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Fig. 8. The impact of the number K of sources on the performance of Alg.4.

consumes not only less computing resource but also less data rates. Thus, the communication cost,
the computing cost, and the workload balancing cost decrease. The similar performance behaviors
can be observed in Figure 8(a), too.

We finally evaluated the impact of the coefficient f;,,4 of the workload balancing cost on the
proposed algorithms. Figures 9(a) and 9(b) show the total cost and running time of algorithm
Alg.3 for different network sizes when fj,,q4 = 1,000, 2,000, and 3,000, respectively. Figures 10(a)
and 10(b) depict the total cost and running time of algorithm Alg.3 with 1,000 IoT applications
for different network sizes when fj,q,4 = 1,000, 2,000, and 3,000, respectively. From Figure 9(a),
the total cost of algorithm Alg.3 when fj,q4 = 1,000 is 80.4% of itself when Sjoqq = 3,000. This
is because more cost is caused to guarantee the workload balancing among the cloudlets in the
MEC network, with the increase on the value of fj444. It can also be seen from Figure 9(a) that
the performance gap of algorithm Alg.3 from fj,,q = 2,000 to Bioqq = 3,000 is 90.1% of itself from
Bioad = 1,000 to Bioqq = 2,000. The rationale behind this is that a lager fj,,4 Will lead to a more
balanced workload among the cloudlets, thus, the total workload utility (W,,/C) of each cloudlet
is reduced. The similar performance behaviors can be observed in Figure 10(a), too.
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Fig. 10. The impact of f;,,4 on the performance of Alg.4.

9 CONCLUSION

In this article, we studied the service provisioning in an MEC network for multi-source IoT
applications with SFC requirements. We formulated two novel service provisioning problems for
multi-source IoT applications: the cost minimization problem of service provisioning for a single
multi-source IoT application, and the service provisioning problem of a set of multi-source IoT
applications, respectively, and showed that both the problems are NP-hard. We then proposed
a novel service provisioning framework in an MEC network for multi-source IoT applications,
which includes uploading stream data from multiple sources to the MEC network, in-network data
stream aggregation and routing, VNF instance placement and sharing, and workload balancing in
the MEC network. We then devised efficient algorithms for the defined problems based upon the
built framework. We finally evaluated the performance of the proposed algorithms through experi-
mental simulations. Experimental results demonstrate that the proposed algorithms are promising.
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