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Abstract—Mobile Edge Computing (MEC) has been identified as a desirable computing paradigm that provides efficient and effective
services for various applications, while meeting stringent service delay requirements. Orthogonal to the MEC computing paradigm,
Network Function Virtualization (NFV) technology is another enabling technology that provides the network resource management with
great flexibility and scalability, where the instances of Virtual Network Functions (VNFs) are deployed in edge servers as Service
Function Chains (SFCs) for SFC-enabled services. Although reliable service provisioning in MEC environments is fundamentally
important, the deployed VNF instances usually are not reliable, which can be affected by their software implementation, their execution
duration, the workload among edge servers, and so on. Empowered by digital twin techniques, the states of VNF instances can be
maintained by their digital twins in a real-time manner and their reliability can be accurately predicted through their digital twins. In this
paper, we study digital twin-assisted, SFC-enabled reliable service provisioning in MEC networks by exploiting the dynamics of VNF
instance reliability. We concentrate on two novel optimization problems of reliable service provisioning: the service cost minimization
problem, and the dynamic service admission maximization problem. We first show their NP-hardness. We then formulate an Integer
Linear Program (ILP) solution, and devise an approximation algorithm with a constant approximation ratio for the service cost
minimization problem. We third provide an ILP solution to the offline version of the dynamic service admission maximization problem.
Built upon this offline ILP solution, we also develop an online algorithm with a provable competitive ratio for the problem, by adopting the
primal-dual dynamic updating technique. We finally evaluate the performance of the proposed algorithms via simulations. Simulation
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results demonstrate that the proposed algorithms outperform their comparison benchmarks, and improve the performance of their

comparison counterparts by no less than 10.2%.

Index Terms—Mobile edge computing, service function chain, digital twin, reliable service provisioning, approximation algorithm, online algo-

rithm, resource allocation and optimization
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1 INTRODUCTION

FACILITATED by the advance of telecommunication technol-
ogies, the Mobile Edge Computing (MEC) paradigm is
envisioned as a complement of cloud computing. It pro-
vides various delay-sensitive services to end users at the
edge of core networks with small-scale cloud computing
capabilities, thereby curtailing the service delay and allevi-
ating the core network utilization [16], [27]. Network Func-
tion Virtualization (NFV) as an appealing solution in MEC
now becomes prevalent in managing network resources
with flexibility and scalability, through placing Virtual Net-
work Functions (VNFs) over edge servers (cloudlets) [30],
and chaining the deployed VNFs as Service Function
Chains (SFCs) for various applications [34].

Provisioning reliable SFC-enabled services in MEC is
important and challenging for 5 G and beyond 5 G net-
works [7], as the failure of any constituent VNF instance
will render an SFC-enabled service invalid [34]. To improve
the reliability of SFC-enabled services, the adoption of ser-
vice redundancy has become a mainstream method, where
multiple backup VNF instances are mapped to the primary
VNF instance of each service for swift recovery, and these
backups usually remain in a standby mode until the pri-
mary one failure [1]. Most existing studies assumed that the
reliability of each VNF is fixed when it is deployed in MEC
networks [1], [5], [7], [12], [13], [18], [19], [20], [32], [34].
However, the reliability of any VNF instance is not always
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fixed, which is determined by its deployment environment
such as the workload of its host edge server, and its imple-
mentation software [7], [27]. Furthermore, the reliability of a
VNF instance for different user requests may also vary,
because it may be affected by many factors such as the exe-
cution duration of such a request, the issuing time of the
request (the peak versus off-peak period), user locations
and mobility.

Recently, the emerging digital twin technique offers a
promising way to capture the system dynamics and furnish
future insights by integrating data analytics and machine
learning methods [8]. The digital twin applications have
received increasing attention for achieving sustainability
with accurate failure prediction in a plethora of areas, such
as industrial maintenance [24], aeronautics and astronau-
tics [29], and reliable service provisioning in MEC. Each
VNF instance is mirrored by a digital twin in an MEC net-
work, and the digital twin works as the virtual representa-
tion of the VNF instance [4]. Digital twins can grasp the
states of VNF instances running in an MEC network in real-
time, by continuously monitoring and creating vivid virtual
simulation scenarios [8]. Through simulating the lifecycle of
each VNF instance by its digital twin, it can predict the
potential failures of the VINF instance, thereby enabling to
accurately predict the reliability of the VNF instance [4].

In this paper, we focus on digital twin-assisted, SFC-
enabled service provisioning in MEC environments, where
the digital twin technique is adopted for the prediction of
the reliability of VNF instances in a real-time manner. Spe-
cifically, in this paper we need to address the following
questions. First, for each service request, how many backup
VNF instances do we need to minimize the computing
resource consumption of the service request to meet its reli-
ability requirement? Second, considering limited computing
resource in MEC, how to deploy different VNF instances to
cloudlets so that the total admission cost of all user requests
is minimized? Finally, how to develop a smart request
admission strategy so that as many requests as possible can
be admitted while their service reliability is still met?

The novelties of this work lie in the exploration of
dynamic reliability issues on VNF instance placement for
different service requests in MEC networks by leveraging
digital twin techniques to predict the reliability of VNF
instances. Two novel optimization problems of digital twin-
assisted, SFC-enabled service provisioning in an MEC net-
work are formulated under the settings of static and
dynamic service request arrivals, and efficient approxima-
tion and online algorithms with guaranteed performance
for the problems are then developed, respectively.

The main contributions of this paper are given as follows.
We study the reliability dynamics in VNF instance deploy-
ments for user requests, by leveraging digital twin techni-
ques. We study two novel SFC-enabled service provisioning
problems through reliability-aware VNF placement: the ser-
vice cost minimization problem, and the dynamic service
admission maximization problem, respectively. We show
the NP-hardness of the two defined problems. We first for-
mulate an Integer Linear Program (ILP) solution to the ser-
vice cost minimization problem when the problem size is
small. Otherwise, we devise an approximation algorithm
with a provable approximation ratio for the problem based
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on the ILP solution. We then propose an ILP solution for the
offline version of the dynamic service admission maximiza-
tion problem. We also develop an online algorithm with a
competitive ratio for the dynamic service admission maxi-
mization problem by adopting the primal-dual dynamic
updating technique. We finally evaluate the performance of
the proposed algorithms for digital twin-assisted, SFC-
enabled service provisioning in MEC via simulations. The
simulation results show that the proposed algorithms out-
perform their corresponding benchmarks, improving the
algorithm performance by no less than 10.2% in comparison
with those of their benchmarks.

The rest of this paper is arranged as follows. The related
work on digital twin-assisted, SFC-enabled service provi-
sioning in MEC is surveyed in Section 2. Section 3 includes
the problem definitions and the NP-hardness proofs of both
defined problems. Section 4 develops an approximation
algorithm for the service cost minimization problem, and
Section 5 proposes an online algorithm for the dynamic ser-
vice admission maximization problem. Section 6 evaluates
the performance of the proposed algorithm. The conclusion
of the paper is provided in Section 7.

2 RELATED WORK

With the advance of Network Function Virtualization (NFV)
and Mobile Edge Computing (MEC) techniques, SFC-
enabled reliable service provisioning in MEC networks has
attracted lots of attention in past years [5], [6], [12], [13],
[22]. For instance, Huang et al. [5] studied how to provide
reliable VNF services in MEC, and devised performance-
guaranteed approximation algorithms under different net-
work resource assumptions. Ishigaki et al. [6] developed a
recovery technique by adopting a Deep Reinforcement
Learning (DRL) method to handle random failures in pro-
viding VNF services. Li et al. [12], [13] proposed online
algorithms for reliable VNF service provisioning in MEC
networks with the aim to maximize the accumulative reve-
nue of the service provider. Li et al. [17] also paid attention
to Internet of Things (IoT) service provisioning with multi-
ple data sources of an IoT application, and proposed effi-
cient approximation and online algorithms for minimizing
the total service cost or maximizing the number of user
requests admitted. Although the investigation in [17] dealt
with both static and dynamic service requests, neither SFC
nor reliability requirements were mentioned for such ser-
vice request admissions. Martin-Peréz et al. [22] addressed
the efficient VNF placement and data routing in MEC to
minimize the total cost while meeting all key performance
indicators: service latency, geographical availability, and
reliability requirements, and developed efficient heuristics
for problems.

Several recent studies investigated reliable SFC-enabled
service provisioning in MEC networks [1], [18], [19], [20],
[30]. For instance, Alleg et al. [1] designed a redundancy
mechanism, where each VNF instance is split into multiple
thinner active instances, and multiple backups are deployed
to improve the reliability of the SFC. They also provided a
Mixed Integer Linear Program (MILP) formulation based
on the redundancy mechanism to minimize the total service
cost. Liang et al. [18], [19] considered reliable service
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augmentation problems by proposing efficient approxima-
tion and heuristic algorithms to maximize the total SFC-
enabled service reliability of all service requests. Lin et al.
[20] designed an efficient approximation algorithm to pro-
vide reliable SFC services in MEC to maximize SFC-enabled
request admissions, while meeting the reliability demands
of requests. Wang et al. [30] investigated uncertain demand
levels of VNFs and workload balancing among edge serv-
ers, and devised an online learning algorithm to maximize
the average SFC backup hit.

It is noticed that there are only a handful of studies con-
sidering the dynamics of VNF instance reliability of SFC-
enabled service provisioning in MEC [8], [14], [15], [27],
[32]. For instance, Karimzadeh-Farshbafan et al. [8] formu-
lated a Markov Decision Process (MDP) model to capture
the dynamic arrivals and departures of SFC service requests
with reliability requirements, and developed a heuristic
algorithm to alleviate the total request implementation cost
while maximizing the number of requests admitted. Li et al.

[15] addressed the robust SFC placement problem, incorpo-

rating the computing resource and data rate uncertainty
assumptions, and developed an approximate solution,
based on the Markov approximation. Shang et al. [27]
designed a self-adapting scheme, by jointly deploying static
and dynamic VNF backups in edge and cloud servers to
deal with dynamic failures of VNFs for minimizing the
backup deployment cost. Yang et al. [32] devised a Rein-
forcement Learning (RL) method to deal with random arriv-
als of SFC-enabled requests with the objective of
maximizing the number of requests admitted while meeting
both reliability and delay requirements of admitted
requests. Recently, digital twin techniques have been suc-
cessfully adopted to monitor the system dynamics [4], [10],
[24], [28], [29]. For instance, the authors in [10] leveraged
digital twins to explore the dynamics of mobile users,
resource devices and UAVs, while the authors in [28] cap-
tured the dynamic states of both edge servers and the entire
MEC network via the assistance of their digital twins.

In contrast to the aforementioned works, in this paper we
investigate digital twin-assisted, reliable SFC service provi-
sioning in MEC networks under both static and dynamic
service request arrivals. We consider the dynamic reliability
of VNF instances by leveraging digital twin techniques to
provide accurate reliability prediction of VNFs for each user
request. This journal version is an extension of a recent con-
ference paper [11]. In addition to dealing with the dynamic
service admission maximization problem [11], we also con-
sider the service cost minimization problem for a set of user
requests and develop a constant approximation algorithm
for the problem in this extended version.

3 PRELIMINARIES

In this section, we first formulate a system model and intro-
duce notions and notations. We then define two optimiza-
tion problems precisely. We finally show the NP-hardness
of the two defined problems.

3.1 System Model

Consider an MEC network G = (V U {v}, E) with a set V of
Access Points (APs), the remote cloud vy, and a set E of

links connecting APs. Each AP is assumed to be connected
to its co-located cloudlet by an optical fiber cable. For better
readability, we adopt notation v € V to denote an AP in the
MEC network or its co-located cloudlet. Let cap, be the
available amount of computing resource in cloudlet v € V.
The unit cost of its computing resource for cloudlet v € V' is
denoted by cost,, while the remote cloud v, is assumed to
possess unlimited computing and storage resources.

We assume the corresponding digital twins of all VNF
instances are stored at a remote cloud [21], which are used
for dynamically predicting the reliability of VNFs in the
admissions of user service requests. Denote by F' the set of
types of VNFs offered within the MEC network G and ¢(f)
the demanded amount of computing resource for deploying
a VNF instance of f € F.

3.2 User Service Requests With Reliability
Requirements
Let U be the set of requests, and each request v € U can be
expressed by a tuple (SC,, R,), where SC, is the SFC
requirement and R, is its reliability requirement, assuming
that f,; € F is the ith VNF in SFC SC,. We assume that the
instance for each VNF in the SFC for each request is referred
to as the primary VNF instance of its corresponding function.
We also assume that each primary VNF instance may have
up to K backups across cloudlets [5], where K (>1) is a
given integer. Then we further assume the reliability
requirement of each request w € U can be satistfied by
deploying up to K backups for each primary VNF instance.
We adopt digital twin techniques to dynamically provide
accurate and personalized reliability prediction for VNF
instances of each request. Denote by r,; the predicted reli-
ability of VNF f,,; during the execution of request u € U.
Suppose the primary VNF instance of VNF f,; is
deployed in a cloudlet with the reliability of r,;, and it has
(L — 1) backups deployed in cloudlets, respectively. Then
the reliability R(f,;) of VNF f,; is obtained as follows.

R(fui)=1—(1—ru)" )

The reliability R(SC,,) of SFC SC,, of user request u can
be calculated as follows.

R(SC) =11, coc, BUfui)- @

To meet the reliability requirement R, of request u € U,
we have

R(SC,) > R, ®3)

3.3 Problem Definitions

We first consider a snapshot of arrived requests in the MEC
network, where there is a set U of requests with SFC and
reliability requirements. We then deploy VNF instances in
cloudlets for each request to meet its reliability requirement,
by predicting the dynamic reliability of VNF instances via
their digital twins. We further assume that cloudlets in the
MEC network possess sufficient computing resource for
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TABLE 1
Table of Symbols

Notations

Descriptions

G = (VU{w},F) AnMEC network as an undirected graph G = (V U {w}, E), where V is a set of Access Points (APs), vy is
the remote cloud, and E is a set of links connecting APs
v An AP in the MEC network or its co-located cloudlet with v € V

cap, and cost,

The available amount and the unit cost of computing resource in cloudlet v € V

F The set of types of VNFs offered within the MEC network G
c(f) The demanded amount of computing resource for deploying a VNF instance of f € F'
Uand u A set of user service requests and a user service request
SC, and R, The SFC requirement and the reliability requirement of request v € U
fuiand ry; The ith VNF in SFC SC,, and the predicted reliability of VNF f,; during the execution of request u by
digital twin
K

Each primary VNF instance may have up to K backups across cloudlets, with K (> 1) a given integer

R(f.;) and R(SC,) The reliability of of VNF f,; with (L — 1) backups, and the achieved reliability of SFC SC,, of user request u

R(f’u,,i ) k)

The reliability R(f,;, k) of VNF f,; with k& (> 0) backups

H(u,i,k)and H'(u) The utility gain H (u, i, k) for the kth backup of VNF f, ; defined in Eq. (7), and H'(u) is defined in Eq. (9)

Loikw

Binary decision variable, indicating whether the kth backup of VNF f, ; is placed in cloudlet v, and we

assume the primary VNF instance as a backup with £ = 0

Yub
Em

Binary decision variable, indicating whether backup b € B, of request u € U is deployed in a cloudlet
Binary decision variable, indicating whether user request u is admitted

VNF instance deployment of all requests in U. An optimiza-
tion problem is formulated to minimize the total service cost
of requests for VNF instance deployment among cloudlets.

Definition 1. Given an MEC network G = (VU {v}, E) and
the set U of user requests with each having SFC and reliability
requirements, digital twins run in the remote cloud to provide
reliability prediction of VNF instances for each request in real-
time. The service cost minimization problem of request
admissions in G is to minimize the total service cost of deploy-
ing VNF instances to cloudlets for all user requests, while meet-
ing their SFC and reliability requirements, subject to the
computing capacity on each cloudlet in G.

We then assume that a sequence of incoming requests
arrives one by one without the knowledge of future arrivals,
and we aim to maximize the number of requests admitted.
With dynamically predicting the reliability of each VNF
instance by its digital twin, we need to determine whether to
admit or reject an incoming request immediately. A request
with a higher reliability requirement is very likely to consume
more computing resource than a request with a lower reliabil-
ity requirement in order to meet its reliability requirement.
Also, the dynamic reliability issue of VNF instances affects
the computing resource consumption for each user service
request to meet the reliability requirement of the request. We
thus deal with dynamic service request admissions as follows.

Definition 2. Given an MEC network G = (VU {v}, E) and a
sequence U of user requests arriving one by one without the
knowledge of future arrivals, digital twins of VNF instances
run in the remote cloud that can provide its reliability predic-
tion in real-time, assuming each incoming request is either
admitted or rejected immediately. The dynamic service
admission maximization problem is to maximize the num-
ber of requests admitted while meeting the SFC and reliability
requirements of each admitted request, subject to the computing
capacity on each cloudlet in G.

For the sake of convenience, the symbols used in this
paper are summarized in Table 1.

3.4 NP-Hardness Proofs of the Defined Problems

Theorem 1. The service cost minimization problem in an MEC
network G = (V U {vo}, E) is NP-hard.

Proof. We show the NP-hardness of the service cost mini-
mization problem via polynomial reduction from an NP-
hard problem - the minimum-cost Generalized Assign-
ment Problem (GAP) [25]. Given M bins and N items,
each bin m is associated with a capacity C(m), and pack-
ing item n into bin m leads to a cost cost(n, m) with a size
size(n). The minimum-cost GAP is to minimize the total
cost of packing all items into bins, subject to the capacities
on bins.

We consider a special service cost minimization prob-
lem where the SFC of each request u € U consists of a sin-
gle VNF f, only. We calculate the number of VNF
instances needed to meet the reliability requirement of
request u. Let F” be the set of VNF instances for all
requests in U. Let each cloudlet v € V' represent a bin
associated with a capacity cap,, Vv € V, and each VNF
instance f € F’ represent an item associated with a size
c(f), i.e., the computing resource consumption of f. The
cost of placing item f into bin vis ¢(f) - cost,, i.e., the cost
of deploying a VNF instance of f in cloudlet v. This spe-
cial problem is to minimize the total service cost of
deploying VNF instances in F” for all requests to cloud-
lets. It can be seen that this special problem is equivalent
to the minimum-cost GAP, and the latter is NP-hard [25].
Therefore, the service cost minimization problem is NP-
hard too, and this theorem follows. a

Theorem 2. The dynamic service admission maximization prob-
lem in an MEC network G = (V U {uv}, E) is NP-hard.

Proof. Consider a special case of the dynamic service admis-
sion maximization problem, where all requests are given in
advance, and assume when an item f is packed into a bin v,
a profit of 1 will be collected. It can be seen that this special
problem is an instance of a maximum-profit GAP, which is
NP-hard [25]. Therefore, the theorem follows. O
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4 APPROXIMATION ALGORITHM FOR THE SERVICE
CosT MINIMIZATION PROBLEM

In this section, We first provide an Integer Linear Program
(ILP) formulation for the service cost minimization problem.
We devise an approximation algorithm with a provable
approximation ratio for the problem. We finally analyze the
approximation ratio and time complexity of the proposed
approximation algorithm.

4.1 ILP Formulation
With regard to the reliability requirement R, of user request
u € U, by Eq. (2) and Ineq. (3), we have

Hfu,iESCu R(fUl) 2 Ru7 (4)

which is equivalent to

>, esc, 1082R(fus) > 108, Ru (5)

Recall that we assume each primary VNF instance can
have up to K backups, where K (> 1) is a fixed positive inte-
ger. Let z,,; 1., be a binary variable withu € U, f,; € SC,,k €
[0,K] and v €V, where z,;;, = 1 means placing the kth
backup of VNF f,; in cloudlet v, and we assume the primary
VNF instance as a backup with k = 0; otherwise, z,,;,» = 0.

From Eq. (1), the reliability R(f.;, k) of VNF f,; with k
(> 0) backups is calculated as follows.

R(fu,,i, k) =1 (1 _ Tu,i)k+1. (6)

We now define the utility gain H(u,i, k) for the kth
backup of VNF £, ; as follows.

. log,R u,i»k —log,R u.i:k_]- k>1
F[(’IL, i, k') {logzru(tf y ) 22 (f 8 ) i = 0

It can be seen that Zﬁ/:] H(u, i, k") +log o7 = log s R(fus, k).
By Ineq. (5), we have the following reliability constraint.

k
Z H(u,i,K') > log,R, — log, H Tuis (8)
f’u,,iescu, k=1 Jui€S5Cuy

where [], g0, Tu, is the reliability of SC, for request u with
only the primary VNF instances.
For notation simplicity, we define H'(u) as follows.

H'(u) = logy R, —log, H Tui 9)
fu,z’escu

We then have the following reliability constraint.

k
Z H(u,i, k') > H (u).
fu,iesou k=1

(10)

Denote by P1 the service cost minimization problem. Its
ILP formulation is given as follows.

K
P1 : Minimize Z Z i: Z c(fui) - costy - Ty kw,

1)
u€l f,,;€SCy k=0 veV
subject to: Eq. (7),Eq. (9),
K
> > H(u,i k) wyinn > H'(w), YueU 12)
f’u./,esc'u, k=1 veV
K
Z Z Zc(fu.i) CTyike < Capy, YV EV (13)
uel fu,.iESCu k=0
Zwu,i,(),'u - 1, Yu S U, Vfu_’l' IS SCU (14)
veV
> wuiky <1, Yu €UV, € SC,, VEE[L K] (15)
veV
Tk €10,1}, Yue U, Vf,; € SC,, Vk€(0, K], Vv eV, (16)

where Constraint (12) is the reliability constraint of each
request v € U shown in Ineq. (10), and H(u, 4, k) and H'(u)
are defined in Eqgs. (7) and (9), respectively. Constraint (13)
means the capacity of no cloudlet is violated. Con-
straint (14) shows that the primary VNF instances must be
deployed on exactly one cloudlet v € V. Constraint (15)
shows that each backup can be deployed on at most one
cloudlet. Constraint (16) shows that the binary decision
variable w,;, indicates whether the kth backup of VNF
fui is placed in cloudlet v, and the Oth backup is the pri-
mary VNF instance.

4.2 Approximation Algorithm

The general strategy for the service cost minimization prob-
lem is to reduce the problem (denoted by P1) to another
problem (denoted by P2), and an approximate solution to
problem P1 in turn returns from an approximate solution to
problem P2. Considering a set U of admitted requests, prob-
lem P2 is to minimize the total computing resource con-
sumption of deploying VNF instances in cloudlets for
admitted requests, while meeting their reliability require-
ments. Note that the computing capacity constraint (13) on
problem P1 is ignored for the time being.

Recall that each primary VNF instance can be equipped
with up to K backups with K > 1. Let B, be the set of all
potential backups for request u € U with |B,| = K - |SC,|,
where SC, is the SFC of u. Denote by ¢(b) the computing
resource consumption of backup b€ B,. Recall that
H(u,i,k) by Eq. (7) is the utility gain for the kth backup of
VNF f,;. Let H(b) be the utility gain of backup b € B,. Let
yup = 1 be a binary decision variable indicating that backup
b € B, of request u € U is deployed in a cloudlet; otherwise,
yup = 0. Note that the primary VNF instances must be
deployed in cloudlets, and 3, >, .csc, ¢(fui) is the total
computing resource consumption by deploying all primary
VNF instances for requests.

Problem P2 is formulated as follows.

P2: Minimize Z Z c(fui) + Z Z c(b) - Yup, 17)
uel f,;€5C, uel beB,
subject to: Eq. (7),Eq. (9),
> H®) yup > H(u), YueU (18)
beBy
yup € {0,1}, YueU, Vbe B,, (19)
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where the objective function (17) means to minimize the
total computing resource consumption of both primary and
backup VNF instances for requests. Constraint (18) is the
reliability constraint of requests based on Constraint (12).

Let y, = 7 b> be the ratio of a backup b, where ¢(b) is its
computing resource consumption and H(b) is the utility
gain of deploying backup b by Eq. (7). For each request u,
we first sort its potential backups B, in non-decreasing
order of the ratio y,. For notation simplicity, we assume that
B, = {b1,bs,...,bp,} with Vo, SV SV <ot < Vi,

We propose an approximate solution to problem P2 by
building a VNF instance set [ for all requests in U as fol-
lows. Initially, set I is empty. For each request u € U, we
first add its primary VNF instances into set IV, ie., I' =
U SC,,. If its reliability requirement is met, i.e., H' (u) <0,
no backup is needed; otherwise (H'(u) > 0), we deploy
backups B, one by one in non-decreasing order of the
ratio y, until meeting its reliability constraint (18). Espe-
cially, we first deploy backup b; and let ' = U {b;}. If
its reliability requirement is met (i.e., H(b1) > H'(u)), this
is done. Otherwise (H(b;) < H'(u)), we deploy backups
by and by, by letting IF=FU{b,by}, and examine
whether request u has its SFC reliability satisfied or not.
The procedure continues until we deploy a backup b;
with 1 <j <|[B,| and >, ;.; H(by) > H'(u), i.e., the reli-
ability requirement of u is met. Note that we assume the
reliability requirement of each request v € U can be satis-
fied with no more than K backups deployed for each
primary VNF instance.

Algorithm 1. An Approximation Algorithm for Problem P2.
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demanded computing resource of any VNF. This claim
will be shown later in Lemma 4. Note that the computing
resource consumption for each request u is at least
> Fui€SCy € ¢(fui) in problem P1, because of deploying his
primary VNF instances. Recall that we assume that the
cloudlets V possess sufficient computing resource to
accommodate all requests U while meeting their reliability
requirements. Then we further assume it exists sufficient
computing resource among cloudlets V' for placing VNF
instances from .

We now tackle problem P1 by adopting a greedy strategy.
We deploy VNF instances from I to cloudlets in V' for user
requests in U, where the VNF instances in IV are sorted in non-
increasing order of the cost of their computing resource con-
sumption. For notation simplicity, let fi, fs,..., fir; be the
sorted VNF instances with c(f1) > ¢(f2) > ... > ¢(fjr|). Mean-
while, let vy, vs, ..., vy be the list of sorted cloudlets in non-
decreasing order by the unit cost of computing resource,
i.e., cost, < costy,, <...< cost,,,. For each VNF instance
f € I in the sorted order, we consider deploying f into a
cloudlet v € V' by the sorted order, with sufficient resid-
ual computing resource for f. The procedure continues
until all VNF instances are deployed. Because cloudlets
are assumed to possess sufficient computing resource for
deploying all VNF instances in I, there will be no
resource violations on cloudlets.

The detailed approximation algorithm for the service cost
minimization problem (problem P1) is given in Algorithm?2.

Algorithm 2. An Approximation Algorithm for the Ser-
vice Cost Minimization Problem (Problem P1).

Input: The MEC network G = (VU {uw}, E), the set U of
requests with reliability requirements, and digital twins
running in the remote cloud to provide reliability predic-
tion of VNF instances for requests in real-time.

Output: Minimize the total computing resource consump-
tion of deploying VINF instances for admitted requests,
while meeting their reliability requirement.

1: I+« (; /* the solution */
2:  foreach user request v € U do
3: F—TFusCc,
4: if H'(u) > 0 then
5: Sort potentlal backups in B, in non-decreasing order
of y,, =7 )Wlth1<]<|B l;
6: for each backup b;j € B, in the sorted order do
7: I — Fu{b;};
8: if 2157'/3,' H(by) > H'(u) then
9: break;
10: end if;
11: end for;
12: end if;
13:  end for;
14:  return The VNF instance set ' for Problem P2.

The detailed approximation algorithm for problem P2 is
givenin Algorithm 1.

We claim that compared with the optimal solution to
problem P1, it consumes at most ¢, more computing
resource for each request u € U to meet its reliability
requirement, by deploying VNF instances in I, where

Conaz = max{cep{c )} indicates the maximum amount of
Authorized

Input: The MEC network G = (VU {w}, E), the set U of
requests with reliability requirements, and digital twins
running in the remote cloud to provide reliability predic-
tion of VNF instances for requests in real-time.

Output: Minimize the total cost of deploying VNF instances in
cloudlets V for each admitted requests, while meeting their
reliability requirements.

1: Construct an instance of problem P2, and obtain VNF
instance set I for problem P2 by Algorithm1;

2: Sort the VNF instances in I' in non-increasing order based
on their computing resource demands;

3: Sort cloudlets in V' with non-decreasing order of their unit
cost of computing resource;

4: for each sorted VNF instance f € [ do

5. foreach cloudlet v € V in its sorted order do

6: if cloudlet v possesses sufficient computing resource
for VNF instance f then

7 Deploy VNF instance f to cloudlet v and update the

residual computing resource of cloudlet v
8: end if;
9: end for;
10: end for;
11: return The deployment of the VNF instance set I".

4.3 Algorithm Analysis

Lemma 1. For any VNF f,;, (1) H(u,i,k) > 0 with 1 <k <
K; and (2) H(u,i,k) > H(u,i,K) with 1 <k < K <K,
where H(u, i, k) is defined in Eq. (7).
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Proof. (1) By Egs. (6) and (7), for 1 < k < K,

H(u7 i7 k) = IOg QR(.fu,h k) - 10g QR(fll,,i7 k - 1)
1— (1 —r,)" !

. 20
1—(1—ry,)F @0

=log,

Since0 < 1,; < 1,then H(u,i,k) > Owithl <k < K.
(2) By Egs. (7) and (20), for 1 < k < k' < K, then

H(u,i, k) — H(u,i, k)

1-(1— L‘k+1 1= (1 —p W+
:logQ—( Tui) - —10g2—( Tui) R
1-— (1 — Tu.,i) 1-— (1 - T'l“) )

(21)

Let p=1—-r,; then 0 < p < 1 since 0 < r,; < 1L

As log,(z) is a monotonically 1ncreasmg functll‘on with
1

x > 0, we compare the values of 1= : and ! p; , and

we have

B e Y R Ay )
L—pf 1=p" (10 (1—p")

because 0 < p < 1andk < K.

K +1
We then have % > Tfp,:, , which implies that

H(u,i,k) > H(u,i, k). O

> 0, (22)

Lemma 2. There is an optimal solution for the service cost mini-
mization problem by the ILP formulation (11).

Proof. The ILP solution may deliver a solution, where
Z’UEV Luiky = 0 and ZUEV Lo kv = 1 with 1 <k < K <
K, ie., given a VNF f,;, its k'th backup has already been
deployed in a cloudlet while its kth backup has not been
deployed in any cloudlet yet.

Because the amount of demanded computing resource
by a backup for VNF f,; is c(f.;), we can always replace
its K'th backup with its kth backup, without changing
the objective value or violating the computing capacity
constraint (13). Following Lemma 1, H(u,i,k) > H(u,
i,k") > 0. Therefore, the reliability constraint (12) is not
violated because such a replacement leads to a larger value
in the left-hand side of Constraint (12). 0

Lemma 2 demonstrate that the ILP solution (11) is an
optimal solution to the service cost minimization problem
(problem P1), which will be treated as a benchmark in the
evaluation of the algorithm performance.

Lemma 3. Given an MEC network G = (V U {wo}, E) and a set U
of admitted requests with each having SFC and reliability require-
ments without the computing capacity constraints on cloudlets in
V, there is an approximation algorithm, Algorithm 1, with the
approximation ratio of (1 + rger—) for problem P2, which

ClininCmin

takes O(|U| - |SC)|,, s - K -10g 5(|SC)|,,,0r - K)) time, where cqy
and cpn, are the maximum and minimum computing resource
consumptions of any VNF instance, |SC|,,,,, and |SC|,,.., are the
maximum and minimum lengths of any SFC, and K is the maxi-
mum number of backups for each primary VNF instance.

Proof. Because we ignore the computing capacity constraints
on cloudlets in problem P2, the backup deployment of

request u does not impact the backup deployment of
another request v’. We consider the Linear Program (LP)
relaxation of problem P2, by relaxing the binary decision
variable y,; € {0, 1} to real variable y,; with 0 < g,; <1,
and P2 is denoted as the relaxation vision of P2. Because
problems P2 and P2 aim to minimize the total computing
resource consumptions, it can be seen OPI; < OPI,
where OPT, and OPT; are the values of the optimal solu-
tions for problems P2 and P2, respectively.

Because we allow a fractional backup deployment for
problem P2, for each request v € U, it is equivalent to
minimizing the ratio of the total computing resource con-
sumption of request u to the utility requirement H'(u)
defined in Eq. (9). Recall that y, = (b ) with b € B, where
c(b) is the demanded computing resource by backup b,
and H(b) is the utility gain by deploying backup b by
Eq. (7),i.e., y, is the computing resource consumption for
a unit utility gain of deploying backup b. Assuming that
B, = {b1,bs,...,bp,} is sorted in a non-decreasing order
of their ratio y, with y, <y, <... < Vo,

We observe that the optimal solution to problem P2 is to
deploy backups in B, in sorted order fully or fractionally
until meeting the reliability requirement of request « as fol-
lows. For each request u € U, we deploy its primary VNF
instances initially. If its reliability requirement can be met,
i.e, H'(u) < 0, no backup is needed; otherwise (H'(u) > 0),
we consider deploying backup b;. If H(b 1) > H'(u), we frac-
tionally deploy b, by setting ., = gé 7, and done. Other-
wise (H(b1) < H'(u)), we fully deploy b, by setting
Yup, = 1, and consider deploying the next backup b,. Gener-
ally speaking, when deploying backup b; with 1 < j < |B,|,
if Yy, H(by) < H'(u), we deploy b; by setting 7,5, = 1.
Otherwise (3., H (b ) > H'(u )) we fractionally deploy

b; by setting 3, ZK(KJ ! and set Yup , =0,
Vj > j,le, its rehablhty requlrement has been satisfied by
deploying backups {b1, . . ., b;}. We can see the optimal solu-
tion to problem P2is {7, | Yu € U,¥b € B,}, ie, OPTy.

Let A, be the solution for problem P2 by Algorithm1.
Algorithm1 deploys a backup for each y,;, > 0in prob-
lem P2, while it exists only at most one backup b € B, for
each request u € U with 0 < gy, < 1 in problem P2.
Therefore, each request u € U in the solution .4, consumes
the amount of computing resource no more ¢, than the
amount of computing resource in the solution O PT5.

Because problem P2 is the relaxed vision of problem
P2, then the value of A; is no greater than OFPI5 + ¢y, -
|U|. We have Ay < OPTy + |U| - ¢pas- We then have

-AQ |U| * Cmax

<
orh, =1 o

(23)

Because the primary VINF instances for each request
u € U must be deployed already, we then have

OPT, > " e(fui) = Ul 1SCl,, - Cin- (24)
uel f,;€5C,

Thus, we have
-AQ Crmax

— <1l —. 25
OPTZ =T |Sc‘mm * Cmin ( )
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The time complexity for Algorithm 1 is dominated
by sorting potential backups for all requests u € U,
which is O(|U| - [SC)|,,,.. - K - 1og 5(|SC|, 0 - K))- 0

max max

Lemma 4. Compared with the optimal solution to the service
cost minimization problem (problem P1), deploying VNF
instances in ¥ consumes at most cpq, more computing
resource for each request u € U to meet its reliability require-
ment, where cpq, = maxser{c(f)} is the maximum comput-
ing resource consumption of any VNF instance.

Proof. Let A, be the value of the solution (or the solution
itself if no confusion arises) for problem P2 by Algo-
rithm1, i.e., the total demanded computing resource by
VNF instances from I'. Let OPI} be the optimal solution
to problem P2. We have shown that each request u € U in
solution A; consumes at most c;, more computing
resource than it in OPI5 by Lemma 3. Also, we ignore
computing capacity constraints on cloudlets in problem
P2, and the amount of demanded computing resource by
each request in the optimal solution to problem P2 is no
greater than that in the optimal solution to problem P1. O

Theorem 3. Given an MEC network G = (V U {v}, E), the set
U of admitted requests with each having SFC and reliability
requirements, there is an approximation algorithm, Algo-

oty < (4 1500,
for the service cost minimization problem. The algorithm takes
ON -logoN + |V| -logy|V|+ N - |V]|) time, where N =
[U| - |SC, 00 - K, €OStynag and cost,yn, are the maximum and
minimum unit computing resource costs on any cloudlet, respec-
tively, Cpag ANA Cpyip arve the maximum and minimum computing
resource consumption of any VNF instance, respectively,
|SC|, .00 and |SC),,.,,, are the maximum and minimum length of
any SFC, respectively, K is the maximum number of backups
deployed for a primary VNF instance, and V' is the cloudlet set.

rithm 2, with an approximation ratio

Proof. Recall that problem P1 (the service cost minimization
problem) aims to minimize total cost, while problem P2
aims to minimize total computing resource consumption.
Denote by A; the value of the approximate solution for
problem P1 by Algorithm 2. Let Ay be the value of the
solution for problem P2 by Algorithm 1. Because Algo-
rithm 2 deploys the VNF instances from set I obtained
by Algorithm 1 for problem P1, the solution delivered
by Algorithm 2 for problem P1 also leads to the total
computing resource consumption A,. We then have

Ai < costyay - As. (26)

Let OPI and OPI; be the values of the optimal solu-
tions to problems P1 and P2, respectively. Due to ignor-
ing the computing capacity on each cloudlet in problem
P2, we then have

OPFI > COSlpn - OPFZ (27)
By Egs. (25), (26) and (27), we have
Al COStmaw A? COStmu’x | Cmax
OPT, ~ costy, OPTy ~ costyn, SO, Cmin )
(28)
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The time complexity of Algorithm 2 is analyzed as
follows. It takes O(|U| - |SC|,pus - K -10g5(|SC|,p0r - K)))
time to invoke Algorithm 1 to obtain the set [ of VNF
instances, by Lemma 3. Algorithm 2 then sorts the VNF
instances in [ and cloudlets in V' respectively, which
takes O(|U| : ‘Sc|ma1: K- 10g2(|U| : |Sc|ma17 : K)) + ‘VI '
log »|V|) time. The iterations for deploying VNF instances
in I' to cloudlets in V takes O(|U]| - |SC|,,,,. - I - |V]) time.
Let N = |U| - |SC|,,.. - K, then Algorithm 2 takes O(N -
log N + |V| - log,|V]| + N - [V]) time. O

5 ONLINE ALGORITHM FOR THE DYNAMIC SERVICE
ADMISSION MAXIMIZATION PROBLEM

In this section, we investigate the dynamic service admis-
sion maximization problem without the knowledge of
future request arrivals. We first formulate an Integer Lin-
ear Program (ILP) solution for the offline version of the
problem. We then devise an online algorithm for the
problem by the primal-dual dynamic updating tech-
nique [2]. We finally analyze the competitive ratio of the
proposed online algorithm and its time complexity.

5.1 ILP Formulation

We assume the reliability requirement of request v € U
can be satisfied by deploying at most K backups for each
primary VNF instance, ie, >, cqc, Zi{:l H(u,i,k) >
H'(u). Recall that =, , serves as a binary decision vari-
able indicating whether we deploy the kth backup of
VNF f,; in cloudlet v, and the Oth backup is the primary
VNF instance. Let z, be a binary decision variable for
each u € U, where z, =1 means that user request u is
admitted; otherwise, user request u is rejected. Denote by
P3 the dynamic service admission maximization problem,
and we give the ILP for the offline version of problem P3.

P3: Maximize ZueU Zus (29)

subject to: Eq. (7),Eq. (9),
K
SN H(uyi, k)-muine > H ()2, YueU  (30)

Jui€SCy k=1 veV

K
Z Z Z C(.fuﬁi) * Layi kv < capy, VoeV (31)
uel f,, ;€SCy k=0
Z-Tu,i,o,v =zy, YueUl, vf111 € SC, (32)
veV
Y Tuiko Sz, Yu € UVfui € SCy, VRE[L K] (33)
veV
Tuiko €{0,1},VueU,Vf,; € SC,,Yke [0, K],YveV  (34)
zy €{0,1}, YueU, (35)

where Constraint (31) means that the computing capacities
of cloudlets are not violated. If request v € U is admitted
(2, = 1), Constraint (30) is its reliability constraint shown in
Ineq. (10), Constraint (32) means each primary VNF instance
is deployed on exactly one cloudlet, and Constraint (33)
means each backup is deployed on at most one cloudlet.
Otherwise (request u is rejected and z, = 0), then x,,;, = 0,
Vfui € SCy, Vk € [0, K], and Vv € V, by Constraints (30), (32)
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and (33), i.e.,, each rejected request has no VNF instance
deployed. Constraint (34) shows variable z,;, indicates
whether the kth backup for VNF f,; is deployed in cloudlet
v. Constraint (35) shows variable z, indicates whether to
admit request u or not.

5.2 Online Algorithm

Denote by problem P3 the dynamic service admission maxi-
mization problem. Let problem P4 be the relaxed Linear
Program (LP) of the offline version for problem P3. Let
problem P5 be the dual of problem P4. We can obtain an
online solution to problem P3, based on a feasible online
solution to problem P5. Especially, problem P4 is

P4: Maximize Z Zu, (36)
uclU
subject to:
Eq. (7) and (9), Constraint (30), (31), (32) and (33),
2, <1, YueU (37)
Tk 20, Yuel, Vf,;€5C,, Vke[0,K], YveV  (38)
2. >0, YueU, (39)

where Constraints (37) and (39) show that the binary deci-
sion variable z, is relaxed to a real number between 0 and 1.
By Constraints (32), (33), and (37), we have z,;;, < 1. Then
the binary decision variable «,,;, is also relaxed to a real
number between 0 and 1 by Constraint (38).

Notice that problem P5 is the dual of problem P4, which
is expressed as follows.

P5: Minimize Z capy - B, + Z K (40)
veV uel
subject to: Eq. (7),Eq. (9),
K
"(u) oy —ZJW- —Z Z Auiktu,—1>0, YueU (41)
Fui€5Cu  fu€5Cy k=1
c(fui) - By +0ui >0, YueU, Vf,,€SC,, YveV (42)
- H(ua iv k) S0ty + ﬂu : C(fuﬁi) + Aui,k > 0>
YueU, Vf, € SC,Vke[l,K|,YveV (43)
oy >0,8,>0, 1 >0,u1, >0,
Yu e U, Vf,; € SC,,Vk € [1,K],Yv eV, (44)

where oy, B,,0ui, Auik, b, are dual variables for Con-
straints (30), (31), (32), (33) and (37), respectively. Especially,
o, is unconstrained, while «,,, 8,, Ak, 4, are non-negative,
as shown in Constraint (44).

By Constraint (42), we have

1

fui€SCy Ju,i€5Cy

(45)

C(fu.,i) : Z By-

veV

Combining Constraints (41) and (45), we have

Z)\utk<Hl Oy + Z fut Zﬂ

Su,i€SCy k=1 | |fr:/€5C1t veV

Because A, ;; > 0, we have

H'(w) et Y e

(47)
| | f’ll ZESCH

(fui) > Botita—1>0.

veV

We assume H'(u) > 0, i.e., request u cannot have its SFC
reliability requirement met with only the primary VNF
instances. We have

1- ﬁ : qu,iesc,, (fui)  2vev Bo = Hu

w2 H(w) (48)
From Constraint (43), we have
K K
Z Z Auik > Z X:H(u7 i, k)-ay
fu.iESCu k=1 fu L‘ES('U =1
> Zc fui) _Bo (49)
|f11/€SCu k=1 veV
Combining Ineq. (46) and (49), we have
H'(u) ay+1/[V]- Y elfui) Y Bty —1
fui€SCu veV
K K
> Z ZH(U,Z',/C)-(XU—lﬂv" Z Zc(fu,i)'zlgv' (50
fui€5Cy k=1 Fui€5C, k=1 vev

Recall that we assume 3., g0, S
by Ineq. (48) and (50), we have

H(u,i, k) > H'(u),
K- H'(u)

qu,iescu Ekil H(’LL7 2, k)

> sescy C(fui) Zﬂ
14

For notation simplicity, we define a constant ¥, > 0 for

each user request u € U as follows.

(51)

veV

) ' c fu,j,
V.= (1+ K Z’(U) ‘ ) .waescu ( ,).
qu,iescu Zk’:l H(u7 2, k) |V|
(52)
We then have
My 2 1—- wu : ZUGV /3'1)' (53)

We claim that given dual variables u, >0 and g, >0
subject to Ineq. (53), there always exist feasible dual varia-
bles o, A, ;1 and o,; to deliver a feasible solution to prob-
lem P5. This claim will later be shown in Lemma 6.
Therefore, we only focus on p, and 8, to devise a feasible
solution to problem P5 by Ineq. (53).

The online algorithm proceeds by simultaneously updat-
ing variables in primal and dual problems. Dual variables
i, and B, are set as O s initially. Upon the arrival of request
u, we need to set the dual variables subject to Ineq. (53)
through an admission control policy for the admission of
each request u as follows. If 1—v, - v B, <0, the

+ py — 1. (46)
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request u is rejected. Otherwise, it is admitted with updat-
ing the dual variable ,, as follows.

My =1— Ilfu : Zﬂv'

veV

(54)

We then obtain the VNF instance set I, for user request v
to meet its reliability requirement, by constructing an
instance of problem P2 for the single request v and adopting
Algorithm 1 to solve it. We sort the VNF instances in [, in
non-increasing order based on their computing resource
consumption, and provide the deployment details of VNF
instances from I, to cloudlets as follows.

Algorithm 3. An Online Algorithm for the Dynamic Ser-
vice Admission Maximization Problem (Problem P3).

Input: The MEC network G = (V U {v}, E), the sequence U of
incoming requests with reliability requirements arriving
one by one without future knowledge, and digital twins
running in the remote cloud to provide reliability predic-
tion of VNF instances.

Output: An online scheduling of incoming requests with the
aim of maximizing request admissions.

1t u, <= 0,VueU; B, —0,YveV;

2: while a request u arrives do

3 ifl—v, >,y B, > Othen

4: Admit request u, and update u,, by Eq. (54);

5: Construct an instance of problem P2 for the single
request u, and obtain the VNF instance set I, for prob-

lem P2 by Algorithm1;
6: Sort the VNF instances in I, in non-increasing order
by computing resource demands;
7: Fuv—0,Yvev;
8: for each VNF instance f € I¥, in its sorted order do
9: Identify the cloudlet v' € V' with the minimum
n(By, Fu.), and upda
te Fuw -7:'11,,11’ U {f}/
10: end for;
11: for each cloudlet v € V do
12: Deploy VNF instances in F,, to cloudlet v, and
update B, by Eq. (56);
13: end for;
14: else
15: Reject request u;
16: end if;

17: end while;

Suppose F,, is the set of VNF instances deployed in
cloudlet v for request u, with User,, = Iy, and F,, = 0 ini-
tially, Vv € V. Note that function n(8,, F,,) is used for the
updating of the dual variable g, when deploying the VNF
instances in F,,, to cloudlet v, which will guide the deploy-
ment of VNF instances to cloudlets.

For each VNF instance f € [V, in sorted order, we iden-
tify a cloudlet ' € V' with the minimum 5(8,,F,./ ), and
update F, ., — F, U{f}. This procedure continues until

Yy Zfefw c(f)
capy - (K + 1) : quvz-eSCu C(f“~77)
N Vi D per,, c(f)
capy - (K +1)- 30 s, c(fui)

n(/gw}—u«,v) :,31, . (1 —+

(55)
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all VNF instances in I, are deployed. Having obtained
{Fus | Yv € V} for request u, we update the dual variable
B, of each cloudlet v as follows.

The details of the online algorithm for the dynamic ser-
vice admission maximization problem (problem P3) are
givenin Algorithm 3.

/DY feFuw c(f)
capy - (K +1) -3 s, ¢(fui)
n V- ZfEfum e(f)
capy - (K +1)- 325 s, (fui) '

ﬂv:ﬂv' <1+

(56)

5.3 Algorithm Analysis

Lemma 5. The ILP solution (29) delivers an optimal solution to
the offline version of the dynamic service admission maximiza-
tion problem.

The proof of Lemma 5 is similar to Lemma 2, omitted.

Lemma 6. (1) Having obtained dual variables v, >0 and
B, > 0 subject to Ineq. (53), there always exist feasible dual
variables o, A, and o,; to deliver a feasible solution for
problem P5; and (2) Algorithm 3 does deliver a feasible
solution for problem P5.

Proof. (1) We determine the feasible dual variables p, > 0
and g, > 0 subject to Ineq. (53). Given feasible u, and B,,
there always exists a feasible dual variable «, >0 by
Ineq. (48). If Ineq. (53) holds, with Ineq. (48), it exists feasi-
ble dual variable A, ;; > 0 meeting Ineq. (46) and (49)
with the given u,, B, and «,, where Ineq. (46) is derived
from Constraint (43). Similarly, with Ineq. (46), it exists
feasible dual variable o,; subject to Constraints (41)
and (42) with given u,, B,, o, and X\ ; ;. Therefore, given
M, > 0and B, > 0 subject to Ineq. (53), there always exist
feasible o, A, and o,,; to deliver a feasible solution for
problem P5.

(2) When updating u, and B,, Ineq. (53) still holds.
From the update function (54) of w,, Ineq. (53) holds
with an incoming request u. Due to the non-decreasing
nature of the update function (56) of B, then 1 — v, -
> vy By is also non-increasing with its updating. Since
i, >0 and B, > 0 subject to Ineq. (53), the feasible «,,
Auik and o,; can be obtained, delivering a feasible solu-
tion for problem P5. 0

Recall that v, is a constant defined in (52). Let v,,,, and
Y, be the maximum and minimum values of ¥, with
VYnae = Maxycy{¥,} and ¥,,;, = min,cy{¥,}, respectively.
Recall that ¢, and c,,;, are the maximum and minimum
amounts of demanded computing resources by any VNF
instance. |5CY,,,, and |SC|,,;, denote the maximum and
minimum SFC lengths, respectively.

We define #,, as a binary decision variable. Z,, =1
means that at least one VNF instance for request v in cloud-
let v is deployed; otherwise, &,, = 0. We have &, =0 Vv €
V, if user request w is rejected.

Lemma 7. When updating the dual variable B, by Algo-
rithm3, the following inequalities hold.
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ZueUJU“L
‘!/ e Co
€ man “man _1-
ﬂv 2 <1 ‘ (K‘H)(ﬂpmaz'Sclmax“mn.n> 17 (57)

B < (1 . “) .
Proof. We first show that Ineq. (57) holds by induction. The
right-hand side of Ineq. (57) is 0 before the first request
arrives. The induction hypothesis holds initially because
B, =0 initially. Let B,(start) and B,(end) indicate B,
before and after the arrival of request «'. We show that
Ineq. (57) holds by induction, no matter whether the
value of g, is updated or not.
Case (i). B, has no update. This is incurred by the rejec-
tion of request v/, or the request v’ is admitted with no
VNF instance for v’ deployed in cloudlet v with Z,r, = 0.

Yimaz
CaPmin

(58)

Because 8, is not updated, i.e., 8,(end) = B,(start), then
B,(end) = B, (start)
v Zueb"\{u’} Tu
min Cmin _
2 1 + (K+HL )C”'T]m,aa:" Sclmaxcma,.r 1
v ZHEU\{U’} Tup
min Cmin .
2 1 + (KH1)yeapmaz] Sc|mar,(?maa-

Lol
Yimin Cmin _ A _
1+ (E+)capmaal SClpaztmaa 1’ by Lyv= 0

14— Yimin Cmin -1
(K )capmaa] SC] mazCmaz !

Case (ii). B, is updated. This is incurred by the admission
of request v’ with at least one VNF instance for v’ deployed
in cloudlet v with &,,/, = 1. By the update function (56),

Y 'Zfef 7 o(f)
ﬂv(end) = ﬂv(Start) : (1 + capy-(K+1) Zf 1,€5C, (fu I)

VoD ser,, Y

+ -
capy-(K +1)'Zf“ 1,€5C,y C(fu/i,)

. VininCmin
IB,U(StCLTt) (1 + (‘Ilpma,,r‘(K+1>‘|S(’Y‘maz'Cm”-” )

Vimin Cmin

+ capmaz (K+1)[SCl 00 Cmax

ZuEU\(u’} Tuyp
> 14 o YominCmin _1
- (K+1)capmaa] SC| mazCmax
Vimin Cmin )

' ( 1 + (‘K+ 1)capmaz! SC‘ mazCmazx
Vimin Cmin by Ineq. (57)

KA4-1)capmaa! SC| mazCmaz
> Z wel\ {u/'} T

(59)

A\

7

VininCmin

<1 + (K+1)capmaad SC| maxCmax

%

xZ, !
1+ Yimin Cmin 1 by i L =1
" (K eapmaal SClyagCmar ) w'v

ZUEC
_ Yimin Cmin _
- (1 + (KH )Capmal"‘sc‘maxﬂmax L. (60)
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We then show that Ineq. (58) holds. Recall that 8, is 0 ini-
tially. We only admit a new request u by placing its VNF
instances in cloudlets with 1—1,->" ., B, > 0, and
updating the value of B, of each chosen cloudlet v € V.
Assuming that cloudlet v is chosen, we then have

B0 Y B < B <

vev 1»[/mm

For each Cloudlet v hosting at least a VINF instance of
request v, if 8, > ——, B, will not be updated; otherwise,
B, can be updated By the update function (56).

. 'Zfe]—',,‘ (f)
By =B, <1+Capv CEVE S fm)>+

vfu ) ZfE]:uw ( )
capy - (K+1)- 32 csc, ¢(fui)

1
< . 1 + wma,.r + wm()”l‘
1//mm CaPmin

CaPmin 7
where Ineq. (61) holds because IV, consists of at most
(K +1) VNF instances for each VNF of request u, and
Fu,’v g Fu’ i.e., Zfe-F'rt.z; C(f) K + 1) qu IESCU (fu, L)

Lemma 8. The resource violation on each cloudlet is upper
bounded by A with Algorithm 3 for problem P3, where

(61)

. Vmar \ Ymax
A — (A+1)“Sc‘maz‘(""“'ul' . (\[/mm (1 za[)”””>+cap,mn+l)
Capmin In(1+

-1

Vmin Cmin )
(KJA )-capmaz- ‘SC‘ mazx ‘Cmax

Proof. From Lemma 7, we have

1/Imz'n " Cmin

ZuEU
1 - -1
+ (K+1)-capmaz - |9C), 110z Cmaz

1
PR (1 Vo ) -\ Voar .
1//777777 CaPmin CaPmin
We then have
In (1//1 (1 + pf}:ar ) + p‘(/]/;]r:ar + 1)
Z i‘um < min n mn (63)

In(1 _ Yimin 'C1vn,7',n
+ (A‘H)'C‘lpmaz"Sc‘magj(—'maz

The amount of utilized computing resource in cloud-
let v is calculated as follows.

K

Z Z Zc(fu,i) * Lk

uel f’u,iESCu, k=0
(K +1)[SClys * e+ 3

uelU

S(K + 1) ! |So‘maac

Vmar Vimar
ln(‘//mm (1 T Cabmin CaPmin ) T Capmin CaPmin + 1)

Ymin Cmin
In (1 + (K+1)‘capma1“Sc‘maz‘cmaz

* Cmazx*

, by Ineq. (63).
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By constraint (31), the resource violation on a cloudlet
is no more than A, which is defined in this lemma. ad

Lemma 9. Let A3 and A be the values of the solutions by
Algorithm3, for problems P3 and P5, respectively. We have

(1 + wm(w) : AJ > -’457 (64)

where Y, = maxyey{¥,}, and v, is defined in (52).

Proof. Initially the claim holds due to A3 = A; = 0. We then
show (14 v,,,.) - AAs > AA; after the arrival of request
u, where AA3 and AAj5 are the differences of solution val-
ues of problems P3 and P5 before and after the arrival of
u.

Suppose that request u is rejected, AA; = AA; =0,
and (1+v,,,,.) - AA; > AA;. Otherwise (u is admitted),
AAs; =1and AA; = >, oy capy - AB, + w1, by (40), where
AB, is the value difference before and after the update of
B,- By update functions (56) and (54) of 8, and u,, we
have

1/’11 ' Zfef“,l, C(.f)

capy (K +1) -3¢ cse, (fui)

1/[“ ) zfefuw C(f)
+ My
cap, - (K +1) - waescu c(fui)

Zvev Z/e}'wv C(f) ) IBL

1Y) B

veV

AAs =) cap, -

veV

: /31)+

:wu.

(K1) -2, o0 i) |
Z’UEV Z,fefu.v C(f)
K+1)->2 esc, c(fui)

S+, < (14 Y) - AAs,

V-
(
(65)
where Ineq. (65) holds because >,y > 7, , c(f) < (K +
1)- >4, esc, ¢(fui), i-e, at most K backups are deployed

for each primary VNF instance, then we have v, -

Zve v Z fEFuw <)

<I{+])‘qu_{€s(’” (fui)

<4, Also, we have } . r c(f) <

(K +1)- >, esc, (fui)s therefore,
Dovev Dogern, Wby
v, & €V LufeFuy <, Zvev By- 0

“)'waescu (fui)

Theorem 4. Given an MEC network G = (V U{v},E) and a
sequence U of requests with SFC and reliability requirements
arriving one by one without the knowledge of future arrivals,
there is an online algorithm, Algorithm 3, with the competi-
tive ratio of (1 + ¥,,,..) for the dynamic service admission max-
imization problem, at the expense of computing capacity
violation on each cloudlet no greater than A, where ,,,, =
max, ey {¥, } with the constant r,, defined in (52), and A > 0
is a constant given in Lemma 8. The algorithm takes
O(|SC, 0w - K - (108 5(|SC, 0w - K) +1V])) time to admit
each request, where |SC|,,.. is the maximum length of any
SFC, K is the maximum number of backups deployed for a pri-
mary VNF instance, and V is the cloudlet set.

Proof. Denote by OPT3, OPT, and OFT; the values of the
optimal solutions of problems P3, P4, and P5, respec-
tively. Let A3 and A; be the values of the solutions b
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Algorithm 3 for P3 and P5, respectively. Then, (1+
Ynaz) - As > A; by Lemma 9. Because Aj is the value of a
feasible solution to the minimization problem P5 due to
Lemma 6, we have A; > OPI5. Furthermore, problem P5
is the dual problem of problem P4, then OFPI; > OPT;
due to the weak duality. Since problem P4 is the LP relax-
ation of the maximization problem P3, we have OFPT; >
OPT;. Thus, As > OPT5. Then,

A3 > "45/1 + wmam > OPT3/1 + ‘//mar

(66)

The resource violation on any cloudlet is no more than
A by Lemma 8.

We analyze the time complexity of Algorithm 3 via
examining the admission of each request u as follows. It
takes O(]SC|,,us - K - 1og5(]SC|,,,as - K)) time to obtain the
VNF instance set I, for request v by invoking Algo-
rithm1 as shown in Lemma 3. Then, it takes O(|SC|,,,. -
K -10g5(|SC), .. - K))) time to sort the VNF instances in
I¥y. It takes O(]SC)|,,., - K - |V]) time to identify set F,,,
for each cloudlet v. Thus, Algorithm 3 takes O(|SC|
K - (log,(]5C,,., - K) +|V])) time.

maxr

a

maxr

6 PERFORMANCE EVALUATION

In this section, we evaluated the performance of the pro-
posed algorithms for digital twin-assisted SFC-enabled reli-
able service provisioning in MEC networks. We also
investigated the impact of parameters on the performance
of the proposed algorithms.

6.1 Experimental Environment Settings

We generate each MEC network instance by adopting the
tool GT-ITM [3], where each MEC network consists of 100
APs with each AP co-located with a cloudlet. Each cloudlet
possesses a computing capacity ranging from 4,000 MHz to
14,000 MHz [31], while its unit computing resource cost
ranges from $0.01 to $0.03 per MHz [31]. We further assume
that the network service provider offers 20 different types
of VNFs. The computing resource demand of a VNF
instance is set between 20 MHz and 100 MHz, while the reli-
ability of each VNF for each request over time is randomly
drawn from 0.8 to 0.9 [34]. There are 30 different SFCs, and
the length of each SFC is set between 2 and 6 [34]. Each
request is associated with a random SFC requirement, and
its SFC reliability requirement ranges from 0.9 to 0.99 [34].
Each primary VNF instance can possess at most three back-
ups, i.e., K is set at 3. The value in each figure is the result
by averaging the results based on 30 different MEC instan-
ces with the same network size. Simulations are performed
by a desktop with a 3.60 GHz Intel i7 octa-core CPU and
16 GB RAM. Unless otherwise specified, the above-men-
tioned parameters are adopted by default.

To evaluate Algorithm 2, referred to as Alg.2, for the
service cost minimization problem, a heuristic algorithm
Heu_off is proposed as follows. For each request, algorithm
Heu_off identifies a VNF backup of a network function in
SEC of the request with the maximum reliability argumenta-
tion of the request iteratively until the reliability require-
ment of the request is met, and all primary and identified

backuE VNF instances are deployed to cloudlets with the
er 13,2023 at 05:23:17 UTC from IEEE Xplore. Restrictions apply.
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Fig. 1. Performance of different algorithms for the service cost minimiza-
tion problem.
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Fig. 2. Impact of the network size on different algorithms for the service
cost minimization problem.

lowest unit computing resource cost and sufficient residual
computing resource one by one. Notice that the lower
bound on the optimal solution of the problem is the value of
the LP relaxation of the ILP formulation (11) of the problem,
referred to as LP_off.

To evaluate Algorithm 3, referred to as Alg.3, for the
dynamic service admission maximization problem, a heu-
ristic Heu_on is given as follows. For each arrived request,
algorithm Heu_on tries to admit the request by identifying
the backup for it with the largest reliability argumentation
iteratively until meeting its reliability requirement, and all
identified primary and backup VINF instances are deployed
one by one to the cloudlets that possess sufficient residual
computing resource. Notice that an upper bound on the
optimal solution of the problem is the LP relaxation of its
ILP solution (29), referred to as LP_on.

6.2 Algorithm Performance for the Service Cost
Minimization Problem

We first evaluated the performance of algorithm Alg.2

against algorithms Heu_off and LP_off by varying the num-

ber of requests from 100 to 1,000 while fixing network size

8000

250

405

at 100. It can be seen from Fig. 1a that when there are 1,000
requests, the accumulated service cost by Alg.2 is 10.2%
lower than that by Heu_off, and only 7.9% higher than that
by LP_off. By Fig. 1b, Alg.2 takes more running time than
that of Heu_off due to the construction of the VNF instance
set [ for all requests. Fig. 1 demonstrates that Alg.2 outper-
forms Heu_off. The justification is that Alg.2 identifies the
number of backup VNF instances to minimize the comput-
ing resource consumption for request admissions. Further-
more, Alg.2 deploys VNF instances to the cloudlets with a
cost-efficient manner.

We then investigated the impact of network size on the
performance of different algorithms, by varying the net-
work size from 100 to 300 while fixing the number of user
requests at 1,000. It can be seen from Fig. 2a that when net-
work size reaches 300, the accumulated service cost by
Alg.2 is 6.4% higher than that by LP_off, while the accumu-
lated service cost of Heu off is 16.5% more than that of
LP_off. Furthermore, when the network size is 300, the
accumulated service cost by Alg.2 is 71.5% of that by itself
when the network size is 100. The rationale is a larger net-
work size brings more cheap computing resource, therefore,
Alg.2 can identify cloudlets for VNF instance deployments
of requests with a relatively less accumulative service cost.
It also can be seen from Fig. 2b that all mentioned algo-
rithms take more running times with larger network size,
because more cloudlets are considered for VNF instance
deployments for user service requests.

6.3 Algorithm Performance for the Dynamic Service
Admission Maximization Problem
We first evaluated the performance of Alg.3 against algo-
rithms Heu on and LP_on for the dynamic service admis-
sion maximization problem, by varying the network size
from 100 to 300 while fixing the number of requests at
10,000. Fig. 3 demonstrates the evaluation results, where
the utilization ratio of a cloudlet v is the ratio of the
amount of its consumed computing resource to its com-
puting capacity. Fig. 3a shows that algorithm Alg.3 out-
performs algorithm Heu.on by 63.6%, and the
performance of Alg.3 is 92.3% of algorithm LP_on, when
the network size is set at 300. It can be seen from Fig. 3b
that Alg.3 takes more running time than that of Heu_on,
due to the fact that Alg.3 constructs the VNF instance set
[, for each incoming request u. Fig. 3c depicts the cloud-
let utilization ratio by algorithm Alg.3, with the resource
violation on each cloudlet no greater than 11.5% of its
capacity. Recall that we have given an upper bound on

T
—=—Alg.3 —=—Alg.3 e
(7] —=—Heu_on @ —=—Heu_on 1.1
2 _ @ 200 _ » =
9 6000 | *—LP_on £ o N +
=] b = +
3 2 150 £ = i
< 4000 g 5 - +
° o = 1.05 T
] B £ 100 «© g
£ - £ N -
3 e c = L
£ 2000 — 5 = B E3
50 . e = -+
< [ NS =
1+
i
0 0
100 150 200 250 300 100 150 200 250 300 100 150 200 250 300

Network size

(a) The number of admitted requests

Network size

(b) Running time

Network size

(c) Cloudlet utilization ratios by Alg.3

Fig. 3. Performance of different algorithms for the dynamic service admission maximization problem.
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Fig. 4. Impact of the SFC length on different algorithms for the dynamic service admission maximization problem.

the resource violation of each cloudlet by Algorithm 3
for in Lemma 8, which is very conservative. It can be
seen that the empirical results in Fig. 3c indicate that the
actual resource violation is much less than the analytical
one. Fig. 3 demonstrates that algorithm Alg.3 has a
promising performance, compared with algorithms
Heu_on and LP_on, respectively.

We then studied the impact of the SFC length on the
performance of different algorithms by varying the SFC
length from 2 to 6 while the network size is fixed at 100,
considering 10,000 incoming requests. Fig. 4 plots the per-
formance curves of different algorithms. It can be seen
from Fig. 4a that when SFC length is 6, the performance
of Alg.3 is 26.4% higher than that of algorithm Heu_on,
while the performance of Alg.3 is 91.8% of that by LP_on.
Also, Fig. 4a illustrates the performance of algorithm
Alg.3 when the SFC length is 6 is 22.1% of itself when the
SFC length is 2. This is due to that a shorter SFC length
leads to less computing resource consumption of admit-
ted requests for their VNF instance deployments to meet
their reliability requirements. Therefore, more requests
can be admitted with shorter SFC lengths. Fig. 4c shows
that the resource violation of each cloudlet by Alg.3 is no
greater than 12.7% of its capacity. It can be seen from
Fig. 4b that a longer SFC length leads to more running
time for all comparison algorithms, because more poten-
tial backup VNF instances for each request need to be
taken into consideration.

7 CONCLUSION

In this article, we investigated two novel digital twin-
assisted, SFC-enabled reliable service provisioning prob-
lems in MEC, through exploring reliability dynamics in
VNF instance placements, and showed the NP-hardness
of both problems. By leveraging the digital twin tech-
nique that the reliability of a VNF instance can be
dynamically predicted for each user request, we first
proposed an exact solution to the service cost minimiza-
tion problem through providing an ILP solution. We also
devised an approximation algorithm with a constant
approximation ratio for it when the problem size is
large. We then considered the dynamic service provi-
sioning by formulating a dynamic service admission
maximization problem, for which we formulated an ILP
solution for its offline version, followed by devising a
performance-guaranteed online algorithm. We finall

evaluated the performance of the proposed algorithms
through simulations. The simulation results demonstrate
that the proposed algorithms outperform their corre-
sponding benchmarks, improving the algorithm perfor-
mance by no less than 10.2% in comparison with those
of their corresponding benchmarks.
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