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Abstract—The age of data (AoD) is identified as one of
the most novel and important metrics to measure the quality

of big data analytics for Internet-of-Things (IoT) applications.

Meanwhile, mobile edge computing (MEC) is envisioned as an
enabling technology to minimize the AoD of IoT applications by
processing the data in edge servers close to IoT devices. In this
paper, we study the AoD minimization problem for IoT big data
processing in MEC networks. We first propose an exact solution
for the problem by formulating it as an Integer Linear Program
(ILP). We then propose an efficient heuristic for the offline
AoD minimization problem. We also devise an approximation
algorithm with a provable approximation ratio for a special
case of the problem, by leveraging the parametric rounding
technique. We thirdly develop an online learning algorithm with
a bounded regret for the online AoD minimization problem
under dynamic arrivals of IoT requests and uncertain network
delay assumptions, by adopting the Multi-Armed Bandit (MAB)
technique. We finally evaluate the performance of the proposed
algorithms by extensive simulations and implementations in a real
test-bed. Results show that the proposed algorithms outperform
existing approaches by reducing the AoD around 10%.

Index Terms—Mobile edge cloud; Big data processing; Age of
data; Approximation algorithm; Online learning.

I. INTRODUCTION

With the fast development of 5G, various Internet of
Things (IoT) devices including sensors, sensory devices and
wearables, are connecting with each other. Due to the nature
of such machine-to-machine communications, gigabytes and
terabytes of information will whizz between IoT devices at
an unprecedented speed. This requires big data technologies
to analyze the collected, IoT big data, then obtain valuable
insights for decision-making. One distinctive feature of IoT
big data is that the quality of analytics depends on the age of
data (AoD), where the AoD of a piece of data is the elapsed
time since the data generation. This is because the newly
generated data is typically “hot” and frequently accessed. As
time goes on, the data becomes cold and is infrequently or
never accessed. Therefore, big data collected from IoT devices
has to be analyzed in a timely manner such that the AoD is
minimized. For example, Google uses AoD to indicate the data
retention time in the dataflow pipeline and the latency of data
statistics [10], [11].
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Fig. 1. An example of the hierarchical MEC network.

Conventional big data analytics deals with big data process-
ing in remote clouds [22], [50]. Since remote clouds are far
from IoT devices, they result in significant communication
delays of data processing. The data will become stale and not
be valid anymore for a real-time response. Mobile Edge Com-
puting (MEC) that deploys cloudlets in the close proximity of
IoT devices can guarantee the timeliness of data processing [25].
To meet both the timelineness and huge resource demand of
big data processing, we consider a hierarchical MEC network
that consists of both local cloudlets and remote clouds, which
is operated by an IoT service provider, as shown in Fig. 1. In
the MEC network, multiple IoT devices measure the physical
environment of a region, and all measurements are required to
send to either cloudlets or remote clouds of the MEC network
through their nearby base stations. We investigate the age-aware
big data processing for IoT applications in such a hierarchical
MEC network to minimize the AoD of IoT big data analytics.

Minimizing the AoD of IoT big data analytics in a hierar-
chical MEC network poses several fundamental challenges.

First, the AoD minimization involves complicated interplays
among time elapsed before transmission, data transmission
delay, and processing delay. On the generation of a dataset,
we need to decide schedule the processing of the dataset or
wait. Specifically, if a dataset is scheduled for transmission
immediately after its generation, the cloudlets or backhaul links
may be too congested to process the dataset. Instead, if a dataset
is postponed for scheduling later, we may increase its AoD.
However, the dataset may be processed at a very fast pace,
offsetting the increased AoD due to waiting for scheduling and
transmission delays. How to jointly consider the generation time
of datasets, resource availabilities of cloudlets, and transmission
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latencies in IoT big data processing is challenging.

Second, IoT service requests usually arrive into the system
dynamically, and the network delays are not known in advance.
How to make use of deep learning techniques to assist
scheduling of big data analytics requests with uncertain network
delays while minimizing the regret of decision-making?

Third, each IoT service provider has its own running
budget on energy, transmission, and processing costs, to avoid
unpredictable cost surges in unexpected situations. Furthermore,
cloudlets and remote clouds in the MEC network have
computing resource capacity constraints. It is challenging to
jointly consider the budget and resource capacity constraints
while minimizing the AoD of IoT big data analytics.

Although there are extensive studies of big data processing
in remote clouds or MEC networks [2], [7], [8], [12], [21],
[22], [26], [27], [31], [39], [41], [42], [43], [46], [48], most of
them ignored the AoD requirements of IoT big data processing.
Closely related studies to our work in this paper are the ones
on Age-of-Information (Aol) minimization in networks [5],
[9]1, [15], [18], [20], [32], [33], [37], [40], [49]. Most of these
studies however do not consider the uncertain delays of the
MEC network. Also, they aim to minimize the age of packet-
level data instead of big data.

To the best of our knowledge, we are the first to consider the
age-aware loT big data processing in an MEC network with
uncertain network delays. We formulate a novel optimization
problem, and develop approximate solutions with performance
guarantees to it. To handle the uncertainties in the MEC
network, we devise a novel online learning algorithm with
a bounded regret. The main contributions of this paper include:

o We define the AoD minimization problem for IoT appli-
cations in a hierarchical MEC network and formulate an
Integer Linear Program (ILP) solution to the problem.

o« We develop an efficient heuristic for the offline AoD
minimization problem. We also propose an approximation
algorithm with an approximation ratio for a special case of
the problem, by leveraging parametric LP relaxation [1].

o We devise an online learning algorithm for the online AoD
minimization problem without the knowledge of future
request arrivals and network delays, by leveraging the
multi-armed bandit (MAB) technique. We also analyze
the regret bound of the online learning algorithm.

o We evaluate the performance of the proposed algorithms
by extensive simulations and implementations in a test-
bed. Results show that the proposed algorithms outperform
existing studies by reducing the AoD around 10%.

The rest of this paper is organized as follows. Section II
summarizes related studies. Section III introduces the system
model and defines the AoD minimization problem. Section IV
gives an ILP solution, and Section V proposes a heuristic and
an approximation algorithm for the offline AoD minimization.
Section VI proposes an online learning algorithm for the
online AoD minimization problem. Section VII evaluates the
performance of the proposed algorithms by simulations and
real implementations, and Section VIII concludes the paper.

II. RELATED WORK

Big data processing has attracted much attention in literature.
Most existing studies focused on big data placement and
query evaluation optimization for big data analytics in remote
clouds [13], [17], [19], [28], [38], [50]. These proposed
methods however may not be applicable for IoT applications
that require real-time analysis on collected datasets due to long
data transmission delays between IoT devices and clouds. There
are several studies on big data processing in MEC networks [2],
[8], [22], [26], [27], [39], [41], [43], [46]. For example, Aujla et
al. [2] investigated the problem of energy-aware network traffic
flow scheduling for big data analytics in an MEC network.
Cheng et al. [4] investigated the problem of task scheduling
for large-scale big data processing, by proposing a multi-agent
deep reinforcement learning model. Lu et al. [22] proposed a
method to predict MapReduce performance in multiple edge
clouds for IoT big data processing. Zhou et al. [50] proposed
a neural network based on Map-Reduce on cloud computing
cluster for big data processing of multimedia communication.
However, most of these studies did not incorporate the AoD
requirements of IoT applications into consideration.

Existing studies on Aol minimization normally considered a
single data source or the processing in a single edge server [5],
[7], [12], [15], [18], [21], [31], [35], [44], [48]. For example,
Corneo et al. [7] proposed grouping algorithms to strive for
a balance between Aol and the number of sensor update
transmissions. Song et al. [31] employed age of task to evaluate
the temporal value of computation tasks, and proposed a light-
weight, age-based task scheduling and computation offloading
algorithm. In wireless ad hoc networks, Lu er al. [21] adopted
a virtual-queue technique to design a scheduling algorithm
that jointly ensures the timely throughput and Aol. Zhong et
al. [48] proposed a greedy traffic scheduling policy to minimize
the Aol and proved the optimality of the algorithm.

There are also studies on age minimization of packet-level
data instead of big data [3], [9], [29], [32], [33], [34], [37], [47],
[49]. Sun et al. [32] modeled the sampling process as a queue
and formulated the problem as a constrained Markov decision
process. Zhong et al. [49] studied the age-aware multicasting
problem where data is sent to multiple nodes by proposing
a priority-queue-based optimization algorithm. Zhuang et
al. [47] investigated the routing in a communication network
to minimize Aol, by considering time-varying propagation
delays. Bedewy et al. [3] investigated scheduling policies
that minimize the Aol in single-hop queuing systems by
applying the last-generated first-serve scheduling policy. These
mentioned methods considered the Aol at the packet level and
cannot be applied to the IoT data processing in MEC networks.

III. PRELIMINARIES

A. System Model and AoD

We consider a hierarchical MEC network G =
(BSUCL UDC, E) operated by an IoT service provider, which
consists of a set of cloudlets CL and a set of remote datacenters
DC, as shown in Fig 1. Denote by C'L; and DC); a cloudlet
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and datacenter, respectively. Each cloudlet C'L, € CL has a
few commodity servers to implement various user requests.
Denote by C'(CL;) and C(DC}), the computing capacities to
process the data of IoT devices on cloudlet C'L; and datacenter
DC}, respectively. IoT devices access the cloudlets via base
stations in BS, where an IoT device may be in the ranges of
multiple base stations. Let bs; be a base station in BS. E is
a set of links interconnecting cloudlets and datacenters.

IoT devices continuously generate data and IoT applications
issue requests to process the generated data. Denote by dv,,,
an IoT device indexed by m. Each dv,,, continuously generates
data for a given monitoring time period, so this time period is
split into equal time slots. Denote by 7., (t) the request of IoT
device dv,, at time slot ¢, and let R(¢) be the set of requests
by all IoT devices at time slot ¢. Denote by ds,, ; the dataset
generated by an IoT device dv,, at time slot ¢. A request r,,(t)
is issued as soon as the generation of a dataset ds,, ; at time
slot ¢. Suppose the current time slot is 7, the AoD of r,,(t) is
defined as 7 — t. For simplicity, we consider a cloudlet or a
datacenter as a potential location to implement a request. Let
LOC be the set of potential locations, i.e., LOC = CL UDC.
Let LOC) be a potential location in LOC, and the computing
capacity of LOC; is denoted by C(LOCY).

B. Cost Model

The IoT service provider of an MEC network has its own
IoT devices and leases resources from cloud service providers
to process its IoT big data. We thus consider the energy,
transmission, processing, and storage costs as monetary costs.

The transmission of the dataset ds,, ¢ of request 7, (¢) from
its IoT device dv,, to a base station consumes energy of dv,,.
Assuming that the bandwidth of the IoT device dv,, is bw.,,
the achieved data rate W, ; via the wireless channel between
the IoT device and base station bsy, is calculated by

Wm,k - bwm 10g2 (1 + (pm . hm,k,)/(gz + Im))a (1)

where o2 is the noise power of IoT devices and I,,, is the inter-
cell interference power, hy, ; is the channel gain between IoT
device dv,, and base station bsg, and p,,, is the transmission
power of IoT device dv,, [14].

The energy cost spent in data transmission from dv,, to base
station bsy thus can be calculated by

(dsm. ]/ Win k), 2)

where w, is a given constant of the monetary cost of per unit
energy consumption and |ds,, ;| is the data volume of ds,, ;.

The dataset ds,,, ; of dv,, will be placed at a cloudlet or a
remote datacenter via a base station bsy. Let c;; be the cost
of transmitting a unit amount of data via the link/path between
base station bsy and LOC,. The cost for transferring dataset
dsy, (t) from bsy, of ToT device dv,, to LOC, is

trans __
Cm, kit = Ck,l- ‘dsmt|

energy . .
m,k,t = We * Pm

A3)

Following existing studies [24], we assume that processing
a unit of dataset at location LOC; consumes a unit amount J;
of computing resource, where d; is a given constant. The total

amount of computing resource assigned for processing dataset
dsm, on LOC] thus is ¢; - |dsy, |- Denote by ¢; the cost of
using a unit amount of computing resource in LOC]. The cost
of processing dataset ds,, ; in LOC] thus is

P =+ 0y - |dSsm ]

m,l,t T

“4)

Storing a unit of data in location LOC] incurs a cost of ¢y,
where ¢; is a constant. Let ¢5'9 , be the cost of storing dataset
dsm,: in LOC, then

nyt:l,t = @1 - |dspm,l-

&)
C. Delay Model

Suppose that d,, j, is the delay of transferring a unit of data
along the wireless channel of base station bsy, and dy; is
the delay of transferring a unit of data from bsj to location
LOC. Let d; be the delay of processing a unit amount of data
in location LOC;. Let dy, 1 = |dSm, |/ W, k. then the delay
dpm, i1+ Of processing dataset ds,, ; in LOC] via bsy, is

Aot = (Ao + diy + dp) - |dSim -
D. Problem Definition

Given a hierarchical MEC network G and a finite time
horizon 7' that is divided into 7' equal time slots, a set of IoT
devices, a set of requests R(t) ={r,,(t)|1<m <M, 1<t<T}
at time slot ¢, assuming that there is a given budget B,, for
each IoT device dv,, to store, transmit, and process its datasets,
the AoD minimization problem in a hierarchical MEC network
is to minimize the total age of all processed datasets by the
MEC network, subject to the computing capacity on each
potential location LOC; € {CL UDC} and the budget B,,, on
each IoT device dv,, on the costs of storing, transmitting, and
processing its datasets within time horizon 7.

(6)

IV. ILP FORMULATION

We now propose an exact solution to the AoD minimization
problem in a hierarchical MEC network, by formulating the
problem to an Integer Linear Program (ILP). Recall that the
dataset ds,,, ; is generated at time slot ¢ by IoT device dv,,. Let
T be the time that ds,, ; is processed by either a cloudlet or a
datacenter. Dataset ds,, ; may not be scheduled for processing
immediately after its generation. The waiting time from its
generation to the time slot of its processing is 7 — t. Once
scheduled, dataset ds,, ; will be transferred to a cloudlet or
a datacenter. The transmission and processing time of ds, +
thus contributes to the AoD of ds, +.

Denote by ;m.k(t) the binary decision variable that
indicates whether LOCj is used to process ds,,; via base
station bsy, at time slot 7. The AoD of ds,, ; thus is

T
DAm,t = Z Z Z x‘r,l,m,k(t) ' (dm,k:,l,t +7— ﬁ)

7=t bsp,€BS LOC,€LOC

)
The objective of the problem is to
) IR| T
ILP :min Zm:l thl DAy, 4, (®)
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subject to the following constraints,

by

bsp€BS LOC,ELOC

DS

bsp,eBS LOC,€eLOC

Trimk(t) =0, Vrp(t) € R, V7 <t
)
Trimk(t) =1,Yr,(t) € R, V7 € [1,T].

(10)

Zr, (H)ER stkeBS Tt () - 00 - [dsmi| < C(LOCY),
VLOC; € LOC, V1 <7< T.

(11)

Z Z ‘T‘I’,l,m,k(t) * Cm,k,l,t < Bnuvrm(t)- (12)
bs,€BS LOC,€LOC

Zr1,m,k(t) € {0,1}, (13)

— LENergy trans sto TOoC
where Cm kLt = Cm,k,t + Cm,k,l,t + Cm,l,t + Cfn,l,t'

Constraint (9) ensures that dataset ds,, ¢ of request 7, (t)
cannot be scheduled before its generation. Constraint (10)
guarantees that dataset ds,, ; is placed to either a cloudlet or a
remote datacenter via a base station. Constraint (11) says that
the computing capacity of a location is no less than the total
resource demand of requests assigned to it. Constraint (12)
ensures that the budget of each IoT device is not violated.

V. HEURISTIC AND APPROXIMATION ALGORITHMS FOR
THE OFFLINE AOD MINIMIZATION PROBLEM

The ILP solution may not be scalable when the problem size
is large. In this section we instead devise an efficient heuristic
for the offline age of data minimization problem. We also
propose an approximation algorithm with an approximation
ratio for the problem without the budget constraint.

A. Heuristic Algorithm

Our basic idea is to relax the ILP to a Linear Program (LP).
Specifically, Constraint (13) is relaxed to

0 < xT,l,m,k(t) < 1. (14)

We then obtain a fractional solution to the LP in polynomial
time. Denote by x* the optimal fractional solution to the LP.
The fractional solution represents the scheduling of dataset
ds,,(t) into different time slots and splitting it to multiple lo-
cations (either cloudlets or datacenters). This solution however
is infeasible to the original problem because each dataset can
only be scheduled in a single time slot and assigned to a single
location for processing. We thus need to modify the fractional
solution to a feasible, integral solution to the original problem.
To this end, we first obtain a set of candidate time slots and
candidate locations to process each dataset ds,, ; based on the
fractional solution. Specifically, we set a threshold 1 on the
fractional values of each variable. The time slots, cloudlets or
datacenters with their corresponding fractional values greater
than 7 are considered as the candidate time slots, candidate
cloudlets or candidate datacenters, respectively. Denote by 7, ¢
the set of candidate time slots for dataset ds,, ¢, i.€.,

Tt ={7 | Trim.k(t) > n} (15)

=1 It
I

-
| [dsea]dsy[dss[[dsq (s o] ds, o] dss
I

Fig. 2. An example of algorithm Heu.

Algorithm 1 Heu

Input: G = (BSU LOC, E), a set of requests.
Output: Request assignments.
1: Solve LP and obtain a fractional solution x™*;
2: Initialize Vo = {dsm,¢ | Vm,Vt < T};
3: Sort V; into a non-decreasing order in terms of the data volumes of
datasets;
: while V, # {} do
Initialize T, ¢, LOCm ¢ by Eq.(15), (16);
Initialize £/ = {} and V}, = {};
Add T virtual locations for each location LOC) € LOCy, ¢ to Vi
for each dsy,,+ € V4 and each LOC) . € V,, do
Add an edge (dsm,t, LOC; ) with weight DAy, ¢ to E' if
LOC; € LOCpt and T € Tt and processing dsm,¢ does
not violate constraints (9) — (12);
10:  Find a minimum weight maximum matching M’ in G/ ={V,, V;,; E'};
11: Update schedule by M'; Vi, = {dsm,t | Ydsm, ¢ is not scheduled};

Rl

Similarly, the candidate location set for each dataset ds,, ; is
LOCmt = {LOC[ ‘ 1‘7—7177”/7]4(15) > 77}. (16)

We then round the fractional solution to an integral one
by transferring the problem to a minimum weight maximum
matching problem in a bipartite graph. For each location LOC;
let G’ be the constructed bipartite graph. As shown in Fig. 2,
we have two sets of nodes, i.e., V,, and V},. We add each dataset
dsm,+ to set V. We then create 1" virtual locations for each
location, where each time slot 7 has a virtual location. Denote
by LOC; ; the 7th virtual location at time slot 7. Those virtual
nodes are added to V.

We sort all datasets into non-decreasing order of their volume,
and consider the sorted datasets in turn. For each dataset ds, ;
in the sorted list, we add an edge between ds,,, ; and LOC ; if
and only if (1) 7 is in set T, ; and LOC] is within set LOC,, +;
(2) processing ds,, ; does not violate the residual computing
resource capacity of LOCj; and (3) the residual budget B,,
of IoT device dwv,, is not violated. The weight of the edge is
set to the AoD of ds, ¢ if it is processed at time slot 7 within
location LOCY, i.e., w({dsm, i, LOC; +)) = DA, . We then
find a minimum weight maximum matching in the bipartite
graph G’, which corresponds an assignment of a subset of
datasets to cloudlets and datacenters. This procedure continues
until all datasets are scheduled.

The heuristic is detailed in Algorithm 1, referred to as
algorithm Heu.

B. Approximation Algorithm for a Special Case of the Problem

We now consider a special case of the problem when 7 = ¢,
where all datasets generated at this time slot are required to
be scheduled immediately. We thus replace x, ;.. 1 (t) in the
ILP with z; ,, 1 (), and obtain ILP-SC as follows.

R
ILP — SC: min Z‘ | Dy k() dmgge, (A7)

m=1
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subject to Constraints (9) — (12) and z; ., 1 () € {0,1}.

The basic idea of the proposed approximation algorithm is
similar to that of algorithm Heu, which adopts an LP rounding
technique. That is, we first come up with an appropriate
relaxation. A natural relaxation of the ILP is shown in Eq. (14).
This, however, may reduce the quality of the solution. The
reason is that the fractional solution due to Eq. (14) may lead a
dataset being “split” into many small pieces. Such cloudlets or
datacenters with small fractional values of their corresponding
decision variables may have higher processing costs. To avoid
this, we adopt the parametric LP relaxation method [1] by
relaxing the special case of the problem to an LP that disallows
the assignment of datasets to cloudlets or datacenters with their
resource consumptions no more than a threshold rest”.

Let LP-SC(res'") be the parametric LP relaxation. Its
objective is the same as ILP-SC shown in Eq. (17), subject to
Constraints (9) — (12), and the following constraints,

x1,m,k(t) =0, for each ds,, ; with |ds,, ¢|-0; >rest”, (18)
0 S xl,m,k(t) S 1. (19)

We then obtain a fractional solution z'* by solving the LP-
SC(res'"). Based on x'*, we construct another bipartite graph
G" = V), V), E"), where V" and V' are two sets and E”
is the set of links that interconnect these two sets.

Denote by deg, = Z‘f‘zl ] . 1 (t) the fractional assignment
of location LOC}, i.e., the fractional numbers of datasets that
are assigned to location LOC]. Let k; = [deg;|. In G”, we
create k; virtual locations for LOC], i.e., k; copies of LOCY,
which are added to V}’. This guarantees that LOC) is assigned
with k; or (k; — 1) datasets for processing. If we split the
assignment of each dataset evenly among the x; copies of
location LOC), we can obtain a fractional solution to the
minimum weight maximum matching problem, as shown in
algorithm Heu. We can also obtain an integral solution with an
AoD that is almost the same as that of the fractional solution.
But we cannot guarantee how much the capacity constraint of
location LOC; and the budget of IoT device dv,, are violated.

To bound the violations on the computing resource capacities
and the budget constraints, we assign datasets with roughly
similar data volumes to location LOC;. To this end, we sort
the datasets into non-increasing order of their data volume and
go over each dataset in turn. Specifically, we start with the first
copy of LOCY, i.e., LOC;,. We keep adding an edge between
dsy, ; and LOC, as long as 217 ), m.x(t) is smaller than
1. The edge weight is set as the AoD with an assignment of frac-
tional volume of ds, 4, i.e., 77, ,, 1. (t) - dyn k,1,¢- For simplicity,
such an assignment of fractional volume of a dataset is referred
to as fractional assignment. When we encounter a dataset that
would push Zlflzl 7], 1 (t) over 1, we add an edge to E”
with a fractional assignment such that Z‘n}f‘:l T, () =1
We also add an edge (dsy, +, LOC},) to E” with fractional
assignment z;, .., (t) = x;,, ;. (t) =7, ,, ;(t). This procedure
continues until all datasets are considered. Having constructed
the bipartite graph G”, we find a minimum weight maximum
matching M"” in G”. The detailed algorithm is shown in

Algorithm 2 Appro

Input: G = (BS U LOC, E), a set of requests generated in time slot ¢.
Output: Request assignments in time slot 7.
1: Solve LP-SC(res™) and obtain a fractional solution z'*;
2: Add k; (= [deg;]) virtual nodes to V;/’ for each LOCY;
3: Add all datasets into V" and sort V;’ into a non-increasing order in terms
of the data volumes of datasets;

4: for each LOC; € LOC do

5: r=1;

6: for each dsm, ¢ € V, do

7: it S () +af, () > 1 then

8: Add an edge {(dsm,i, LOCy, ) with weight 2} (1) =1—

R

Zlm‘:l x;mm,k(t) to B . .

9: A/dd an edge <(,15m7t, LOCZN#) with weight xi&+1,m,k(t) =
‘Tl,m,k(t) — $l,{,m,k(t) to B/

10: K=K+ 1;

11: else

12: Add an edge (dsm,, LOC), ) with weight zgn mel) =

x) o (t) to B
13: Find a minimum weight maximum matching M"" in G’ ={V,;’, V;/'; E""};
14: Update schedule by M";

Algorithm 2, which is referred to as algorithm Appro.

C. Algorithm Analysis

Theorem 1: Algorithm Heu delivers a feasible solution to
the offline AoD minimization problem in an MEC network G
in (YL, [R(1)] - (Xr, [R()|(1+|BS| - |£OC))*L) time,
where w is the exponent of matrix multiplication and the current
value of w ~ 2.37, and L is the input bits [6].

Proof: We first show the solution feasibility of algorithm
Heu. In the construction of bipartite graph G”, the only edge is
between dataset ds,, ; and a candidate virtual location LOC) 4,
when 7 > t and location LOC] can meet both the computing
resource demand of ds,,; and the budget B,, of dv,,. The
solution thus is feasible.

The running time of algorithm Heu is mainly due to the
solving of LP and finding the maximum matching. The analysis
is straightforward; omitted due to the space limitation. [ ]

Lemma 1: Algorithm Appro violates the capacity of each
cloudlet or datacenter by a ratio of (1+¢), where ¢ = CE%;ZVZ)

d SmazOmax

is a small given constant with % < e < THoEs
and dspez = maxy, {dsmt}, Omaes = max;{d;}, respectively.
Proof: For each location LOCY, we split the contribution
to its capacity violation to two components: the first virtual
location LOC], and all the rest virtual locations. From the
construction of bipartite graph G in algorithm Appro, we
know that LOC), has an accumulative assignment of 1 in the
fractional solution, meaning that it can be assigned to at most
one dataset in the resulting integral matching. Therefore, the
contributed computing resource consumption is at most res‘”.
For each virtual location LOC,,, we use res;, and 7es,(,)
to denote the minimum and maximum resource consump-
tions of any datasets that can be assigned to LOC],, where
2 < l,,w(l,) < O; with O; denoting the number of virtual
locations of LOC; in bipartite graph G”'. In the worst case,
we assign the datasets with the maximum volumes to all
virtual locations LOC;,. The contributed computing resource
consumption of the datasets that are assigned to virtual locations
in {LOCy, | 2 <1, < O} is at most 22’22 T€Su(1,)- In
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algorithm Appro, we go over the datasets one by one in non-
increasing order of their data volume. Thus, the minimum
dataset that is assigned to the previous virtual location (i.e.,
LOC;, ,) is higher than the maximum dataset assigned to the
loth virtual location. We thus have res,,,) < res;,_, and

(o]} < O;—1
res res
§ L :2 w(ly) = § l=1 los

R
Z Zl | T1,mk(t)res;, < C(LOCY).

This concludes that the capacity of LOC] is violated by at
most C(Lg(i’igg)esm. Assuming that the maximum resource
consumption of any dataset is far less than the capacity of
a cloudlet, we have (C(LOC)) + rest")/(C(LOC))) < (1 +
€)C(LOC), wheree =res"/C(LOC)) is a given constant with
(d57nin6min)/(O(LOCI)) <e< (d57naz5ma;c)/(c(LOCl))- n

Lemma 2: Let ds;gz = ‘R,l
. |R] e .
min,, 1 {|dsm ¢}, dmas = max;{&;} and 6,5, = min;{4;},
and assume that ds;in - Omin < Tes < dSmax - Omax-
Algorithm Appro violates the budget B, of each IoT device
dvy, by /6min times, where ¢ = dSmaz/dSmin-

Proof: As shown in Lemma 1, for each location LOC, the
maximum resource consumption that can be assigned to virtual
location LOC;, is res™. We have ¢ > (dsmaz - Omin)/res™
since rest™ > ds,in-0min. In the worst case, each location may
have a maximum unit processing cost c;.;. The maximum
computing resource assigned to the first virtual location of
LOC; is rest™. Due to Constraint (12), it is clear that the
fractional assignment of each location LOC] meets the budget,

e [BSmt]  Timk(t) - Cmgre < (resth/8)) - cmar < B,

In the integral solution, a dataset may be assigned to locatlons
with the maximum unit processing cost. This means all the
splits of a dataset in the fractional solution are moved to a single
location with the maximum unit processing cost. Let us fix
the first virtual location of each location. In algorithm Appro,
we consider the datasets in non-increasing order of their data
volume. The fractional assignment to the first virtual location
usually has a higher data volume, because all virtual locations
have the same ¢;. Thus, the movement of such fractional
assignments to the first virtual locations incurs the maximum
impact on the budget. That is, for each of the first virtual
locations, the max1mum data volume that can be Processed by

an amount res” of computing resource is :SL There are

at most W splits in each dataset assigned to the first
virtual locations of other locations. In the integral solution, we
thus have the worst case contribution to the processing cost
by (dsmaz/resth)rest ™ < (¢/6min)Bm. []
Theorem 2: Algorithm Appro produces a feasible solution
for the offline AoD minimization problem in a hierarchical
MEC network GG with all datasets being assigned immediately
after their generation The approximation ratio of the algorithm
is dm{:;% where dppaz = maXxm k1 t{dm k+dp, l+dl} and
Apmin = Mgy, g1 {dm.k + dig + dz}-
Proof: We first analyze the approximation ratio. We use
DA, to denote the fractional AoD of the minimum weight

maximum matching in the constructed bipartite graph G”, and

(20)

21

max

OPTyp to denote the optimal solution to the LP-SC(res'™).
Denote by D A be the obtained integral solution from algorithm
Appro. By the construction of the bipartite graph G” and the
rounding procedure, we have DAy = OPTLp. In algorithm
Appro, it is known that the first virtual location LOC], is
assigned a single dataset, which in the worst case can be a
dataset with volume res'” in the obtained integral solution.
However, in solution O P77}, p, such a dataset may be fraction-
ally assigned to many other locations. Relocating the fractional
assignment in O P77, p may increase the AoD of the request
by at most (dyae - 7€5")/dpmin, if the first virtual location
LOC;, has the lowest delay of processing a unit data, i.e.,
dymin- This means that DA/OPTLp < (dyas - 7€5™) /dpmin.

We now analyze the relationship between the parametric LP

relaxation O PT, p and the natural relaxation without parameter
est" denoted by OPT*. Recall that we assume that rest” >
dSmin * Omin- We thus consider the following two cases:

Case 1: rest > ds,max - Omaz- This means that the threshold
of resource consumption is higher than any datasets generated
by the IoT devices. res'” thus has no constraint on decision
variable x; ,, x(t). Therefore, OPTp = OPT™.

Case 2: dSmaz - Omaz > Tes™ > dsmin - Omin. Some
datasets may not be assigned to some locations due to the
violation of the threshold. This makes datasets of high resource
consumptions being fractionally split into more locations,
thereby reducing the AoD of the fractional assignment. We
thus have OPTp < OPT™.

Let OPT be optimal solution to the special case of the AoD
minimization problem. Clearly, we have OPT* < OPT. We
have the approximation ratio DA/OPT < DA/OPTpp <
(dmaz - 7€) /dumin. [ ]

VI. AN ONLINE LEARNING ALGORITHM FOR THE ONLINE
A0D MINIMIZATION PROBLEM

A. Overview

In real scenarios, processing and transmission delays are
uncertain since they depend on wireless environments, conges-
tion of links, and workloads on cloudlets and datacenters. We
assume that a number of “probes” are deployed in an MEC
network to monitor and predict the delays by issuing queries to
network components. The predicted delays however may not
be the real delays when requests are assigned to cloudlets or
datacenters. We handle uncertainties of network delays via lever-
aging the technique of multi-armed bandits with experts [30].
Specifically, we consider the probes deployed in the MEC
network as experts. These experts obtain the processing and
transmission delays from base stations, cloudlets, datacenters,
and links. Requests are then assigned according to the delay
information, and experts observe the real delays experienced
by the requests. Our basic idea is that, at the beginning of each
time slot 7, each expert predicts the delay of processing and
transmitting a unit amount of the dataset in the MEC network
G, via an autoregressive prediction model, following the idea
of the Hedge algorithm [30] with full feedback. Algorithm
Appro is then invoked to assign requests to cloudlets and
datacenters based on the predicted information. In the end
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of time slot 7, the real delays can be obtained through the
deployed probes. The cost of each expert is calculated.

B. Online Learning Algorithm

We propose the online learning algorithm. We assume that
there are N experts in the MEC network G. Each pair of a
base station and a cloudlet (or datacenter) is considered as an
arm. In a real network deployment, an expert corresponds a
probe monitoring a few network nodes and links. Each expert
is in charge of a subset of arms, recommends its arms by
revealing its learned delays of its arms, and receives a cost if
its recommendation is different with the real delay.

Let exp, be an expert with 1 < n < N. Each arm

corresponds two parts: a base station bsy and a location LOC].

Initially, the algorithm assigns each expert a weight of 1,
meaning a full trust of the predicted values of its pairs of base
stations and locations. As the algorithm proceeds iteratively, at
each time slot 7, it degrades the weight of an expert according
to the received cost (a.k.a. penalty). Specifically, the algorithm
selects an expert with a probability that is proportional to its
weight. Let w,(exp,) be the weight of an expert exp,, and
pr(expy,) be the probability of choosing an expert exp,, at
time slot 7. Then,

pr(expn) = w-(expy)/ (Z:[,:l wr(expy)).

The pairs of base stations and locations (i.e., arms) of each
chosen expert will be considered as candidate solutions for
the requests in R(t). We then invoke algorithm Appro, by
considering the candidate solutions as its input. Algorithm
Appro assigns the requests to cloudlets and datacenters for
processing based on the delays reported by the experts. The
datasets of assigned requests are then processed. Then, the
real delays of processing and transmitting a unit of data are
revealed. Based on the real delays, the experts receive their
costs. We consider such costs as the difference between the
predicted delay and the real delay. Intuitively, an expert will
receive a higher cost (or penalty) if its reported delay deviates
too much from the real delay. Let d“"i!, = d,, . + di,; + d;
be the delay of processing a dataset of an IoT device dv,, in
location LOC) via base station bsy. Denote by ¢, (exp,,) the
cost received by expert exp,,, we have

crleapn) = yuens, |dsmel - |diiy — diTil,
LOCeLOC,,

where BS,, and LOC,, are the sets of base stations and
locations that are monitored by expert exp,,, respectively, and
dyrily is the delay of processing dsp, ; via bsy, in LOC). To
avoid such experts being selected, we decrease its weight by

(23)

(22)

wri1(expy) = wr(expy) - (1 — E)Cr(ewn)'

The detailed algorithm are elaborated in Algorithm 3, which
is referred to as algorithm OL_MAB.

C. Regret Analysis

The rest is to analyze the regret of algorithm OL_MAB. We
first define the regret as the expected deviation of the AoD of

Algorithm 3 0I,_MAB

Input: G = (BS U LOC, E), a set of requests.
Output: Request assignments.

1: Initialize the weights of experts as w1 (expy) = 1 for the expert expp;
2: for each time slot 7 =1...7 do

3: Calculate the probability pr(expr ) of selecting exp,, by Eq. (22);
4: Select each expert exp,, with probability p;

S: Each selected expert predicts the delays of its base station bsy and
location LOC,, which are considered as candidate locations;
Invoke algorithm Appro;
7: Observe the costs of experts, and update their weights by Eq. (23);

a

the obtained solution from the optimal solution, i.e.,

Reg(T) = DA(OL_MAB) — E[DAcyp+], (24)

where DA(OL_MAB) is the AoD obtained by OL_MAB and
DAcyp+ is the AoD that is obtained based on the predictions
of the best expert exp®.

Let cost(expy) :Ele ¢-(expy,) be the total cost of each
expert exp,,. We then have exp* € argmini<,,<n cost(exp,),
and its cost is denoted by cost*.

Theorem 3: Algorithm OL_MAB has a regret of g +2eUy,
assuming that there is a bound U, on the minimum and
maximum delays of transmitting and processing a unit amount
of data in a pair of a base station and a cloudlet (or datacenter),
ie., Ug = dmaz — dmin, Where dpyae = maxm,k,l,t{dm,,k +
dk,l + dl}, dmin = minmk,l,t{dm’k + dk,l + dl}, and € is a
constant with 0 < ¢ < 1/2.

Proof: Let W, = ZnN:1 w,(expy,) be the total weight of
all experts before time slot 7. We observe that the weight of
each expert after the last time slot of the monitoring period
T can be calculated by wry1(exp,) = wy(exp, )ITI_; (1 —
e)eost(ezpn) It can be seen that the total weight after the
monitoring period 7T is

Wiri1 > wrpq(exp®) = (1 — €)% > (1 — ¢)PAears | (25)

due to the definition of costs and the fact that (1—¢)® > (1—¢)?
for any o < S.

We show the relationship between the costs of experts and
the AoDs of requests.

WT+1/WT = (Z:[:l wTJrl(expn))/WT

N (&2 exr
_ Zn:l(l _ 6) - (expn) . wT(empn)

, due to Eq. (23) (26)

W
N unit
<1- Oéz pr(expn) Z bspeBs, |dsmil - dyli,
n=1 LOCLELOC,
N unit \2
+5Z B pT(empn)(Z bspeBS, |ASmit| dmiir)
n=1 LOCLELOC,,

=1-aE(DA(OL_MAB, 7)) + BE(DA(OL_MAB, 7)%), (27)

where DA(OL_MAB,7) is the total AoD of requests
scheduled at time slot 7. We then have DA(OL_MAB) =
SN | DA(OL_MAB, 7).

By taking a logarithm on both sides of Ineq. (27), we have

In (WT+1 /WT)

<1In(1 — aE(DA(OL_MAB, 7)) 4+ BE(DA(CL_MAB, 7)?))

< —aFE(DA(OL_MAB, 7)) + SE(DA(OL_MAB,7)?), (28)

181
Authorized licensed use limited to: CITY UNIV OF HONG KONG. Downloadedson June 26,2022 at 00:56:46 UTC from IEEE Xplore. Restrictions apply.



since In(1 — y) < —y for any y € (0,1). In particular, this
holds when (o, 8) = (€,0). This means

Zil (aE(DA(OL_MAB, 7)) — SE(DA(OL_MAB, 7)?))
< =M (Weit/Ws) = —In (Weya /W)

=InW; —InWrpi1 <InN —1In(l —€)DAgyp-. (29)

With (o, 8) = (e,0), the above inequality can be written as,

InN 1 1

—— +~-In——F(DA_zp+).
+ € n (1 _ 6) ( P )

Assume € € (0,1/2), we have %lnl%e) < 1+ 2, mean-

ing E(DA(OL_MAB) — DAcyp-) < élnN)/e + 2eE(cost*).

Clearly, cost® < Ug - dSmaz- The regret of OL_MAB thus is

E(DA(OL_MAB) — DA.ype) < (In N)/e + 2eUs. n

E(DA(OL_MAB)) < (30)

VII. EXPERIMENTS
A. Parameter Settings

We consider an MEC network with 10 to 200 IoT devices,
where the number of base stations, cloudlets and datacenters
in the network is set to 10%, 5%, and 2% of the network
size, respectively. Each IoT device is connected to at least
one base station and with a 30% chance of connecting to
multiple base stations. The computing capacity of each cloudlet
varies from 4,000 to 12,000 MHz with several servers [36].
The computing capacity of a datacenter is randomly chosen
from {64,128,256,512} GHz [16]. The network bandwidth
capacity and latency of different links vary. Specifically, they
are randomly drawn from the ranges of [20, 100] Mbps and
[0, 5] milliseconds (ms) for links between base stations and
ToT devices, the intervals from [50,2000] Mbps and [5, 50] ms
for links between base stations and cloudlets, and the ranges
of [100, 1000] Mbps and [50, 1000] ms for links between base
stations and datacenters [16], [45]. The data generation rate of
each IoT devise follow typical video analysis and continuous
sensor monitoring applications, which is varied from 0.01 to
100 Mbps [16]. The experiments are performed in a server
with an Intel i7-9700 CPU and 64 GB memory.

We compare the performance of the proposed algorithms
Heu, Appro, and OL_MAB against the following benchmarks:
(1) A relaxed version of the ILP, represented by LP. Such
comparison is conservative, because LP represents a lower
bound of the optimal solution of the problem of concern; (2)
the first-come-first-served (FCFS) algorithm, which queues
all generated datasets in a FIFO queue on each cloudlet or
datacenter; (3) the last-come-first-served (LCFS) algorithm
in [3]; (4) the maximum weighted age reduction (MWAR)
algorithm in [48]; (5) algorithm OL_MAB_COMP, which is the
same with OL_MAB except that it has the complete information
of the delays of processing and transmitting a unit amount of
data; and (6) algorithm OL_MAB_NONE, which is algorithm
OL_MAB without using the predicted information by experts.

B. Performance Evaluation by Simulations

We first evaluate the performance of algorithms Heu, Appro,
OL_MAB, LP, FCFS, LCFS, and MWAR in terms of the

50 s Heu ‘é’ 061 4 Heu . 1501 —m Heu
B 40 2 0.5{ -+ Appro L g5 hovre |
s 8 4] T OLMAB £ 1001 - (¢
530 O0H o 1p = e
w— 0 0.3 / 2 751 LCFs |/
3 20 FCFS 3 ‘€ 501 —— mwad/
8 5 0.2 FCFS S
<10 —— LCFS E o1 — LCFS | & 25 a

—— MWAR g : —— MWAR 0
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NP R P A PSS

0
10 20 30 50 70 100
Network size
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(a) Accumulated AoD. (b) Accumulated cost. (c) Running time.

Fig. 3. The performance of algorithms ILP, Heu, Appro and OL_MAB.

accumulated AoDs, accumulated costs, and running times by
varying the network size from 10 to 100. From Fig. 3 (a), we
can see that algorithms Heu and Appro have AoDs close to
that of LP, implying the solutions obtained by them are near
optimal. Also, algorithms Heu and Appro have 7% and 10%
lower AoD than that of algorithm MWAR, respectively. The
costs delivered by algorithms Heu and Appro are also close
to that of LP and lower than those of the rest algorithms. The
reason is that algorithm Heu adopts a fine-grained allocation
strategy that divides each cloudlet into a set of virtual cloudlets,
while algorithm Appro filters out the cloudlets with small
fractional values of LP. Algorithm OIL_MAB achieves better an
accumulated AoD and a lower accumulated cost than those of
algorithms FCF'S, LCF'S, and MWAR, respectively. The rationale
behind is that the use of experts greatly improves the accuracy
of delay prediction and avoids the selection of suboptimal
solutions, by using the MAB method. From Fig. 3 (c), we can
see that algorithm OL_MAB has less running time than those
of algorithms Heu and Appro. We can also see that algorithm
OL_MAB has a similar running time as those of the algorithms
MWAR, LCFS, and FCFS that are widely adopted in various
systems. This means that algorithm OL_MAB has the efficiency
that can be adopted in real systems. The offline algorithms
Heu and Appro have higher running times, because they
deal with the offline problem that assumes all information
for the time horizon is given. It must be mentioned that
such algorithms are usually run in the network design phase,
with the aim to obtain scheduling policies. Once the system
starts running, the scheduler schedules requests according pre-
determined scheduling policies. In this sense, the running times
of algorithms Heu and Appro are efficient in practice.

We then evaluate the performance of algorithms Heu,
Appro, OL_MAB, FCFS, LCFS, and MWAR in terms of the
accumulated AoD and cost, by varying the number of cloudlets
and datacenters from 1 to 30 in a network consisting of 200
IoT devices. Fig. 4 and Fig. 5 illustrate the evaluation results.
From Fig. 4 (a) and (b) we can see that algorithm Appro
delivers the smallest AoD and the lowest accumulated cost
among the comparison algorithms. In addition, the AoDs and
costs of the six mentioned algorithms decrease with the growth
of the numbers of cloudlets and datacenters. This is because the
total available computing resource increases with the growth
of numbers of cloudlets and datacenters, and there are more
opportunities that the datasets can be processed earlier and
faster in locations with lower costs. Similar results of the
impact of the number of datacenters are depicted in Fig. 5.
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Fig. 6. The convergence process of algorithm OL_MAB.

We then evaluate the convergence rate of algorithms
OL_MAB, OL_MAB_COMP, and OI_MAB_NONE, in a time
period of 100 time slots. As shown in Fig. 6, algorithm
OL_MAB converges in 30 time slots, and has a much lower
AoD and cost than those of algorithm OL_MAB_NONE. The
rationale is that algorithm OL_MAB predicts the network delays
accurately, by following the information provided by the experts
distributed in the network, while algorithm OL_MAB_NONE
does not follow the predicted delays of experts. We can also
see that algorithm OL_MAB has almost the same AoD and
cost as those of algorithm OL_MAB_COMP, meaning that the
predictions by the experts are accurate.

C. Performance Evaluation in a Test-bed

To evaluate both the applicability in real environments and
scalability of the proposed algorithms, we built a test-bed
consisting of an underlay with hardware appliances and an
overlay with virtual resources. The physical underlay consists
of five hardware heterogeneous switches and four servers. In the
overlay, by using the VXLAN technique [23], we build a virtual
network with a number of Open vSwitch (OVS) [51] nodes and
virtual machines, as shown in Fig. 7. We thus attach a server
node in each of the switches that do not support VXLAN. We
also instantiate a virtual node with built-in support for VXLAN,
by replacing the network stack with OVS in Linux kernel. All
the rest of settings are the same as the simulation settings.
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(a) The underlay and overlay of (b) The physical deployment of
a test bed hardware switches

Fig. 7. A test-bed with both hardware switches and virtual resources.
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Fig. 8. The performance improvement ratio of algorithms Heu, Appro and
OL_MAB against LP in a test-bed.

We evaluate the performance of algorithms Heu, Appro,
OL_MAB, FCFS, LCFS, and MWAR in the built test-bed, in
terms of the ratios of obtained the AoD and cost over those
of LP. Fig. 8 shows the evaluation results. We can see that
algorithm OL_MAB delivers 4% lower AoD and 20% lower
cost than those delivered by algorithm MWAR. Also, algorithm
Appro has the lowest AoD while algorithm LCFS has the
highest AoD, because algorithm Appro schedules each request
immediately after its arrival while algorithm LCFS schedules
the last arrived request.

VIII. CONCLUSION

In this paper, we investigated the AoD minimization problem
for IoT big data processing in a hierarchical MEC network. We
first formulated an ILP solution for the problem. For the offline
AoD minimization problem, we devised an efficient heuristic.
We also proposed an approximation algorithm with a provable
approximation ratio for a special case of the problem. For the
online AoD minimization problem, we developed an online
learning algorithm with a bounded regret, based on a multi-
armed bandit method. We finally evaluated the performance
of the proposed algorithms by extensive simulations and
implementations in a real test-bed. Results show that the
proposed algorithms outperform existing studies by reducing
the AoD around 10%.
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