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Abstract—This paper studies the privacy-preserving adaptive
ranking problem for multi-armed-bandit crowdsourcing, where
according to the crowdsourced data, the arms are required to
be ranked with a tunable granularity by the untrustworthy
third-party platform. Any online worker can provide its data
by arm pulls but requires its privacy preserved, which will
increase the ranking cost greatly. To improve the quality of
the ranking service, we propose a Privacy-Preserving Adaptive
Ranking algorithm called PPAR, which can solve the problem
with a high probability while differential privacy can be ensured.
The total cost of the proposed algorithm is O(K In K), which is
near optimal compared with the trivial lower bound 2(K), where
K is the number of arms. Our proposed algorithm can also be
used to solve the well-studied fully ranking problem and the best
arm identification problem, by proper setting the granularity
parameter. For the fully ranking problem, PPAR attains the same
order of computation complexity with the best-known results
without privacy preservation. The efficacy of our algorithm is
also verified by extensive experiments on public datasets.

Index Terms—Adaptive ranking for QoS, multi-armed bandits,
crowdsourcing, differential privacy

I. INTRODUCTION

Ranking is one of key applications of crowdsourcing which
is an emerging paradigm of making full use of available
workers to perform target tasks. For example, given a set
of unknown target items (e.g., online courses [1], books and
movies [2], etc.), a crowdsourcing platform (broker) could
recruit a group of workers to “sample” the qualities of these
(unknown) items (e.g., the service or food qualities of the
restaurants, the relevance of the documents to the given
baseline topic and the perceptual qualities of the images).
The true qualities are then learned based on the crowdsourced
samples, according to which, the items can be ranked, e.g.,
for the recommendation purpose.

Although Multi-Armed Bandits (MAB) mechanism has been
applied to leverage the trade-off between exploitation and
exploration in making sampling decisions, by letting items
correspond to arms [3], it may not always be necessitated to
achieve a full ranking result such that each of the items is
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categorized with a unique rank. For example, some of movies
(or books) have very similar qualities with each other such
that i) distinguishing them may require a large number of
samples, which thus results in considerable cost for recruiting
workers, and ii) a coarse ranking is still able to serve the
recommendation purpose reasonably. To improve the quality of
ranking service, we are interested in ranking items in a flexible
manner, possibly with a tunable granularity, so that the arms
in the same rank have no big differences in terms of quality.
In other words, for each rank, the quality difference between
its best arm and its worst item is in a desired range. Some
recent proposals, e.g., [4], [5], investigated the coarse ranking
problem, but their algorithms rank the items by specifying the
maximum number of arms in each rank which cannot serve
our goal. How to achieve an adaptive range-based ranking
thus is still an open problem.

Additionally, due to the proliferation of the crowdsourcing
paradigm in growing numbers of applications, a crowdsourcing
system has to be of scalability to handle diverse tasks. Hence,
it usually sends its crowdsourced data to a powerful third-party
platform (e.g., cloud computing platforms) for data storage and
processing [6], [7], whereas the third-party platform may not
be trusted and the crowdsourcing service provider (broker)
is usually not fully trusted. Since the data provided by the
crowd of workers may contain or imply the workers’ private
information, another crucial concern is the privacy preserva-
tion issue. Hence, the crowdsourced data has to be perturbed
by injecting noise to protect the privacy of workers, which
however may greatly increase the cost to obtain an acceptable
ranking. Extensive studies have been conducted to strive for
the trade-off between privacy preservation and sampling cost,
such as [8]-[11], but these results just focus on preventing the
privacy leakage induced by arm pulls for identifying best arms.
It is unknown how to keep privacy protected in solving the
adaptive ranking problem when we still require a minimized
sampling cost.

In this work, we propose a Privacy-Preserving Adaptive
Ranking (PPAR) algorithm for MAB crowdsourcing. With
granularity parameter « specifying the maximum difference
between the quality of the best arm and the worst arm in
each rank category, the algorithm can achieve an adaptive
ranking with minimizing the number of required data samples
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(and thus the induced cost to recruit workers). Furthermore,
the PPAR algorithm leverages the notion of differential pri-
vacy [12], [13] to ensure that sharing the data with an untrusted
third-party platform would not result in privacy leakage.
Specifically, we propose to adapt a hybrid mechanism [14]
that combines the logarithmic mechanism with the binary
mechanism to perturb the data delivered to an untrusted broker
and a third-party platform. We perform rigorous theoretical
analysis to quantify the trade-off between the cost for ranking
and the budget for privacy preservation, given the specified
ranking granularity. We also perform extensive experiments
on a public dataset so as to verify the efficacy of the PPAR
algorithm. Our main contributions can be summarized as
follows:

o We investigate an adaptive ranking problem under an
MAB framework, with the aim to rank arms (correspond-
ing to the items) with a range-based granularity.

e We propose the PPAR algorithm such that the arms
can be adaptively ranked while the required cost for
pulling the arms (or recruiting the workers to sample the
arms’ quality distribution) is minimized and the privacy
preservation guaranteed.

o We reveal the trade-off between the sampling cost and
the privacy budget through theoretical analysis. We also
evaluate the PPAR algorithm by performing extensive
experiments on a public dataset.

It deserves to note that when setting the granularity param-
eter a = 0, our proposed algorithm can also be used to solve
the fully ranking problem [3] and the best arm identification
problem [15]-[17]. For the full ranking problem, our algorithm
attains the same order of cost with the best known result [3],
[18] without privacy preservation.

The remainder of this paper is organized as follows. We
first summarize the related work in Sec. II. We then introduce
the system model and present our privacy preserving adap-
tive ranking algorithm in Sec. III and Sec. IV, respectively.
The performance of our proposed algorithm is theoretically
analyzed in Sec. V. We also perform extensive experiments
to verify the efficacy of our algorithm in Sec. VI. We finally
conclude this paper in Sec. VII.

II. RELATED WORK

In recent years, crowdsourcing has gradually evolved into
a distributed problem-solving model. Human intelligence is
pooled on crowdsourcing platforms to solve many problems
that computers alone cannot solve. The crowdsourcing is
applied in many application scenarios, e.g., information sys-
tems [19], voting systems [20], and monitoring systems [21].
In [22], Yuen et al. proposed a common setting about crowd-
sourcing systems. Crowdsourcing shows a pre-submitted task
list given by a requester, and each arriving online worker
selects a task to complete, submitting his response. At the same
time, online workers can receive relevant rewards. Crowd-
sourcing provides a platform for tapping into the wisdom
of the crowd to explore new data, which is then exploited
to solve problems. This is consistent with the essence of

exploration and exploitation in the classical Multi-Armed
Bandits (MAB) problem [23]-[26]. In our work, we make
use of the traditional crowdsourcing platform for efficient data
collection to complete the adaptive arm ranking.

The ranking problem is extensively studied in the multi-
armed bandits setting, e.g., fully ranking problem [3], best arm
identification [15]-[17], top-K arm identification [27]-[29].
As mentioned, the adaptive ranking problem in this paper is a
generalization of the above three problems in the multi-armed
bandits setting. Conveniently, these three problems can be
well solved by adjusting the rank span input by our designed
algorithm. In many practical applications, the adaptive ranking
problem naturally arises, including peer-evaluation in large-
scale, online public courses (MOOC) [1], recommendation
systems for books and movies [2]. In these applications,
entities (courses, books, movies, etc.) are divided into dif-
ferent credits/ratings. Katariya et al. studied the MaxGap
Bandit problem in [3], focusing on achieving approximate
ranking. However, it was a centralized implementation. In
our work, we take the advantage of distributively problem
solving crowdsourcing to achieve the adaptive ranking. The
coarse ranking in the multi-armed bandits model was studied
in [4], [S5]. In [4], Katariya et al. considered the active coarse
ranking. The goal was to rank items based on their mean
values into predetermined sizes through adaptively sampling
based on their reward distributions. In [5], Karpov et al.
initiated the study of coarse ranking in a batched model under
fixed confidence and fixed budget variants, respectively. But
the coarse ranking considered in [4], [S] was from pairwise
comparisons in the multi-armed bandits setting. Thus, they are
not applicable to our setting where only the reward about the
arm can be observed.

In order to rank similar products, we need to collect a large
number of online workers’ evaluation data in our framework,
where the evaluation data can leak some private information. A
lot of work has recently been done to address privacy leakage
in the different multi-armed bandits setting, e.g., federated
bandits [8], collaborative bandits [9], combinatorial semi-
bandits [10] and contextual linear bandits [11]. To solve the
privacy issue in our adaptive ranking problem, we design the
privacy-preserving algorithm under the requirement of Dif-
ferential Privacy. Differential Privacy [12], [13] is a rigorous
definition and standard for quantifying privacy loss. In our
work, we modify the Hybrid Mechanism [14] to achieve e-
differential privacy. The noise added is logarithmic in the
number of rewards, such that the deviation from the real value
does not affect the efficiency of classification significantly.
As far as we know, we propose the first privacy-preserving
adaptive arm ranking algorithm with a small required total
cost with crowdsourcing.

III. SYSTEM MODEL AND PROBLEM

A. System Overview

Consider a crowdsourcing system consisting of a platform
(broker) and online workers. A requester wants to have a
knowledge of the ranks of some items with limited cost. These
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Fig. 1. Illustration of adaptive ranking via crowdsourcing.

items can be referred to a series of products that need to be
evaluated before launching. The requester hands over the items
to be ranked to a crowdsourcing platform and proposes the
span of the desired adaptive ranking. Then all the items are
publicized to online workers by the crowdsourcing platform.
The arriving worker will choose one product to experience and
generate a corresponding score. For each worker, he can get
paid for each response. Over time, the platform can collect
a large amount of information about the items. The crowd-
sourcing platform provides privacy protection for workers. The
crowdsourcing platform will not obtain the raw score data
reported by workers directly, thus lessening workers’ distrust
of the platform. On the whole, the crowdsourcing platform
takes advantage of data collection in a distributed manner,
then hands the preserved data to a third-party with powerful
computing and storage capabilities in a steady stream. The
adaptive ranking request can be efficiently implemented by
the third-party while the detailed information about workers
is protected. The main process is illustrated in Fig. 1.

For the sake of generality, each item can be evaluated by
more than one worker, and each worker can also choose one
from multiple items to experience at each time. We assume
that the online workers are unknown and each worker has
no knowledge of the items. Because workers arrive online at
different time, the crowdsourcing platform should release the
scoring protocol in advance. With the crowdsourcing platform,
the adaptive ranking task for requesters is aimed to be solved.
The items are finally expected to be ranked into the same rank
result according to descending qualities, and the quality gap
of items belonging to the same rank is upper bounded by the
adaptive ranking span that is provided by the requester.

B. Model

Let K = {A;,As,..., Ak} denote K items. For each
item A;, its quality obeys a probability distribution @; and
has an unknown expectation, denoted by [3;. Without loss of
generality, we assume that the qualities are normalized into
a range of [0,1]. We also suppose that time can be divided
into a sequence of epochs ¢t = 1,2, --- and a new epoch starts
if there is an available worker arriving at the crowdsourcing
system. For each worker, we assign one of the target items
to the worker, and the worker then “senses” the quality of

the assigned item and reports the protected results to the
crowdsourcing system. We denote by w; ¢ € [0, 1] the quality
of A; in epoch t. w; ; is an i.i.d. random variable for fixed ¢ and
the mean of w; ; is 3; for VA; € K. For example, if a worker
arriving at epoch ¢ is assigned with A;, he/she could collect
a sample w; ¢ independently from the probability distribution
@Q; and then generates an information token (A;,w;.). The
tokens are protected by the encapsulated program provided
by the crowdsourcing platform. The crowdsourcing platform
then acts as a broker by submitting the protected data to the
third-party.

C. Multi-Armed Bandit Adaptive Ranking Problem

The adaptive ranking problem can be cast to a Multi-Armed
Bandits Adaptive Ranking (MABAR) problem where items
correspond to arms. We receive a reward feedback w;; and
have to pay a unit of cost when having a worker “pulling”
arm A; in epoch t. Our aim is to categorize the arms into
a set of classes under a granularity of a according to the
reward feedbacks. We formally define the MABAR problem
as follows.

Definition 3.1 (Multi-Armed Bandit Adaptive Ranking): Let
P(K) denote the power set of K. The a-ranking of K is
defined as C C P(K) (with L = |C| and C; € C) such that

(@ Forvl=1,2,---,L, C; # 0
(b) For VC;,Cy € C with [ # U, CinCy =0
(C) U Cl = K;

1<I<L
(d) For any 1 < I < L — 1, it holds that max{g;|4; €

Ci}—min{5;|A; € €1} < aand max{f;|A; € C;}—a >
max{f;|4; € Ci41}.
Conditions (a), (b) and (c¢) imply that C is a disjoint partition
of K, while condition (d) indicates that the quality difference
of the arms in the same class is at most « and the one between
the best arms in adjacent classes is at least o such that the
classes are ranked with granularity a.

Furthermore, as mentioned in Sec. III-A, the samples re-
ported by workers will be delivered to an untrusted third-party
platform for data storage and processing, which may result in
privacy leakage for the workers. In this paper, we leverage
the notion of differential privacy for the purpose of privacy
preservation.

Definition 3.2 (Differential Privacy): An adaptive ranking
algorithm is said to be e-differential privacy, if for any two
possible reward sequences of K arms denoted by o01.x and
o). that differ at most one record related to one worker, it
holds that for all S € PN(K):

P(C € S|01:K) < P(C € S|U/1:K)€6,

where C is the ranking from the output of algorithm 7.
The notations used in this paper are summarized in Table
L.
IV. ALGORITHM

In this section, we present the Privacy-Preserving Adaptive

Ranking (PPAR) algorithm for the MABAR problem with a

cost of O(K In K).
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TABLE I
FREQUENT NOTATIONS AND DESCRIPTIONS

Notations Descriptions

A The crowdsourcing platform

T The total cost

K The number of items

K Set of items {1,2,--- K}

Wit The quality of A; in epoch ¢

Bi Quality of item A;

i Empirical mean related to item A;

i Perturbed empirical mean related to item A;
I; The average of new 7 scores

« Rank span

S An active set

l The serial number of the class

C Set of items belong to the g-th rank

H; The hybrid mechanism relative to item A;
o A stream of scores of the item A;

o The w-th element of a stream related to the item A;
€ A privacy parameter

T The cost of each reward collection

Amaz The maximum perturbed empirical mean
>[4, 4] A p-sum(a adaptive sum)

(A, wi) The token related to the item A;

The algorithm is given in Algorithm 1, which proceeds
as follows. With each iteration, the set of arms that are
still not ranked is denoted as an active set S. The platform
iteratively collects 7 results with respect to arms that are still
not ranked from workers, till all arms in S are identified as
either belonging to or not belonging to the class defined in the
current iteration. Here 7 is the cost parameter whose value will
be given in the analysis. Every average of the 7 rewards for
arm A; is denoted as fz;. Then g, is perturbed by a hybrid
differential privacy mechanism given in Algorithm 2, and the
perturbed value is denoted as fi;. The perturbed data is sent
to a third-party through the crowdsourcing platform (broker),
such that the arms with high expected rewards can be ranked.
The above process continues utill all arms are ranked.

In the [-th iteration, the algorithm consists of the following
three steps.

« Arms Announcement: The platform announces arms to
asynchronously arrived workers. When a worker arrives,
the platform makes the worker pull an arm that is still
not pulled for 7 times. And then the worker generates the
token (A;,w; ¢).

« Data Perturbation: Once an arm has been pulled for 7
times, the average reward f; is computed and protected
by the hybrid mechanism given in Algorithm 2. The
perturbed value then is sent to the third-party computation
platform for the adaptive ranking task, while keeping the
privacy preserved.

« Arm Ranking: After receiving the perturbed data, the
computation platform compares the perturbed average
reward of every arm with fi,,,4,, Which is the maximum
value of the perturbed average rewards of arms. Only if
the difference between the perturbed average reward of
the current best arm [i,,4, and that of the current arm

f1; is smaller than a specified threshold o — 24/ %

(Line 28), the current arm will be put in class Cj, and
the other arms need more pulls for adaptive ranking.

Algorithm 1: PPAR: Privacy-Preserving Adaptive
Ranking

Input: X, 7, «, error §, privacy budget e.
Olltpllt! Cl, CQ, ce ,Cré'l .

1 Initialize: S + IC, [ < 1,

2 Initialize perturbed empirical qualities 1 € RY.
/+ Initialize parameters related to

privacy preserving */
3 for arm A; € K do
4 | Initialize 6;,0; € RY;
5 ti,Ni,whwi,t 0.
6 for j =110 [L] do
7 L Cj — @;
8 while S # () do
9 while S # C; do
10 Arms Announcement ()

/* data perturbtion */

11 foreach arm A; € S do
12 Collect 7 tokens;
13 Compute fz; for arm A; by selected tokens;
14 ﬂi,ti,gi,éi,]\fi,wi7t,wi —
15 'H(e,ﬁi,ti,@i,Gi,Ni,wi7t7wi);
16 Insert fi; to the perturbed empirical
17 qualities fi.
18 Platform .4 submits fi to the third-party.
19 Arm Ranking(S, f[1)
20 S+ Ciy1, Cl+1<*@,l<fl+1.

21 Procedure: Arms Announcement ()
foreach arm A; € S do
22 fort=1,2,3,--- ,7 do
23 Assign A; to an arrived worker;
24 L Generate a token (A;,w; ).
25 Procedure: Arm Ranking(S, ft)
Input: active set S and perturbed empirical qualities

.
26 fimaz < maz{i;|A; € S}
27 foreach arm A; € S do

28 if [; > fmar — @+ 2

/In(4k/d
7(21{ ) then
29 Cl “— Cl U {AZ},

30 if fi; < flynge — o — 2 %then
31 L Ciy1 < Crpn U{A ]
32

S+ S— {Ai};
In order to add as little noise as possible while obtaining the
maximum privacy protection for each arm, we face the trade-
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off challenge of data utility against data protection. To protect
the rewards, a common way to obtain privacy protection is to
directly add noise to every item of the stream of rewards by
the Laplace mechanism. However by doing so, the added noise
linearly increases with the number of rewards, which incurs
an unaffordable cost and results in that the average reward
obtained by the perturbed value heavily deviates from the
expected value, making it impossible to obtain correct adaptive
ranking for arms efficiently.

Hence, we here adopt a hybrid mechanism [14] to im-
plement privacy preservation, where the noise added is log-
arithmic with the growth of the number of rewards, such
that the deviation from the real value does not affect the
efficiency of adaptive ranking significantly. Essentially, our
adapted hybrid mechanism in Algorithm 2 leverages the p-
sum framework. The p-sum shown in Fig. 2 can be viewed as
the intermediate result of each step of counting. For example,
Sa,b] = S0 . 0l1 < a < b Y[a,b] is a p-sum as
well as an adaptive sum. The noisy p-sum is represented by
>la,b] = Z::a ol + noise. In our algorithm, the average
reward fi; generated in the ¢-th round on arm A; can be viewed
as o!. The hybrid mechanism releases the union of noisy p-
sums.

The adapted hybrid mechanism in Algorithm 2 is mainly
composed of two components, namely the Logarithmic Mech-
anism and the Binary Mechanism, respectively, where the
Logarithmic Mechanism and the Binary Mechanism are shown
in Algorithm 3 and Algorithm 4, respectively.

The perturbed value delivered by Algorithm 2 can be
distinguished into two cases. When the length of the stream

Algorithm 2: Hybrid mechanism H

Input: A privacy parameter € and a real number
r € [0,1], counting variable ¢, auxiliary
parameter Q, é, N, Q, w.
Output: F, ¢, 0,0, N, Q, w.
1 Initialize: F" < 0.
2c+c+1;
3Q+—Q+7r;
4 if ¢ = 2™ for some m € Z then
5 w < L(F,9Q);

6 N +c;

7 for £k =0,1,2,--- ,logo N — 1 do
3 0, + 0;

9 9k<—0;

| F« L(F,Q)/c

11 else

12 v+ c— N,
13 0,0 < B(N,v,%,0,0,r);
14 | Express v in binary form v =}, Bin;(v) - 2J;

15 | e [ + (Zj:Binj(v)ZI 0;))/c.

Algorithm 3: Logarithmic mechanism £

Input: A privacy parameter e,

a real number ).

Output: €.

/* Logarithmic mechanism will add
noise to the output only when
counting variable in Hybrid
mechanism is an integer power of
2. */

1 Q« Q+ Lap().

Algorithm 4: Binary Mechanism B

Input: A time upper bound NV, a counting variable v,
a privacy parameter €, a vector of p-sums 8, a
vector of perturbed p-sums 6 and a real
number r € [0, 1].
Output: 6,6.
1 Initialize: ¢’ < €¢/log, N.
2 Express v in binary form v = >, Bin;(v) - 2);
/* p-sum */
3 Let k= min{j : Binj(v) # 0}; 0k < 32,1 0; + 73
4for j=0r k—1do
5 L9j<—0,§j<—0.

6 ék — 0 + Lap(é).

input to Algorithm 2 is a power of 2, only Algorithm 3 is
invoked to output the perturbed value i; through the Laplace
distribution with scale % Otherwise, Algorithm 4 is invoked
to output a noisy p-sum for the c-th sequential 7i;, where
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€ (p1,92), and @1, @2 are two adjacent numbers that are
both power of 2. Then the hybrid mechanism outputs fi; by
combining the last output of Algorithm 3 and the new noisy p-
sum obtained from Algorithm 4. Every sum of 1" consecutive
items can be represented by log T" nodes in the tree. As shown
in Fig. 3, the sum of 7" = 7 items can be obtained by 3 noisy
p-sums corresponding to the red nodes.

V. ALGORITHM ANALYSIS

In this section, we analyze the performance of the proposed
adaptive ranking algorithm, Algorithm 1. We first show that
with a high probability, our algorithm can rank the arms
correctly with small cost, and then illustrate the privacy
preservation of our algorithm.

A. Adaptive Ranking Analysis

We first bound the difference between real qualities and
perturbed empirical rewards of all arms by the union bound of
Chernoff-Hoeffding inequality and hybrid mechanism’s error
bound. We use a tight error bound of the hybrid mechanism
derived in [30], and by observing a vital fact that the sensitivity
of every item in the input stream of the hybrid mechanism can
be bounded by %, the error dramatically decreases by noise.

The gap between the real qualities of arms and segmentation
points is critical. To bound the cost, we subtlety place a
"virtual arm" Ay on the segmentation point in each iteration.
With Ay, we can treat real qualities of arms and segmentation
points equally, which greatly simplifies the proof. Apart from
that, it is shown that by elaborately setting the threshold of

adaptive ranking (i.e. 24/ % for arm A;), a high success
probability of adaptive ranking is guaranteed.

The following Chernoff-Hoeffding Bound wil be used in
subsequent analysis, which can be found in the most advanced
mathematical textbook on statistics.

Lemma 5.1 (Chernoff-Hoeffding Bound): Let
M,M2, - M € [0,1] be independent random variables,
and n = Z?:l n;. For every z > 0, it holds with additive
error that

222

P(jn —En]| = 2) < 2e7 7.

We consider the n-th reward collection for an arm A;. At
first, we give the following result to bound the difference
between the average reward of an arm and its perturbed value.
Let p; denote the empirical mean of rewards on an arm A;
after the n-th reward collection, and recall that fi; is the
perturbed average reward output by the privacy-preserving
mechanism after the n-th reward collection.

Lemma 5.2: For any arm A;, it holds in the [-th iteration
that

(——= T —)
P(pi — jul = ) S2¢ 2V Z0
where T; (= n7) is the number of rewards received for A;
till the n-th reward collection and ¢ is the required privacy
budget.

Proof. Denote by X the sum of rewards received by the

platform on arm A; till the n-th reward collection, and denote

by X,, the perturbed value of X, using the hybrid mechanism.
In [30], it has been shown that

<|X X, > Mlnv(lnn+l)> <. (1)

2V2

2
Let 2/ = ——In—(lnn + 1), then
er Y

’
z'eT )

v = 26(7 2v2(Inn+1) 7

Eqt. (1) can be rewritten as

z'et

P(IX — X,| > 2/) < 2¢ wvammem). 2

By dividing % in the above equation, we can then get that
for 2/ >0
2/ Tie )

(-—=—
P(|p; — fus| > 2') < 2e 2v2(n L) ’

which completes the proof. ]

Lemma 5.2 shows the relationship between the empirical
reward and the perturbed empirical reward. We next establish
the relationship between the expected reward and the perturbed
empirical reward through the empirical reward.

In(4K /)

i

T;
Lemma 5.3: For any arm A;, if ¢ > 8 In(— +
-

1), with probability at least (1 — ), we have

) 21In(4K/5)
‘/BZ ,u’1| — 711

Proof. By Algorithm 2, the added noise is independent of
the input value. For any ¢’ > 0, according to the independence
of events, we have

P (|8 — fus] < 2t)
>(1=P(I8; —ml 2 t)) (1
Therefore,
P(18; — fus| > 2t') < P(|8; — pal > ') +P(|ps
By Lemma 5.1 and Lemma 5.2, it holds that

= P(lpi — sl = ).

— f1i| > t').
t'Tye

(- T ,
— | > 2t') < 2e BETED oo (3

Li 11), then by Eqt. (3),

P(|Bi

If € > 4y/2t'In(
P(18i — fu] > 2t') < 4e72"T

and 2

P(I: — il 2 ¢) < de= T,

When ¢ — 21In( 4K/5

(4K/6) Tl
e>8 /7/ Ti
T, T
K
P16 — jul < /21n4K/(5 S1_s

, we have

> it can be obtained that
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The lemma follows. (]

As discussed before, we will add a “virtual arm” to facilitate
the analysis. The following Lemma will help set this arm.
Denote by 3, the largest expected reward of arms that have
not been ranked.

Lemma 5.4: For any iteration, Let S C K be the active set,
assume arm A, € S has the largest expected reward (3, and
arm A, € S has the largest perturbed empirical reward j,,. It
holds that
K

P(I&—ﬂyl L [ 2K/0) ) )

min{Ty, T,} K

Proof. We show the claim by the following two cases.

Case 1: 5, > fi,,.

]
According to Lemma 5.3, with a probability at least (1 — E)’
it holds that
21In(4K/96)

Given that arm A, € S has the largest perturbed empirical
reward fi,, we have

o < fly. (5)
From Eq. (4) and (5), it can be obtained that

. R 2In(4K /6
Ogﬁm_ﬂygﬂm_ﬂzg %
Case 2: (8, < fiy.
It can be obtained that
N . 2In(4K /6
Ogﬂyiﬂmgﬂyfﬂyg %

Y

Combining both cases together, it holds that

21n(4K/9)

)
B N Bt Sk V A/ I
F (BI il = min{Tm,Ty}> ~ k

O

We define an arm Ay with an expected reward of (8, — )

and a perturbed empirical reward of fig = fiy, — «. And the

total cost of Ag is min{T,,T,}. Our definition is reasonable
since by Lemma 5.4, it holds that

P |po — fio] = 2IntaR/0) ln(;j{/d) < %
The defined arm Aj satisfies Lemma 5.3 as well as all other
arms.

With the facilitation of arm Aj, we can get the following
result. Denote by A,,;, the minimum gap of qualities between
all arms and all segmentation points.

We give the following Lemma 5.5, using arm A skillfully.

Lemma 5.5: In any iteration, let K’ be any subset of K U
{Ao} and T" = min{T;|A; € K'}. For any a,b € [0,1], if

b>aand b—a < nApy, — 24/ 22EE0) with probability

at least (1 — §), there are no more than n arms € K’ whose
perturbed empirical rewards fall in [a, b].

Proof. We prove the claim by contradiction. Assume that
there exist more than n arms whose perturbed empirical
rewards fall in [a,b]. We denote the set of these arms as &',
ie., S = {AZ|A2 eK' ANa < /ALZ < b}

Notice that |S'| > n+1and 8" C KU {Ap}. Assume A,
and A,/ have the largest and smallest expected rewards among
all arms in §’. By Lemma 5.3, with probability at least (1—0),
we have

) . 21n(4K/9) 21n(4k/9)
— [bgr > — | —— — , i N
NN ELICI0)
T/

which contradicts the assumption that b — a < nA,;, —

24/ w. Hence, in K’, there are no more than n arms
whose perturbed empirical rewards fall in [a, b]. O
Now, we are ready to prove the final result.

72In(4K /o

Theorem 5.1: Let R = [1] and r = (%
minT

probability at least (1 — §)%", algorithm PPAR can deliver

correct adaptive ranking with a total cost of O(K In(K)) when

In(4K T;

> 8 LT/‘S)ln( :

Proof. When 7" >

1. With

— + 1) for any arm A;.
-

721n(4K/5)
AQ

min

2 In(4K/9) . [2In{dK)5)
W= S B =2/ (©)

Then, by Lemma 5.5, in any iteration, with probability at least
(1 —¢), there is at most one arm in S U {4} — C; whose
perturbed empirical reward falls in the interval

~ [12In(4K/6) . [2In(4K /6
[Mmaz_a_Z (Ti,/)a/lfmam_a"f‘2 %

The last arm in S U {Ag} — C; whose perturbed empirical
reward stays in the interval must be Ay, since the perturbed
empirical reward is [i;q, — «. Therefore, all arms has been
ranked (recall line 28-32 in Algorithm 1) in any iteration when

. 72In(4K/9)
T > A

min

, we have

. In other words, the maximum cost for an
721n(4K/9)
2

79K In(4K/5)
—a

arm to be ranked is at most . Hence, the total

cost for algorithm PPAR is at most

Furthermore, considering the cumulative error for all itera-
tions, the success probability is at least (1 — §)Rr, as there are
at most Rr iterations. The theorem then follows. ([

From Theorem 5.1, we can assign a proper value to § to
improve the algorithm’s accuracy, and the impact on the total
cost is logarithmic meanwhile. For example, by setting 6 <
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0.01
6Rr > 0.99.

(1= >1-

B. Privacy Preserving

The rest is to show that the hybrid mechanism in Al-
gorithm 2 can satisfy differential privacy defined in Defini-
tion 3.2.

We first give the following Lemma 5.6 to illustrate the
properties of the Laplace Mechanism.

Lemma 5.6: Let M be a summing function on a stream.
Assume o and ¢’ are two streams that differ at one item only
t and |o(t) — o’(t)] < A. Let Y « Lap(£) be a random
variable drawn from the Laplace distribution. Then, for any
subset S of R, we have

P(M(o)+Y € 8) <exp(e) - PM(c")+Y € 5).

The proof of Lemma 5.6 can be found in [31].

Theorem 5.2: The Privacy-Preserving Adaptive Ranking

(PPAR) preserves e-differential privacy for each reward gen-
erated by any arm in /.
Proof. For each arm A;, the empirical mean of every 7 rewards
is the input to the hybrid mechanism. We denote o; as the
input stream for arm A;. Therefore, for arm A;, the change
of any one empirical reward only impacts one item of ¢;. The
maximum change is bounded by 1

For the Logarithmic Mechanism used in Algorithm 2, £-
differential privacy is preserved by Lemma 5.6. For Binary
mechanism used in Algorithm 2, the change of any one
empirical reward for arm A; impacts at most log, N p-sums
because it can participate in at most logy N p-sums from
Fig. 2. The Binary mechanism can also preserve 5-differential
privacy, since each perturbed p-sum keeps 5  -differential
privacy. Thus we can obtain the final resulzt by applying
a composition theorem [31], since Algorithm 1 performs a
randomized mapping from the output of hybrid mechanisms
to a sorted sequence of subsets of K. (]

The main parameters of algorithm PPAR are the error rate
0 and the private budget e. We must be careful to assign
values to these two variables to achieve the desired cost.
By Lemma 5.3 and Theorem 5.1, it can be shown that
algorithm PPAR succeeds with a high probability under a total
sample cost of O(K In K), as long as € and 0 satisfies that

€ > 8\/Mln( + 1) while the e-differential privacy
is ensured. Furthermore by Theorem 5.1, it can be observed

that the upper bound on the total cost logarithmically increases
with the decease on the value of 4.

VI. EXPERIMENT

In this section, we evaluate the performance of our ranking
algorithm PPAR in real settings. Specifically, we first eval-
uate the impact of different parameters on the accuracy of
the adaptive ranking, including the number of arms K, the
iteration cost 7, and the privacy level e. We then study the
variation tendency of accuracy, by varying the distribution of
qualities of arms. We finally test PPAR by real-world dataset,
the Open Bandit Dataset [32]. The experiments are conducted

on a laptop with Intel Core i7-7600U and 8GB of RAM. Each
result reported is the average of 150 times of experiments.

In the default setting, we set the qualities of arms drawn
from the Gaussian distribution with a mean of 0.5 and a
variance of 10, and all sampled qualities are clipped within
[0,1]. Then, we set (K, T,€) = (20,6 x 10%,0.25). Based on
the default setup, we change each parameter respectively and
show how they affect the accuracy of the solution, where the
accuracy of each class is defined as follow. For the c-th class,
let U denote the arms ranked into c by the standard adaptive
ranking, while )V denotes the arms ranked into ¢ by PPAR.
Then the accuracy of the c-th class defined as

(@): \UnV|/|U|if |U| > 0;
(b): 1if U|=1|V]|=0;
(c): 0if |U| =0 and |V| #£ 0.

We first evaluate the influence of class span « on the
accuracy with « = 0.1,0.2,0.3 and 0.4 respectively. As shown
in Fig. 4, the accuracy of all classes in these four different
cases maintains at a very high level, with a minimum accuracy
higher than 0.98. Furthermore, the average accuracy tends to
be higher when « increases. In this case, the number of classes
is small, which means the granularity of the division is large,
and hence the chance of incorrect ranking of arms decreases.

1'°°: S ANVAnE

Accuracy

1T —=— a=0.1
a=02
0921 —— a=0.3
—— a=04

1 2 3 4 5 6 7 8 9 10
Class

Fig. 4. Accuracy of algorithm PPAR by varying a.

Fig. 5 illustrates the accuracy of the adaptive ranking
process with different numbers of arms. The results are shown
in two different class spans o = 0.1 and o = 0.4, respectively.
The number of arms is set as K = 10,20,30 and 40
respectively. From Fig. 5, it can be seen that as the number
of arms increases, the average accuracy of ranking has a

1.00 — 1.00 —y
S '—‘l—%x
0.98 / 0.98
z z
Z0.96 £ 0.96
H H
H 2
2 2
0941 —= k=10 0941 = k=10
k=20 k=20
0921 —»— k=30 0.9271 —v— k=30
—— k=40 —— k=40
o. 0.
12 3 a4 5 6 7 8 9 10 1 2 3
Class Class
(a) a=0.1 b)) a=04

Fig. 5. Accuracy of algorithm PPAR by varying K.
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Fig. 6. Accuracy of algorithm PPAR by varying 7.
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°
°
8

1 2 3 4 5 6 7 8 9 10 1 2
Class Class

(a) a=0.1 (b) a =04

Fig. 7. Accuracy of algorithm PPAR by varying e.

decreasing tendency. For example, when o = 0.1, the average
accuracy for all groups when K = 40 is 0.986, while this
value is 0.999 when K = 10. With fewer arms, the ranking
task is simpler and more accurate. This result is consistent
with our theoretical analysis.

In Fig. 6, we evaluate the impact of iteration cost 7. The
iteration cost is set as 7 = 6 x 10%,6 x 103,6 x 10* and
6 x 10° respectively. Other parameters are set as default values.
From Fig. 6, we can observe that a larger iteration cost can
increase the accuracy. The reason is that when 7 is large, more
information about arms can be explored, which improves the
probability of success in the whole ranking process.

We then illustrate the impact of privacy budget ¢ in Fig.
7. The privacy budget is set as € = 0.2,0.25,0.3 and 0.35
respectively. It can be seen from in Fig. 7 that the accuracy
increases when the privacy budget gets larger. This is because
that the larger the privacy budget is, the data is more useful.
Then, a more accurate result can be obtained.

Finally, we evaluate the influence of the distribution of arms’

1.00 S’ E f g 77- 1.00 ﬁ
0.98 0.98
gz g
Z 0.96 7 0.96
H H
g g
“o0af = 02=0.1 “o0af = 02=0.1
0?=1 o?=1
0921 —v— 02=10 0921 —r— 0?=10
—— 02=100 —— 02=100
o. 0.
1 2 3 a 5 6 7 8 9 10 1 2 3
Class Class
(@) a=0.1 () a=0.4

Fig. 8. Accuracy of algorithm PPAR under different distributions of quality.

qualities. The results are shown in Fig. 8. We consider the
Gaussian distribution with different variance (denoted as o?),
and the distribution with a variance of 10 is our default setup.
The quality of each arm is sampled obeying the Gaussian
distribution. We set the mean of all distributions as 0.5, and
o =0.1,1,10 and 100 respectively. From Fig. 8, we can see
that the average accuracy under Gaussian distribution increases
when o gets higher. This result is reasonable because a bigger
standard deviation means the distribution of qualities of arms
is less intensive, which is favorable for ranking.

We finally test the performance of PPAR when changing
the value of o by a real-world dataset, the Open Bandit
Dataset [32]. The Open Bandit Dataset is a public real-
world logged multi-bandits feedback dataset, provided by the
largest Japanese fashion e-commerce company ZOZO, Inc.
This dataset contains 80 commercial items(considered as 80
arms) and each arm is associated with some row data as pulling
records(26M records in total). We use the propensity score
of each record as the reward of pulling the corresponding
arm. The qualities of arms in the Open Bandit Dataset are
distributed as shown in Fig. 9.

1027,0.30) 4§ 1
(02402710

021.020)f 1
018021 1

£ 1015018 1
s

o s 10 15 2 25 30 3 a4 45 s 55
Number of Arm(s)

Fig. 9. Distributions of arms’ qualities.

The initialization of K, 7 and € are same as default setup.
When pulling arm ¢ in algorithm PPAR, we randomly sample
a reward from the corresponding row data without putting it
back. The average performance of algorithm PPAR in the Open
Bandit Dataset is shown in Fig. 10. It can be seen that the
average accuracy for all groups decrease when reducing o,
while the accuracy of all groups maintain a high value over
0.94 when o« > 0.1.

VII. CONCLUSION

In this paper, we presented a privacy preserving arm ranking
algorithm in crowdsourcing systems. We formalized by the
multi-armed bandits model, and our proposed algorithm can
make every arm ranked into correct classes with a high
probability of (1 — 6)F", using O(K log K) cost for data
collection even under the consideration of privacy. A stringent
privacy protection is provided for workers in crowdsourc-
ing systems by a hybrid mechanism satisfying e-differential
privacy. We also evaluated the proposed algorithm through
experiments. Extensive experimental results showed that our
proposed algorithm has good performance in practice.
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