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Abstract Emerging byte-addressable non-volatile memory technologies, such as phase change memory (PCM) and spin-
transfer torque RAM (STT-RAM), offer both the byte-addressability of memory and the durability of storage, thus making
it feasible to build single-level store systems. To ensure the consistency of persistent data structures in the presence of
power failures or system crashes, it requires flushing cache lines to persistent memory frequently, thus incurring non-trivial
synchronization overhead. To mitigate this issue, we propose two techniques. First, we use non-volatile STT-RAM as
scratchpad memory on chip to store recovery information, thereby eliminating synchronization cost in the logging phase due
to the avoidance of off-chip logging operations. Second, we present an adaptive synchronization policy based on caching
modes in terms of data access patterns, thereby eliminating unnecessary synchronization cost in the checkpoint phase.
Evaluation results indicate that the two techniques improve the overall performance from 2.15x to 2.39x compared with
conventional transactional persistent memory.
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1 Introduction rations cannot be done through a single I/O operation,

since the granularity of a single I/O operation is usually

In modern mobile devices, SQLite is a widely used less than that of a single user operation. If a failure oc-

server-less database to store the structured data, as well curs during the period of two I/O operations, the user

as metadata related to unstructured data (e.g., pho- data will be left in an inconsistent state. Therefore,

tos). Of all writes in smartphones, about 90% of the some measures should be taken to avoid this situation.

write requests are to the SQLite database and journal.
Besides, 70% are synchronous™. These synchronous
operations are mainly used to enforce ordering con-
straints of data persist operations, thereby ensuring

persistent data consistency upon system crashes(2™4

[5-6]

or
power failures This is an issue known as crash-
consistency problem!”. From users’ perspective, it is
expected to complete a particular operation (e.g., with-

draw) atomically. However, almost all the user ope-

In recent years, byte-addressable non-volatile mem-
ory technologies (also called persistent memory, PM),
including phase change memory (P CM)[S], spin-transfer
torque  RAM  (STT-RAM)!, 10],

promise the fusion of volatile memory and persistent
11]

and memristor!

storage[
PM to replace both working memory (e.g., DRAM) and

This allows system architects to use entire

persistent storage (e.g., eMMC) in the traditional two-
level storage model, in order to build a single-level store
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mobile system. Single-level store systems avoid the
data movement between fast memory and slow storage,
thus reducing both I/0O latency and energy significantly

(121 However,

compared with two-level storage systems
it imposes a great challenge on system software, includ-
ing programming model and operating system!*2-14
because traditional block-oriented software stack can-
not efficiently exploit the byte-addressability of PM.
Instead of issuing reads and writes on files, appli-
cations can access PM directly via load/store mem-
ory interface. Thus, transactional memory*® becomes
a good programming model in ensuring data consis-
tency via transaction mechanism for volatile memory

16 5

and persistent memory. For example, Tiny-STM
lightweight software transactional memory, implements
write-ahead logging in order to roll back to previous
consistent state when a transaction aborts. In this pa-
per, we focus on transactional persistent memory[1718],
which can enable the correct recovery of data after a
system failure. To achieve this, in a transaction, it re-

191 one to

quires two writes to PM for each updatel
store recovery information in log area, and the other
to write the data itself in data area. Besides, to en-
sure data durable, it still requires to issue a sync op-
eration (i.e., clflush and sfence instructions) following
each normal store instruction in order to enforce flush-
ing dirty cache lines out of the cache hierarchy. As a
result, large amount of sync results in dramatic perfor-
mance overhead[20-21],

Our goal is to reduce the sync cost incurred by
crash consistency guarantees. In this work, we pro-
pose two techniques. The first is on-chip logging based
on scratchpad memory (SPM)?2. The key idea is to
eliminate sync overhead incurred by cache line flushes
through leveraging non-volatile software-managed on-
chip memory to store log information. The second is
adaptive sync based on caching modes. The key idea is
to reduce the number of sync through choosing a rea-
sonable caching mode in terms of data access pattern.

Our contributions are summarized as follows.

e We observe two performance bottlenecks in the
logging phase and the checkpoint phase within a trans-
action to enable crash consistency.

e We use non-volatile STT-RAM as scratchpad
memory to store recovery information on chip, thereby
eliminating the cache line flushes to off-chip PM.

e We present an adaptive sync policy based on
caching modes in terms of data access pattern to elim-
inate unnecessary cache line flushes to PM.

e We implement and evaluate the two techniques.

The evaluation results indicate that they help improve
the overall performance up to 2.2x on average compared
with conventional transactional persistent memory.

2 Background

In this section, we target single-level store in mo-
bile systems, and discuss several problems related to
crash consistency, including transactional memory and
synchronization overheads.

2.1 Single-Level Store System

PM provides byte-addressable, low-latency features
close to DRAM, while retaining non-volatile property
similar to eMMC. Thus, it is feasible to build a single-
level store system with entire PM. However, since PM is
more sensitive to software overhead than eMMC, soft-
ware stack should be optimized or redesigned so as to
exploit the byte-addressability of PM via load/store
memory interface as shown in Fig.1.
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Fig.1.

memory.

Single-level store system architecture using persistent

Crash consistency needs to ensure the atomicity,
consistency, and durability of data updates. There are
two typical consistency guarantee techniques including
write-ahead logging and copy-on-write. Regardless of
what technique is adopted in single-level store systems,
the primary consistency overhead comes from frequent
cache line flushes to off-chip PM.

2.2 Transactional Memory

Transactional memory is considered as an ideal way
to enable data consistency upon a failure for persistent
memory. However, traditional transactional memory
only ensures the atomicity, isolation and consistency of
a series of memory operations (ACI). To ensure that
the data within a transaction can persist permanently
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once committed, it requires to add durability (D) to
transactional memory, called transactional persistent

(17-18] ' which is identical with database transac-

memory
tions. To achieve the durability, aside from non-volatile
storage media, ordering constraints should also be en-
forced to enable correct recovery after a failure by is-
suing sync operations at the end of each transaction.
Transactional memory can be implemented at the hard-
ware or software level. Hardware transactional memory
may comprise modifications in processors, cache and
bus protocol to support transactions. Software trans-
actional memory23-24 can provide transactional mem-
ory semantics in a software runtime library or program-
ming language, thus requiring minimal hardware sup-
port with a performance penalty.

In short, transactional persistent memory is a good
alternative to ensure crash consistency, and can achieve
efficient transaction concurrent control for program-
mers with ease.

2.3 Synchronization Overheads

We assume that there are only volatile cache and
persistent memory in our target system. In this sce-
nario, in order to make the data updates durable, we
need to flush the dirty cache lines into persistent mem-
ory by issuing sync operations for at least two reasons.
First, when a transaction is committed, it requires to
issue a sync operation to ensure that all the log entries
within a transaction have been persisted before check-
pointing. In this case, sync is used to enforce persist
ordering constraints for correct recovery. Second, dur-
ing the checkpoint phase, sync is used to ensure that
all the data in the original locations are in a consistent
state and reach the newest version. Memory consis-
tency model only ensures that data are visible to all
the cores in the multicore systems. In other words,
these data may stay at the last level cache; hence they
do not reach persistent memory yet, and thus will be
lost in case of power failure or system crash. As a re-
sult, frequent sync operations lead to significant perfor-
mance cost. We measure the performance of fs_

J. Comput. Sci. & Technol., July 2016, Vol.31, No.4
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new-version data may be evicted, thereby overwriting
the old-version data in the data area. This violates
the atomicity of transactions. When the transaction is
committing, the executed data are first copied to the log
area (step (3)) for logging persistence (step (4)). After
the log has been persisted, the committed data are then
checkpointed to the data area (step (5)) for checkpoint
persistence (step (6)). Therefore, each data update has
been written into persistent memory twice, thereby ag-

gravating the sync cost.

/Cache )

\ } /

Persistent Memory @ I\ @ 4 @
Data Log

Fig.4. Transaction phases in traditional transactional persistent
memory.

3.2 Sync Cost in Logging Phase

For each transaction, the logging phase must be
completed before the checkpoint phase in order to en-
sure the atomicity of the data within a transaction.
Each log entry, as the copy of real data, needs to be
flushed out of cache to off-chip persistent memory (step
(9) as shown in Fig.4) before the real data itself is up-
dated. Therefore, logging operations happen in the crit-
ical path.

Theoretically speaking, log data may be stored in
any non-volatile storage media only if the log data still
retain after a failure. Once the real data are written
to their home locations, the corresponding log data
will become useless and may be discarded immedi-
ately. Thus, too large log space is not essential for
performance improvement, thereby making it possible
to place all the log data on chip. We thus propose on-
chip logging technique to eliminate the sync operations
in the logging phase. The details are discussed in Sub-
section 4.2.

3.3 Sync Cost in Checkpoint Phase

There are three primary approaches to mitigate
sync overheads. First, it is to reduce the number of
sync operations!'®2% through identifying unnecessary

Second, it is to reduce the over-
[26-

sync operations.

head of a single sync operation/26-27 through skipping

unmodified cache lines. Third, it is to reduce per-
sistent ordering constraints?$-3% by leveraging novel
instructions®!) such as clflushopt, clwb, and pcommit,
or adopting relaxed memory persistency models such
as epoch persistency[%] and strand persistency[29].

We observe that different data have different mem-
ory access patterns, and meanwhile, different caching
modes have different sync cost!®2. From the perspec-
tive of write latency, WB mode can gain better perfor-
mance than WT mode. However, from the perspective
of data persistency, since WB mode needs extra sync
operations to make data durable whereas WT mode
does not, WB mode is not the suitable caching mode in
some cases, e.g., append-only writes. We find that for
SQLite application, WB mode without sync has better
performance than WT mode; however, WB mode with
sync has worse performance than WT mode, as illus-
trated in Fig.5. Therefore, we propose an adaptive sync
policy based on caching modes to reduce the number of
sync operations.
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Fig.5. Performance comparison among WB mode without sync,
WB mode with sync, and WT mode.

4 Design Overview

In this section, we discuss how to leverage on-chip
logging and adaptive sync to reduce sync cost. In a
transaction, logging and checkpoint are the two most
important phases. Fig.6 shows the comparison of these
two phases in a single-level store system between tra-
ditional transactional persistent memory and our pro-
posed design scheme.

4.1 Software for Single-Level Store

As traditional storage software stack is designed for
slow-speed block devices, it is inefficient to access low-
latency byte-addressable non-volatile memory. Exist-
ing operating systems should be optimized, or even re-

[13,33]

designed for persistent memory for at least three



840

J. Comput. Sci. & Technol., July 2016, Vol.31, No.4

CPU\

Reg®
O
Q)
<
[]
\

CPU \

/ Regg
_————-—

WC Buffer
A

—————— - ~
/ \
b5 .
£ g g Checkpoint
a I / \\
E=] g
2 Gal |Ra

———

|A,|

-

.V :/

l
|
) AN
\ | Logging
1 v Y
H I pum
|1 Data
mejeleinign ONORS
ata HZ Jivog

Persistent Memory

(a)

(b)

Fig.6. Comparison of the logging phase and the checkpoint phase between (a) traditional transactional persistent memory, and (b) our

proposed design with on-chip logging and adaptive sync.

reasons. First, traditional memory management as-
sumes that working memory is volatile and has un-
limited endurance. Second, with respect to single-level
store systems, paging fault does not occur any more.
Third, user applications may access persistent memory
directly via load/store memory interface. In our work,
we still add two extra modules into the operating sys-
tem to manage SPM and implement the adaptive sync
policy. Besides, we add a small-sized non-volatile STT-
RAM as SPM to place log data on chip as shown in
Fig.7.

4.2 On-Chip Logging Using SPM

On-chip logging using SPM is used to eliminate sync
cost in the logging phase through placing the copy
of real data (i.e., log) in the non-volatile, software-
managed on-chip memory. Since on-chip logging ap-
proach makes the log data durable in non-volatile mem-
ory on-chip rather than in off-chip, it significantly re-
duces access latency and eliminates sync cost incurred
by flushing cache lines out to off-chip memory. Al-
though previous work!! also mentions to use external
device for journaling, this device is off chip rather than
on chip. In addition, since log data are read-only (when
recovery is needed) and append-only, there is no point
leveraging CPU cache for data locality. Moreover, it
may result in cache pollution.

Therefore, we employ a special non-volatile mem-
ory??l instead of non-volatile cache to store the log
entries of both user data and metadata. Fig.8 shows

the logging phase within transactional persistent mem-
ory using on-chip logging based on scratchpad memory.
With this technique, a transaction writes its log data
directly to the on-chip log area rather than the off-chip
log area. The implementation details will be discussed
in Subsection 5.1.

4.3 Adaptive Sync Based on Caching Modes

Adaptive sync based on caching modes is used to re-
duce sync cost in the checkpoint phase through choos-
ing suitable caching modes for different data. The idea
is based on the fact that not all data has the same local-
ity and reliability requirement. Meanwhile, most pro-
cessors allow any area of system memory to be cached
in the L1, L2, and L3 caches (if any). In addition, they
also allow the caching mode to be specified in indivi-
dual pages or regions of system memory. In practice,
each caching mode has different sync overheads. Unfor-
tunately, almost all the existing systems adopt a single
caching mode for all data, e.g., WB mode by default
in PMFSB3,
meet various locality and reliability demands for diffe-

As a result, it is nearly impossible to

rent data.

Therefore, we propose an adaptive sync policy, as
shown in Fig.9. This technique dynamically determines
caching modes via the trade-off between data locality
and data reliability. The details will be discussed in
Subsection 5.2.
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their home locations. Consequently, it needs at least
two sync operations on average for each data update in
order to ensure crash consistency.

Fig.10(b) shows the timeline of our proposed design
using on-chip logging and adaptive sync. Since log area
is located on chip, it does not require cache line flushes
and memory barrier operations, thereby eliminating the
sync cost in the logging phase. In the checkpoint phase,
we use adaptive sync based on various caching modes
instead of a single caching mode. Since some caching
modes, e.g., WT mode and UC mode, do not need sync
operations, they reduce unnecessary sync operations,
thereby mitigating the sync cost in checkpoint phase.
Through our proposed two techniques, the overall sync
cost in transactional persistent memory system is sig-
nificantly reduced.
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Fig.10. Comparison of the timeline. (a) Traditional transactional persistent memory design. (b) Our proposed design leveraging on-chip
logging and adaptive sync. Block A represents the old version of data block. Block A’ represents the new version being updated.

5 Implementation

In this section, we discuss the implementation de-
tails about the two aforementioned techniques.

5.1 On-Chip Logging

We use non-volatile STT-RAM as SPM to store log
entries on chip.

5.1.1 Scratchpad Memory

Prior work[!7:21] leverages non-volatile cache to en-
able crash consistency. The challenge is how to modify
cache architecture. In contrast, we explore scratchpad
memory instead of non-volatile cache to store log data
at the expense of minimal hardware modification. SPM
is also located on chip, which may use the same memory
technology as cache. However, SPM outperforms cache
in access latency and energy efficiency because SPM
does not have tag array and relevant comparison logic
circuit. Different from traditional SPM technique, we
employ non-volatile memory instead of volatile memory
to achieve the persistence of data. Because STT-RAM
is non-volatile, and has similar endurance but higher
density compared with SRAMP7, we employ write-
optimized STT-RAMPB4 as SPM to place log data. Log

data are written directly into SPM without polluting
cache space.

5.1.2 SPM Management

Unlike cache, SPM is managed by software. SPM is
unified addressing with off-chip memory. As illustrated
in Fig.11, the address space of off-chip PM ranges from
0 to M — 1, while the address space of SPM ranges
from M to N. In addition, operating system still needs
to differentiate logging write operations from normal
write operations. From users’ perspective, there is no
any difference between on-chip SPM and off-chip PM.

On-Chip | Cache | SPM (Log Area)
1
x —_——
Off-Chip Memory (DRAM/PM) SPM
‘o M Ni
H Memory Address Space =————————>

Fig.11. Memory address space partition between off-chip PM
and on-chip SPM. M represents the end address of PM. N rep-
resents the end address of SPM.

The space size of SPM depends on the degree of
lazy checkpoint. Once all the data of a transaction

are checkpointed to their home locations successfully,
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corresponding log space may be released immediately.
Operating system can enforce doing checkpoint to the
release part of log space. In addition, STT-RAM is
about 4x higher in density than SRAMP4. We eval-
uate sync overhead as the size of SPM varies in Sub-
section 6.2. The result shows that 64 MB is relatively
suitable log space size in terms of performance per area.
From the perspective of chip area, 64 MB for SPM is
about equivalent to 16 MB for SRAM. It indicates that
the chip area does not increase significantly.

SPM is only used to store log entries. FEach log
entry is cache line (e.g., 64 B) aligned, which includes
transaction identifier, address, type, size, and data as
illustrated in Fig.12. When a transaction is created,
a 4 KB new page in SPM is allocated to store log en-
tries for this transaction. One page can contain up
to 46 log entries. If the number of log entries associ-
ated with this transaction exceeds the limit of 4 KB,
another new page will be allocated to this transaction.
Log entries from different transactions may be written
to SPM concurrently, thus the address space may be
discontinuous from a transaction’s perspective. Similar
to normal memory management in Linux kernel, several
volatile data structures are also needed in order to man-
age SPM. For instance, it needs to record the pointer
of the last log entry for each committing transaction.

Log Layout Log Entry

Head

| T1 (4 KB) /*log-entry: 64B*/

: T1 (4 KB) typedef struct {

|

I T2 (4 KB) u64 addr;

|

: T3 (4 KB) u32 tran_id;

| T1 (4 KB) us type;

: : u8 size;

i < char  data[50];
v } logentry_t;
Tail

(a) (b)

Fig.12. Typical layout of transaction log on scratchpad memory.

5.1.3 Data Recovery

A transaction includes three states: uncommitted,
committed, and checkpointed. If a transaction is com-
mitted successfully, the type field of the last log entry
is marked as committed_



844

5.2.3 Adaptive Sync Policy

Identifying data access pattern is a challenge for
adaptive sync based on caching modes. Our approach
is as follows. When a new page is allocated, its de-
fault caching mode is specified as WB. Then, during
the sampling phase, transaction system will accumu-
late the number of writes to each page. At the end of
the sampling phase, transaction system computes the
average value of the total writes (avg-

J. Comput. Sci. & Technol., July 2016, Vol.31, No.4
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Fig.14. Throughput comparison between on-chip logging and
off-chip logging under SQLite write-ahead logging mode.

To evaluate the impact of SPM size on the through-
put, we vary the SPM size ranging from 16 MB
to 128 MB. Both Fig.15 and Fig.16 show that for
both rollback logging and write-ahead logging, as the
space size of SPM increases, the throughput (transac-
tions/second) gradually improves as well from the holis-
tic trend. However, after the size exceeds 64 MB, the
improvement becomes insignificant. Ideally, through-
put should gradually be improved with the increase of
the size of SPM. However, on-chip memory is impossible
too large due to the area and power constraints. Addi-
tionally, due to checkpointing periodically, the log space
occupied by committed transactions will be released in
time, and thus too large log space has no contribution
to throughput. Thus, 64 MB is a relatively reasonable
size for SPM in terms of performance per area.
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Fig.15. Throughput sensitivity to the space size of SPM under
SQLite rollback logging mode.

6.3 Adaptive Sync Based on Caching Modes

We evaluate the effects of adaptive sync based on
caching modes on throughput. First, we run SQLite

benchmark for five times under three configurations in-
cluding using WB mode with sync (baseline), using only
WT mode, and using our proposed adaptive sync. Then
we compute the average value of three operations in-
cluding insert, update, and delete, respectively. The
results are shown in Fig.17 for SQLite rollback logging
and in Fig.18 for write-ahead logging, respectively.
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Fig.16. Throughput sensitivity to the space size of SPM under
SQLite write-ahead logging mode.
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Fig.17. Throughput comparison among WB-+sync, only WT
caching mode, and adaptive sync under SQLite rollback logging
mode.

With SQLite rollback logging, compared with base-
line configuration (WB+sync), adaptive sync can
achieve up to 49.77%, 68.74%, and 88.96% improve-
ment in throughput on average for insert, update, and
delete, respectively. Compared with using WT mode,
adaptive sync can achieve up to 6.99%, 5.64%, and
10.38% improvement in throughput on average for in-
sert, update, and delete, respectively. With SQLite
write-ahead logging, compared with baseline configura-
tion, adaptive sync can achieve up to 77.34%, 77.14%,
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96.15% improvement on average in throughput for in-
sert, update, and delete, respectively. Compared with
using WT mode, adaptive sync can achieve up to
16.72%, 9.76%, and 1.93% improvement in throughput
on average for insert, update, and delete, respectively.
Theoretically speaking, adaptive sync can have more
obvious effect on mixed workloads consisting of write-
asymietric programs running simultaneously.
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Fig.18. Throughput comparison among WB-+sync, only WT
caching mode, and adaptive sync under SQLite write-ahead log-
ging mode.

6.4 Overall Performance

Combined with the two proposed techniques, we
evaluate the overall performance under two SQLite
journal modes. As shown in Fig.19, under SQLite roll-
back logging, the overall performance of our design is
2.15x, 2.14x, and 2.26x of that of conventional transac-
tional persistent memory for insert, update, and delete,
respectively. As shown in Fig.20, under SQLite write-
ahead logging, the overall performance of our design is
2.20x, 2.24x, and 2.39x of that of conventional transac-
tional persistent memory for insert, update, and delete,
respectively.
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Fig.19. Overall performance under four configurations under
SQLite rollback logging mode.
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Fig.20. Overall performance under four configurations under

SQLite write-ahead logging mode.

7 Related Work

There have been many proposals for reducing
consistency overhead at the hardware or software

[18,20,28-30,37-38] * Condit et al.*8! adopted an epoch

level
barrier mechanism to order memory writes to mini-
mize the flush traffic.

cated to leverage existing hardware support for write

Wang and Johnson®"! advo-

combining to protect committed work upon a failure.
Lu et al.’% introduced LOC, which satisfies the order-
ing constraints of persistent memory writes at lower
performance degradation. Pelley et al.2 introduced
relaxed memory persistency model to improve persist
concurrency. Yang et al.?% presented to reduce con-
sistency cost by only enforcing consistency on criti-
cal data. Lu et al.l'8 proposed to blur the volatility-
persistence boundary to achieve fast transaction pro-
cessing. Sun and Shul®*®! studied how PM write latency
affects system throughput and then proposed differen-
tial persistency and dual persistency.

Previous research employed a single caching mode
for all the data. PMFS[3] employs a single WB mode
for the whole memory. In our work, we adopt adap-
tive caching modes in terms of memory access patterns.
Besides, recent research leveraged non-volatile cache to

(17211 Wang et al.'”) imple-

ensure crash consistency
mented transactional persistent memory by modifying
cache architecture. Zhao et al.?* proposed to place the
updated data in non-volatile cache and then write back
to persistent memory whenever relevant transaction is
committed, thereby ensuring consistency without using
copy-on-write or write-ahead logging. In our work, it

does not require to modify cache architecture.
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8 Conclusions

Sync is imperative for enforcing ordering constraints
and making data updates durable. However, sync cost
incurred by flushing CPU cache lines to persistent mem-
ory has become the performance bottleneck for single-
level store in mobile systems. To mitigate this issue, we
proposed two techniques. First, we used STT-RAM as
scratchpad memory to store log data on chip, thereby
eliminating sync cost compared with off-chip logging.
Second, we presented an adaptive sync based on caching
modes in terms of data access patterns to eliminate un-
necessary sync cost. The evaluation results indicated
that the two techniques helped improve the overall per-
formance. Although we targeted mobile systems, the
proposed techniques are also applicable to servers in
datacenters.
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