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Introduction

Deep neural network is vulnerable to some imperceptible adversarial perturbations
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Methods

max LB, x+d)= max L(O,x+p>Em)
18]lo<k,0<z+6<1 pPESH,MES,

Decompose the [, bounded perturbation § into a magnitude tensor p €
RMWX¢ and a sparsity mask m € {0,1}**W*1

S,=peRPY*|0<x+p<1}
Sm = {m € {0,1}"*H|lm|ly < k}
We update p and m separately



Methods—Update p

p«— M, (p+ a-sign(V,L(0,z +p©m)))

* Standard [,,-bounded PGD to update the magnitude tensor p
. ]_[gp istoclippsuchthat0 <x+p <1



Methods—Update m

m<— m+ 3 -VaL/|IVaLllle,

m «— s, (o(m))

e Instead updating a discrete m, we update its continuous alternative fin € R*W*1
e Use [,-bounded PGD to update m

* Project m to the feasible set §,, to get m before multiplying it with p

* [ls,, is to set the k—largest elements to 1 and the rest to O

* o denotes the sigmoid function



Methods—Sparse-PGD (sPGD)

Algorithm 1 Sparse-PGD
1: Input: Clean image: x € [0,1]"*¥*¢; Model parameters: @; Max iteration number: T
Tolerance: t; [y budget: k; Step size: «, 8; Small constant: v = 2 x 10~%8

2: Random initialize p and m

3: fori=0,1,....,T — 1 do

1: m=I1lg, (o(m))

5. Calculate the loss £(0,2 + p © m)
6:  if unprojected then

gp = VL a(m) {§ =peEm}
8: else
9: gp = VsLOm

10: end if

11:  gm = VsLOpOa'(m)

122 p=1Ils,(p+ a-sign(gp))

13: d = gm/(llgmll2) if |lgmll2 = v else 0
1: Mgy, m=m, m+ 3-d

15:  if attack succeeds then

16: break

17:  end if

18:  if ||II5, (o(m)) — my4llo < 0 for ¢ consceutive iters then
19: Random initialize m

20: end if

21: end for

22: OQutput: Perturbation: d = p O m




Methods

« Sparse-AutoAttack (sAA): A parameter-free ensemble of both sPGD and black-box attack for
comprehensive robustness evaluation against [, bounded perturbations

* Adversarial training: Build models against sparse perturbations. We incorporate sPGD in the
framework of vanilla adversarial training (Madry et al., 2017) and TRADES (Zhang et al., 2019)
and name corresponding methods sAT and sTRADES.



Experiments

Table 1. Robust accuracy of various models on different attacks that generate lo bounded perturbations, where the sparsity level k = 20.
The models are trained on CIFAR-10. Note that we report results of Sparse-RS (RS) with fine-tuned hyperparameters, which outperforms
its original version in Croce et al. (2022). CornerSearch (CS) is evaluated on 1000 samples due to its high computational complexity.

Black-Box White-Box
Model Network | Clean CS RS SF PGD, SAIF SPGD,.; SPGDunpro; sAA
Vanilla RN-18 | 939 | 1.2 0.0 | 17.5 0.4 3.2 0.0 0.0 | 0.0
[ -adv. trained, ¢ = 8/255
GD PRN-18 874 | 267 6.1 | 526 252 404 9.0 15.6 53
PORT RN-18 846 278 B85 | 545 214 427 9.1 14.6 6.7
DKL WRN-28 | 922 | 331 7.0 | 540 293 41.1 0.9 15.8 6.1
DM WRN-28 | 924 | 326 6.7 | 494 269 38.5 0.9 15.1 59
[2-adv. trained, ¢ = (0.5
HAT PRN-18 906 | 345 127 | 563 225 49.5 0.1 8.5 7.2
PORT RN-18 808 [ 304 105|550 172 48.0 6.3 5.8 49
DM WRN-28 | 952 | 433 149|592 318 59.6 13.5 12.0 10.2
FDA WRN-28 | 91.8 | 438 188 | 642 255 573 15.8 19.2 14.1
l1-adv. trained, e = 12
[1-APGD PRN-18 807 | 323 250|654 398 55.6 17.9 18.8 16.9
Fast-EG-1;, PRN-18 762 | 350 2406 | 608 37.1 50.0 18.1 15.6 16.8
lg-adv. trained, k& = 20
PGD-A PRN-18 77.5 165 29 | 628 360 479 9.9 21.6 24
PGD-T PRN-18 90,0 | 241 49 | 85.1 61.1 67.9 273 379 4.5
sAT PRN-18 845 | 52,1 362 | 812 TR0 76.6 759 75.3 36.2
sTRADES PRN-18 RO8 [ 699 618 | 883 86.1 84.9 84.6 81.7 61.7




Experiments
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Conclusion

1. We propose an effective and efficient attack algorithm called sparse-PGD
(sPGD) to generate [y bounded adversarial perturbation.

2. We propose an ensemble of sparse attacks called sparse-AutoAttack (sAA) for
reliable robustness evaluation against [, bounded perturbation.

3. We conduct extensive experiments to demonstrate that our attack methods
achieve impressive performance in terms of both effectiveness and efficiency.



