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Introduction

e Given a model with parameter @ and input x, we aim to find an adversarial perturbation such that

max L(0, x + §),
8ES,

where S, = {8 | [|6ll, <€,0<x+8 < 1}.

* Adversarial training is to solve a min-max optimization problem to construct a robust model:
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* We focus on [, bounded perturbations (i.e., p = 0) in this work.



Challenges in Fast [ Adversarial Training

* While effective, multi-step adversarial training (AT) introduces computational overhead.

* To reduce complexity, 1-step attack is adopted in AT. However, catastrophic overfitting (CO) occurs.
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* Traditional CO-mitigation methods do not work in the [, case.

Method ATTA Free-AT GA Fast-BAT EI(;(():I N-AAER N-LAP NuAT | sTRADES
Robust Acc. | 0.0 8.9 0.0 14.1 0.0 0.1 0.0 519 | 61.7

[1] Zhong et al, “Towards Efficient Training and Evaluation of Robust Models against [, Bounded Adversarial Perturbations”. ICML 2024



CO in ly Adversarial Training

Compared to the [, and [, cases, CO in [, adversarial training is attributed to sub-optimal
perturbation locations rather than sub-optimal perturbation magnitudes.

1. Successful adversarial examples cannot be completely found through simple interpolations

2. Perturbations generated by 1-step attack during training are almost completely different from
those generated by sAA in location.

Etrain = 20
Etrain = 80
041 Etrain = 120
Table 2: Robust accuracy of the models obtained by 1-step sAT with different ¢;,4:» against the interpolation
between perturbations generated by 1-step sPGD (e = 20) and their corresponding clean examples, where o > 0.3+
denotes the interpolation factor, i.e., ®interp = & + « - . The results of sAA are also reported. %
« | 0.0 0.1 0.2 0.3 0.4 0.6 0.8 1.0 | sAA g
= 0.2
€train = 20 | 77.5 69.8 69.1 73.7 804 880 902 904 | 0.0 -
€train = 40 70.2 63.1 643 709 798 874 89.6 89.6 0.0
€train = 120 | 32.5 265 245 294 415 652 728 676 | 0.0 0.1- 1
ol .._-.Iill\lllll“lllllln

1.75 1.80 1.85 1.90 1.95 2.00
Hﬁtrafn - 55AA | |{J / Etrain



Loss Landscape Analysis

Sub-optimal location issue can be mitigated to some extent by multi-e strategy. However, a larger

Etrqin 1IN turn, leads to unstable training and degraded clean accuracy. In this regard, We investigate
the loss landscape in [ AT.

From theoretical perspective, we prove:

1. Lipschitz continuity of adversarial loss function can be guaranteed.

2. Adversarial loss function is no longer smooth, larger € aggravates the non-smoothness.
3. Theloss landscape in [, adversarial training can be more craggy than other cases.

Lemma 3.2. (Lipschitz continuity of adversarial loss) If Assumption holds, we have:

VCB.._ 913 92& ||£&(m~ 91) - EE(:Ba 92) H S AQHGI - 92 Ha (4)
The Lipschitz constant Ag = 22’&634. yiLeg where S. = {i | y; > 0,h;(x + 81,602) > h;(x +
01,01)}, 6, € argmaxscs L(x + 6,0) and §; € argmaxg. s L(x +6,0).

Lemma 3.4. (Lipschitz smoothness of adversarial loss) If Assumption[3.1)and[3.3| hold, we have:
Vz,01,02, ||[VoLlc(x,01)— VoLl (x,02)| < Aggl/01 — 02| + Bos. (7)

The Lipschitz constant Agg = Lgg and Bgs = Lgy||01—02||+4Lg where §; € argmaxs.g L(T+
8,601) and 65 € argmaxs. s L(x + 4, 02).



Loss Landscape Analysis

Numerical results further demonstrate the craggy loss landscape in the [, AT
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Recipe

We propose to leverage soft labels and trade-off loss function to provably improve Lipschitz
continuity and Lipschitz smoothness, respectively.

Theorem 4.1. (Soft label improves Lipschitz continuity) Based on Lemma(3.2] given a hard label
vector y,, € {0, 1} and a soft label vector y, € (0,1), we have Ag(ys) < Ag(yn).

Trade-off loss function: L. .(z,0) = (1 — a)L(x,0) + aan;a?; | L(x+6,0)
' ESe(x

Theorem 4.2. (Trade-off loss function improves Lipschitz smoothness) If Assumption[3.1)and|3.3]
hold, we have:

|VoLeo(x,01) — VoLeo(x,02)| < Aggl||61 — 02| + Bgs 9)

The Lipschitz constant Age = Lgg and Bys = alLggz|01 — 02| + 2(1 + a)Le where §; €
arg maXses, () £( + 8,601) and §y € argmaxscgs (o) L(T + 9, 02).



Experiments

» Evaluating different combinations of techniques incorporating soft labels or/and trade-off loss
function. We name the best combination Fast-LS- [.

Table 3: Comparison of different approaches and their combinations in robust accuracy (%) by sAA. The
target sparsity level e = 20. We compare PreAct ResNet-18 (He et al., 2016a) models trained on CIFAR-10
(Krizhevsky et al.;[2009) with 100 epochs. The iralic numbers indicate catastrophic overfitting (CO) happens.

Method | sSAT  Tradeoff sTRADES (T) sTRADES (F)
1-step 0.0 2.6 31.0 55.4
+ N-FGSM 0.3 17.5 46.9 55.9
+ SAT 29.3 30.3 61.4 59.4

+ SAT & N-FGSM | 43.8 39.2 63.0 62.6




Experiments

* Our method smooths the loss landscape
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Experiments

(a) CIFAR-10, ¢ = 20

Our method also benefits multi-step AT

(b) ImageNet-100, ¢ = 200

) Time | Black White Time | . Black White

Model | i | €100 | g™ RS [SAIF o-zero sPGD,, sPGD, [N Model 1 cog | Clean| "R | SAIF g-zero sPGD,, sPGD,, |
Multi-step Multi-step

SAT 53h| 84.5 |52.1 36.2| 76.6 798 759 753 |362  sAT 325h| 862 | 61.4 | 69.0 786 780 778 |61.2
+S&N  |55h| 80.8 |64.1 61.1|76.1 787 768 751 |61.0 +S&N  |336h| 83.0 | 75.0 [ 764 80.8 788 792 |748
STRADES |5.5h| 89.8 [69.9 61.8| 849 859 846 817 |61.7  sTRADES |359h| 848 | 76.0 | 774 81.6 80.6 814 |75.8
+S&N  |54h| 822|663 66.1|77.1 770 741 722 |65.5 +S&N  |360h| 824 | 782 | 79.2 80.0 782 798 |77.8
One-step One-step

Fast-LS-Io| 08 h| 82.5 |69.3 65.4| 75.7 737 672 677 |63.0  Fast-LS-lo| 44h | 824 | 768 [ 754 74.0 746 746 [724
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