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Introduction

• Given a model with parameter 𝜽 and input 𝒙, we aim to find an adversarial perturbation such that

max
𝜹∈𝒮𝑝

ℒ(𝜽, 𝒙 + 𝜹),

where 𝒮𝑝 = 𝜹 𝜹 𝑝 ≤ 𝜖, 0 ≤ 𝒙 + 𝜹 ≤ 1}. 

• Adversarial training is to solve a min-max optimization problem to construct a robust model:
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• We focus on 𝑙0 bounded perturbations (i.e., 𝑝 = 0) in this work. 



Challenges in Fast 𝑙0 Adversarial Training

• While effective, multi-step adversarial training (AT) introduces computational overhead.

• To reduce complexity, 1-step attack is adopted in AT. However, catastrophic overfitting (CO) occurs.

• Traditional CO-mitigation methods do not work in the 𝑙0 case.
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Dashed: training, based on 1-step attack                     Solid: test, based on Sparse-AutoAttack (sAA) [1]

[1] Zhong et al, “Towards Efficient Training and Evaluation of Robust Models against 𝑙0 Bounded Adversarial Perturbations”. ICML 2024



CO in 𝑙0 Adversarial Training

Compared to the 𝑙2  and 𝑙∞  cases, CO in 𝑙0  adversarial training is attributed to sub-optimal 
perturbation locations rather than sub-optimal perturbation magnitudes.

1. Successful adversarial examples cannot be completely found through simple interpolations

2. Perturbations generated by 1-step attack during training are almost completely different from 
those generated by sAA in location.
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Loss Landscape Analysis 
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Sub-optimal location issue can be mitigated to some extent by multi-𝜖 strategy. However, a larger 
𝜖𝑡𝑟𝑎𝑖𝑛 in turn, leads to unstable training and degraded clean accuracy. In this regard, We investigate 
the loss landscape in 𝒍𝟎 AT.

From theoretical perspective, we prove:

1. Lipschitz continuity of adversarial loss function can be guaranteed.

2. Adversarial loss function is no longer smooth, larger 𝝐 aggravates the non-smoothness.

3. The loss landscape in 𝒍𝟎 adversarial training can be more craggy than other cases.



Loss Landscape Analysis  
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Numerical results further demonstrate the craggy loss landscape in the 𝑙0 AT



Recipe
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We propose to leverage soft labels and trade-off loss function to provably improve Lipschitz 
continuity and Lipschitz smoothness, respectively.

Trade-off loss function:



Experiments
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• Evaluating different combinations of techniques incorporating soft labels or/and trade-off loss 
function. We name the best combination Fast-LS- 𝒍𝟎.

 



Experiments
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• Our method smooths the loss landscape

 



Experiments
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• Our method also benefits multi-step AT
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Thanks!
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