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Abstract—Proving an information inequality is a crucial step
in establishing the converse results in coding theorems. However,
an information inequality involving many random variables is
difficult to be proved manually. In [1], Yeung developed a
framework that uses linear programming for verifying linear
information inequalities. Under this framework, this paper considers a few other problems that can be solved by using Lagrange
duality and convex approximation. We will demonstrate how
linear programming can be used to find an analytic proof of
an information inequality. The way to find a shortest proof is
explored. When a given information inequality cannot be proved,
the sufficient conditions for a counterexample to disprove the
information inequality are found by linear programming.

I. I NTRODUCTION
In information theory, we may need to prove different kinds
of information inequalities in different problems. To prove an
information inequality is non-trivial when it involves more
than three random variables. For example, we may want to
check the correctness of the following two inequalities:
I(A; B|CD) + I(B; D|AC)
≤

I(A; B|D) + I(B; D|A) + H(A) + I(B; D|C) (1)

and
I(A; B|CD) + I(B; D|AC)
≤

I(A; B|D) + I(B; D|A) + H(AB|D).

(2)

To prove information inequalities, the author in [1] developed a framework for linear information inequalities and
provided a software package known as Information Theoretic
Inequality Prover (ITIP) [2]. ITIP and Xitip (similar to ITIP
but it uses a C-based linear programming solver instead [3])
are widely-used software packages that can automatically
verify an information inequality on a computer. For example, if
we use ITIP to verify (1) and (2), we will get “Not provable by
ITIP” and “True”, respectively. However, after we know that
(2) is true, we still need an analytic proof. An analytic proof
is the formal way to verify an information inequality and,
more importantly, it also provides us further insights about
the inequality of interest. One important insight is about the
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necessary and sufficient conditions for the equality to hold.
Consider (2) again which can be proved by showing
0 ≤H(B|A, C, D) + H(A|B, C, D) + I(B; C|A)
+ I(A; B|D) + I(A; C|D)

(3)

=I(A; B|D) + I(B; D|A) + H(AB|D)
− I(A; B|CD) − I(B; D|AC),

(4)

where (4) can be easily verified by expressing all the qualities
on both sides in terms of joint entropies. Then we can further
deduce that the equality in (2) holds if and only if all the
qualities on the right side of (3) are equal to 0. In Section II,
we will demonstrate how to use a linear program to obtain a
proof like the one in (3)–(4).
Recently, [4] solved an open problem by showing that the
rate-regions of the exact-repair regeneration codes can be
different from the rate-regions of the functional-repair regeneration codes. To prove an information inequality involving
16 random variables in this work, it is very hard to manually
construct a proof. The author has tailor-made a linear program
to find the required information inequality for the converse
result and its proof. This interesting result demonstrates that
we may need a machine to find a proof when we are dealing
with a large-size problem involving many random variables.
Now, when an information inequality cannot be proved by
ITIP, there are two possible cases. The first case is that the
inequality is indeed true but to verify it is outside the capability
of ITIP. The existence of such inequalities were first found in
[5][6] and an infinite number of such inequalities were later
reported in [7] (see also [8]–[10]). These inequalities are called
non-Shannon type inequalities, which will be explicitly defined
in Section IV. Another case is that the given inequality is in
fact not true in general. In other words, there exist counterexamples which can disprove the inequality. It is important to
distinguish between these two cases. In Section IV, we will
use linear programming to obtain some hints for constructing
counterexamples when the given inequality is not provable.
This paper is organized as follows. Section II shows how
to find a proof of an information inequality through linear
programming. In Section III, we introduce the problem formulation of finding the shortest proof of information inequalities,
and propose a convex approximation algorithm that is motivated by the sparse recovery technique in the compressive
sensing literature that yields a feasible proof. Finally, we will
illustrate how Lagrange duality can help us to disprove an
information inequality in Section IV.
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II. L INEAR I NFORMATION I NEQUALITIES F RAMEWORK
Consider n random variables (X1 , X2 , . . . , Xn ) and the
(joint) entropies of all the non-empty subset of these random
variables form a column vector h. For example, if n = 3, then
h = (H(X1 ), H(X2 ), H(X3 ), H(X1 , X2 ), H(X2 , X3 ),
H(X1 , X3 ), H(X1 , X2 , X3 )).

(5)

The coefficients related to an information inequality can
be denoted by a column vector b. To illustrate, continue
the example of h in (5). Then, the information inequality
−H(X1 , X3 ) + H(X1 , X2 , X3 ) ≥ 0 is denoted by bT h ≥ 0
with b = [0 0 0 0 0 −1 1]T . Due to the nonnegativity of
Shannon’s information measures, we know that h must satisfy
certain inequalities. For example,
H(X1 ) + H(X2 ) − H(X1 , X2 ) = I(X1 ; X2 ) ≥ 0,

(6)

H(X1 , X2 ) − H(X2 ) = H(X1 |X2 ) ≥ 0.

(7)

A special subset of all these inequalities due to the nonnegativity of Shannon’s information measures is defined as the
elemental inequalities [11, P. 340] which are denoted by
Dh ≥ 0

[12, Theorem 4.4], the optimal values of (9) and (10) are
equal. Furthermore, we have the following optimality results
which is used to show an analytical proof for any Shannontype inequality.1
Theorem 1: The inequality bT h ≥ 0 is a Shannon-type
inequality if and only if
DT y∗ = b + ET µ∗ ,

where [y∗T µ∗T ]T gives the optimal solution to (10).
Proof: If (11) is true, then bT h = (y∗ )T Dh−(µ∗ )T Eh.
Hence, bT h ≥ 0 follows from that Dh ≥ 0, Eh = 0 and
y∗ ≥ 0.
If bT h ≥ 0 is a Shannon-type inequality, then the optimization problem in (9) has an optimal value equal to 0
[11, Theorem 14.4]. Using the Karush-Kuhn-Tucker (KKT)
conditions, the respective optimal primal and dual solutions
h∗ and [y∗T µ∗T ]T satisfy
DT y∗ = b + ET µ∗ , (Stationarity of Lagrangian)
y∗T Dh∗ = 0, (Complementarity slackness)

(8)

Dh∗ ≥ 0, Eh∗ = 0, h∗ ≥ 0, (Primal feasibility)

in this paper. Obviously, any vector h must satisfy (8). An
important property about this set is that all the inequalities
due to the nonnegativity of Shannon’s information measures,
like H(X1 ) ≥ 0, H(X1 , X2 |X3 ) ≥ 0, etc., can be obtained
as a conic combination (also known as a nonnegative linear
combination) of the elemental inequalities. Therefore, an information inequality can be proved by using the nonnegativity of
Shannon’s information measures if and only if the inequality
can be implied by the elemental inequalities. An information
inequality, which is implied by the nonnegativity of Shannon’s
information measures, is called Shannon-type inequality.
Very often we want to prove an information inequality
bT h ≥ 0 subject to a given set of equality constraints Eh = 0.
When there is no equality constraint, this set is simply empty.
The linear combination of the joint entropies bT h is a valid
information inequality if and only if it is always nonnegative
[1]. Consider the following linear program:

DT y∗ ≤ b + ET µ∗ , y∗ ≥ 0. (Dual feasibility)

minimize bT h
subject to Dh ≥ 0,
Eh = 0,
variables: h,

(9)

Hence, (11) follows because it is the stationarity of the
Lagrangian in the KKT conditions.
Then we can have the following direct consequence.
Corollary 2: If bT h ≥ 0 is a Shannon-type inequality,
then let [y∗T µ∗T ]T be the optimal solution to (10) and an
analytical proof can be written as follows. For all feasible h,
bT h = (y∗ )T Dh − (µ∗ )T Eh
≥ 0,

(12)
(13)

where (13) follows from that y∗ ≥ 0, Dh ≥ 0 and Eh = 0.
So we can modify ITIP to get the following sample output.
Example 1: Suppose we want to prove H(U ) ≤ H(R)
subject to I(U ; X) = 0 and H(U |RX) = 0. A modified ITIP
gives the following output:
IT IP (0 H(U ) <= H(R)0 ,0 I(U ; X) = 00 ,0 H(U |RX) = 00 )
True. The inequality follows from
−H(U ) + H(R)

=

(−H(U, X) + H(U, R, X)) +
(H(R) + H(X) − H(R, X)) +

and its Lagrange dual problem (also a linear program):
maximize yT 0
subject to DT y ≤ b + ET µ,
y ≥ 0,
variables: y, µ.

(11)

{−H(U ) − H(X) + H(U, X)} +
{H(R, X) − H(U, R, X)}

(10)

Remark: The optimal value of (9) is 0 if bT h ≥ 0 is a
Shannon-type inequality, and is −∞ otherwise [11, Theorem 14.4].
From the fundamental (strong duality) theorem of linear
programming, i.e., the duality gap is zero in linear programs,

≥ 0,
where (·) is non-negative as it is either conditional entropy or
conditional mutual information. All {·} are equal to 0 due to
the given constraints. Equality holds iff all (·) are equal to 0.
1 The idea of using the Lagrange duality to find an analytical proof has also
been used in [4].
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III. T HE S HORTEST P ROOF
We have seen that an information inequality can be proved
by expressing it into a linear combination of elemental inequalities. However, there can be more than one way to express the
same information inequality. For example,

Since (19) is a (non-smoothed) convex optimization problem, it can in principle be solved by an interior-point method
numerically [15] or the homotopy algorithm in [16]. However,
(19) can be further transformed to the following equivalent
problem that is a linear program:
minimize 1T y + 1T z
subject to DT y = b + ET µ, y ≥ 0,
−z ≤ µ ≤ z,
variables: y, µ, z.

H(XY Z) − H(X|Y Z) − H(Y |XZ) − H(Z|XY )
=I(X; Y ) + I(X; Z|Y ) + I(Y ; Z|X)

(14)

=I(X; Z) + I(X; Y |Z) + I(Y ; Z|X)

(15)

=I(Y ; Z) + I(X; Z|Y ) + I(X; Y |Z).

(16)

So we can prove H(XY Z) − H(X|Y Z) − H(Y |XZ) −
H(Z|XY ) ≥ 0 by proving any of the equalities in (14)–(16).
In fact,
H(XY Z) − H(X|Y Z) − H(Y |XZ) − H(Z|XY )
=0.8(I(X; Y ) + I(X; Z|Y ) + I(Y ; Z|X))+
0.1(I(X; Z) + I(X; Y |Z) + I(Y ; Z|X))+
0.1(I(Y ; Z) + I(X; Z|Y ) + I(X; Y |Z))

(17)

is also true. Obviously, the proof given in (17) is longer than
necessity and also not succinctly elegant.
The shortest proof of an information inequality is considered as the proof involving the least number of elemental
inequalities. Let us consider the following combinatorial optimization problem:
minimize k[yT µT ]T k0
subject to DT y = b + ET µ, y ≥ 0,
variables: y, µ,

P = {[yT µT ]T ∈ Rm+q | y ≥ 0, DT y = b + ET µ},
where m and q are the number of rows in D and E,
respectively. From Lemma 2 in [13], (18) has a solution that
is a vertex of P . So rather than solving (18) directly as an
optimization problem, we can also enumerate all the vertices of
P . Then the vertex that has the least cardinality is guaranteed
to be a solution to (18). A practical pivot-based algorithm has
been proposed in [14] to find the v vertices of a polyhedron in
Rd defined by a non-degenerate system of m inequalities in
O(mdv) time and O(md) space. But vertex enumeration can
be computationally inefficient especially in large problems.
The marriage of the information inequalities framework
and recent developments in convex approximation for sparse
recovery offers new directions to explore. Now, we consider
the following convex approximation problem to tackle (18):
minimize 1T y + kµk1
subject to DT y = b + ET µ, y ≥ 0,
variables: y, µ.

Remarks: 1) The interior-point method or the Simplex method
(e.g., see [12]) can be used to solve (20) exactly. From an
algorithmic perspective, it is well-known that the Simplex
method has a worst-case exponential time complexity, while
the interior point method, though with a worst-case polynomial
time complexity, needs to be enhanced with the ability to
locate an exact vertex solution [17]. Without the enhancement,
the solution of (20) may lead us to a proof like (17) that lacks
aesthetics.
2) A numerically exact solution is crucial in solving (20)
than an asymptotically or approximate solution obtained by
a numerical solver since the goal is to yield an exact proof as
opposed to having a numerical value. In other words, we are
looking for [y∗ µ∗ ] such that we can claim “=” in (12). Using
“≈” in (12) is unacceptable.
Note that the convex approximation problem in (19) can be
different from the original problem in (18) as shown below.
Example 2: Consider
H(Y Z) − H(Y |XZ) − H(Z|XY ) + I(X; Y |Z)

(18)

where kxk0 is the cardinality or the number of nonzero
components in the vector x. Now, (18) is a combinatorial
problem that is generally hard to solve. Suppose there exists
a feasible dual variable [yT µT ]T . Consider the following
nonempty and bounded polyhedron:

(20)

(21)

=I(X; Z) + 2I(X; Y |Z) + I(Y ; Z|X)
(22)
=I(X; Y ) + I(X; Y |Z) + I(Y ; Z|X) + I(X; Z|Y ). (23)
In order to prove the nonnegativity of (21), we just need to
show the equality in either (22) or (23). The summation of
coefficients in both (22) and (23) are the same and equal to 4.
However, (22) involves less number of Shannon’s information
measures. Therefore, the optimization problems in (18) and
(19) can have different results for some inequalities.
Now, we consider a slight modification of the linear program
in (20) to obtain further results. Suppose we know that an information inequality is correct if the set of equality constraints
Eh = 0 is assumed. It is interesting to know the minimal set
of equality constraints that is required. In other words, we
want to know the minimal number of rows in E which are
sufficient to prove the same inequality. To solve this problem,
we just need to remove yT in the objective function in (18).
Since this problem is also NP-hard, we will consider the
approximation of this problem by replacing 1T y+1T z by 1T z
in the linear program in (20). The following example revisits
the implication problem in [11, Ex. 14.9] to demonstrate a
much shorter proof. The modified linear program shows that
not all the equality constraints in [11, (14.73)] are necessary.
Example 3: Under the assumption that

(19)
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we want to prove I(X; Y |T ) = 0. The modified linear
program shows
−I(X; Y |T ) =I(X; T |Z) + I(X; Z|Y )−
I(X; Y |Z) − I(X; T |Y ) − I(X; Z|T ) (25)
≥0,

(26)

where (26) follows from using only I(X; Y |Z) =
I(X; T |Y ) = I(X; Z|T ) = 0 in (24). This proof can
provide us further insights. By rearranging the terms in (25),
I(X; T |Z) = I(X; Z|Y ) = 0 can be implied by just assuming
I(X; Y |Z) = I(X; T |Y ) = I(X; Z|T ) = 0. This further
explains why some equality constraints in (24) are redundant.
Before the end of this section, we want to remark that
a proof can be shorter if D is expanded to include all the
inequalities due to the nonnegativity of Shannon’s information
measures. This expansion is equivalent to expanding D by
adding some positive linear combinations of the rows in D.
If this new D is used in the linear program in (9), the same
optimal solution will be obtained and hence, we can still obtain
Theorem 1. However, we can now obtain a shorter proof. For
example,
H(XY Z) − I(Y ; Z|X) − H(Z|X, Y )

(27)

=H(X|Y, Z) + H(Y |X, Z) + I(X; Y ) + I(X; Z|Y ) (28)
=H(X) + H(Y |X, Z).

(29)

When we prove the nonnegativity of (27), a longer proof in
(28) is obtained if D contains only elemental inequalities.
However, a shorter proof can be shown in (29) if the linear program learns more possibilities of conic combination
through the matrix D. However, we need to pay the price for
a larger size in D that affects the computational time to solve
the linear programs.
IV. D ISPROVING AN INFORMATION INEQUALITY
We have seen how to use a linear program to obtain a proof
of a Shannon-type inequality. In this section, we explore how
to disprove an information inequality. Suppose we are given
an information inequality bT h ≥ 0 which cannot be proved
by the linear program using D. In other words, the linear
program in (9) does not give 0 [11, Theorem 14.4]. It is still
unclear whether a) bT h < 0 for some h or b) bT h ≥ 0
is indeed true for all feasible h, but proving b) is beyond
the capability of the linear program using D (in the case, b)
cannot be expressed as DT y for some y ≥ 0 and bT h ≥ 0 is
called a non-Shannon type inequality [6]). Therefore, we need
a counterexample to explicitly disprove bT h ≥ 0.
Suppose we can find h such that Dh ≥ 0 and bT h < 0.
This is still insufficient to be a counterexample because there
may not exist any joint distribution PX1 ,X2 ,...,Xn that realizes
h. An example is shown in [11, (15.85)]. In general, there
is no known algorithm to construct PX1 ,X2 ,...,Xn from any
given h, and hence, it seems that finding h may not give any
immediate help. In the following, we will show that a linear
program for finding h is still useful. Its dual problem will give

us the sufficient conditions for the counterexample to disprove
bT h ≥ 0.
Suppose the last element in h denotes the joint entropy
H(X1 , X2 , . . . , Xn ). Let e be a row vector such that e and
h have the same length. Define e = [0 0 · · · 0 1]T . Consider
the following linear program:
minimize bT h
subject to Dh ≥ 0,
Eh = 0,
eT h = 1,
variables: h,

(30)

and its dual problem (also a linear program):
minimize −γ
subject to DT y ≤ b + ET µ + eγ,
y ≥ 0,
variables: y, µ, γ.

(31)

Suppose the Simplex method is used to solve the linear
program in (9) for an information inequality bT h which is not
always true. Then the result of (9) is −∞ from [11, P.344].
However in the linear program in (30), we have further fixed
H(X1 , X2 , . . . , Xn ) = 1 by the extra constraint eT h = 1.
Together with the inequality constraints in Dh ≥ 0, all the
elements in any feasible h (i.e., all the (joint) entropies) are
upper bounded by 1. Therefore, bT h is a bounded negative
value in the linear program in (30).
We have discussed the difficulty of using the optimal h∗ ,
which is obtained by solving the linear program in (30), to
construct a counterexample. The following theorem states that
the optimal y∗ in the dual problem in (31) provides us a list
of functional dependencies and (conditional) independencies
between {X1 , X2 , . . . , Xn }. This list gives hints on explicitly
constructing a counterexample for disproving bT h ≥ 0.
Theorem 3: Let [y∗T µ∗T ] be the optimal dual solutions
for the problem in (31). If there exists a joint distribution
PX1 ,X2 ,...,Xn such that its entropy vector h̃ satisfies
y∗T Dh̃ = µ∗T Eh̃ = 0, and eT h̃ = 1,

(32)

then bT h̃ < 0 and PX1 ,...,Xn is a counterexample to disprove
bT h ≥ 0.
Proof: Using the KKT conditions, the optimal dual solutions [y∗T µ∗T γ ∗ ]T for the problem in (31) satisfy
DT y∗ = b + ET µ∗ + eT γ ∗ . (Stationarity of Lagrangian)
Together with (32), we have
bT h̃ =bT h̃ + µ∗T Eh̃ + γ ∗ eT h̃ − γ ∗
=y

∗T

Dh̃ − γ

=−γ ∗ .

∗

(33)
(34)
(35)

From the fundamental (strong duality) theorem of linear programming, i.e., the duality gap is zero in linear programs, [12,
Theorem 4.4], the optimal value of (30) and (31) are equal.
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As the optimal value of (30) is negative, −γ ∗ and bT h̃ are
both negative so that the theorem is proved.
In order to satisfy y∗T Dh̃ = 0 in (32), we need to find out
the positive elements in y∗ . Their corresponding rows in D
tell us the extra equality constraints which are used together
with Eh̃ = 0 and eT h̃ = 1 to construct a counterexample.
Example 4: A sample output from a modified ITIP:
IT IP (0 I(X; Y ) <= 0.9H(Y )0 )
Not provable by ITIP.
It can be disproved by a probability distribution satisfying all
the following Shannon’s information measures equal to zero:
H(X|Y ), H(Y |X).

(36)

From the above output from ITIP, we can deduce that the
counterexample should be chosen as X = Y to disprove
I(X; Y ) <= 0.9H(Y ).
Example 5: The modified ITIP can be used to disprove (1):
IT IP (0 I(A; B|CD) + I(B; D|AC) <= I(A; B|D) +
I(B; D|A) + H(A) + I(B; D|C)0 )
Not provable by ITIP.
It can be disproved by a probability distribution satisfying all
the following Shannon’s information measures equal to zero:
H(A|B, C, D), H(C|A, B, D), H(D|A, B, C), I(A; B|C),
I(A; B|D), I(A; C|D), I(A; D), I(B; C|A), I(B; D|A),
I(B; D|C), I(C; D|A).

(37)

From the above output from ITIP, we can deduce the following
counterexample. Let X, Y and Z be three independent binary
random variables with entropy equal to 1. Let (A, B, C, D) =
(X ⊕ Y, X, Y ⊕ Z, Z) where ⊕ denotes “exclusive or”. Then
it is easy to check that I(A; B|D) + I(B; D|A) + H(A) +
I(B; D|C) − I(A; B|CD) − I(B; D|CA) = −1 < 0.
In the above examples, ITIP gives some equality constraints
that help us to construct the counterexample for an invalid
information inequality. There are some tricks to construct the
example from the output of ITIP. We can consider a set of
auxiliary random variables which are mutually independent.
By considering the condition entropy in (37), we can obtain
some hints about the number of auxiliary random variables.
Those mutual information and conditional mutual information
in (37) can tell us where “exclusive or” should be used. Of
course, the joint entropy of the random variables cannot be
zero. Otherwise, the equality constraints are satisfied but the
information inequality cannot be disproved.
Then it is natural to ask: Is it always possible to construct
an example from the given equality constraints? Unfortunately,
the answer is ‘No’ due to the existence of the non-Shannon
type inequalities. See the following example.
Example 6: A sample output from ITIP:
IT IP (0 2I(C; D) <= I(A; B) + I(A; C, D) + 3I(C; D|A) +
I(C; D|B)0 )
Not provable by ITIP.

It can be disproved by a probability distribution satisfying all
the following Shannon’s information measures equal to zero:
H(C|ABD), I(A; B), I(A; B|C), I(A; C|D), I(A; D|C),
I(B; C|D), I(C; D|A), I(C; D|B), I(C; D|AB).

(38)

In the above example, one should not be able to find a
joint distribution PABCD satisfying (38) with H(ABCD) 6=
0. Indeed, it is impossible to find such PABCD because
2I(C; D) ≤ I(A; B)+I(A; C, D)+3I(C; D|A)+I(C; D|B)
is a non-Shannon type inequality which is always true for all
PABCD [6]. Therefore, the counterexample does not exist.
Remarks: 1) If we assume that all the quantities in (36) are
equal to 0, then we can prove I(X; Y ) ≥ 0.9H(Y ), i.e., the
opposite of what we wanted to disprove. This property also
holds for the inequalities in Examples 5 and 6. This can be
seen from Theorem 3.
2) The result from Example 6 can lead us to the following
constrained non-Shannon type inequality.
Proposition 4: If all Shannon’s information measures in
(38) are equal to zero, then H(A, B, C, D) ≤ 0.
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