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ABSTRACT 
 

Software industry has been empowering people and businesses worldwide. However, security vulnerabilities in 

software have been, and are continuing to be one of the most significant security threats.  

 

The increasing number of disclosed vulnerabilities has proved that the speed of manual code inspection failed 

to keep up the pace of software being released. Therefore, machine learning (ML) techniques have been 

applied to speed up the detection of vulnerabilities. But, the potential of ML techniques is often severely 

compromised at the early stage of a software project, when we face a shortage of high-quality training data 

and have to rely on overly generic hand-crafted features. In this talk, we introduce a project: Transfer 

Representation Learning for Vulnerable Function Discovery – TransRelearn, aiming to tackle this problem. Similar 

to the approaches by other world leading researchers, we apply a deep neural network for automated the 

extraction of rich features that represents both code semantics and syntactic information, at the same time 

guaranteeing that the features can be generalized across similar projects. The novelty of this project is that this 

enables us to utilize other software projects to learn useful knowledge which can be applied to the projects 

that have insufficient label vulnerability data. In other words, this knowledge relevant to vulnerabilities can be 

transferred from other software projects which have enough vulnerability data to remedy the shortage of the 

usable vulnerability data of a target project, while maintaining an optimal balance between feature richness 

and generalisability. The benefit is that the transferred knowledge helps to generate effective feature 

representations to enable early vulnerability detection even with a small set of training labels. 

 

We found that many open source software projects hosted on Github repository have very limited vulnerability 

records (less than 100) on Common Vulnerabilities and Exposures (CVE) vulnerability database. Therefore, it is 

difficult to apply conventional ML techniques to train a statistically robust model for vulnerability detection on 

these software projects. Our method can solve this problem with comfortable effort. Our approach is one of 

the practical solutions that contributes to the active defense in cybersecurity. 
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 All are welcome!  
 

 

In case of questions, please contact Dr Cong Wang at Tel: 3442 2010, E-mail: congwang@cityu.edu.hk, or visit the 

CS Departmental Seminar Web at http://www.cs.cityu.edu.hk/. 
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