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ABSTRACT

We have been working on Serverless Computing, a fast-growing area of cloud computing, for a few years now.
Serverless computing simplifies the development, deployment, and automated management of modular software
functions, exploiting the microservices paradigm while promising efficient, low-cost computing for users. Serverless
computing has evolved by integrating multiple existing cloud computing software components, thus quickly offering its
capabilities in the cloud, while possibly sacrificing efficiency. We developed SPRIGHT, to exploit event-driven shared
memory processing tfo improve the serverless data plane’s efficiency and scalability by eliminating data copies and
avoiding unnecessary protocol processing and serialization-deserialization overneads. The extended Berkeley Packet
Filter (eBPF) enabled us to create true event-driven processing, especially to replace the typical heavyweight sidecar
proxy used in serverless computing. After a brief recap of SPRIGHT, we will look at another aspect of our work, SURE, a
unikernel-based serverless framework, to address the need for a secure data plane and fast-function startup. SURE's data
plane supports distributed zero-copy communication via the seamless interaction between zero-copy protocol stack (Z-
stack) and local shared memory processing. We leverage Intel's Memory Protection Keys (MPK) as a lightweight
capability to ensure safe access to the shared memory data plane and the use of a library-based sidecar. We have
recently extended the shared memory of our serverless computing framework to multiple nodes using RDMA to achieve
even higher performance and lower latency.
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