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ABSTRACT

In today's world, Arfificial Intelligence (Al) permeates every facet of our lives, underscoring the critical importance of
trustworthy Al. Trustworthy Al encompasses various dimensions, including safety & robustness, privacy, generalizability,
fairness, and explainability. The core of many challenges in achieving frustworthy Al lies in distribution shifts within data.
Forinstance, adversarial/evasion attacks stem directly from distribution shifts between training and test datasets. This talk
delves into the intersection of safety & robustness, and generalizability in Al through the lens of our recent research
endeavors. Focusing primarily on safety and robustness, we explore the susceptibility of Al models to poisoning attacks,
which can stealthily infroduce trojans or backdoors, compromising their integrity. Furthermore, we investigate the
underlying reasons behind the notable generalizability of adversarial attacks across diverse data samples and neural
network architectures. By unraveling these complexities, we aim to shed light on crucial aspects of building trustworthy
Al systems in an era where their reliability is paramount.
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