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Abstract—This work studies sparse adversarial perturbations,
including both unstructured and structured ones. We propose a
framework based on a white-box PGD-like attack method named
Sparse-PGD to effectively and efficiently generate such pertur-
bations. Furthermore, we combine Sparse-PGD with a black-box
attack to comprehensively and more reliably evaluate the models’
robustness against unstructured and structured sparse adversar-
ial perturbations. Moreover, the efficiency of Sparse-PGD enables
us to conduct adversarial training to build robust models against
various sparse perturbations. Extensive experiments demonstrate
that our proposed attack algorithm exhibits strong performance
in different scenarios. More importantly, compared with other
robust models, our adversarially trained model demonstrates
state-of-the-art robustness against various sparse attacks. Codes
are available at https://github.com/CityU-MLO/sPGD.

Index Terms—Adversarial Attack. Sparse Perturbation.

I. INTRODUCTION

Deep learning has been developing tremendously fast in the
last decade. However, it is shown vulnerable to adversarial
attacks: imperceivable adversarial perturbations [1} 2] could
change the prediction of a model without altering the input’s
semantic content, which poses great challenges in safety-
critical systems. Among different kinds of adversarial per-
turbations, the ones bounded by /., or lo norms are mostly
well-studied [3, 4, 5] and benchmarked [|6], because these
adversarial budgets, i.e., the sets of all allowable perturbations,
are convex, which facilitates theoretical analyses and algorithm
design. By contrast, we study sparse perturbations in this
work, including both unstructured and structured ones which
are bounded by lyp norm and group lp norm, respectively.
These perturbations are quite common in physical scenarios,
including broken pixels in LED screens to fool object detection
models and adversarial stickers on road signs to make an auto-
driving system fail [7, 18 (9} [10} [11]].

However, constructing such adversarial perturbations is
challenging as the corresponding adversarial budget is non-
convex. Therefore, gradient-based methods, such as projected
gradient descent (PGD) [4]], usually cannot efficiently obtain a
strong adversarial perturbation. In this regard, existing meth-
ods to generate sparse perturbations [12} [13} [14} [15} (16} [17]]
either cannot control the [y norm or the group Iy norm
of perturbations or have prohibitively high computational
complexity, which makes them inapplicable for adversarial
training to obtain robust models against sparse perturbations.
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The perturbations bounded by /; norm are the closest scenario
to [y bounded perturbations among convex adversarial budgets
defined by an [, norm. Nevertheless, adversarial training in this
case [18[19] still suffers from issues such as slow convergence
and instability. Jiang et al. [20] demonstrates that these issues
arise from non-sparse perturbations bounded by [; norm.
In other words, [y adversarial budget cannot guarantee the
sparsity of the perturbations. Furthermore, existing works in-
vestigating structured sparse perturbations [16} [17, 21} 22} 23]]
only support generating a single adversarial patch, lacking
flexibility and generality. Thus, it is necessary but challenging
to develop a unified framework for both unstructured and
structured sparse adversarial perturbations.

In this work, we propose a white-box attack named Sparse-
PGD (sPGD) to effectively and efficiently generate unstruc-
tured and structured sparse perturbations. For unstructured
sparse perturbations, we decompose the perturbation & as the
product of a magnitude tensor p and a binary sparse mask
m: § = p ®m , where p and m determine the magnitudes
and the locations of perturbed features, respectively. Although
p can be updated by PGD-like methods, it is challenging to
directly optimize the binary mask m in the discrete space.
We thereby introduce an alternative continuous variable m
to approximate m and update m by gradient-based methods,
m is then transformed to m by projection to the discrete
space. To further boost the performance, we propose the
unprojected gradient of p and random reinitialization mecha-
nism. For structured sparse perturbations, we study group [
norm and its approximated version based on the group norm
proposed in [24]. The structured sparse perturbation bounded
by approximated group [y norm can be thus decomposed as
d = pom = p©min (TConv(v, k), 1), where the binary
group mask v determines the positions of the groups to be
perturbed and the customized binary kernel k determines
the pattern of groups. That is to say, we decompose the
structured sparse perturbations into their positions and the
patterns. Furthermore, we leverage transposed convolution
(TConv) and clipping operations to map the positions of the
groups v to the positions of perturbed features m. Similar
to the unstructured cases, we introduce the continuous ¥ and
update it by gradient-based methods. Ultimately, we manage
to transform the problem of optimizing the structured sparse
mask m into the problem of optimizing the group mask v
bounded by [y norm, which can be resolved in the framework
of sPGD. The whole pipeline is illustrated in Figure 2| On
top of sPGD, we propose Sparse-AutoAttack (sAA), which
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is the ensemble of the white-box sPGD and another black-
box sparse attack, for a more comprehensive and reliable
evaluation against both unstructured and structured sparse
perturbations. Through extensive experiments, we show that
our method exhibits better performance than other attacks.

More importantly, we explore adversarial training to obtain
robust models against sparse attacks. In this context, the attack
method will be called in each mini-batch update, so it should
be both effective and efficient. Compared with existing meth-
ods, our proposed sPGD performs much better when using a
small number of iterations, making it feasible for adversarial
training and its variants [25]. Empirically, models adversarially
trained by sPGD demonstrate the strongest robustness against
various sparse attacks.

We summarize the contributions of this paper as follows:

1) We propose an effective and efficient white-box attack
algorithm named Sparse-PGD (sPGD) which can be
utilized to generate both unstructured and structured
sparse adversarial perturbations.

sPGD achieves the best performance among white-
box sparse attacks. We then combine it with a black-
box sparse attack to construct Sparse-AutoAttack (sAA)
for more comprehensive robustness evaluation against
sparse adversarial perturbations.

sPGD achieves much better performance in the regime
of limited iterations, it is then adopted for adversarial
training. Extensive experiments demonstrate that mod-
els adversarially trained by sPGD have significantly
stronger robustness against various sparse attacks.

2)

3)

Preliminaries: We use image classification as an example,
although the proposed methods are applicable to any clas-
sification model. Under [, bounded perturbations, the robust
learning aims to solve the following min-max optimization
problem.

N
1
i 3y 2 e L0621+ 8), 1)

st |0l <€, 0 <@ 4+6; < 1.

where 0 denotes the parameters of the model and L is the
loss objective function. x; € R"wX¢ is the input image
where h, w and c represent the height, width, and number
of channels, respectively. d; has the same shape as x; and
represents the perturbation. The perturbations are constrained
by its [, norm and the bounding box. In this regard, we
use the term adversarial budget to represent the set of all
allowable perturbations. Adversarial attacks focus on the inner
maximization problem of (I) and aim to find the optimal
adversarial perturbation, while adversarial training focuses on
the outer minimization problem of (1)) and aims to find a robust
model parameterized by 6. Due to the high dimensionality and
non-convexity of the loss function when training a deep neural
network, [26] has proven that solving the problem (I)) is at
least NP-complete.

We consider the pixel sparsity for image inputs in this
work, which is more meaningful than feature sparsity and
consistent with existing works [[13| [17]]. That is, a pixel is

considered perturbed if any of its channel is perturbed, and
sparse perturbation means few pixels are perturbed.

II. RELATED WORKS

Non-sparse Attacks: The pioneering work [1]] finds the
adversarial perturbations to fool image classifiers and proposes
a method to minimize the [ norm of such perturbations. To
more efficiently generate adversarial perturbations, the fast
gradient sign method (FGSM) [3]] generates [, perturbation in
one step, but its performance is significantly surpassed by the
multi-step variants [27]]. Projected Gradient Descent (PGD)
[4] further boosts the attack performance by using iterative
updating and random initialization. Specifically, each iteration
of PGD updates the adversarial perturbation & by:

0« IIs(0+a-s(VsL(6,z+96))) (2)

where S is the adversarial budget, « is the step size, s :
Rhxwxe _ Rhxwxec gelects the steepest ascent direction
based on the gradient of the loss £ with respect to the perturba-
tion. Inspired by the first-order Taylor expansion, Madry et al.
[4]] derives the steepest ascent direction for [, bounded and
lo bounded perturbations to efficiently find strong adversarial
examples; SLIDE [18] and [;-APGD [19] use k-coordinate
ascent to construct /; bounded perturbations, which is shown
to suffer from the slow convergence [20].

Besides the attacks that have access to the gradient of the
input (i.e., white-box attacks), there are black-box attacks that
do not have access to model parameters, including the ones
based on gradient estimation through finite differences [28|
29, 130, 31}, 132] and the ones based on evolutionary strategies
or random search [33} [34]. To improve the query efficiency of
these attacks, [35, 136} 137, 138]] generate adversarial perturbation
at the corners of the adversarial budget.

To more reliably evaluate the robustness, Croce and Hein
[39] proposes AutoAttack (AA) which consists of an ensemble
of several attack methods, including both black-box and white-
box attacks. Croce and Hein [19] extends AA to the case of
l; bounded perturbations and proposes AutoAttack-l; (AA-
l1). Although the [; bounded perturbations are usually sparse,
Jiang et al. [20] demonstrates that AA-l; is able to find non-
sparse perturbations that cannot be found by SLIDE to fool
the models. That is to say, {; bounded adversarial perturbations
are not guaranteed to be sparse. We should study perturbations
bounded by [y norm.

Sparse Attacks: For perturbations bounded by [y norm,
directly adopting vanilla PGD as in Eq. (2) leads to suboptimal
performance due to the non-convexity nature of the adversarial
budget: PGDy [13]], which updates the perturbation by gradi-
ent ascent and project it back to the adversarial budget, turns
out very likely to trap in the local maxima. Different from
PGDy, CW LO [40] projects the perturbation onto the feasible
set based on the absolute product of gradient and perturbation
and adopts a mechanism similar to CW L2 [40] to update
the perturbation. SparseFool [12]] and GreedyFool [15] also
generate sparse perturbations, but they do not strictly restrict
the lp norm of perturbations. If we project their generated
perturbations to the desired [y ball, their performance will
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drastically drop. Sparse Adversarial and Interpretable Attack
Framework (SAIF) [41] is similar to our method in that
SAIF also decomposes the [y perturbation into a magnitude
tensor and sparsity mask, but it uses the Frank-Wolfe al-
gorithm [42] to separately update them. SAIF turns out to
get trapped in local minima and shows poor performance
on adversarially trained models. Besides white-box attacks,
there are black-box attacks to generate sparse adversarial per-
turbations, including CornerSearch [13] and Sparse-RS [17].
However, these black-box attacks usually require thousands
of queries to find an adversarial example, making it difficult
to scale up to large datasets. In addition to the unstructured
adversarial perturbations mentioned above, there are several
works discussing structured sparse perturbations, including
universal adversarial patch for all data [21, 22] and some
image-specific patches [16l 17, 23l]. However, these works only
support generating a single adversarial patch, which lacks of
flexibility and generality.

Adversarial Training: Despite the difficulty in obtaining
robust deep neural network, adversarial training [4} 43| 44}
45, 146, 47, 48, 49| stands out as a reliable and popular
approach to do so [39}150]. It generates adversarial examples
first and then uses them to optimize model parameters. Despite
effective, adversarial training is time-consuming due to multi-
step attacks. Shafahi et al. [51], Zhang et al. [52], Wong
et al. [53], Sriramanan et al. [54] use weaker but faster one-
step attacks to reduce the overhead, but they may suffer from
catastrophic overfitting [S5]: the model overfits to these weak
attacks during training instead of achieving true robustness
to various attacks. Kim et al. [56], Andriushchenko and
Flammarion [57]], Golgooni et al. [58]], de Jorge et al. [59]
try to overcome catastrophic overfitting while maintaining
efficiency.

Compared with [, and /5 bounded perturbations, adversar-
ial training against /; bounded perturbations is shown to be
even more time-consuming to achieve the optimal performance
[19]. In the case of Iy bounded perturbations, PGDy [13] is
adopted for adversarial training. However, models trained by
PGDy exhibit poor robustness against strong sparse attacks. In
this work, we propose an effective and efficient sparse attack
that enables us to train a model that is more robust against
various sparse attacks than existing methods.

III. UNSTRUCTURED SPARSE ADVERSARIAL ATTACK

In this section, we introduce Sparse-PGD (sPGD) for gen-
erating unstructured sparse perturbations. Its extension that
generates structured sparse perturbations is introduced in Sec.
Similar to AutoAttack [19, 39], we further combine sSPGD
with a black-box attack to construct sparse-AutoAttack (sAA)
for more comprehensive and reliable robustness evaluation.

A. Sparse-PGD (sPGD)

Inspired by SAIF [41], we decompose the sparse perturba-
tion § into a magnitude tensor p € R"*™“>¢ and a sparsity
mask m € {0,1}"*wx1 je, § = p ® m. Therefore,

the attacker aims to maximize the following loss objective
function:

max
[16]lo<e€,0<x+8<1

max
pESp,mESm

L0, x+6) = L0,z +pOm).

3)
The feasible sets for p and m are Sp = {p € R"*¥*¢|0 <
z+p <1} and S, = {m € {0,1}>*Y|m|o < €},
respectively. Similar to PGD, sPGD iteratively updates p and
m until finding a successful adversarial example or reaching
the maximum iteration number.

Update Magnitude Tensor p: The magnitude tensor p is
only constrained by the input domain. In the case of images,
the input is bounded between 0 and 1. Note that the constraints
on p are elementwise and similar to those of /., bounded
perturbations. Therefore, instead of greedy or random search
[13} [17], we utilize PGD in the [, case, i.e., use the sign of
the gradients, to optimize p as demonstrated by Eq. below,
with « being the step size.

p<+—1Ils, (p+a-sign(VpL(0,z+pOm))), 4)

Update Sparsity Mask m: The sparsity mask m is
binary and constrained by its /y norm. Directly optimizing the
discrete variable m is challenging, so we update its continuous
alternative m € R"*®*1 and project m to the feasible set S,,,
to obtain m before multiplying it with the magnitude tensor p
to obtain the sparse perturbation d. Specifically, T is updated
by gradient ascent. Projecting m to the feasible set S, is to set
the e-largest elements in m to 1 and the rest to 0. In addition,
we adopt the sigmoid function to normalize the elements of
m before projection.

Mathematically, the update rules for 7 and m are demon-
strated as follows:

m<+«—m+ - ViLl/||Valle,
m +— g, (o(m))

(&)
(6)

where 3 is the step size for updating the sparsity mask’s
continuous alternative m, o(-) denotes the sigmoid function.
Furthermore, to prevent the magnitude of m from becoming
explosively large, we do not update m when ||VzL]l2 < 7,
which indicates that m is located in the saturation zone of
sigmoid function. The gradient VL is calculated at the point
d = p©Ils, (o(m)), where the loss function is not always
differentiable. We demonstrate how to estimate the update
direction in the next part.

Backward Function: Based on Eq. , we can calculate the
gradient of the magnitude tensor p by V£ = VsL(0,x +
d) ©® m and use g, to represent this gradient for notation
simplicity. At most, € non-zero elements are in the mask m,
SO gp is sparse and has at most ¢ non-zero elements. That is
to say, we update at most € elements of the magnitude tensor
p based on the gradient g;,. Like coordinate descent, this may
result in suboptimal performance since most elements of p are
unchanged in each iterative update. To tackle this problem, we
discard the projection to the binary set S,,, when calculating
the gradient and use the unprojected gradient g, to update p.
Based on Eq. (6), we have g, = V5£(0,x + ) ©®o(m). The
idea of the unprojected gradient is inspired by training pruned
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Algorithm 1 Sparse-PGD for [y Bounded Perturbations

1: Input: Clean image: = € [0, 1)"***¢; Model parameters:
0; Max iteration number: 7'; Tolerance: ¢; [y budget: €;
Step size: «, 5; Small constant: v = 2 X 10~8

2: Random initialize p and m

3 m=1Ig,, (c(m))

4: for: =0,1,....,T—1do

5. Calculate the loss £(0,x +p ®m)

6:  if unprojected then

7: gp:V(;L@a(ﬁ) {0 =poOm}
8: else

9: Jp = VsLOm

10:  end if

—_

Jgmn=VsLOPpO U/(m)

122 p=1Ils,(p+a-sign(gy))

130 d=gm/llgmll2 if |[gm]]2 = 7 else 0

14: mold,ﬁ:m,ﬁ+ﬂod

15 m=1Ig, (c(m))

16:  if attack succeeds then

17: break

18:  end if

19:  if ||m — mallo < 0 for ¢ consecutive iters then

20: Random initialize m
21:  end if
22: end for

23: Output: Perturbation: § = p ©®©m

neural networks and lottery ticket hypothesis [60 (61} 62, 63].
All these methods train importance scores to prune the model
parameters but update the importance scores based on the
whole network instead of the pruned sub-network to prevent
the sparse update, which leads to suboptimal performance.

In practice, the performance of using g, and g, to optimize
p is complementary. The sparse gradient gy, is consistent with
the forward propagation and is thus better at exploitation. By
contrast, the unprojected gradient g, updates the p by a dense
tensor and is thus better at exploration. In view of this, we
set up an ensemble of attacks with both gradients to balance
exploration and exploitation.

When calculating the gradient of the continuous alternative
m, we have % = w Opo W. Since
the projection to the set Sp, is not always differentiable,
we discard the projection operator and use the approximation
m&"aig(m)) ~ ¢'(m) to calculate the gradient.

Random Reinitialization: Due to the projection to the set
Sm in Eq. (€), the sparsity mask m changes only when the
relative magnitude ordering of the continuous alternative m
changes. In other words, slight changes in 7 usually mean
no change in m. As a result, m usually gets trapped in a
local maximum. To solve this problem, we propose a random
reinitialization mechanism. Specifically, when the attack fails,
i.e., the model still gives the correct prediction, and the current
sparsity mask m remains unchanged for three consecutive
iterations, the continuous alternative 7 will be randomly
reinitialized for better exploration.

To summarize, we provide the pseudo-code of sparse PGD

(sPGD) in Algorithm [} SAIF [41]] also decomposes the
perturbation § into a magnitude tensor p and a mask m, but
uses a different update rule: it uses Frank-Wolfe to update both
p and m. By contrast, we introduce the continuous alternative
m of m and use gradient ascent to update p and 7. Moreover,
we include unprojected gradient and random reinitialization
techniques in Algorithm [I]to further enhance the performance.

B. Sparse-AutoAttack (sAA)

AutoAttack (AA) [39] is an ensemble of four diverse attacks
for a standardized parameters-free and reliable evaluation
of robustness against [, and [y attacks. Croce and Hein
[19] extends AutoAttack to [; bounded perturbations. In this
work, we propose sparse-AutoAttack (sAA), which is also
a parameter-free ensemble of both black-box and white-box
attacks for comprehensive robustness evaluation against [
bounded perturbations. It can be used in a plug-and-play
manner. However, different from the [, lo and [; cases,
the adaptive step size, momentum and difference of logits
ratio (DLR) loss function do not improve the performance
in the [y case, so they are not adopted in sAA. In addition,
compared with targeted attacks, sSPGD turns out stronger when
using a larger query budget in the untargeted settings given
the same total number of back-propagations. As a result, we
only include the untargeted sPGD with cross-entropy loss
and constant step sizes in sAA. Specifically, we run sPGD
twice for two different backward functions: one denoted as
sPGDy,,; uses the sparse gradient gp,, and the other denoted
as SPGDynproj Uses the unprojected gradient g, as described
in Section As for the black-box attack, we adopt the
strong black-box attack Sparse-RS [17], which can generate
lp bounded perturbations. We run each version of sPGD and
Sparse-RS for 10000 iterations, respectively. We use cascade
evaluation to improve the efficiency. Concretely, suppose we
find a successful adversarial perturbation by one attack for one
instance. Then, we will consider the model non-robust in this
instance and the same instance will not be further evaluated by
other attacks. Based on the efficiency and the attack success
rate, the attacks in sAA are sorted in the order of SPGD o,
sPGD,,,,; and Sparse-RS.

IV. STRUCTURED SPARSE ADVERSARIAL ATTACK

In this section, we extend Sparse-PGD (sPGD) and Sparse-
AutoAttack (sAA) to generate structured sparse perturbations.

A. Formulation of Structured Sparsity

Given an input x € R?, we can partition its d features into
several groups that may overlap and define structured sparsity
based on them. These groups can represent pixels of a row,
a column, a patch, or a particular pattern. Without the loss
of generality, we use {1,2,...,d} as the indices of d features
of the input and N set of indices G = {G;}}_; to represent
the groups. For any perturbation, we define its group ly norm
based on groups G as the minimal number of groups needed
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to cover its non-zero components. Mathematically, Bach [24]]
proposed a convex envelope of group [y norm as follows:
Th-1})] -

Z |, | [F
)

where F' is a submodular function defined on the subsets of
V ={1,2,...,d} and {m;}¢_; is a permutation of {1,2, ..., d}.
More specifically, F'(A) indicates the minimal number of
groups from G to cover the set A and {r;}< ; indicates the
components of |x| in the decreasing order, i.e., [T, | > ... >
|Zx,| > 0. Compared with the convex envelope 2, the group
lp norm Qg is defined as follows:

d
Z]l | [)

k=1

F({m1,...,;mar}) where zr, #0 and 2, , :(%.)
Similar to the difference between [; norm and [y norm, we
replace |2, | with 1(]x, |) in Eq. (8) to indicate the number of
groups with non-zero entities, where 1 is an indicator function.
The second equality in Eq. (8] is based on the decreasing order
of {|z,,|}&, and is a more straightforward definition of the
group [y norm. Like the /y norm, the adversarial budgets based
on the group ly norm are not convex, either.

In general, it is difficult to decide the minimum number
of groups to cover non-zero elements, i.e., to calculate the
function F'. Therefore, it is challenging to directly apply sPGD
to the group lp norm constraints. To address this issue, we
can approximate )y by a tight surrogate that facilitates the
optimization by sPGD. In this regard, we introduce a binary
group mask v = [vy,...,uy] € {0,1} to indicate whether a
specific group is chosen to be perturbed. Mathematically, Vi,
if ¢; # 0, then 3j € {1,2,..., N}, v; =1 and ¢ € G;. In this
context, we propose the following approximation of the group
lp norm as the surrogate:

Q(z,v) iv:]l
i=1

where ¢, is the subvector of = on the indices in G, and
p € [0,+0oc]. Compared with Qg in Eq. (8), ©f in Eq. (9)
does not require the number of groups in G to cover non-
zero elements in & to be minimum. Instead, €2, calculates the
number of perturbed groups in G selected by the binary vector
v. In addition, when 1(||zg,||,) = 1 forall i € {j | v; =
1}, the approximated group Iy norm € (x, v) is equivalent to
the lp norm of the group mask v, i.e., Qy(z,v) = ||[v]jo. In
summary, we have the following theorem:

7Tk}) —}71({7'('1,...7

{71'1,...,

Ti}) — F({m1, ., me—1})]

{7?'17 ceny

Uy,

(€))

Theorem IV.1. Given an input © € R?, a set of groups G =
{Gj}é-vzl and any vector v satisfying the constraint in the
definition of €Y, then we have Qy(x) < Qf(z,v) < ||v]o.

Proof. The first inequality is based on the minimum optimality
condition of the function F in Eq. (8). Since Qq(x) indicates
the minimal number of groups needed to cover the indices of
non-zero elements in x, we have at least the same number of
terms in Eq. (9) where x¢, # 0 and v; = 1. Therefore, we

1.051 —— CIFAR-10 3x3
ImageNet-100 10x10

1.001 ~o
0.951

o

T

o 0.90
0.85 1
0.80 1
0.751 i i i i

0 5 10 15 20 25
Q
Fig. 1. The ratio between the group lp norm and the approximated group lo

norm. The x-axis is the approximated group /g norm ranging from 1 to 25,
and the y-axis is the ratio. We plot the ratios of 3 X 3 patch perturbations
on CIFAR-10 (32 x 32) and 10 X 10 patch perturbations on ImageNet-100
(224 x 224), respectively. The results are calculated on 100 samples. The solid
line and shadow denote the mean value and standard deviation, respectively.

have Qo (x) < Qf(x). For the second inequality, v is a binary
vector, i.e., Vi, v; € {0,1}, so Qf(x,v) < ||v]|o is clear.
O

Theorem [[V.I]indicates that the number of perturbed groups
determined by v can be larger than the minimal number of
groups to cover the perturbed features , i.e., Qf(x, v) can be
larger than Qg (). The gap between Q(x, v) and Q(x) stem
from the potential overlap among groups in G. For instance,
if we generate 1 x 3 perturbations, for a « with the shape of
1 x 5 and all of its entities are perturbed, the corresponding
Qo(x) = 2, while the possible ||v]|o can be 2 or 3, ie.,
v =[1,0,1] or [1,1,1]. Thus, we have Qo(x) < Qf(x,v) <
lv|lo- However, we demonstrate that Q2 (d, v) is quite close to
Qo(d) in practice. To corroborate this, we calculate the ratio
between the group [y norm and approximated group [y norm,
i.e., Qo(8)/Q(8,v) of perturbations under different sparsity
levels e defined by Q((d,v) < e. As illustrated in Figure
when applying patch perturbations, we can observe that
the ratio Q(8)/Q((d,v) increases as the ratio between the
maximum number of perturbed pixels and the total number
of pixels decreases, because the probability of overlapping
accordingly declines. Specifically, when € is smaller than 5,
the ratios of perturbations on both CIFAR-10 and ImageNet-
100 are larger than 0.95. Notably, on ImageNet-100, the [
norm of 5 non-overlapping 10 x 10 patches reaches 500, which
is very large for a sparse perturbation used in practice, so we
can conclude based on the simulation results that ) is a good
approximation of €y across datasets with different resolutions.

B. sPGD for Structured Sparse Perturbations

Based on the approximated group o norm €}, proposed in
Eq. (9), we extend Sparse-PGD (sPGD) to generate structured
sparse perturbations. Similarly, we decompose the perturbation
¢ into a magnitude tensor p and a binary pixel mask m. Like
unstructured cases, the magnitude tensor p is updated using
l PGD, as in Eq. ().
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Project Cli
Continuous Group Mask
Group Mask Pixel Mask Structured Sparse

Perturbation
Kernel

Learnable Variables:
- Continuous Group Mask

- Dense Perturbation Dense

Perturbation

Fig. 2. Pipeline of sPGD for structured sparse perturbations. The continuous group mask v is first projected to get the binary group mask v to ensure
[lvllo < €, which is similar to Eq. (6). Given the kernel k € {0,1}"%" with a customized pattern, we can transform v to the pixel mask 7 using transposed
convolution and clipping (see Eq. (10)). Finally, we element-wisely multiply m with the dense perturbation p to obtain the structured sparse perturbation §.
Note that the continuous group mask ¥ and the dense perturbation p are learnable.

Algorithm 2 Sparse-PGD for Structured Sparse Perturbations

Based on the definition of structured sparsity and 2, defined
in Eq. (@), if a specific group G; is chosen to be perturbed,
then we let v; = 1, otherwise v; will be set 0. In this regard,
finding the optimal m s.t. {(m,v) < e is equivalent to
finding the optimal group mask v s.t. |[v]|o < €, which can
be resolved by sPGD. Similar to the unstructured cases, we
optimize the continuous alternative v rather than optimizing a
binary v directly. In the following, we will elaborate on the
mapping from v to m using different examples.

Column / Row: If we aim to perturb at most € columns in
an image = € [0,1]"***¢. Since we can partition = into w
groups (i.e., columns), v has the size of 1 x w. Thus, m can
obtained through expanding v from 1 X w to h X w. As for
row, the only difference is that the size of v is h x 1. Note
that, there is no overlap between any two columns or rows, so
Qf(m,v) = Qp(m) in this case.

Patch / Any Pattern: Without loss of generality, we
assume that the perturbations are contained to be localized
in r x r patches. To avoid wasting budget due to the po-
tential overlap at the border or corner of images, we let
v € {0,1}(h=r+D)x(w=r+1) “and we can derive the mapping
operation from v to m as follows:

m = min (TConv(v, k, s), 1), (10)

where TConv is the transposed convolution operation, k =
17%" is the kernel with all-one entities, s = 1 denotes the
stride. The clipping operation is to ensure the output value
assigned to m is binary. Moreover, we can customize the
kernel k € {0,1}"*" in Eq. to make the perturbations
localized in groups with any desired patterns, such as hearts,
stars, letters and so on. Notably, when k = [1], i.e, a1l x 1
matrix with a sole value 1, the resulting perturbations are
degraded to unstructured sparse ones; when k = 1"*1 or
11%% _ gpecific columns or rows are perturbed. The pipeline of
sPGD for structured sparse perturbations in the general case
is illustrated in Figure 2]

In addition to the forward mapping operation defined in Eq.
@), we provide its backward function as follows:

gv = Conv(gm, k, s), a1

1: Input: Clean image: = € [0, 1]"***¢; Model parameters:
6; Customized pattern kernel: k € {0,1}"*"; Stride: s =
1; Max iteration number: 7'; Tolerance: ¢; group [y budget:
€; Step size: o, ; Small constant: v = 2 x 1078

2: Random initialize p and v

3. v =Ilg, (0(v)) where S, = {v|||v|lo < €}
4: m = min (TConv(v, k, s),1)

5. for i =0,1,....,T — 1 do

6:  Calculate the loss £(6,x +p ® m)

7:  if unprojected then

8: gp = V5L @ min (TConv(c(v), k, s), 1)
9: else

10: gp=VsLOm

11:  end if

122 gy = Conv(Vi L, k,s) © o' (V)
132 p=Is,(p+a-sign(gp))

14 d=gz/|lgzll2 if ||gz]|2 > v else 0
15: Void, V=v, v+ 5-d

16: v=1IIg, (c(v))

17 m = min (TConv(v, k, s),1)

18:  if attack succeeds then

19: break

20:  end if

21:  if ||v — voiallo < 0 for ¢ consecutive iters then
22: Random initialize v

23:  end if

24: end for

25: Output: Perturbation: d = p®m

where Conv is the convolution operation, and g,,, is the gradi-
ent of m. We neglect the clipping operation when calculating
the gradient of v since it is not always differentiable.

The extension of sPGD for structured sparse perturbations
offers a unified framework to generate sparse adversarial
perturbations. We provide its pseudo-code in Algorithm [2]
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C. sAA for Structured Sparse Perturbations

Similar to Section we also combine SPGD.ypnprojs
sPGD,,,,; and Sparse-RS to build Sparse-AutoAttack (SAA)
for reliable evaluation of robustness against structured sparse
perturbations. We extended the original version of Sparse-RS
so that it can generate structured sparse perturbations with any
customized patterns. Specifically, we just apply a pattern mask
to the patches generated by Sparse-RS.

V. ADVERSARIAL TRAINING

In addition to adversarial attacks, we explore adversarial
training to build robust models against sparse perturbations.
In the framework of adversarial training, the attack is used to
generate adversarial perturbation in each training iteration, so
the attack algorithm should not be too computationally expen-
sive. In this regard, we run the untargeted sPGD (Algorithm
for 20 iterations to generate sparse adversarial perturbations
during training. We incorporate sSPGD in the framework of
vanilla adversarial training [4] and TRADES [25] and name
corresponding methods sAT and sTRADES, respectively.
Note that we use sAT and sTRADES as two examples of
applying sPGD to adversarial training since sPGD can be
incorporated into any other adversarial training variant as well.
To accommodate the scenario of adversarial training, we make
the following modifications to sPGD.

Random Backward Function: Since the sparse gradient
and the unprojected gradient as described in Section [III-A
induce different exploration-exploitation trade-offs, we ran-
domly select one of them to generate adversarial perturbations
for each mini-batch when using sPGD to generate adversarial
perturbations. Compared with mixing these two backward
functions together, as in sAA, random backward function does
not introduce computational overhead.

Multi-e Strategy: Inspired by [;-APGD [19] and Fast-EG-
11 [20]], multi-e strategy is adopted to strengthen the robustness
of model. That is, we use a larger sparsity threshold, i.e., ¢ in
Algorithm (1} in the training phase than in the test phase.

Higher Tolerance for Reinitialization: The default tol-
erance for reinitialization in sPGD is 3 iterations, which
introduces strong stochasticity. However, in the realm of
adversarial training, we have a limited number of iterations.
As a result, the attacker should focus more on the exploitation
ability to ensure the strength of the generated adversarial
perturbations. While stochasticity introduced by frequent reini-
tialization hurts exploitation, we find a higher tolerance for
reinitialization improves the performance. In practice, we set
the tolerance to 10 iterations in adversarial training.

VI. EXPERIMENTS

In this section, we conduct extensive experiments to com-
pare our attack methods with baselines in evaluating the
robustness of various models against [y bounded and struc-
tured sparse perturbations. Besides the effectiveness with an
abundant query budget, we also study the efficiency of our
methods. Our results demonstrate that our sPGD performs
best among white-box attacks. With limited iterations, sSPGD

achieves significantly better performance than existing meth-
ods. Therefore, SAA, consisting of the best white-box and
black-box attacks, has the best attack success rate. sSPGD, due
to its efficiency, is utilized for adversarial training to obtain
the best robust models against [y bounded and structured
sparse adversarial perturbations. To further demonstrate the
efficacy of our method, we evaluate the transferability of
sPGD. The results show that sSPGD has a high transfer success
rate, making it applicable in practical scenarios. Moreover, to
exhibit the versatility of our method, we evaluate sPGD in
objection detection and segmentation tasks. The adversarial
examples generated by our methods are presented in Sec.
In addition, we conduct ablation studies for analysis in
Appendix C. Implementation details are deferred to Appendix
A.

A. Robustness against Unstructured Sparse Perturbations

First, we compare our proposed sPGD, including sPGDp;;
(sPGDy,) and sPGDyppr0j (SPGDy,) as defined in Section
and sAA with existing white-box and black-box attacks that
generate [y bounded sparse perturbations. We evaluate differ-
ent attack methods based on the models trained on CIFAR-10
[64] and report the robust accuracy with e = 15, 20 on the
whole test set in Table[[} Additionally, the results on ImageNet-
100 [65] and a real-world traffic sign dataset GTSRB [[66]] are
reported in Table Note that the image sizes in GTSRB
vary from 15 x 15 to 250 x 250. For convenience, we resize
them to 224 x 224 and use the same model architecture as in
ImageNet-100. Furthermore, only the training set of GTSRB
has annotations, we manually split the original training set
into a test set containing 1000 instances and a new training
set containing the rest data. In Appendix B, we report more
results on CIFAR-10 and CIFAR-100 [64] in Table VIII, to
demonstrate the efficacy of our methods.

Models: We select various models to comprehensively
evaluate their robustness against [y bounded perturbations.
As a baseline, we train a ResNet-18 (RN-18) [67] model
on clean inputs. For adversarially trained models, we select
competitive models that are publicly available, including those
trained against [, l2 and [; bounded perturbations. For the [,
case, we include adversarial training with the generated data
(GD) [46], the proxy distributions (PORT) [44], the decoupled
KL divergence loss (DKL) [48] and strong diffusion models
(DM) [49]. For the lo case, we include adversarial training
with the proxy distributions (PORT) [44], strong diffusion
models (DM) [49], helper examples (HAT) [47] and strong
data augmentations (FDA) [45]]. The [; case is less explored in
the literature, so we only include ;-APGD adversarial training
[19] and the efficient Fast-EG-l; [20] for comparison. The
network architecture used in these baselines is either ResNet-
18 (RN-18), PreActResNet-18 (PRN-18) [67] or WideResNet-
28-10 (WRN-28) [68]]. For the [y case, we evaluate PGDg
[13] in vanilla adversarial training (PGDy-A) and TRADES
(PGDg-T) using the same hyper-parameter settings as in Croce
and Hein [13]. Since other white-box sparse attacks present
trivial performance in adversarial training, we do not include
their results. Finally, we use our proposed sPGD in vanilla
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TABLE I
ROBUST ACCURACY OF VARIOUS MODELS ON DIFFERENT SPARSE ATTACKS. THE MODELS ARE TRAINED ON CIFAR-10. NOTE THAT
WE REPORT RESULTS OF SPARSE-RS (RS) WITH FINE-TUNED HYPERPARAMETERS, WHICH OUTPERFORMS ITS ORIGINAL VERSION IN
CROCE ET AL. [[17]]. CORNERSEARCH (CS) IS EVALUATED ON 1000 SAMPLES DUE TO ITS HIGH COMPUTATIONAL COMPLEXITY.

(@ e=15 (b) € = 20
Black ‘White Black White

Model Network | Clean | g™ "pg ‘ SF PGD, SAIF sPGD, sPGD, |AA ~ Model Network | Clean | g™ "pg ‘ SE PGD, SAIF sPGD, sPGD, | A
Vanilla RN-18 | 939 | 1.6 00 |253 21 12.0 0.0 0.0 | 0.0 Vanilla RN-18 | 939 | 1.2 00 | 175 04 32 0.0 0.0 | 0.0
loo-adv. trained, € = 8/255 loo-adv. trained, € = 8/255

GD PRN-18 874 | 305 122 ]61.1 360 513 17.1 243 11.3 GD PRN-18 87.4 | 267 6.1 | 526 252 404 9.0 15.6 53
PORT RN-18 84.6 | 30.8 152|621 314 521 17.4 23.0 13.0 PORT RN-18 84.6 | 27.8 85 | 545 214 427 9.1 14.6 6.7
DKL WRN-28 | 922 | 353 132|625 412 523 18.4 249 12.1 DKL WRN-28 | 922 | 331 7.0 |540 293 41.1 9.9 15.8 6.1
DM WRN-28 | 924 | 348 12,6 |579 385 494 17.9 24.0 11.6 DM WRN-28 | 924 | 326 6.7 | 494 269 385 9.9 15.1 5.9
l2-adv. trained, ¢ = 0.5 l-adv. trained, ¢ = 0.5

HAT PRN-18 | 90.6 | 389 235|653 354 60.2 19.0 18.6 16.6 HAT PRN-18 | 90.6 | 345 127|563 225 495 9.1 8.5 7.2
PORT RN-18 89.8 | 36.8 20.6 | 643 30.6 59.7 16.0 155 138 PORT RN-18 89.8 | 304 105|550 172 480 6.3 5.8 4.9
DM WRN-28 | 952 | 485 27.7 | 682 475 70.9 25.0 26.7 221 DM WRN-28 | 952 | 433 149|592 318 59.6 13.5 12.0 10.2
FDA WRN-28 | 91.8 | 47.8 31.1 | 71.8 40.1 68.2 28.0 31.4 255 FDA WRN-28 | 91.8 | 43.8 188 | 642 255 573 15.8 19.2 14.1
l1-adyv. trained, e = 12 l1-adv. trained, ¢ = 12

1;-APGD  PRN-18 | 80.7 |41.3 365|703 505 623 30.4 31.3 | 29.0 1;-APGD  PRN-18 | 80.7 | 323 250654 398 556 17.9 18.8 | 16.9
Fast-EG-I; PRN-18 | 76.2 | 40.7 348 | 649 46.7 56.9 29.6 30.1 28.0 Fast-EG-I; PRN-18 | 76.2 | 35.0 24.6 | 60.8 37.1 50.0 18.1 18.6 16.8
lp-adv. trained, € = 15 lp-adv. trained, € = 20

PGDo-A PRN-18 83.7 | 175 6.1 | 737 629 60.5 19.4 275 5.6 PGDo-A PRN-18 | 775 | 165 29 | 62.8 56.0 479 9.9 21.6 2.4
PGDo-T PRN-18 | 905 | 195 72 | 855 63.6 69.8 314 41.2 7.1 PGD,-T PRN-18 | 90.0 | 241 49 | 851 6l.1 67.9 273 379 4.5
SAT PRN-18 80.9 | 46.0 37.6|77.1 741 723 712 70.3 37.6 SAT PRN-18 845 | 52.1 362|812 780 76.6 759 75.3 36.2
sTRADES PRN-18 | 903 | 71.7 63.7 | 89.5 88.1 86.5 85.9 83.8 63.7 sTRADES PRN-18 89.8 | 699 61.8 883 86.1 84.9 84.6 81.7 61.7

adversarial training (sAT) and TRADES (sTRADES) to obtain
PRN-18 models to compare with these baselines.

Attacks: We compare our methods with various existing
black-box and white-box attacks that generate [, bounded
perturbations. The black-box attacks include CornerSearch
(CS) [13] and Sparse-RS (RS) [17]. The white-box attacks
include SparseFool (SF) [12], PGDy [13] and Sparse Ad-
versarial and Interpretable Attack Framework (SAIF) [41].
The implementation details of each attack are deferred to
Appendix A. Specifically, to exploit the strength of these
attacks in reasonable running time, we run all these attacks for
either 10000 iterations or the number of iterations where their
performances converge. Note that, the number of iterations
for all these attacks are no smaller than their default settings.
In addition, we report the results of RS with fine-tuned hy-
perparameters, which outperforms its default settings in [[L7].
Finally, we report the robust accuracy under CS attack based
on only 1000 random test instances due to its prohibitively
high computational complexity.

Based on the results in Table[[and Table [[I, we can find that
SF attack, PGDy attack and SAIF attack perform significantly
worse than our methods for all the models studied. That is,
our proposed sPGD always performs the best among white-
box attacks. Among black-box attacks, CS attack can achieve
competitive performance, but it runs dozens of times longer
than our method does. Therefore, we focus on comparing our
method with RS attack. For [y and l5 models, our proposed
sPGD significantly outperforms RS attack. By contrast, RS
attack outperforms sPGD for /., and [y models. This gradi-
ent masking phenomenon is, in fact, prevalent across sparse
attacks. Given sufficient iterations, RS outperforms all other
existing white-box attacks for [, and [y models. Nevertheless,
among white-box attacks, sPGD exhibits the least suscep-
tibility to gradient masking and has the best performance.
The occurrence of gradient masking in the context of Iy
bounded perturbations can be attributed to the non-convex
nature of adversarial budgets. In practice, the perturbation

updates often significantly deviate from the direction of the
gradients because of the projection to the non-convex set.
Similar to AA in the I1, I3 and [, cases, SAA consists of both
white-box and black-box attacks for comprehensive robustness
evaluation. It achieves the best performance in all cases in
Table [[] and Table [l by a considerable margin.

In the case of [y adversarial training, the models are ad-
versarially trained against sparse attacks. However, Figure [3]
illustrates that the performance of RS attack on standard, [;-,
lo- and [ -trained modelsdrastically deteriorates with limited
iterations (e.g., smaller than 100), so RS is not suitable for
adversarial training where we need to generate strong adver-
sarial perturbations in limited number iterations. Empirical
evidence suggests that employing RS with 20 iterations for
adversarial training, i.e., the same number of iterations as in
other methods, yields trivial performance, so it is not included
in Table [I] or Table [[I] for comparison. In addition, models
trained by PGDg-A and PGDy-T, which generate [ bounded
perturbations, exhibit poor robustness to various attack meth-
ods, especially sAA. By contrast, the models trained by sAT
and sSTRADES show the strongest robustness, indicated by
the comprehensive sAA method and all other attack methods.
Compared with sAT, sSTRADES achieves better performance
in both robustness and accuracy. Finally, models trained with
l; bounded perturbations are the most robust ones among
existing non-/y training methods. It could be attributed to
the fact that /; norm is the tightest convex relaxation of [
norm [69]. From a qualitative perspective, [; attacks also
generate relatively sparse perturbations [20], which makes the
corresponding model robust to sparse perturbations to some
degree.

Our results indicate sPGD and RS can complement each
other. Therefore, sAA, an AutoAttack-style attack that en-
sembles both attacks achieves the state-of-the-art performance
on all models. It is designed to have a similar computational
complexity to AutoAttack in ., l2 and [; cases.
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TABLE II
ROBUST ACCURACY OF VARIOUS MODELS ON DIFFERENT SPARSE ATTACKS. OUR SAT MODEL IS TRAINED WITH € = 1200. (A)
RESULTS ON IMAGENET-100 [65]. (B) RESULTS ON GTSRB [[66]]. NOTE THAT THE RESULTS OF SPARSE-RS (RS) WITH TUNED
HYPERPARAMETERS ARE REPORTED. ALL MODELS ARE RN-34, AND ARE EVALUATED ON 500 SAMPLES. THE RESULTS OF
SPARSEFOOL (SF) AND PGD( ARE INCLUDED DUE TO THEIR POOR PERFORMANCE, AND CORNERSEARCH (CS) IS NOT EVALUATED
HERE DUE TO ITS HIGH COMPUTATIONAL COMPLEXITY, I.E. NEARLY 1 WEEK ON ONE GPU FOR EACH RUN.

(a) ImageNet-100, ¢ = 200

(b) GTSRB, ¢ = 600

Model ‘ Clean ‘ £ ‘ SAIF spvggf sPGD, | SAA  Model ‘ Clean | P" ‘ SAIF spvgll;f sPGD, | SAA

Vanilla | 83.0 | 02 | 06 0.2 04 | 00 Vanilla | 999 | 18.0 | 95 0.3 03 | 03

lp-adv. trained, ¢ = 200 lp-adv. trained, ¢ = 600

PGDO—A‘ 76.0 ‘ 6.8 ‘ 11.0 1.8 18.8 ‘ 1.8 PGDO—A‘ 99.8 ‘ 37.6 ‘ 13.8 0.0 0.0 ‘ 0.0

sAT 86.2 61.4 69.0 78.0 77.8 61.2 sAT 99.8 88.4 96.2 88.6 96.2 854
TABLE III

ROBUST ACCURACY OF VARIOUS MODELS ON DIFFERENT STRUCTURED SPARSE ATTACKS. (A) RESULTS ON CIFAR-10, ALL MODELS

ARE PRN-18. (B) RESULTS ON IMAGENET-100, THE TEST SET CONTAINS 500 SAMPLES, ALL MODELS ARE RN-34. NOTE THAT THE

EVALUATED GROUP SPARSITY LEVELS ARE APPROXIMATELY EQUIVALENT TO THE [y SPARSITY LEVELS USED IN TABLE[[JAND[[T} AND
THE SPARSE-RS (RS) USED HERE IS THE PROPOSED EXTENDED VERSION.

(a) CIFAR-10

(b) ImageNet-100

Black White Black White-Box

Model Clean | "ps" | LOAP sPGD, sPGD, | SAA ~ Model Clean | "ps" | LOAP sPGD, sPGD, | SAA
row, € = 1 row, € = 1

Vanilla 93.9 22.5 - 1.0 1.3 1.0 Vanilla 83.0 | 54.8 - 5.2 8.0 5.2
STRADES-I 89.8 83.1 - 54.6 65.0 53.9 SAT-1y 86.2 | 78.6 - 65.8 73.8 65.8
STRADES-row 89.3 85.9 - 77.3 83.7 77.3 SAT-row 81.0 | 782 - 76.6 78.4 76.6
3 x 3 patch, e = 2 10 x 10 patch, € = 2

Vanilla 93.9 6.7 4.5 1.9 6.6 1.7 Vanilla 83.0 13.0 4.6 4.6 6.4 4.0
LOAP+TRADES | 92.8 75.6 66.4 47.4 71.7 471 LOAP+AT 83.8 57.0 72.4 0.0 0.4 0.0
sTRADES-/, 89.8 65.5 60.0 46.9 67.5 46.7 SAT-1y 86.2 27.8 10.8 10.6 33.0 10.0
sTRADES-p3x3 | 87.9 71.5 81.4 72.8 81.7 72.3 sAT-p10x10 | 81.6 64.0 62.8 35.8 73.2 358
5 x 5 patch, e =1 14 x 14 patch, e =1

Vanilla 93.9 7.5 2.3 1.7 32 1.7 Vanilla 83.0 7.5 2.3 1.7 12.0 1.7
LOAP+TRADES | 924 | 76.9 61.7 37.0 60.8 36.0 LOAP+AT 834 | 53.0 20.8 0.0 530 0.0
sTRADES-[, 89.8 56.4 35.0 26.7 443 26.7 SAT-l, 86.2 | 283 10.2 15.4 34.8 14.6
sTRADES-p5x5 | 89.5 72.9 73.1 56.0 73.3 55.9 sAT-p14x14 | 80.0 | 57.2 73.0 41.2 71.2 39.6

B. Robustness against Structured Sparse Perturbations

Apart from unstructured sparse perturbations, we evaluate
the effectiveness of our method in Algorithm [2|in generating
structured sparse perturbations in this subsection. Given the
paucity of available methods for comparison, we focus on
comparing our method with the extended Sparse-RS (RS)
and LOAP [16], which is a white-box approach generating
adversarial patches, on CIFAR-10 and ImageNet-100. For a
comprehensive evaluation, we include the results of different
types of structured sparse perturbations, e.g., row and patches
with different group sparsity level and different sizes. It should
be noted that the unstructured [, norms of the structured
perturbations studied here are approximately the same as the
perturbations in Table [l and [l In addition, we evaluate the
attacks on vanilla models, models trained with unstructured
lp bounded perturbations, and those trained with the specific
structured sparse perturbations.

The results in Table |IlI| indicate that the proposed sAA also
achieves the state-of-the-art performance in generating struc-
tured sparse perturbations in almost all cases. Furthermore,

the models trained with our methods exhibit the strongest
robustness against structured sparse perturbations. As antici-
pated, models trained on specific structured sparse adversarial
examples significantly outperform those trained on unstruc-
tured sparse adversarial examples. This highlights the inherent
limitation of adversarially trained models in maintaining ro-
bustness against unseen types of perturbations during training.

C. Adversarial Watermarks

Although only a few pixels are perturbed in sparse at-
tacks, such perturbations are still perceptible due to their
unconstrained magnitude. In this subsection, we additionally
constrain the [, norm of magnitude p, meaning that the
feasible set for vp is rewritten as Sp = {p € R"***¢|||p|oe <
€x, 0 < & 4+ p < 1}. Combining with structured sparsity
constraint, we can generate alleged adversarial watermarks
with our method.

To evaluate the performance of our method in generating
adversarial watermarks, we conduct experiments with different
patterns and different [, adversarial budgets. From Table
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TABLE IV
ROBUST ACCURACY OF VANILLA MODEL (RN-34) AGAINST
ADVERSARIAL WATERMARKS WITH DIFFERENT /o, ADVERSARIAL
BUDGETS. THE EXPERIMENT IS CONDUCTED ON IMAGENET-100.

(a) 18x18 circle

€ | 8/255 16/255 32/255 64/255
RS 590 446 324 26.4
sPGD, | 472 254 16.6 9.0
sPGD, | 564 396 25.8 16.8
SAA | 442 240 15.6 8.8

(b) 60x60 letter “A”

€ | 8/255 16/255 32/255 64/255
RS 142 128 9.2 5.8
sPGD, | 38 2.6 24 22
sPGD, | 74 48 2.8 2.0
SAA 2.0 0.8 0.8 0.6

we can find that when the size of the pattern is large, like
60 x 60 letter “A” with 1747 non-zero elements, our attack can
still achieve decent performance under different [, adversarial
budgets. In contrast, when we adopt a 18 x 18 circle pattern
with 208 non-zero elements, the attack success rate abruptly
declines as the [, adversarial budget decreases. Nevertheless,
from the aspect of attack success rate, our approaches still
outperform Sparse-RS by a large margin.

D. Comparison under Different Iteration Numbers and Differ-
ent Sparsity Levels

In this subsection, we further compare our method sPGD,
which is a white-box attack, with RS attack, the strongest
black-box attack in the previous section. Specifically, we
compare them under various iteration numbers on CIFAR-
10 and ImageNet-100, which have different resolutions. In
addition, we also compare sPGD and RS under different
sparsity levels on CIFAR-10.

As illustrated in Figure [3] (a) and (b), sSTRADES has better
performance than other robust models by a large margin
in all iterations of both sPGD and RS attacks, which is
consistent with the results in Table [I} [l and VIIL. For vanilla
and other robust models, although the performances of both
sPGD and RS attack get improved with more iterations, sSPGD
significantly outperforms RS attack when the iteration number
is small (e.g. < 1000 iterations), which makes it feasible for
adversarial training. Similar to other black-box attacks, the
performance of RS attack drastically deteriorates when the
query budget is limited. In addition, our proposed gradient-
based sPGD significantly outperforms RS on ImageNet-100,
where the search space is much larger than that on CIFAR-
10, i.e., higher image resolution and higher sparsity level e.
This suggests that our approach is scalable and shows higher
efficiency on high-resolution images. Furthermore, although
the performance of RS does not converge even when the
iteration number reaches 10000, a larger query budget will
make it computationally impractical. Following the setting in
Croce et al. [[17], we do not consider a larger query budget in
our experiments, either.

Furthermore, we can observe from Figure E] (c) that RS
attack shows slightly better performance only on the [, model
and when € is small. The search space for the perturbed
features is relatively small when € is small, which facilitates
heuristic black-box search methods like RS attack. As ¢
increases, sSPGD outperforms RS attack in all cases until both
attacks achieve almost 100% attack success rate.

E. Efficiency of sSPGD

To further showcase the efficiency of our approach, we first
compare the distributions of the number of iterations needed
by sPGD and RS to successfully generate adversarial samples.
Figure [] illustrates the distribution of the iteration numbers
needed by sPGD and RS to successfully generate adversarial
samples. For [, and [; robust models, our proposed sPGD
consumes distinctly fewer iteration numbers to successfully
generate an adversarial sample than RS, the strongest black-
box attack in Table [I, while maintaining a high attack success
rate. Similar to the observations in Figure 3] the model trained
by sTRADES suffers from gradient masking. However, RS
still requires a large query budget to successfully generate an
adversarial sample. This further demonstrates the efficiency of
sPGD, which makes adversarial training feasible.

Additionally, we compare the runtime of sPGD with other
attacks in the same configuration as in Table [l As shown
in Table the proposed sPGD shows the highest efficiency
among various attacks. Although SAA consumes more time
(approximately 2x sPGD + RS), it can provide a reliable
evaluation against [y bounded perturbation.

TABLE V
RUNTIME OF DIFFERENT ATTACKS ON 1000 TEST INSTANCES
WITH BATCH SIZE 500. THE SPARSITY LEVEL € = 20. THE
EVALUATED MODEL IS STRADES. THE MODEL IS TRAINED ON
CIFAR-10. THE EXPERIMENTS ARE IMPLEMENTED ON NVIDIA

TESLA V100.

Attack | CS RS SF PGDy
Runtime \ 604 min 59 min 92 min 750 min
Attack \ SAIF sPGD, sPGD, SAA
Runtime \ 122 min 42 min 45 min 148 min

F. Transferability of Adversarial Perturbations

TABLE VI
TRANSFERABILITY OF RS AND SPGD BETWEEN VGGI11 (V) AND
RESNETI18 (R) ON CIFAR-10 WITH € = 20. ATTACK SUCCESS
RATE (ASR) IS REPORTED. THE PERTURBATIONS ARE GENERATED
ON THE SOURCE MODEL (LEFT), AND ARE EVALUATED ON THE
TARGET MODEL (RIGHT). NOTE THAT VANILLA MODELS ARE
EVALUATED, AND @ AND 3 OF SPGD ARE SET TO 0.75.

| V-V V=R R—R R=V

RS 539 284 33.0 374
sPGD,, | 58.0 43.9 50.8 48.0
sPGD, | 64.9 40.0 52.7 56.7

To evaluate the transferability of our attack across different
models and architectures, we generate adversarial perturba-
tions based on one model and report the attack success rate
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Fig. 3. Comparison between sPGD and RS attack under different iteration numbers and different sparsity levels. (a) Different iteration
number comparison on CIFAR-10, ¢ = 20. ResNet18 (std), PORT (I and [l2) [44], I;-APGD (I1) [19] and STRADES (lo) are evaluated.
(b) Different iteration number comparison on ImageNet-100, ¢ = 200. ResNet34 (std), Fast-EG-l1 (I1) [20] and sAT (lo) are evaluated. In
(a) and (b), the total iteration number ranges from 20 and 10000. For better visualization, the x-axis is in the log scale. (¢) Different sparsity
comparison on CIFAR-10. The evaluated models are the same as those in (a). The € ranges from O and 50. The number of total iterations

is set to 10000. Note that the results of SPGD and RS attack are shown in solid lines and dotted lines, respectively.
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Fig. 4. Distribution of the iteration numbers needed by sPGD (blue) and RS (orange) to successfully generate adversarial samples. The results
are obtained from different models: (a) loo PORT [44], (b) {:-APGD and (c) our sSPGD. The average iteration numbers (Avg.) and

attack success rate (ASR), i.e., 1—Robust Acc., are reported in the legend. For better visualization, we clip the minimum iteration number

to 10 and show the x- and y-axis in log scale.

(ASR) on another model. As shown in Table Ml, sPGD ex-
hibits better transferability than the most competitive baseline,
Sparse-RS (RS) [17]. This further demonstrates the effec-
tiveness of our method and its potential application in more
practical scenarios.

G. Attack Object Detection and Segmentation Models

The versatility of our method allows it to be applied to a
variety of tasks beyond classification, e.g., object detection and
segmentation. For implementation, one could simply replace
the loss function £ in Algorithms [I] and 2] with a specific
detection or segmentation loss function.

In Table [VII] we report the mAP50-95 of YOLOv8-M [[70]
in object detection and segmentation tasks when the input
image is manipulated by sparse perturbations, including both
structured and unstructured ones. In addition, we include the
results of RS and SAIF as a comparison. Since SAIF is
not able to generate structured sparse perturbations, we do
not include its results in the experiments of generating patch
perturbations. The results indicate that sPGD, as an attack
framework, is still effective in these two tasks. Considering
higher resolution images in the COCO dataset (640x640),
we use approximately the same ratio between the number of
perturbed pixels and the total number of pixels as in Table [[I]

when setting the perturbation budgets e, i.e., 0.4% / 0.8% of
the pixels. Compared with structured perturbations, unstruc-
tured perturbations are spatially more dispersed, making them
more effective for multi-object images in these tasks.

H. Visualization

For a better visualization, we present some adversarial
examples with different types of sparse perturbations in Figure
[} including Iy bounded perturbations, row-wise perturbations,
star-like perturbations, and adversarial watermarks of letter
“A”. The attack is sPGD, and the model is vanilla ResNet-
34 trained on ImageNet-100. More adversarial examples are
shown in Appendix D.

VII. CONCLUSION

In this paper, we propose an effective and efficient white-
box attack named sPGD to generate both unstructured and
structured perturbations. sSPGD obtains the state-of-the-art
performance among white-box attacks. Based on this, we
combine it with black-box attacks for more comprehensive and
reliable evaluation of robustness against sparse perturbations.
Our proposed sPGD is particularly effective in the realm of
limited iteration numbers. Due to its efficiency, we incorporate
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(e) star, 25 X 25, e =1 (f) star, 25 x 25, e = 1

(g) “A”, 60 X 60, exo = 32/255
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(h) “A”, 60 X 60, exo = 32/255

Fig. 5. Visualization of different sparse adversarial examples in ImageNet-100. The model is vanilla ResNet-34. The predictions before (left)
and after (right) attack are (a) cock—hen, (b) triceratops—spotted salamander, (c) great white shark—tench, (d) loggerhead—leatherback
turtle, (e) black and gold garden spider—garden spider, (f) lorikeet—macaw, (g) bee eater—coucal, and (h) banded gecko—alligator lizard.
Note that the red squares in (g) and (h) are just for highlighting the perturbation position and not part of perturbations.

TABLE VII
EVALUATION OF YOLOV8-M PERFORMANCE ON CLEAN AND
ADVERSARIAL COCO DATASET [[71]] IN OBJECT DETECTION AND
SEGMENTATION TASKS. THE METRIC IS MAP50-95. WE TEST THE
PERFORMANCE ON THE ADVERSARIAL EXAMPLES GENERATED BY
DIFFERENT ATTACKS, WHERE BOTH UNSTRUCTURED AND
STRUCTURED CASES ARE CONSIDERED.

(a) Object Detection

Mode | € | Clean RS SAIF sPGD

} 1600 | 55.1 17.1 158 155

0 3200 | 551 81 74 66

100 | 55.1 471 - 40.1

44 patch | 200 | 551 408 - 345

(b) Segmentation

Mode | € | Clean RS SAIF sPGD

. 1600 | 53.6 17.6 164 156

0 3200 | 53.6 8.8 8.2 7.4

100 | 53.6 465 - 39.1

4 >4 patch } 200 } 536 397 - 331

sPGD into the framework of adversarial training to obtain
robust models against sparse perturbations. The models trained
with our method demonstrate the best robust accuracy.
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SPARSE-PGD: A UNIFIED FRAMEWORK FOR SPARSE
ADVERSARIAL PERTURBATIONS GENERATION

APPENDIX

A. Implementation Details

In experiments, we mainly focus on the cases of the sparsity
of perturbations € = 10,15 and 20, where € = || 35, 6@||o
or [|mllo, 8 € R"** is the i-th channel of perturbation
d € RM¥wxe and m € RMP*WXL jg the sparsity mask in
the decomposition of § = p ® m, p € R"*"¥*¢ denotes the
magnitude of perturbations.

To exploit the strength of these attacks in reasonable running
time, we run all these attacks for either 10000 iterations or the
number of iterations where their performances converge. More
details are elaborated below.

CornerSearch [13]]: For CornerSearch, we set the hyper-
parameters as following: N = 100, Ny, = 3000, where
N is the sample size of the one-pixel perturbations, N,
is the number of queries. For both CIFAR-10 and CIFAR-
100 datasets, we evaluate the robust accuracy on 1000 test in-
stances due to its prohibitively high computational complexity.

Sparse-RS [17]: For Sparse-RS, we set ajpir = 0.8, which
controls the set of pixels changed in each iteration. Cross-
entropy loss is adopted. Following the default setting in [17],
we report the results of untargeted attacks with the maximum
queries up to 10000.

SparseFool [12]]: We apply SparseFool following the offi-
cial implementation and use the default value of the sparsity
parameter A = 3. The maximum iterations per sample is set
to 3000. Finally, the perturbation generated by SparseFool is
projected to the [y ball to satisfy the adversarial budget.

PGDy [13]: For PGDg, we include both untargeted attack
and targeted attacks on the top-9 incorrect classes with the
highest confidence scores. We set the step size to 1 =
120000/255. Contrary to the default setting, the iteration
numbers of each attack increase from 20 to 300. Besides, 5
restarts are adopted to boost the performance further.

SAIF [41]]: Similar to PGDg, we apply both untargeted
attack and targeted attacks on the top-9 incorrect classes with
300 iterations per attack, however, the query budget is only
100 iterations in the original paper [41]]. We adopt the same
loo norm constraint for the magnitude tensor p as in sPGD.

Sparse-PGD (sPGD): Cross-entropy loss is adopted as the
loss function of both untargeted and targeted versions of our
method. The small constant ~ to avoid numerical error is set to
2 x 10~8. The number of iterations 7" is 10000 for all datasets
to ensure fair comparison among attacks in Table [Il For gener-
ating [y bounded perturbations, the step size for magnitude p is
set a = 0.25 X €4o; the step size for continuous mask 77 is set
8 =0.25 x v/h x w, where h and w are the height and width
of the input image x € Rhxwxe respectively; the tolerance
for reinitialization ¢ is set to 3. For generating structured sparse
perturbations, we let & = 0.0125 X €5, 8 = 0.0125 X /h X w
and ¢ = 50.

Sparse-AutoAttack (sAA): It is a cascade ensemble of five
different attacks, i.e., a) untargeted sPGD with unprojected
gradient (sPGD,), b) untargeted sPGD with sparse gradient

(sPGDy,), and ¢) untargeted Sparse-RS. The hyper-parameters
of sPGD are the same as those listed in the last paragraph.

Adversarial Training: sPGD is adopted as the attack during
the training phase, the number of iterations is 20, and the
backward function is randomly selected from the two different
backward functions for each batch. For sTRADES, we only
compute the TRADES loss when training, and generating
adversarial examples is based on cross-entropy loss. We use
PreactResNet18 [72]] with softplus activation [73|] for experi-
ments on CIFAR-10 and CIFAR-100 [64], and ResNet34 [67]]
for experiments on ImageNet-100 [65] and GTSRB [66]. We
train the model for 100 epochs on CIFAR-10 and CIFAR-100,
for 40 epochs on ImageNet-100, and for 20 epochs on GTSRB.
The training batch size is 128 on CIFAR-10 and CIFAR-100,
and 32 on ImageNet-100 and GTSRB. The optimizer is SGD
with a momentum factor of 0.9 and weight decay factor of
5x 1074, The learning rate is initialized to 0.05 and is divided
by a factor of 10 at the i and the % of the total epochs. The
tolerance for reinitialization is set to 10.

B. More Results of Section

In this subsection, we present the robust accuracy on
CIFAR-10 and CIFAR-100 with the sparsity level € = 10 in
Table The observations with different sparsity levels and
on different datasets are consistent with those in Table[l] and [[I}
which indicates the effectiveness of our method.

C. Ablation Studies

We conduct ablation studies in this section. We focus on
CIFAR-10 and the sparsity level € = 20. Unless specified, we
use the same configurations as in Table

sPGD: We first validate the effectiveness of each component
in sPGD. The result is reported in Table We observe
that naively decomposing the perturbation § by § = p© m
and updating them separately can deteriorate the performance.
By contrast, the performance significantly improves when we
update the mask m by its continuous alternative 772 and lo ball
projection. This indicates that introducing 7 greatly mitigates
the challenges in optimizing discrete variables. Moreover,
the results in Table [[X] indicate the performance can be
further improved by the random reinitialization mechanism,
which encourages exploration and avoids trapping in a local
optimum.

In addition, we compare the performance when we use
different step sizes for the magnitude tensor p and the sparsity
mask m. As shown in Table [X] and the robust accuracy
does not vary significantly with different step sizes. It in-
dicates the satisfying robustness of our method to different
hyperparameter choices. In practice, We set « and 3 to 0.25
and 0.25 x v/hw, respectively. Note that i and w denote the
height and width of the image, respectively, which are both
32 in CIFAR-10.

Ultimately, we compare the performance of sPGD with
different tolerance iterations for reinitialization. As shown in
Table the performance of our method remains virtually
unchanged, which showcases that our approach is robust to
different choices of tolerance for reinitialization.
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TABLE VIII
ROBUST ACCURACY OF VARIOUS MODELS ON DIFFERENT SPARSE ATTACKS, WHERE THE SPARSITY LEVEL € = 10. THE MODELS ARE
TRAINED ON CIFAR-10 AND CIFAR-100[64]]. NOTE THAT WE REPORT RESULTS OF SPARSE-RS (RS) WITH TUNED
HYPERPARAMETERS, WHICH OUTPERFORMS ITS ORIGINAL VERSION IN [[17]]. CORNERSEARCH (CS) IS EVALUATED ON 1000 SAMPLES
DUE TO ITS HIGH COMPUTATIONAL COMPLEXITY.

(a) CIFAR-10

White

Black

Model  Network | Clean| g™ g ‘ SF PGDy SAIF sPGD, sPGD, |*A% (b) CIFAR-100
Vanilla RN-18 | 93.9 |32 05406 115 318 05 77 |05 Bk r——
loo-adv. trained, € = 8/255 Model  Network | Clean| g™ g ‘ SF PGD, SAIF sPGD, sPGD, |SA
GD PRN-18 | 87.4 [36.8 24.5[69.9 503 63.0 31.0 373 [232  Vanilla RN-18 | 743 [ 1.6 03]201 19 90 0.1 09 | 0.1
PORT RN-18 | 846 |36.7 27.5|70.7 46.1 626 3L0 362 |250 T
DKL WRN-28| 92.2 409 25.0|71.9 542 64.6 326 388 [237 ‘toodV €
DM WRN-28 | 92.4 |38.7 23.7|68.7 527 625 312 374 |22.6 HAT PRN-18 | 61.5 [12.6 93 [39.1 19.1 268 11.6 142 |85
PP — FDA PRN-18 | 56.9 [16.3 12.3]422 230 30.7 149 178 |16
el it DKL WRN-28 | 73.8 [124 6.3 [449 209 265 105 140 | 6.1
HAT PRN-18 | 90.6 [47.3 404|746 535 714 373 367 |345 DM WRN-28| 72.6 |14.0 82 |462 234 298 127 158 | 8.0
PORT RN-18 | 89.8 |46.8 377|742 504 709 337 330 |30.6 T
DM WRN-28| 952 |57.8 47.9|78.3 655 80.9 47.1 482 |43 _‘r-adv. uamned =
FDA WRN-28| 91.8 |55.0 49.4|79.6 58.6 77.5 467 490 |43.8  [,-APGD PRN-18‘63.2 ‘22.7 22.1‘47.7 330 435 197 203 |18.5

- Fast-EG-l; PRN-18 | 59.4 |21.5 21.0|44.8 30.6 395 189 186 |17.3
l1-adv. trained, ¢ = 12
1,I-APGD PRN-18 | 80.7 [51.4 511|743 607 68.1 472 474 |459 ‘lo-adv. trained, c =10
Fast-EG-l; PRN-18 | 76.2 |49.7 48.0|69.7 567 632 447 450 |43.2 PGDo-A PRN-18 | 66.1 | 93 7.1 [57.9 29.9 395 139 204 |65
P — PGD(-T  PRN-18 | 70.7 | 14.8 10.5(63.5 463 517 245 286 |10.2
0-acv. tralnec, € = SAT PRN-18 | 67.0 |443 416|659 61.6 609 568 58.0 |41.6
PGDo-A  PRN-18 | 85.8 [20.7 16.1|77.1 66.1 687 335 362 |151 sTRADES PRN-18 | 709 [52.8 50.3[69.2 67.2 652 640 63.7 |50.2
PGDo-T  PRN-18 | 90.6 |22.1 14.0|852 72.1 766 379 446 [13.9
SAT PRN-18 | 86.4 [61.0 57.4|84.1 820 81.1 782 776 |57.4
STRADES PRN-18 | 89.8 |74.7 71.6|88.8 87.7 869 859 845 |7L6

TABLE IX TABLE XI

ABLATION STUDY OF EACH COMPONENT IN SPGDy,10; IN TERMS
OF ROBUST ACCURACY. THE MODEL 1S FAST-EG-l; TRAINED ON

CIFAR-10.
Ablations | Robust Acc.
Baseline (PGDy w/o restart) 49.4
+ Decomposition: § = p ®m | 58.0 (+8.6)
+ Continuous mask 1 33.9 ( )
+ Random reinitialization 18.1 ( )

TABLE X
ROBUST ACCURACY AT DIFFERENT STEP SIZES @ FOR
MAGNITUDE p. THE EVALUATED ATTACK IS SPGDy,0j. THE
MODEL IS FAST-EG-[; TRAINED ON CIFAR-10.

1
16

19.6

[e%

Acc.

1 1 1 3
8 4 2 4
18.8 181 184 187

Adversarial training: We conduct preliminary exploration
on adversarial training against sparse perturbations, since
sPGD can be incorporated into any adversarial training variant.
Table[T] [T and [VIII| study sAT and sSTRADES, while sSTRADES
outperforms sAT in all cases. In addition, the training of sAT
is relatively unstable in practice, so we focus on STRADES
for ablation studies in this section. We leave the design of
sPGD-adapted adversarial training variants to further improve
model robustness as a future work.

Table demonstrates the performance when we use
different backward functions. The policies include always
using the sparse gradient (Proj.), always using the unprojected
gradient (Unproj.), alternatively using both backward functions
every 5 epochs (Alter.) and randomly selecting backward
functions (Rand.). The results indicate that randomly selecting
backward functions has the best performance. In addition,
Table demonstrates the robust accuracy of models trained

ROBUST ACCURACY AT DIFFERENT STEP SIZES /3 FOR MASK m.
THE EVALUATED ATTACK IS SPGDy,05. THE MODEL IS
FAST-EG-l; TRAINED ON CIFAR-10. NOTE THAT h AND w ARE
BOTH 32 IN CIFAR-10.

BIVhw 5§
Acc. 200 193

1
4 210

O |niw

1 1
4 2
181 184 1

TABLE XII
ROBUST ACCURACY AT DIFFERENT TOLERANCE FOR
REINITIALIZATION ¢ DURING ATTACKING. THE EVALUATED
ATTACK IS SPGDp,05. THE MODEL 1S FAST-EG-l; TRAINED ON

CIFAR-10.
t o] 305 710
Acc. | 181 181 185 185 185

by sTRADES with different multi-e strategies. The results
indicate that multi-e strategy helps boost the performance. The
best robust accuracy is obtained when the adversarial budget
for training is 6 times larger than that for test. Furthermore,
we also study the impact of different tolerances during ad-
versarial training in Table The results show that higher
tolerance during adversarial training benefits the robustness
of the model, and the performance reaches its best when the
tolerance is set to 10.

Structured Sparse Perturbations: Since the optimal hy-
perparameters for structured sparse perturbations differ from
those for unstructured [y bounded perturbations, we conduct
further ablation studies in the structured sparse setting.

The results in Table [XVI}, [XVII and [XVIII] suggest that
the step size «, B and the tolerance ¢ for generating struc-
tured sparse perturbations should be smaller than those for
unstructured cases. This can be attributed to the requirement
for more exploitable attacks when generating structured sparse
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TABLE XIII
ABLATION STUDY ON DIFFERENT POLICIES DURING
ADVERSARIAL TRAINING. THE MODEL IS PRN 18 TRAINED BY
STRADES WITH 6 x k. THE ROBUST ACCURACY IS OBTAINED
THROUGH SAA.

Policy | Proj. Unproj. Alter. Rand.
Acc. ‘ 41.5 39.4 51.5 61.7
TABLE XIV

ABLATION STUDY ON MULTI-€ STRATEGY DURING ADVERSARIAL
TRAINING. THE MODEL IS PRN18 TRAINED BY STRADES WITH
RANDOM POLICY. THE ROBUST ACCURACY IS OBTAINED
THROUGH SAA.

e | 1x 2% 4% 6x 8x  10x
Acc. ‘ 340 397 545 617 602 555
TABLE XV

ABLATION STUDY ON TOLERANCE FOR REINITIALIZATION ¢
DURING ADVERSARIAL TRAINING. THE MODEL IS PRN18
TRAINED BY STRADES WITH 6 Xk AND TOLERANCE ¢t = 3. THE
ROBUST ACCURACY IS OBTAINED THROUGH SAA.

t | 3
Acc. | 51.7

10
61.7

20
60.0

perturbations, similar to conventional [, and [l attacks [39].

The multi-e strategy has been proven effective in [y adver-
sarial training. However, in the context of structured sparse
attack, particularly in the patch setting, we can increase either
the sparsity level € or the patch size to increase the correspond-
ing ly adversarial budget. Therefore, we compare two different
strategies here, i.e., multi-e strategy and multi-size strategy.
Specifically, the multi-e strategy increases the sparsity level e
while maintaining the patch size unchanged during training,
but the multi-size strategy only increases the patch size to
make the [y sparsity level of generated perturbations similar to
that in the multi-¢ strategy. The results reported in Table
indicate that the multi-e strategy provides better performance.

TABLE XVI
ROBUST ACCURACY AT DIFFERENT STEP SIZES o FOR
MAGNITUDE p. THE EVALUATED ATTACK IS SPGD o
GENERATING 5 X 5 PATCH (€ = 1). THE MODEL IS
STRADES-[pTRAINED ON CIFAR-10.

« 0.01 0.0125 0.05 0.1 0.15 0.25
Acc.  28.1 26.7 33.8 415 479 581
TABLE XVII

ROBUST ACCURACY AT DIFFERENT STEP SIZES 3 FOR MASK m.

THE EVALUATED ATTACK IS SPGD;, GENERATING 5 X5 PATCH

(e = 1). THE MODEL IS STRADES-Ily TRAINED ON CIFAR-10.
NOTE THAT h AND w ARE BOTH 32 IN CIFAR-10.

B/vVhw
Acc.

0.01
27.4

0.0125
26.7

0.05
34.1

0.1
37.5

0.15
38.3

0.25
35.1

TABLE XVIII
ROBUST ACCURACY AT DIFFERENT TOLERANCE FOR
REINITIALIZATION ¢t DURING ATTACKING. THE EVALUATED
ATTACK IS SPGD;, GENERATING 55 PATCH (e = 1). THE MODEL
1S STRADES-Iy TRAINED ON CIFAR-10.

t | 3 10 50 100 150
Acc. | 36.1 287 267 281 337
TABLE XIX

ABLATION STUDY ON MULTI-€ / MULTI-SIZE STRATEGY DURING
ADVERSARIAL TRAINING AGAINST 3 X3 PATCH (¢ = 2). THE
MODEL IS PRN18 TRAINED BY STRADES WITH RANDOM

POLICY.
Attack | RS LOAP sPGD, sPGD, sAA
Multi-e 715 814 72.8 81.7 72.3
Multi-size | 75.5  79.2 68.4 79.8 67.9

D. More Visualization

More adversarial examples are shown in Figure [6] Addi-
tionally, we showcase some [y bounded adversarial examples
generated on our sAT model in Figure [/} Compared to Figure
[] (a)-(b) and Figure [6] (a)-(b), the perturbations generated on
the adversarially model are mostly located in the foreground of
images. It is consistent with the intuition that the foreground
of an image contains most of the semantic information [41].
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(a) lp, € = 100 (b) lp, e =100 (c) column, e = 1 (d) column, e =1

S P el
(g) patch, 10 X 10, e =2 (h) patch, 10 x 10, e = 2

T i B

(j) heart, 20 x 20, e =1 (k) circle, 60 X 60, esc = (1) circle, 60x60, €so = 64/255
64/255

Fig. 6. Visualization of different sparse adversarial examples in ImageNet-100. The model is vanilla ResNet-34. The predictions before
(left) and after (right) attack are (a) loggerhead—stingray, (b) frilled lizard—hornbill, (c) American alligator— African crocodile, (d)
toucan—hornbill, (e) red-breasted merganser—drake, (f)peacock—cock, (g) kite—vulture, (h) stingray—electric ray, (i) centipede—>stingray,
(j) tree frog—tailed frog, (k) chickadee—junco, and (1) ostrich—peacock. Note that the red squares in (k) and () are just for highlighting
the perturbation position and not part of perturbations.

§77

(a) lp, € = 200 (b) lp, e =200 (c) lg, e = 200 (d) lo, e =200

Fig. 7. Visualization of successful sparse adversarial examples in ImageNet-100. The model is ResNet-34 trained with SAT-/y. The predictions
before (left) and after (right) attack are (a) alligator lizard—water snake, (b) mud turtle—box turtle, (c) quail—partridge, and (d) black and
gold garden spider—garden spider.
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