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ABSTRACT

Applications in pervasive computing are typicallgquired to
interact seamlessly with their changing environreefib provide
users with smart computational services, theseiagigns must
be aware of incessant context changes in their@mvients and
adjust their behaviors accordingly. As these emvitents are
highly dynamic and noisy, context changes thus iaedwcould be
obsolete, corrupted or inaccurate. This givestashe problem of
context inconsistency, which must be timely dewdte order to
prevent applications from behaving anomalouslytHis paper,
we propose a formal model of incremental consisteriecking
for pervasive contexts. Based on this model, wéhéurpropose
an efficient checking algorithm to detect incoreisgt contexts.
The performance of the algorithm and its advantayes conven-
tional checking techniques are evaluated experiatigntising
Cabotmiddleware.

Categories and Subject Descriptors

D.2.4 [Software Engineering: Software/Program Verification —
Validation

General Terms
Algorithms, Performance, Theory, Verification

Keywords

Pervasive Computing, Context Management, Increrh€uaasis-
tency Checking

1. INTRODUCTION

Pervasive computing applications are often cordswdre, using
various kinds of contexts such as user posturatilmet and time
to adapt to their environments. For example, a spfaone would
vibrate rather than beep seamlessly in a concdit that would
beep loudly during a football match. To enable ppliaation to
behave smartly, valid contexts should be availabte. example,
it would be embarrassing if the smart phone roatedng the
most important moment of a wedding ceremony if tioatext
mistakenly dictates that the environment is a falbtinatch. This
poses a natural requirement@mnsistent contex{24].
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A contextof a computation task in pervasive computing efer
an attribute of the situation in which the tasketlplace. Essen-
tially, a context is a kind of data. It differs frodata in conven-
tional databases in the sense that data in a ctomehdatabase
are integral and consistent during a databasedcting. On the
other hand, it is difficult for contexts to be piss; integral and
non-redundant. For example, in a highly dynamiciremvwnent,
contexts are easily obsolete; context reasoning coaglude in-
accurate results if its relying contexts have piiytibecome obso-
lete during the reasoning computation. A detailedlysis of the
reasons on inevitably imperfect contexts for pameasomputing
can be found in [24].

As a result, we need to deal with inconsistent exstin perva-
sive computing. To improve the consistency of tloenputing

environment for its embedding context-aware apfibos, it is

desirable to timely identify inconsistent conteatsd prevent ap-
plications from using them. Still, every applicatimay cumber to
handle similar consistency issues individually. Appiate com-
mon abstraction layers, such as context middleeafeameworks
[10] [11] [12], to provide context querying or sehiption ser-

vices of a high degree of consistency are attrac®ne promising
approach is to check consistency constraints [i#{ meet appli-
cation requirements at runtime to avoid inconsistemtexts be-
ing disseminated to applications.

We give the following exampleCall Forwarding [23] is a loca-
tion-aware application, which aims at forwardingaming calls
to the target callees with phones nearBwll Forwarding as-
sumes phone receptionists knowing the calleeseatifocations.
Generally, raw sensory data are collected by thierying Active
Badge Systewhich is built on the infrared technology, andshe
raw data are converted into location contexts bitage algo-
rithms. To warrant accurate location contexts, xtescy con-
straints (e.g. “nobody could be in two differenages at the same
time”) have to be specified and checked. Any violatof such
constraints indicates the presence of inconsisbeation contexts,
which must be detected in time to prevent the appibn from
taking inappropriate action. In this example, tloalgf acquiring
precise location contexts becomes the basis totrgjeonsistent
location contexts that violate the pre-specifieshsistency con-
straints.
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The checking of consistency constraints,consistency manage-
ment has been recognized as an important issue byaeftengi-
neering and programming communities [14]. Generalbnsis-
tency constraints are expressed as rules and aheelee interest-
ing content (e.g., documents and programs) sudhatima viola-

tion of rules, callednconsistencycan be detected. The inconsis-

tency is presented to users or checking systenfsifibrer actions
such as carrying out repairs.

Various studies have been conducted on consistregking [2]
[3] [14] [19]. Their research attention is paid nigito interesting
content changes and checking is performed eagerlgzily to
identify if any change has violated predefined sul/e take the
xlinkit framework [14] from them for discussioxlinkit is a well
recognized tool for consistency checking of disttéa XML

documents. Inxlinkit, consistency constraints are expressed as

rules in first order logic KOL) formulae. For every rule, their

approach employgpath selectors to retrieve interesting content

from XML documents. The approach is intuitive in the sehae

each time the entire set ¥ML documents is checked against all

rules. We term this type of checkiati-document checking

However, all-document checking is computationalkpensive
when applied to large datasets that require frefjabecking.
xlinkit's improved model [16] can identify the rules whdse-
geted content is potentially affected by a giveange. Only these
affected rules need to be rechecked against the elataset upon
the change. Since it is a rule-level checking aagino we term it
rule-based incremental checking

Rule-based incremental checking is attractive wiigere are
many rules but each change in the content onlcisffa few of
them. Still, the approach suffers from two limitets. First, the
entire formula of an affected rule should be rekhdceven
though a small sub-formula is affected by the clean¢n practice,
a rule typically contains universal or existensalb-formulae in
which variable assignments are subject to changék [f the

granularity of checking can be confined to sub-folam, it saves
many rechecking efforts. Second, each affected hale to be
rechecked against the entire dataset or documeats fer small
changes. This is because the last retrieved corfitent xpath

selectors was not stored, and thus could not beeckin the sub-
sequent checking. The above two limitations preaengjor chal-
lenge when we apply the rule-based incremental kihgcap-

proach to dynamic pervasive computing environmeintsyhich

applications require timely responses to conteghges and typi-
cally context changes rapidly but each changeusliysmarginal.

We envisage using a finer checking granularity &mel consis-
tency checking results of previous rounds to achiefficient
consistency checking for pervasive computing. Ouwppsal ad-
dresses the following two challenges: (1) Can thecking granu-
larity be reduced from rules to sub-formulae? Tikafor a given
rule that needs rechecking, we only check thosefauhbulae
directly affected by context changes and use te dhecking
results of other sub-formulae to get the updatedl fiesult of the

rule. (2) Can statelespathselectors be replaced with some state-

ful context retrieval mechanism? We maintain thtedaretrieved
contexts and update them at the time when anyeistieg context
change occurs. Thus, we do not have to re-parsehbke context
history each time. Our experiments report thatteahnique can
achieve more than a five-fold performance improvetne

Although various studies such as [2] [3] [14] [1#ve addressed
the second challenge, the first has not yet beamiged. In this

paper, we address the two challenges by preseatimgvel con-

sistency checking technique, calléormula-based incremental
checking In particular, our contributions include:

- The use of context patterns combined WROL formulae in
expressing consistency constraints on contexts;

- The formulation of the Boolean value semantics tmki gen-
eration semantics for incremental consistency dhecland

- The proposal of an efficient and incremental aliponi to detect
context inconsistency for pervasive computing.

The remainder of the paper is organized as folldBection 2
introduces recent related work. Sections 3 andtebdunce pre-
liminary concepts on context modeling and consisterhecking,
respectively. Section 5 discusses three closebtaglissues: in-
cremental Boolean value evaluation, incrementd ieneration
and stateful context patterns. They are followedhwy algorithm
implementation in Section 6 and a group of compariexperi-
ments in Section 7. The last section concludepéper.

2. RELATED WORK

Context consistency management has not been aeéggstitdied
in the existing literature. A few studies on comtewareness are
concerned with either the frameworks that supporitext ab-
straction or data structures that support contewerigs [9] [10]
[21], but the detection of inconsistent contextgai®ly discussed.
Some projects, includinGaia [20], Aura[22] andEasyLiving[4],
have been proposed to provide middleware suppompdovasive
computing. They focus on the organization of aral ¢bllabora-
tion among computing devices and services. OtlHeadtructures
are mostly concerned with the support of contertessing, rea-
soning and programming. An earlier representatioekws Con-
text Toolkitpresented in [6]. It assists developers by prowdi
abstract components to capture and process codegat from
sensorsContext Toolkifalls short of supporting highly integrated
applications, so Hence Griswold et al. in [8] prepdo apply a
hybrid mediator-observer pattern in the system iwcture. To
facilitate context-aware computing, Henricksen leira[10] pre-
sent a multi-layer framework that supports bothditonal selec-
tion and invocation of program components. Randeamagt al. in
[18] discuss how to resolve potential semantic @ahttions in
contexts by reasoning based on first-order preelicatculus and
Boolean algebra. These works have conducted imgsgarch on
context programming, certainty representation amdettainty
reasoning, but inadequate attention has been patdrhprehen-
sive context consistency management in pervasinguatng.

Pervasive computing also shares many observatighsavtificial
intelligence Al), active databases and software engineering disci-
plines. InAl, expert systems to support strategy formulatiod an
decision-making are common. Many efforts have beade on
the evidence aggregation problem so that the sgstam develop
strategies over contradicting rules [24]. In actdetabases, ad-
vanced event detection techniques are proposedrifgyering
predefined actions once certain events are deteEtbtdokerage
[13] and Amit [1] are two widely known projects. They detect
events and assess situations under timing contstrBibrokerage
references an event instance model Andt an event type model.
In software engineering, Nentwich et al. propo$emework for
repairing inconsistenXML documents based on tkénkit tech-



nology [14]. The framework generates interactivpargng op-
tions fromFOL-based constraints [15], but ineffectively supports
dynamic computing environments. Capra et al. pre@sRISMA
[5] as a reflective middleware to support mobilglagations. It
aims to discover policy conflicts, which resembbes work, but
assumes accurate contexts available from senstish wliffers
from our assumption. Park et al. in [17] addressalar problem
and focus on resolving inter-application policy fliots.

Incremental validation on documents or maintenantesoftware
artifacts has received much attention. Efficiemrémental valida-
tion technigues foXML documents have been studied in [2] and
[3] with respect taDTDs. The ways to maintain the consistency
among software artifacts during development areusised in [14]
and [19]. These works focus mainly on the satigftgljudgment

of predefined constraints. Thdinkit framework [14] further pro-
vides links to help locate inconsistency sourceaweler,
xlinkit's incremental granularity is limited as we dis@dgarlier.

Our previous work on context inconsistency deteciio [24] is
based on the Event-Condition-ActidBCA) triggering technol-
ogy, which is suitable to describe simple incorsistscenarios
but weak in expressing complex consistency comggain this
paper, we propose a more flexible approach, whifdrsa higher
expressive power by taking advantagé-6fL.. Another advantage
is the significant performance gain derived fronm navel incre-
mental consistency checking semantics.

3. PRELIMINARY

Our context consistency checking allows any datacgire for

context descriptions. This is because the checfangses on if

consistency constraints are satisfied or not, whimbs not rely on
the underlying context structure. For simplicitye define context
asctxt = (category fact, restriction, timestamp, which only con-
tains the fields we are interested in and will iskater examples:

- Categorydescribes the type of the context (e.g., locatiem-
perature or movement).

- Fact = (subject predicate objec) gives the content of the con-
text, wheresubjectand objectare related byredicate (simple
English sentence structure), e.g., Peseibjec) enters gredi-
cate the operating theatrelfjec).

- Restriction= (lifespan site) specifies the temporal and spatial
properties of the contextifespanrepresents the time or period
the context remains effectivBiteis the place to which the con-
text relates.

- Timestampecords the generation time of the context.

Sam_subject

category = movemen
lifespar = at 10pm on Jun 8 20(5
site = Building 4

timestamp = 10 seconds agc
- J
Essie Cl

Sam_subject ssie_objec
e

' N
category = relation
lifespar = from Apr 20(5 to Jul 20(5

classroom 2464

objec

enter P

taught by >

site = HKUST
timestamp = 2 days agc

Figure 1. Two example context instances

A context instancas defined by instantiating all fields atxt,
while acontext patterr{or patternfor short) is defined by instan-

tiating some of its fields. Each uninstantiateddfies set toany,
which is a special predefined value, meaning thmt alue is
allowed here. Intuitively, each pattern categoriaeset of context
instances. The relationship between context insgaad patterns
is called thematchingrelation, which is mathematically repre-
sented by théelong-toset operator=. Figure 1 illustrates two
context instances iWML object diagrams, which represent: (1)
Sam enters Classroom 2464; (2) Sam is taught hig.Hagure 2
illustrates two patterns: (1) somebody enters @Gbass 2464; (2)
somebody is staying in some place. The first cdniestance in
Figure 1 has a matching relation with the firsteat in Figure 2.

classroom 2464
object

enter P

amy _subject

category = movement
lifespar = any

site = Building 4
timestamp = an)

stay in »

an_subjec any_object

pat;  pat; category = location
lifespar = any

site = Building 4

timestamp = any

Figure 2. Two example context patterns

4. CONTEXT CONSISTENCY RULES
Consistency constraints on contexts can be gefedc “nobody
could be in two different rooms at the same tin@”ppplication-
specific (e.g., “any goods in the warehouse shbaleke a check-in
record before its check-out record”). In our cotesisy checking,
each constraint is expressed byFL formula as given in Figure
3, wherebfuncrefers to any function that returtiae (T) or false
(1). Each expressed constraint is callezbatext consistency rule
(or rule for short). Note that we are only interested idlxfi@med
rules that contain no free variables.

formula::=DOvarOpat (formulg) | OvarOpat (formula) |
(formul@) and (formula) | formuld) or (formula) |
(formula) implies (formuld) | not (formula) |
bfundvar, ..., var,)

Figure 3. Rule syntax

The rule syntax follows traditional interpretatiod®r example,
Vvarepat (formuld represents the constraint that any context
instance matched by pattgeat must satisfiformula Theformula
definition is recursive untibfuncterminals. Thanks to the expres-
sive power ofFOL, expressing complex constraints becomes eas-
ier than using=CA counterparts. The constraint in the first exam-
ple above can be expressed as follows, notinghbtit pat; and

pat, refer to the second pattern in Figure 2, whiclised to re-
trieve location context instances:

Opi0pat; (not (OpsOpat, (((samesubject(y4, 1)) and
(samepredicate( )1, )5, “stay in”))) and

((not (sameobiject()4, J5))) and (overlaplifespan(}, 14))))))

Suppose that we have two context instances req@p&#m’s loca-
tion information as illustrated in Figure 4. Accirg to the above
rule, they are inconsistent with each other. Ours@iency check-
ing returns the result in terms of links. For exémghe link {(n-
consistent, {ctx;, ctxp})} indicates thatctx; and ctx, cause an
inconsistency, in whicketx; and ctx, are two context instances



matched bypat; and pat,, respectively. In each link, the list of
context instances (e.g.ctk, ctxp}) represents an assignment to
the variables (e.gy; = ctx; andy, = ctx,) in the rule, which
causes the inconsistency. We assume that eachreccerof a
pattern is uniquely identifiable, and every eleméntsuch an
aforementioned list is annotated with the occureenfcthe pattern.
This kind of information helps locate problemationtext in-
stances. Our goal is to generate such links autocatigt The
formal definition of links is given in Section 5.2.

Sam_subject

X1 [ category = location

stay in classroom 2464

lifespar = from 10am to 12pm on Jur 8 20C5
site = Building 4
timestamp = 3 hours ago

stay in  » . .
T office 4208 object

Sam_subject

ctx: [ category = location
lifespar = from 10am to 11am on Jun & 20(5
site = Building 4
timestamp = 2 hours ago

Figure 4. Two inconsistent context instances

5. CONSISTENCY CHECKING

As explained earlier, each context consistency rsil@n FOL
formula extended with context matching. A rule islated when
its associated formula is evaluated tofhlse. Inconsistency is
said to occur if any of the given rules are viotaté/e give details
about how to incrementally evaluate a rule’s Boolgalue and
generate its corresponding links in Subsectionsahd 5.2, re-
spectively. To facilitate incremental checking, tateful context
pattern mechanism is proposed to dynamically miairagool of
interesting context instances, which is explaime&ubsection 5.3.
To ease our discussion, in the sequale-based incremental
checkingis referred to afull checkingsince it requires the entire
formula of every affected rule to be rechecked upomtext
changes, antbrmula-based incremental checkiagincremental
checkingfor contrast. The terms checking and recheckiegiaed
interchangeably in the following discussions.

5.1 Boolean Value Evaluation

Consider the following example rule using pattgras, pat, and
pats, and functions; andf, (this example is used again in our
consistency checking algorithm in Section 6, argl gtactical
meaning can be found in our technical report [2%]))s0pat;

(CysUpat; (f1()4, 14)))) and (not (LjsUpats (f(14))))-
Let V be the set of variables defined in the rules ¢érest to

applications (e.g.,%4, 72, 73}), and| be the set of context instances.

We define a variable assignmerit:= O (VxI), which contains
mappings between variables and context instancesalgé intro-
duce abind function: {/xI)xA — A, which adds a tuplm formed
by a free variable and a context instance to aakiassignment
a, i.e., bind(ma) = {m}Ua. Note thatbind is a partial function
since each variable i should be unique. L& be the set of pat-
terns defined in the rules (e.g.paf;, paty}). We define the
matching function: # = P — 0O (1) such thatm[paf returns all
context instances that match a given patpatn

Figure 5 gives the Boolean value semantics forfiflechecking
for all formula types (boundary cases are handlednw(paf is

empty), wherer is the set of all formulae. Functiasiformuld],
returnsformulds Boolean value by evaluating it under variable
assignmentx. Given a rule, its initial variable assignmentais
empty setd, meaning that no variable has been bound to any
value, i.e., a context instance. Funct®nd may change the vari-
able assignment during the evaluation of the ridats-formulae.

B:FxA - {T, 1}

@[DvarUpat (formuld)] , = T U a[formuldvingvar, ), o) U -+ U
@[formuld bind((var, xp,), @) | XiDM[pat]

@[CvarOpat (formuld)] , = L O @[formuld bind(ar, x;), &) O ---0
@[formuld bind((var, xp,), ) | Xiljm[paﬂ

B[(formulay) and (formulay)], = G[formula], O @[formula)] ,

B[(formulay) or (formula,)], = B[formula] , O B[formulay)] ,

Bd[(formulay) implies (formula)], = B[formula], — @[formulg)],

@[not (formula)], = -~ @[formuld ,

@[bfundvary, ..., var,)], =bfundvar,, ...,var,),

Figure 5. Boolean value semantics for full checking

Existing checking techniques generally reevaluhte dntire rule
formula whenever a context change is detected. eThes inap-
propriate for dynamic environments because the hmzat in-
curred by repetitive reevaluation of those chamggevant sub-
formulae will make the context inconsistency detectless re-
sponsive to fast evolving contexts, defying itsgoval purpose.
We resolve to evaluate efficiently the Boolean ealof rule for-
mulae incrementally.

We assume that consistency rules do not changeglimcre-
mental formula evaluations. Two kinds of contexanges are: (1)
Context additioroccurs when a new context instance is identified
by the context management system; (@)ntext deletioroccurs
when an old context instance expires due to itshfiess require-
ment, which is a common issue in pervasive compygd].

We observe that if context changes do not affentitching result
M[pat], Boolean values of its corresponding formula® atsmain
unchanged. Therefore, one can focus on those doaltenges
that also lead to the changesigfpat.

For illustration, the changes of[paf] are examined step by step.

There are two types of changes:

- Add a context instance intom[paf]: A new context instance is
identified by the context management system armblibngs to
what patterrpatis interested in (i.e., they are matched).

- Delete a context instance fronwm[paf]: A context instance that
previously belonged taM[paf expires due to patterpats
freshness requirement (e.g., 10 seconds in timg3tam

The set of matched context instances $dpaf is the accumu-
lated result of additions and deletions of contestances. We
incrementally evaluate the rules that need rechecllue to con-
text additions or deletions. We consider in thel@i@on only one
change made tov[paf] each time. In the case where multiple
changes have occurred, the following strategy éptatl: changes
that occur one after another are processed acegptditheir tem-
poral order; changes that occur simultaneouslypaseessed one
by one in an arbitrary order. Simultaneous charagEsir when
multiple context sources generate new context mee® at the
same time and they are all matched by some patt€hescorrect-
ness of this strategy is proved in our technicpbre[25].



For a given formula, we use th#ected function to decide if it is
affected by a certain change #fpafl and needs reevaluatiom),
or not (L). If this formula or any of its sub-formulae coimt
patternpat, the function returnsrue (T); otherwisefalse (L).
Due to space limitation, we explain in this papatydfour for-
mula types using the universal quantifiand operatornot opera-
tor andbfuncterminals. A full treatment is in [25].

Let us start our explanation with universal quéetiformulae. As
mentioned, we consider in each reevaluation thagdanade by
a single context addition or deletion. The changstraffect: (1)
the universal quantifier formula itself, or (2) sersub-formula of
this formula, or (3) none of them. In the case whée pattern of
the universal quantifier formula and those of itb-$ormulae are
simultaneously affected by a change, we can considgr im-
pacts in turn because the order of their consiterds immaterial
[25]. Based on this observation, we identify foases as illus-
trated in Figure 6 (note boundary cases in 3 anthdihcremental
checking, we can take advantage of the last evatuaesults.
Note that®[formuld], and Me[paf represent the previous values
in the last evaluation af[formuld], and#m[paf, respectively.

@[ OvarOpat (formuld)], =
(1) Bo[OvarOpat (formuld)] 4,
if Mpafl has no change aradfected(formula) = L;
(2) ®o[OvarOpat (formula)], O B[formuldpind(ar, x), o)
[ {x} = M[paf — o[ pad,
if M paf] has a context addition change;
(3) TO @0[formuld bind((var, x1), a) u..o
@0[f0rmU|d bind((var, xp,), ) | Xiljm[paf_lv
if Mpafl has a context deletion change;
(4) TO @[formula]bind((varv X, @) 0...0

@[formUIa] bind((var, xpy), @) | X DfM[pat]v
if affected(formula) = T

Figure 6. Boolean value semantics for the incremeaitcheck-
ing of universal quantifier formulae

@[(formula) and (formula)], =
(1) Bo[(formula) and (formulay)] 4
if affected(formula) = affected(formula) = L ;
(2) B[formula], O B[ formulay)] 4, if affected(formulay) = T;
(3) Bo[formulay] , O B[formulay)] 4, if affected(formula) = T

Figure 7. Boolean value semantics for the incremeait check-
ing of and formulae

@[not (formuld)], =
(1) Bo[not (formuld)],, if affected(formula) = L;
(2) = @[formuld 4, if affected(formula) = T

@[bfundvary, ..., var,)], = B[bfundvar,, ...,var)],

Figure 8. Boolean value semantics for the incremeaitcheck-
ing of not and bfunc formulae

For existential quantifier formulae, the evaluatfmocess is simi-
lar. Next, let us consideand formulae. Since there is no pattern
in and formulae, theaffected function becomes the only factor
deciding the evaluation process. Three cases amtified for
incrementally evaluatingnd formulae because this kind of for-
mulae has two sub-formulae and at most one of tt@mbe af-

fected by one given change (although it is posditée both sub-
formulae contain a pattern and the two patternshath affected
by the change, we choose to consider the impattteim in turn,
the correctness of which has been also proved #j).[ZThe
evaluation process is illustrated in Figure 7. Borandimplies

formulae, we omit their details here because okthlarity.

Finally, we considenot andbfuncformulae (see Figure 8). As a
note, the incremental evaluation of Boolean valiseselatively
intuitive, but the incremental generation of linkshallenging.

5.2 Link Generation

Let C = {consistent, inconsistent}. We definelinks [14] asL =
Cx[ (I). Links are hyperlinks connecting multiple consigt or
inconsistent elements. They are generated to beltd problem-
atic context instances that cause the inconsisteh@et of con-
text instances that satisfy some consistency mdecannected by
aconsistent linkand those that violate some rule are connected by
an inconsistent link Consistent and inconsistent links are repre-
sented by donsistent, instse} and (nconsistent, instse}, respec-
tively, whereinstsetis a set of context instances connected by the
link. Links can be manipulated by the following @tions:

first((status instse}) = status
second((status instse}) = instset
flip:L - L, where
flip((consistent, instse)) = (inconsistent, instse}
flip((inconsistent, instse}) = (consistent, instse}
linkcartesian : LXxL — L, where
linkcartesian(l4, 1) = (first(ly), second(l,) O second(l,))
O :LxO (L) -d (L), where
| O S= {linkcartesian(l, I,) | 1,08}, if S# O, otherwise, {}
O0:0(L)x0 (L) -0O(L), where
S O S, = {linkcartesian(ly, 1) | 1,05, 01,08}, if S # 0 andS,
# [; otherwise S, 0 S,

Figure 9. Auxiliary functions for link generation semantics

Theflip function flips the status of a link to its oppesiThelink-
cartesian function takes two linkd,; andl,, and produces a new
link with the status of; and the union of two context instance sets
from I, andl,. We keep the status &f and ignore that of, be-
causel, andl, should have the same status when we apply this
function to them. This assumption holds under tiWwing in-
cremental checking semantics. Theoperator takes a linkand a

set of linksS and produces a new set of links by applyfing-
cartesian to the pairs formed by linkand every element link in
the setS. O works similarly but takes two link sets.

We defines = FxA — O (L). £[formuld, returns all links of the
formulaof a rule by checking it under some variable assignto.
For a rule to be checked, its initial variable gssient is an
empty setd. Like Boolean value evaluation, thénd function
may change the variable assignment during the a@hgak the
rule’s sub-formulae. Due to space limitation, weyodiscuss
universal,and, not andbfuncformulae. The remaining three (ex-
istential,or andimplies formulae) are similar.

Figure 10 gives the link generation semanticsterfull checking
of universal and existential quantifier formulaeotdl that we fo-
cus only on generating interesting links that iatikcwhat causes
the inconsistency, i.e., making the given formulaleated to be
false. Due to the negative influence it operator, we also need



to pay attention to those links that cause thergfeemula evalu-
ated to berue because theot operator can flip Boolean values
(from true to false or fromfalse to true). Based on this observa-
tion, we adopt the following strategy. For univérgaantifier
formulae, we record those links that cause formelssuated to
be false asinconsistent. For existential quantifier formulae, we
record those links that cause formulae evaluateBettrue as
consistent. Thus, the result includes both inconsistent aotbsis-
tent links. We may ignore consistent links if we amly inter-
ested in inconsistency detection. In the case wheieersal quan-
tifier formulae are satisfied or existential quéiati formulae are
violated, there are no interesting links to be regab[14].

c[OvarOpat (formuld)], =
{(inconsistent, {x}) O [formulavind(var, x), @)
[ xOmpaf U alformuld sing(ar, x, o) = L}
£[OvarOpat (formuld)], =
{(consistent, {x}) O £[formul& bind(ar, ), o)
[ xOmpaf U alformuld sing(ar, x, o) = T}

Figure 10. Link generation semantics for the full becking of
universal and existential quantifier formulae

The semantics in Figure 10 is only for full chegkiet us con-
tinue to discuss how to generate these links inergatly. Our
discussion assumes the invariance of the variadde@mento.
This is because each affected formula must be felthecked if
variable assignment is altered, and incremental checking may
not provide much performance gain.

Figure 11 gives the link generation semantics lier incremental
checking of universal quantifier formulae. We idgnthe same
four cases as in Figure 6. Note thafformuld, represents the
previous value in the last checking gfformuld,. Similarly, we

make use of last checking results. The link ger@rgirocess for
existential quantifier formulae is similar and ot here.

£[OvarOpat (formuld)] , =
(1) £o[OvarOpat (formuld)] 4,
if M pafl has no change aradfected(formula) = L;
(2) Lol OvarOpat (formuld)], O
{(inconsistent, {x}) O [formul&vind(var, x), a)
| {x} = M[paf — M[paf O @[formule] bind((var, x), a) = 1}
if M pafl has a context addition change;
(3) {(inconsistent, {x}) O Lo[formuld bindvar, x, )
| xOM[paf O a[formuldvindqvar, x), &) = L}
if M pafl has a context deletion change;
(4) {(inconsistent, {x}) O £[formuldyind(var, x), o)
| xOm[paf O @[formuldpindgvar, x), @) = L}
if affected(formula) = T

Figure 11. Link generation semantics for the increrantal
checking of universal quantifier formulae

For and, or andimplies formulae, generating links is more com-
plicated. We takend formulae for example to explain our ideas.
The other two work similarly. One may discard iendnt infor-
mation and link up only those context instances lfaae directly
contributed to the Boolean value of a given form&ar example,
in formulaaAb, if a is true andb is false, then the formula fails
due tob and only due td, and hencé would be included in the
link [16]. Such semantics is a contribution>dihkit and reason-

able forand, or andimplies formulae. Unfortunately, the integra-
tion of such an optimization design with the chagksemantics is
unclear inxlinkit [14].

We deploy the above optimization design in our lggneration
approach. Our approach tightly integrates the ¢jgkeration and
the optimization to ensure links to exclude nonecimformation.
Then we extend it to support incremental link gatien.

Figure 12 gives the link generation semanticsterfull checking

of and formulae, in which we identify four cases accogltn the

following three principles:

- If both sub-formulae are evaluated to tvee, they together
contribute to the formula’s Boolean valurig);

- If both sub-formulae are evaluated tofalse, any of them can
decide the formula’s Boolean valualge);

- If one sub-formula is evaluated to bee and the othefalse,
then the latter fully decides the formula’s Booleatue (alse).

£](formula) and (formula)], =
(1) £[formulag] , O £[formulay],
if @[formula], = 3[formula],=T;
(2) [formula], O £[formula)] 4,
if @[formula], = @[formula],= L;
(3) [formulay],, if B[formula], =T O3[formula],= L;
(4) c[formula],, if B[formula],= L O3[formula],=T

Figure 12. Link generation semantics for the full becking of
and formulae

£[(formula) and (formula)], =
(1) Lo[(formula) and (formulay)] 4
if affected(formula,) = affected(formula) = L;
(2) a.£[formula], O £o[formula)],,
if @[formula], = @[formula)],=T;
b. £[formula], O Lo[formula)] g,
if @[formula], = @[formulag)], = L;
c. Lo[formulay] ,,
if @[formula], =T O3[formula)],= L;
d. [formulay] ,,
if @[formula],= 1 O@[formula],=T,
if affected(formula) = T;
(3) a.Lo[formula], O £[formula)],,
if @[formula], = @[formula)],=T;
b. Lo[formula], O £[formula)] g,
if @[formula], = @[formulag)],= L;
c. £[formulay],
if @[formula], =T O@[formula)],= L;
d. £o[formula],,
if @[formula],= 1 O3[formula],=T,
if affected(formula) = T

Figure 13. Link generation semantics for the increrantal
checking ofand formulae

To study incremental link generation, three cagsesidentified
based onaffected function results and two of them are further
classified into four sub-cases based on the abairciples.
Figure 13 gives a complete descripti@n.andimplies formulae
are similar and their details are omitted. The iiemg two for-
mulae types araot and bfunc formulae. We consider them in



Figure 14 and Figure 15. They are relatively sin{plete that the
not operator flips any consistency status).

£[not (formula)] , = {flip(1) |I0Z[formuld ;}

[bfundvar,, ...,var)l,={}

Figure 14. Link generation semantics for the full becking of
not and bfunc formulae

£[not (formula)], =
(1) Lo[not (formuld)],, if affected(formula) = L;
(2) {flip(l) |10£[formulal 4}, if affected(formula) = T

£[bfundqvary, ...,var)], = £to[bfundvar,, ...,var)],

Figure 15. Link generation semantics for the increrantal
checking ofnot and bfunc formulae

Thus, we discuss all Boolean value and link gefmratemantics
for both full and incremental checking. The remagnproblem is
how to apply the semantics in a pervasive compgmgronment.
This is discussed in Section 6.

5.3 Stateful Context Patterns
For effective incremental checking, interesting teah instances
must be retrieved without having to repetitivelgaan the entire
dataset, i.e., context history. We propose statafntext patterns.
Context pattern is a similar concept tpath selector, but they
work differently. Given arxpath selector, we have to parse the
entire XML document to find matched content in termsD&M
tree nodes. However, the parse is stateless isethge thatpath
discards the parsing result to destroy its potergiase. The entire
document must be parsed again next time for matcoadent
even if the changes are minor. In contrast, eattenpa saypat,
maintains a matching queue to store the last mdtcbatext in-
stances (i.e.m[paf]). Whenever a context change is detected, the
change is immediately examined to decide its imfi@eoni|paf].
Thus, our approach avoids rescanning the contskbriyiin each
checking because interesting context instances alagady been
put in their corresponding matching queues. We mes¢hat
xlinkit cannot realize such a stateful mechanism foreéhean that
xpath expressions are not independent of each othetalwari-
able references, and hence the last parsing riesuétachxpath
expression is difficult to maintain in time, if fghle. In fact, sim-
ple constraints, such as uniqueness, representediriyt in a
meta-model oKML documents are generally undecidable [7].
and

T

L

| dpq € paty | Iy, € paty

‘ ps € pat,
E/Eq/ Cj\ Eﬁ‘

Figure 16.CCT of the example rule

In implementation, newly detected context instarmesmatched
against given patterns as explained earlier. Eattenm belongs
to one formula or more. Thus, the rules and subnitee affected
can be determined. Such information is used bycomsistency
checking algorithm to decide which part of the ruleeds re-

IZ3/ Eq‘ Cs

checking. On the other hand, if a context instaexgires with

respect to some pattern’s freshness requirementutas and sub-
formulae affected can be also determined similarig then re-
checked using the algorithm explained in the negtian.

6. CHECKING ALGORITHM

6.1 Consistency Computation Tree

To facilitate the checking dfOL rules, we convert each rule into
aconsistency computation tr¢€CT). All functions are converted
into leaf nodes Other operators like/, 3, and, or, implies and
not are converted intanternal nodes Each internal node may
have one or multiple branches. Uni-operators (aat),only have
one branch; bi-operators (e.@nd, or and implies) have two
branches; for multi-operators (e.d/, and 3), their branch num-
bers are determined by the size of the individudaf results.

The conversion is straightforward. Suppose thathaee a rule
(OyiOpaty (OpOpaty (f1(y4, 14)))) and (not (Os0pats (f()4))))s
and Mpaty] = {cy, c2}, Mpaty] = {c3, 4, Cs} and M[pats] = {cg}
(note thatcy, c,, ..., Cg represent context instances). Then its cor-
respondingCCTis illustrated in Figure 16.

For aV or 3 node, each of its branches represents the sub-
formula of the formula the node represents witlerdain variable
binding (e.g., the leftmost branch of noWe;&pat; corresponds

to a variable binding of; = c;). The initial variable assignment
for the root node is an empty €8t When we traverse theCT
from the top down, each node adds certain variaipldings from

its branches (if any) to the variable assignment.

6.2 Full Consistency Checking

The full consistency checking algorithm consistshoée steps:
- Create theCCT of the given rule that needs checking;

- Calculate the Boolean value of the rule (post-otdmrersal);
- Calculate the links generated (post-order travgrsal

CCTcreation and traversal require processing theestrée.

6.3 Incremental Consistency Checking

CCT creation and traversal in the incremental checllggrithm
only require processing small parts of the tree.t@vmm acritical
nodeas a node that contains an occurrence of a paiffacied by
the context change. Although we consider onfgpafl change
only each time, there may be several critical nadeke tree. We
observe that all critical nodes of the same occueeof a pattern
must be at the same level. This is because thewlaerived
from the same sub-formula that contains the aftegattern but
with different variable bindings. The checking aigfom works in
three steps: (i) adjust theCT of the given rule, (ii) adjust the
Boolean value of the rule, and (iii) adjust thekirgenerated.

6.3.1 Adjustment of CCT

Each critical node must be a universal or an exigtequantifier

node, and the adjustment would change its brandledN be a

critical node andpat be its pattern’s occurrence Idt There are

two kinds of adjustment to tHeCTwhenM[paf changes:

- Addition of a context instancex to #[paf: Add a new branch
corresponding ta to N.

- Deletion of a context instance fromapaf]: Delete an old
branch corresponding tofrom N.

Each critical node has to execute such adjustrr@ntexample:



- If M[pat,] changes from¢j, c4, cs} to {3, C4, Cs, C7}, the result
CCTis illustrated in Figure 17.
- If #m[pat;] changes fromé;, c,} to {c,}, the resultCCTis illus-

trated in Figure 18.
N |
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Figure 17.CCT Adjustment — add branches (dashed branches
are newly added)
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Figure 18.CCT Adjustment — delete branches (the dashed
branch is newly deleted)

6.3.2 Adjustment of Boolean Values and Links

First, if the CCT adjustment is to add branches, all nodes on the

added branches (excluding critical nodes) mustutig €hecked
(post-order traversal) for Boolean values and libksause their
variable assignments contain the new change. Tlkather the
CCT adjustment is to add or delete branches, all naheshe
paths from critical nodes up to the root node (idaig critical

nodes) can be incrementally rechecked (post-omdeertsal) for
new Boolean values and links because each of thesrahleast
one branch checked/rechecked. There is no neduetkkecheck
other nodes. Figure 17 and Figure 18 show how jusa@oolean
values and links for the above examplE&:(fully checked;IR:

incrementally rechecke®R no checking/rechecking required).

Delete branches:The deletion take®(1) time. Other time is
spent on adjusting, nodes on the paths from critical nodes to
the root node (including Boolean value reevaluatiom link
regeneration). Thus the total time cosD{d + 2y)) = O(n,).

To further analyze the relationships amangn, and n,, let the
distance from the critical nodes to the root nodé fnote that all
critical nodes are at the same level) and the nuroberitical
nodes be&. We argue that the following two conditions hold:

O(c) < |ny —n| < O(n): When all critical nodes are right above
leaf nodes, there are ontynew leaf nodes to be addedoold
leaf nodes to be deleted. Thag+ n| = O(c). When all critical
nodes are the root node itself, there is a vegeldranch to be
added or deleted, whose size is n@@r). Thus |n; —n| =O(n).
Other cases are in between.

O(h +¢) < n, < O(hc): The paths from the critical nodes to the
root node eventually merge into one path, the Ibwesle of
which is called thesplit node When the split node is right
above critical nodes (or the split node is the amliical node),
most nodes on the paths are shared by all pathsriphk O(h +
¢). When the split node is the root node, most naatesun-
shared. Thug, = O(hc). Other cases are in between.

The best case is reached when there is only otieatmode ¢ =
1), which is also the split node and right abowef leodes. The
worst case is reached when the split node and tihe avitical
node € = 1) are the root node itself.

The best casd=C: full checking,ICADD: incremental checking —
add branchedCDEL: incremental checking — delete branches):
- FC: O(ny) =0O(n +¢) = O(n)

- ICADD: O(3n; — 3 + 2ny) = O(2h + 5¢) = O(h)

ICDEL: O(ny) = O(h + ¢) = O(h)

The worst case:

- FC: O(ny) =0O(2n) = O(n)

- ICADD: O(3n; — 3 + 2n,) = O(3n + 2hc) = O(3n + 2h) = O(n)

- ICDEL: O(ny) = O(hc) = O(h)

From the above analysis, incremental checking isenadficient
than full checking becaugeis much less thanin practice.

7. EXPERIMENTATION

The goal of our experiments is to estimate and @mphe per-
formance between the full checking algorithm F& for short)

and the incremental checking algorithm (6r for short).FC is

actually the rule-based incremental checking weudised earlier.

6.4 Time Complexity Analysis

Let the node number of @CT ben (including all leaf nodes and
internal nodes). It can be inferred that a fulltpmsler traversal of
the CCT takesO(n) time. Upon context changes, suppose that the
node number changes framto n, because of adding or deleting
branches. Full checking has to taR€n;) = O(n,) time to recre-
ate theCCT and recalculate Boolean values and links.

We used our own implementations. The reason weod@aonvert
context instances int§ML format to compare our approach with
the xlinkit approach directly is that the conversion timeigsis-
cant, compared to the actual checking time, aner aftnversion
we cannot make use of the stateful pattern mecamanis

The experiments were performed on a Pentium IV@H ma-
chine running Windows XP Professional SP2. The ¢@sfron-
ment consisted of the middleware part and client pasimulated
context source generated new context instancesh®middle-
ware at a constant rate. To study the impact éérmdint workloads,
we gradually increased the time interval of geriegatontext
instances from 0.1 seconds to 0.4 seconds at a&tefh seconds.
We also collected experimental results when thal teamber of
processed context instances varied from 100 to &80® step of
100. Note that the number of context changes dsuttiat of
received context instances since each receivedximstance is

For incremental checking, computation is spent iyaagm CCT
adjustment. Let the number of nodes on the paths frritical
nodes to the root node bg There are two cases:

- Add branches: The time cost has two parts: (1) adjogt—n
nodes on the added branches (including node cred@ioolean
value evaluation and link generation); (2) adjushodes on the
paths from critical nodes to the root node (inahgdBoolean
value reevaluation and link regeneration). Thus, tibtal time
cost isO(3(ny —n) + 2ny) = O(3n, — 3 + 2ny).



processed by the middleware twice: once as comtadition (or
ADD for short) and once as context deletion Q&L for short)
due to its expiration some time later. We fix tmeshness re-
quirement to be five seconds, meaning that eackived context
instance remains valid for five seconds, duringolhit can par-
ticipate in any rule checking. We chodSabot[24] as our infra-
structure to provide context services. The consgstechecking
works as a third-party context-filtering servicettire middleware.

We designed nine consistency rules whG€8s have a height of
four to six levels (note that the exam@@€T in Section 6 only
has three levels). The rules cover ROL formula types. Every
rule contains two universal or existential quaatifsub-formulae
because they would cause the greatest complexi¢piisistency
checking. The rules include 18 patterns totallyctEaontext in-
stance was specially designed so that it could Imatdeast one
pattern. When a pattern is matched, it activatesctiecking of
relevant rules that are built on it. Among all e®itinstances,
66.7% of them contribute to context inconsisteney, they cause
theinconsistent status during checking.
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Figure 19. Performance comparison betweeRC and | C (left:
ADD, right: DEL, time interval: 200ms)

6
4'? @ ADD
15 mDRL

0

100 200 300 400 500 100 200 300 400 500

Received context instances

e
o ;oMo

Processing timel(s)

Figure 20. Performance comparison betweeADD and DEL
(left: FC, right: 1C, time interval: 200ms)
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Figure 21. Performance comparison under different wrkloads
(left: FC, right: IC)

Figure 19 illustrates the performance comparis@ultebetween

FC andIC when the time interval is fixed to 0.2 secondsdt:(le
processing th&DD scenario, right: processing tBéL scenario).

Both graphs show tha€ is superior to=C. IC is approximately
five times faster thakC when processing th&DD scenario and
even faster when processing DEL scenario.

Figure 20 illustrates the performance comparis@ultebetween
processingADD and DEL scenarios when the time interval is
fixed to 0.2 seconds (lefEC, right: IC). Two results are quite
different. ForFC (left), the processing times fé&xDD and DEL
scenarios are quite close; but f@r (right), there is a big differ-
ence. It is understandable because from the amailysihe last
sectionFC's time complexity isO(n) for processing botihDD
andDEL scenarios, buiC’s time complexity is betwee®(h) and

O(n) for processing th&DD scenario and alwayS(h) for proc-
essing theDEL scenario. In practicéy is much less than. Thus
IC has an even greater advantage dw@rwhen processing the
DEL scenario. The experiment confirms our analysisltes

Figure 21 illustrates the performance compariscsulteunder

different workloads by changing the time interviadri 0.1 sec-
onds to 0.4 seconds (lefEC, right: IC). Although two algo-

rithms’ performance results differ a lot (about esevimes), their
trends behave similarly: when the time intervatiécreased, the
processing time is increased accordingly. Thisisalise we fixed
the freshness requirement to be five seconds. Ihawe more
context instances arriving at the middleware durngime unit

(i.e., a smaller time interval), there would thenrbore legitimate
context instances for consistency checking (iagér matching
queues). Thus, the processing time must be inaesisee all

legitimate context instances have to be examined.

The above experimental results suggest tBais more suitable
thanFC is for dynamic environments where context charfges
quently. The results are subject to our own implaiaion. More
experiments on other implementations are needexbnalude if
they follow similar trends as we have reportechis paper.

8. CONCLUSION

We have proposed a novel formula-based incremeiiatking
approach for context consistency management faragare com-
puting. Our approach carefully distinguishes theecpart from
the non-core part to improve the checking perforreaThe core
part reevaluates the affected sub-formulae sineeirtburred re-
evaluation is inevitable. The non-core reuses thevipusly
evaluated and still valid evaluation results tosditbte the effort
of re-computing the results of unaffected sub-fdemau

Our approach is heavily influenced by thimkit technology. The
notation of links is fronxlinkit, but we use a different approach to
generate them. The idea of auxiliary functions |so aadapted
from xlinkit. The difference lies in that their original useximkit

is only for rule-based incremental checking while khave
adapted them to our incremental checking with erfgranularity.
xlinkit is stateless among consecutive checking of thee Jam
mula, for which our tightly integrated strategystateful and thus
we realize the reuse of stateful information in approach.

We have also studied the intrinsic imperfectnesp@ivasive
contexts, and identified a mandate of effectiveterinconsistency
checking. We have proposed a formal semanticanfaementally
checking first order logic rules to address thebpgm of context
inconsistency detection. Based on the semanticshave pre-
sented an efficient consistency checking algoritnd evaluated
our approach against conventional checking techasigon our
Cabotmiddleware. The experiments justified our efforts.

Currently, the link generation process still sugférom a few limi-
tations. It may produce redundant links when aepatappears
more than once in a rule. Simple approaches toirgiing them
(e.g., checking link permutations [14]) are compiotzlly ex-
pensive. We plan to study the problem by inferraamisal rela-
tions among inconsistencies. Another limitatiorthis space used
for keeping last checking results. We trade thiglie time reduc-
tion in subsequent checking. We will consider hovalieviate the
state explosion problem in future, which is seriomsen all
matching queues are very long. Currently, the dseles is lim-
ited to express necessary conditions for contexisistency,



which can be easily extended in future to exprefficent condi-
tions for context inconsistency. Besides, we planapply our
incremental checking technology to situation assess, which is
critical to context-aware applications because thegd to re-
spond quickly to environmental changes.
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