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ABSTRACT

Atomicity is a desirable property that safeguarggliaation con-
sistency for service compositions. A service coritfis exhibit-
ing this property could either complete or candsélf without
any side effects. It is possible to achieve thapprty for a service
composition by selecting suitable web serviceotmfan atomic-
ity sphere. However, this property might still beedched at run-
time due to the interference between various serviampositions
caused by implicit interactions. Existing approacteaddressing
this problem by restricting concurrent executionsefvices to
avoid all implicit interactions however compromitte perform-
ance of service compositions due to the long rumpmiature of
web services. In this paper, we propose a novétstpproach to
analyzing the implicit interactions a web servicayninterfere and
their impacts on the atomicity property in eachitefservice com-
positions. By locating afflicted implicit interaotis in a service
composition, behavior constraints based on propampagation
are formulated as local safety properties, which tteen be en-
forced by the affected web services at runtime uppsess the
impacts of the afflicted implicit interactions. WW&how that the
satisfaction of these safety properties exemptatbmicity prop-
erty of this service composition from being inteefé® by other
services at runtime. The approach is illustratddgusnvo service
applications.

Categories and Subject Descriptors
D.2.4 [Software Engineering]: Software/Program Verification —
reliability.

General Terms
Algorithms, Reliability, Theory, Verification.
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1. INTRODUCTION

Service oriented architecture (SOA) is an emergiiftware engi-
neering paradigm for developing distributed appi@es in the
Internet era. In this paradigm, individual servipeviders de-
velop their web services, and publish them at servegistries.
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Service consumers could then discover their requireb services
from the service registries and compose them tdement their

own web services, or utilize them to support theisiness activi-
ties. Usually, each web service is driven by a badkprocess that
describes its underlying workflows.

As web services are distributed, loosely coupleztetogeneous
and autonomous, an important concern in servicepositions is
application consistency [6]. For instance, in apyghain appli-
cation, a retailer composes services from suppbeig a bank.
Suppose the retailer has paid an order but thelisudpils to
deliver the cargo to the retailer. Then applicatiooonsistency
may arise if the supplier service does not refuma retailer. To
avoid such kinds of undesirable application incstesicy,atom-
icity propertyupon a service composition should be in places Thi
means that the composite service could either categhe ex-
pected business transaction, or cancel it withaytside effect by
compensating all committed tasks through serviaovery. A
service composition could achieve this propertyniaking itself
anatomicity spherg7], a structural criterion and sufficient condi-
tion for atomicity of workflow and web services.

To check whether a service composition forms ammafity

sphere without disclosing certain selected detdil&volved ser-
vices, our previous work [16] proposed an apprdactonstruct-
ing public views from their backend processes. Sacpublic
view encapsulates tasks undesirable to exposeet@ublic and
remain atomicity-equivalent to its backend proc&exvice con-
sumers can use these public views to check whethéntended
service composition form an atomicity sphere. Id][Ive further
proposed a decentralized approach to checkingtbiserty.

These approaches [16][17] assume no interferenteeba ser-
vice compositions. However, this assumption may alstays
hold. Services can interact axplicit andimplicit manners. Ex-
plicit interactions occur when services communighteugh their
communicating ports. This is the way that multigkrvices are
aggregated to form a service composition. Implicteractions
occur when services exchange information via shaesdurces,
such as a common data repository. For instancegdupt design
service may share with a production service a dedigcument
stored in the back office of an enterprise. Suchlicit interac-
tions are common to services provided by the samenization.
However, they may cause interference between soomposi-
tions at runtime and lead to atomicity violatiowee if each of
these service compositions forms an atomicity spher

* Correspondence author



Interactions:
—> explicit
- implicit

Figure 1. Impacts of implicit interaction on atomicity.

Let us illustrate the problem using the exampl€igure 1, where
there are a total of three web servicgss,, ands;. Servicess;
ands, are provided by a subprime lending company. Ini@aéar,
s, is a corporate finance service which borrows ldogas from
the other banks, ang is a retail lending service for providing
individual loan to customers. There is one impliciteraction

between taska, of s, andb; of s, (represented as a dashed arrow),
becausea, determines (negotiates with the other banks) how

much money (credits) it may borrow from other bandsd b,
assesses the credit risk to decide how much mdrmagyi lend to
a particular customer. Serviag is a customer agency service
which composes, to borrow money from the subprime lending
company. Suppose that the composition of serss@nds; satis-
fies atomicity sphere to guarantee any individualcaition of this
service composition to either succeed or fail withany side
effects. However, when services and s, are executed concur-

rently, taskb, in service gmay use the result (i.e., credits) of task

a, in services,. In this scenario, if task;y fails (e.g., the banks
refuse to lend money to the company because tlsepvkred this
company has a lot of bad debt, or because theliatek interest
rate rises abnormally), thes will rewind to its original state and
compensate all its committed tasks. Senscalso needs to re-
wind and re-evaluate the loan request and deterthiedoan it
may approve because the credits change due tailhesfof as.
Therefore, the subsequent taskdpélso need compensating and
re-executing. However, the subsequent t@asknay have already

committed ins; and its effects are unable to compensate (e.g.,

uses the approved credit to buy a house in advandeincurs
penalty if the transaction is cancelled), then ataynis violated
in this situation in the composition of servigsnds;.

A simple approach to preventing such a scenarto ferbid any
concurrent execution of web services. However, ithimpractical
because it will seriously compromise the perforneaand inter-
ests of service providers. Similarly, it is alsghactical to handle
these implicit interactions using conventional saction ap-
proaches [12], because web services are geneaaty funning.
Moreover, web services are reusable componentsiailiag such
implicit interactions of a service in all its pdsi& compositions in
the same way will reduce its reusability (sincefedént service
composition has different requirement). An alteiresolution is
to locate the potential afflicted implicit interamts that would
affect the atomicity property in each of its seevicompositions
and eliminate their impacts individually to presethe atomicity
property. However, this approach is non-trivial fnese it is diffi-
cult to predict in advance all the afflicted imjfimteractions that
may occur at runtime due to the open environmemtedf services.

The main contributions of this paper are threeddldFirst, a
novel approach is proposed to statically analyzimg potential
atomicity violation scenarios in a service comgositcaused by

implicit interactions. Based on the def-use relalips among
tasks, afflicted potential implicit interactionsealocated by ana-
lyzing their potentially affected tasks in a seevicomposition.
Second, based on these analysis results, an appbzsed on
behavior constraints is proposed to resolve thmiaity violation

scenarios in a service composition. We add lochbber con-

straints as safety properties to the involved weises to facili-
tate this process based on property propagationpkee that
satisfying these local safety properties in eaclolired web ser-
vice can eliminate the impacts of afflicted impianteractions
and guarantee the global atomicity property indbmposition of
these services. Third, algorithms are presentedotopute and
implement the local behavior constraints for welvises.

The rest of this paper is organized as follows:tiBec2 intro-

duces some preliminary concepts about services aamhicity

sphere. Section 3 presents our methodology anthésretical
results. Section 4 evaluates our proposal by tablife examples,
analyzes the feasibility and discusses the linaitetiof our current
work. This is followed by a comparison with relatagrks in

Section 5, and finally Section 6 concludes thisgrap

2. PRELIMINARY

In this section, we introduce a few concepts: psecatomicity-
equivalent public view, and atomicity sphere. Waate a web
service by its backend process.

Definition 1 [Process]: A process is defined by a quadruple,(
P, A, F), whereP is a set of stateg\ is a set of actiond; O (P x

A x P) is a ternary transition relation. For simplicitye denote
the initial state of a procegsasp, andp* as all the states reach-
able fromp. Without loss of generality, we represent the teem
tion state of a process as the constant 0. We asshat each
process should terminate [12].

Processes can be composed by several basic ogethtris, [
“lI', and “+”, representing the prefix operator,rgiéel composi-
tion operator and choice composition operator, eetgely [16].
For example, a procegs= a [Iq represents that after committing
the actiona, the procesp reaches the statp If p is equal tog,
that is,p = a [p, then this formula represents a recursive process
(that is, a loop). Aservice compositionf servicess, s, ..., & is
the parallel composition of the backend processethase ser-
vices, thatiss = s|||| ... |5

In this paper, amction refers to the commitment of a task, which
occurs instantaneously. To ease the presentatienterms &ac-
tion” and “task are used interchangeably. In a procgsst ac-
tionsare designed to communicate with other procesqaily,
while non-port actionsdo not participate in any explicit commu-
nication (that is, explicit interaction). We assuime¢his paper that
processes communicate with each other synchronatiglye ap-
plication level (although the underlying communicatprotocols
may be asynchronous). For example, in a supplynciaplication,
the customer process may send an order to theisupbcess
using asynchronous protocols (e.g., email), butctitomer does
not conduct next action until it receives the ackieolgement
from the supplier. Hence, the port actiguldce ordet from the
customer and the port actiometeive order from the supplier
communicate synchronously in the application leVfel.ease the
presentation, we assume port actions with the saanee from
two processes communicating with each other.



Definition 2 [Trace]: A trace of a process is a sequence, possibly
empty, of actions reachable from its initial stder a procesp,
trace(p) denotes the set of all the traces of propess

For a tracd, i is an integer larger thah t[i] denotes the action
committed in tha™ position oft. Let B be a set of actions\B
represents the trace removing all the actions frexcept those in
B. For an actiori[i]B, functionlocation(t, i, B) returns the new
position of the actiot[i] in the trace\B, that is,location(t, i, B) =

i —m, wherem is the number of actiorifij] (0<j < i, andt[j]OB).
For completeness, tfi]0B, thenlocation(t, i, B) = 0. In this pa-
per, we refer to an execution of a service as ataimte of this
service. To ease the presentation, we represemtistanceof a
service by a trace. Ldtacgds) denote the set of instances of
services that engage in the service compositions|is,||.. . |k

To model the atomicity sphere of a process, evetipmallA is
assigned two propertiesompensabilityand retriability. A com-
pensableactiona, denoted as @f = true, means that this task can
be undone after committing. An actionnisn-compensabl#é the
overhead or cost of compensating this task is wemable [7]. A
retriable actiona, denoted as RJ = true, can repeat itself inter-
nally without cumulative effects if the latest intal trial fails, and
finally succeed after a finite number of trialshetwise, the action
is non-retriable Informally, a process satisfies atomicity sphiére
and only if {) it does not contain any state that violates atdyni
sphere (denoted by, and {i) no non-retriable task is executed
after a non-compensable task in any of its compéetecution
traces [16]. This is formalized as follows:

Definition 3 [Atomicity sphere criterion]: ¢ is an atomicity
sphere predicate of a proceg§) = true if and only if the follow-
ing condition holds:

¢ p* O-0O0tracep) [(a=t[i], b=t[j], j>i>0) O (C(a)=false
R(b)=false]

To check the atomicity sphere criterion in a sewiomposition

without disclosing the details of their backendqass, atomicity-
equivalent public views are derived from these kadkprocesses,
and are used to check the atomicity sphere insdéadcsing the

backend processes. This could be done by comptisingtomic-

ity-equivalent public views of all the involved si&res into a

global process. If this global process satisfiesmitity sphere,

then this service composition also satisfies atgyngphere [16].

3. METHODOLOGY

3.1 Implicit Interactionsand Their Impacts

As mentioned in Section 1, the atomicity propertight still be

violated in a service composition due to impliciteractions even
if this composition satisfies atomicity sphere.this section, we
study the influence of implicit interactions on ta@micity prop-
erty in a service composition, and propose methodsliminate
their impacts. Since atomicity is violated whereavice composi-
tion needs to rewind and compensate a non-complensadk,

implicit interactions may affect the atomicity ofsarvice compo-
sition in the following two ways:

Abort-Dependency. The first way is illustrated in Figure 2(a)
(which has been described in Section 1), whereeigeution of
b, in services, uses some result @ in services, (e.g., design
document). Ifs; fails and compensates its task b, also needs
rewinding and compensating, because the resual f no longer
valid aftera, has been undone. We refer to this kind of implicit
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Figure 2. Impacts of implicit interactions and their handling.

interactions asbort-dependencyNote that we cannot model it as
an explicit interaction at design time becauseehsrno partial
order betweem, andb; in these two services.

Resource Conflict. The second way is depicted in Figure 2(b),
where the execution @ uses some result bf, and in turn, some
result ofa, is used bybs. In this scenarioa, may cause; fall
becausea, may change some result bf, which is required for
correctly executings. For example, suppose that buys some
resources from a supplier, abgluses these resources to produce
product.b; may fail if these resources boughttyare used up by
a, and hence there are inadequate amount of thesarces to
completebs. In this case, servicg and its composition also need
to rewind. The implicit interaction between and task paiby, bs

is referred to asesource-conflict

In the two above-mentioned cases, serviganay trigger service
s, to rewind due to the implicit interactions. To edlse presenta-
tion, s, is referred to as aaffected servicen practice, sdoes not
need to rewind to its initial state. Instead, ityniast rewind to a
checkpoint where partial execution results are saved fossub
qguent service restoration. Let us assume that ehebkpoint is
owned wholly by an individual service and each ®erereates a
checkpoint right after its initial state. When anstituent service
in a service composition rewinds due to an implisteraction,
other services in this service composition may aksed to rewind.
These services then compensate all the committels thack-
wardly until their own checkpoint is reached anéxecute these
tasks (or an alternative workflow) so as to elininthe impacts of
this implicit interaction. These tasks are refertedasaffected
tasksof this implicit interaction in this instance dieg affected
service. For example, as depicted in Figure 2{a, needs com-
pensatings, ands; need rewinding to their checkpoints (e.g., the
points betweer, andb,, ¢; andc,, respectively), compensating
all the committed tasks after these checkpoints ra@reixecuting
them. If some of these tasks are non-compensalge Gippose
¢z has already committed and is non-compensabledicity is
violated. This implicit interaction is said to béflicted

An intuitive way to avoid an abort-dependency oreaource-
conflict implicit interaction is to restrict the mourrent execution
of services. For instance, in Figure 2(a), we magose to com-
plete the service compositia||s; before startings,. However, it
will compromise the service performance and intsre$ service
providers (e.g.s;. is unavailable until the service composition is
completed). This is unattractive to the servicevigler. In addi-
tion, a web service may be advocated to be reusabdéferent
service compositions. Avoiding the impact of imjiliateractions
by running the services one after another can eethe extent of
their reusability. Intuitively, it is more attragé to customize the



quality (e.g., atomicity) of a service to cater fbe needs of dif-
ferent service compositions. Therefore, an altéraas to find the
afflicted implicit interactions in each individuakrvice composi-
tion and prevent them to occur in that composition.

In the following sections, we propose an approaciartalyzing
and locating the afflicted implicit interactions anservice compo-
sition. Measures can then be taken to eliminate thmacts on
atomicity using these analysis results.

3.2 Locating Afflicted Implicit I nteractions
To locate afflicted implicit interactions, one wéyto verify all
the potential implicit interactions in a servicengmosition. How-
ever, it is hard to predict all the implicit inteteons that may
occur at runtime due to the open environment of sexices.

We observe that instead of finding and verifyingtaé implicit
interactions at runtime, we may locate those poimts/eb ser-
vices where implicit interactions may occur and leate their
impacts on the atomicity property of a service cosifion. We
further observe that, as mentioned in the previmgion, an im-
plicit interaction may occur whenever tasks in et services
share resources. This motivates us to adapt themot data flow
relations, in particularef-userelation [1] to locate implicit inter-
actions. Def-use is a kind of data flow analyschteques to trace
the definition of a data and its usage in prograalysis. To ana-
lyze the potential implicit interactions, we apphe def-use tech-
nigues into services as follows:

Definition 4 [def-use]: Two tasksa andb satisfy the def-use rela-
tionship, denoted adef-uséa, b), if a can commit before andb
uses the data defined by

For instance, suppose andb; in Figure 3(a)b;, anda,, a, andbs,
b; anda,, andb, andb; in Figure 3(b), all satisfy the def-use rela-
tionship. These relationships then represent thienpial implicit
interactions, e.g., the def-use relationship betweeand b, in
Figure 3(a) represents the implicit interactionwesina, andb;.
Note that identifying the def-use relationship agstrtasks is out
of the scope of this paper. This can be done usauitional data
flow analysis approaches [1]. We model the outggrointerme-
diate result by a task as a data definition anduttege of an in-
termediate result by a task as a data usage. Wathie¢f-use rela-
tionship amongst tasks, these two kinds of implieteractions
are represented as follows:

Abort-dependency: Tasksa and b from different services (or
service instances) form an abort-dependency imiphtgéraction,

denoted asq, b], if def-usé¢a, b), and compensatingneeds com-
pensating.

Resour ce-conflict: Tasksa andb from the same service form a
resource-conflict implicit interaction with anothéask ¢ from
other service (or instance), denoted asc| b], if def-uséa, b),
def-uséa, c) anddef-uséc, b), andc may causé to fail by chang-
ing the result o& required byb.

Note that the def-use relationships describe tidagyof implicit
interactions and provides a mechanism to searcth@lpotential
implicit interactions systematically. Service prers could then
filter the searching result based on applicatiomas#ics. For

example, if tasko does not need compensating when a service

compensates task then the 4, b] is removed from the set of
potential abort-dependency implicit interactionmarly, if the
supplier makes sure that committing any tasbharing the same

resources witha and b in another service (or service instance)
between the commitment of tasksandb will not affectb, then
the [a, ¢, b] could be taken out from the set of potential tese-
conflict implicit interaction.

After identifying the potential implicit interactis a service may
associate with, we proceed to locate the afflicteds from them.
To check statically whether an implicit interactisnafflicted, the
key is to find out all its potentially affected kas A task is go-
tentially affected taslof an implicit interaction if this task is an
affected task of this implicit interaction in sorparticular in-
stance of the affected service. It follows from puevious discus-
sions that an implicit interaction is afflictedtlfe associated po-
tentially affected task is non-compensable. To fowd all the
potentially affected task of an implicit interagtiowe need to
define a criterion. To do so, let us first defile tcriterion for a
current checkpoint of a task. To ease the presentawe repre-
sent a checkpoint as a specific task and use tdigatecheck-
point(a) = true to represent that is a checkpoint.

Definition 5 [Current Checkpoint Criterion]: Lett be a trace of a
services, i.e.,t 0 trace(s). For any action[j], (j>0, andcheck-
point(t[j]) = falsg, a checkpointp is the current checkpoint for
actiont[j] in the trace, denoted asp = currenf(j, t), if (0: 0 <i <

j. t[i] = cp, OOl (i <I <j): checkpoinit[l]) = false

Intuitively, the current checkpoint defines the mesa restoration
point of an action in a trace if this action faigor example, the
cp. is a current checkpoint fdw, in services, in Figure 3(a). Note
that a communicating port action may have differentrent
checkpoints in different services since it is staby different
services. For instance, in Figure 3(p),has two current check-
points:cp, in the trace o§,, andcp, in the trace os;.

In an instance of a service composition, tasks may come from
different involved services. Therefore, the caltiola of current
checkpoint for a task should uBé; instead oft, whereA, is the
action set of the involved service for this task.egse the presen-
tation, we define a predicasfterccgt, m, n) to represent that
t[m] andt[n] are from the same servigg andt[m] is committed
after the current checkpoint ¢fin] in the tracet; = t\A;, that is,
afterccift, m, n) = true iff Ch>0, k> | >0: h = location(t, n, A), k
= location(t, m, A), tj[I] = curreni(h, t;).
Definition 6 [Potentially Affected Task Criterion]: Given an
implicit interactiond (equal to §, b] or [a, ¢, ) that affects the
services in a service compositios (=sy|...|k,), PAT is a predi-
cate that evaluates the impact of this implicierattion for any
task in the service compositien)JA (A is the action set o),
checkpointy)=false PAT(J, y)=true, if and only if i0trace(s): r
= t[g] (g>0), andaffectedd, t, g) = true. Note that the predicate
affectedd, t, g) = true if and only if any of the following condi-
tions is satisfied:
1) o=[a, g Otg =b
2) Jd=[a,c, b0, mn>g, n>m>0,a=t[m], b=t[n],
afterccit, g, n) =true.
3) o=[a, bOKI:k>0,1>0,b=t[k], affectedd, t, ) =
true, aftercct, g, ) =true.
4) o=[acb0Ohmln>gn>m>0,1>0a=tm],b
=t[n], affectedd t, I) =true, afterccyit, g, ) =true.
Conditions 1 and 3 show that for an abort-depengdémplicit
interaction f, b], taskb is a potentially affected task becaumsis
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Figure 3. Affected tasks for implicit interactions.

affected by this implicit interaction. Moreover, ah actiont[l]
from services is marked as a potentially affected task in ttack
this service composition, then the tasks from sergicommitted
after the current checkpoint of actidfl] in tracet\A; are also
marked as potentially affected tasks. This is bseahese tasks
also need compensating when rewinding sergifremt[l] to this
checkpoint. For example, in Figure 3(&), is a potentially af-
fected task for the implicit interactiomy b], andcp; is its cur-
rent checkpoint. S@;, bs, p,, bs are all potentially affected tasks.
Similarly, sincep, is a potentially affected task aweg, in service
sz is its current checkpoint. Therefore, tagksand cs are also
potentially affected tasks. Note that not all thsks committed
after a potentially affected task in the servicenposition should
be potentially affected tasks. For example, in Fégs(c),bsz is a
potentially affected task of the implicit interamti [a,, bs]. Al-
thoughcs, ¢, andcs may have committed aftdx; in the service
composition, they are not potentially affected sablecause they
need not to be re-executed when we re-exdeite

Since the resource conflict implicit interaction ynzause taslk
fail, Conditions 2 and 4 show that the tasks conteditbeforeb
and after its current checkpoint in serviés potentially affected
tasks. Moreover, if an actiotfl] from services is marked as a
potentially affected task in tratef this service composition, then
all the tasks from servigg committed after the current checkpoint
of actiont[l] and before the task in tracet are also marked as
potentially affected tasks. This is because thaskstalso need
compensating when rewinding servigefrom t[l] to this check-
point. For example, in Figure 3(lp, is a potentially affected task
for the implicit interaction j;, a,, b,], and cp, is its current
checkpoint. Therefordy, is also a potentially affected task. How-

ever,bs, p, andbs are not potentially affected tasks because they

have not committed whelns fails. Similarly, sincep; is a poten-
tially affected task, andp, in services; is its current checkpoint,
task c; should also be a potentially affected task but motcs
because they commit afteg in the service composition.

This criterion is sound and complete for identifyipotentially
affected tasks of an implicit interaction in a seevcomposition,
as showed in the following theorem (and its pradhi[18]):

Theorem 1: Suppose an implicit interactiaf([a, b] or [a, c, b])
affects the servicg in a service compositiosi(= ||...|k,). OyA
(A is the action set of), yis a potentially affected task of this
implicit interaction, if and only iPAT(J, )) =true.

Based on above analysis, we introduce the follovailggrithm to
check whether a given implicit interaction is afféid for a service

compositions (= sy||...|k,) based on the atomicity-equivalent pub-
lic views of all the other involved services. We@mesent a check-
point by a special silent action, which is compensable and
retriable. Since this special silent action doesaffect atomicity,
its addition to a process does not affect the m@sesatisfaction
of the atomicity sphere criterion. In this way, wan still use the
atomicity-equivalent public view [16] to analyzeettatomicity
requirement in a service composition with checkmiifhe basic
idea is to find out all potentially affected taskad check whether
they are compensable. This algorithm constructsognpially
affected task sefats to collect all such tasks isfor a given
implicit interaction. The set is constructed inegursive manner,
based on the rules in Definition 6. Its correctrisggoved in [18].

Algorithm 1 (Checking Afflicted Implicit Interaction):
Step 1: compose servicgs. s, to form g[16].
Step 2: traverse the service composition s. Fonetrace t of
s that contains some actigh=t[n] (and y=t[m], n >m >0)
that forms implicit interaction a,4 (Lxv,xA),
Step 2.1: initialize the auxiliary set T_Pats topyn

Step 2.2: add[n] (t[I] where afterccfi, |, n) =true Ol<n)
to T_Pats

Step 2.3: for eaclf] /T_Pats,
Step 2.3.1: search t for the current checkpoinotik].

Step 2.3.2: for every task d fh} (h>0), if afterccyt, h,
k) =true (and h<n in trace t, add[th] to T_Pats.

Step 2.4: repeat Step 2.3 until T_Pats reaches pdint.
Step 2.5: move all the tasks from T_Pats into Pats

Step 3:markthe implicit interactioq a,4] ([x,y/)) afflicted if
and only if there exists one non-compensableitaBlats.

Let us illustrate this algorithm by the example Rigure 3(d).
Suppose task; is non-compensable, and to be identified as a
potentially affected task. Initially, tadbs is put into the empty
auxiliary setT_Patssince this is an abort-dependency. Next, since
cps is the checkpoint ob;, the tasks committed aftep; in ser-
vices, (i.e.,p, andbs) are added intd_Patsaccording to step 2.3

It then repeats step 2.3. s is in the sefl_Pats andp, has a
current checkpointp, in services;. Therefore, in this round, tasks
committed aftecp, in s; (i.€., Py, Po, C3 @andcs) are also added into
T_Pats By repeating step 2.3, it finds a new tamkin the set
T_Pats andp, has a current checkpoinp, in services,. Hence,
tasks committed aftap, in s, (i.e., by, p1, bs, po, andbs) are added

to the sefT_Pats It then repeats step 2.3 and finds that the set
T_Patsdoes not change any more. Therefore, all the tasks



T_Patsare potentially affected tasks, thatls, p;, bs, p,, bs, C3
and cs. Sinceb; is non-compensable in this example, the algo-
rithm identifies it from the sePats and concludes that this im-
plicit interaction is afflicted.

Note that when a service composition has loopgrates may be
infinite. However, intuitively, a trace only needspeating a finite
number of a composition’s loops in determining ptitdly af-
fected tasks (the s@t_Patsreaches the fixed point). The proof is
omitted here due to space limit (See [18]). Alduorit1 could
locate all the afflicted implicit interactions. Mothat it is possible
to terminate the algorithm when finding one non-pemsable
potentially affected task. However, we need therimiation of all
the potentially affected tasks to suppress the atgpaf this im-
plicit interaction. Let us address that in the resdtion.

3.3 Behavior Constraint

As afflicted implicit interactions are caused byncorrent execu-
tion of services, an approach to suppressing tfieeimce of af-
flicted implicit interactions is to impose some ewgon restric-
tion to services. This may remove those afflictegblicit interac-

tions or suppress their impacts on the atomicigpprty of a ser-
vice composition. For instance, in Figure 3(b),meay forbid task
a, to commit between the commitment of takksandbs In this

way, the implicit interaction will not occur, andis effectively
suppresses its potential impacts on the atomigibpegrty of the
concerned service composition. To do so, we proposaise of
behavior constraints for services:

Definition 7 [Behavior Constraint]: Lett; be an instance of some
service compositioy, andf be a Boolean function. The first or-
der logic formulaty,...,t, f(ty, t,...,t) = true is a behavior con-
straint over the set of service composition inséanc

A behavior constraint quantifies a safety propentyongst some
service compositions when they are running conatigrelf exe-
cuting a task will violate a behavior constraiten the execution
of this task will not occur until its execution Witot breach the
behavior constraint. Iy andb; from a services andc from an-
other service forms a resource-conflict impliciteiraction causing
atomicity violation in a service compositianof services, the
service provider o§ may add the following behavior constraint to
its services. To ease the presentation, we usécptedommit(T,
a) to represent that taskhas committed in a service instanice
term(T) to represent the termination action of servicganceT
(i.e., abort or commi}, ccp(b) to represent the current checkpoint
of actionb in current instance. For two tasksandb from in-
stanceT; andT; respectively, predicateommit_befor€T;, a, Tj, b)
represents thaft, commits tasla beforeT; commitsh.

Behavior constraint for resource-conflict implicit interac-
tion (BC1): OT,0Otrace(s/s), TOtrace(s) (T12Ty,): [~ BOA: def-
use(l, b) Odef-use(h a) O def-use(a, H O commit_beforely, by,
T,, a) O commit_befor€l,, a, Ty, by)], wheres, is another service
provided by the service provider ®fmay be equal tg).

As we model the commitment of a task as an actioour formal
model, we further model a task to consume the redquiesources
at the committing moment of this task. Therefotee Boolean
expressiondef-use(h b) Odef-use(ba) O def-use(a, p O com-
mit_beforgT,, by, T, @) O commit_befor€l,, a, Ty, by) represents
that taska has a resource conflict implicit interaction withand
b;. Intuitively, this behavior constraint forbids aaffecting taska
from another service instance to commit betweerctmemitment

of tasksb; andby; in any instance of the service composit&iThis

effectively rules out any such afflicted implicittéraction in the
service compositios. For example, in Figure 3(b), if task has
already committed, but ndi;, then taska, will not commit until

b; has committed. (Note that if tagk has committed beforg or

afterbs, then it is not restricted by this behavior coaisit).

For the abort-dependency implicit interaction, amay apply
similar behavior constraints to suppress the aéfficones. For
example, in Figure 4(a), if tagls has already committed, thén
should not be committed until serviseterminates. However, this
may reduce the performance of serndgdecause servicg may
be long-running. An alternative approach is to theeinformation
of potentially affected tasks to relax the behacimnstraints.

For example, in Figure 4(a), the first behavior steaint is that, if
none of the non-compensable potentially affectett {@uppose
the potentially affected tasks and bs are non-compensable in
this example) has committed before tagkthenb; is allowed to
commit. However, the commitment of any of these -non
compensable potentially affected tasks (thatisor bs) of this
implicit interaction By, by] is disallowed until service, has ter-
minated or has already committed at least one wompensable
task (supposes is hon-compensable) after the current checkpoint
of taska,. This means thag;, will not be rewound back to this
checkpoint, compensate and re-execute gaslny more after the
commitment of this non-compensable task (otherwagemicity

of s, is violated). The second behavior constraint &,tlas de-
picted in Figure 4(b), if some non-compensable mid#y af-
fected task (e.gGs) has already committed befobg, thenbs is
not allowed to commit unti$; has terminated or has committed a
non-compensable task after the current checkpditdask a,. In
this way, the atomicity property in the service pasition ofs,
ands; is guaranteed and the behavior constraints aazadl

However, it is difficult to enforce the above twonstraints be-
cause the affected tasks (e@), of an abort-dependency implicit
interaction may involve other remote services (Whace autono-
mous and distributed) in the service compositiom alleviate this
problem, we propose to propagate the non-compéditggtmop-
erty of those potentially affected tasks to theviser affected by
the abort-dependency implicit interaction. The s is to use
this property to enforce the local behavior constsainstead of
using the potentially affected tasks from distrézuservices.

For example, as depicted in Figure 4(a), if we pgate the non-
compensable property of the non-compensable patntaf-
fected taskc; to taskp; (such thaip; becomes non-compensable)
in services, (represented by the dashed arrow). Then we uke tas
p, to substitute the role @f in a behavior constraint. In this way,
if a, commits beforeb;, but no non-compensable task after the
current checkpoint of, has committed yet, them (So ascs) is
not allowed to commit until servicg has finished or already
committed a non-compensable task after the cuofeetkpoint of
taska,. In another situation, as depicted in Figure 4{bg non-
compensable property of task is propagated to the point after
the checkpointp, (by inserting a non-compensable silent action).
Then we use this inserted action to substityter the behavior
constraint. In this way, when task is ready to commit, this in-
serted non-compensable task has committed. Ifaabklas already
committed, then tasks; is not allowed to commit until service
has terminated or already committed a non-compémnsatk after
the current checkpoint of task. The following rules summarize



above discussions on property propagation of then-no
compensable potentially affected tasks.

Definition 8 [Property Propagation]: Supposeb from services
forms an abort-dependency implicit interactienlj] affecting its
service compositiors (= sy|...|5,), andB is the set of its non-
compensable potentially affected tasks. BgtH; be the set of
actions and port actions of servigerespectively. The following
rules propagate the non-compensable property afethasks to
services, denoted as' =[(s):

Rule 1: OtOtrace(s), if [eOB - A Oc=t[g] Ob=t[h] (g > h >0)
O =t[f] (h<f<g) OH O-Ce =1l] (f <l <g) O H;, thenmark
taskd as non-compensable

Rule 2: OtOtrace(s), if (OB - A Oc=t[g] Ob=t[h] (h>g>
0),0=t[f](0<f<g) OA,O-Ce=t[l] (f<l<g)OA, then
insert a non-compensable silent action aftar services.

Rules 1 and 2 represent the situations discussemjime 4(a) and
(b), respectively. An algorithm based on Definiti8ncould be

derived straightforwardly. Due to space limit, thlgorithm is

omitted here. Note that the propagated non-comémgaoperty

in the service has no physical meanings (e.g.napeoasable task
c is changed to non-compensable by property projmgakoes

not mean that it could not be compensated any mdhe$ prop-

erty is only used for behavior constraints andnly @isible to the

behavior constraints for the corresponding implitieraction.

Based on the property propagation, we can useotfa tasks in a
service to define the two behavior constraintssiadtof the poten-
tially affected tasks in another service. To repnéshese local
tasks, the predicatePAT(c) =trueif and ifc is a local potentially
affected task, or is a local task by property pgapi@n (e.g.p; in
Figure 4(a)). In this way, we formalize as folloti®e two corre-
sponding behavior constraints for a given afflictedbort-
dependency implicit interactiora[b] in a services (after prop-
erty propagation) for its service composit®rThe correctness of
the following two behavior constraints is provedrimeorem 2.

Behavior constraint for abort-dependency implicit interac-
tion (BC2): 0T, O tracgd/s), T.Otrace(sy), (T1£T,): [[CcOA: C(c)
= false O LPAT(c) O def-uséa, b) 0 commit_befor€Tl,, a, T,, b) O
(commit_befor€ély, ¢, Ty, b) Ob =¢)] = [[WOA: C(d) = false
commit_befor€T,, ccp(a), T,, d) O commit_befor€l,, d, T1, b)] O
commit_befor€l,, term(T,), T, b)]], where s, is another service
provided by the service provider ®f{may be equal tg).

Behavior constraint for abort-dependency implicit interac-
tion (BC3): O T, O trace(ds), T.Otrace(s) (T1#T,): [[CEUA: C(c)
= falseOLPAT(c) O def-uséa, b) 0 commit_beforél,, a, T,, b) O
commit_befor€l,, b, T, ¢)] = [[dUA: C(d) = false O com-
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Figure 4. Property propagation of potentially affected tasks.

mit_before(T,, d, Ty, ¢) O commit_befor€l,, ccp@), T,, d)] O
commit_befor€Tl,, term(T,), Ty, c)]], wheres, is another service
provided by the service provider ®f{may be equal tg).

Theorem 2: Suppose task from services forms an afflicted
abort-dependency implicit interactioa, [b] in its service compo-
sition s (= sy|...|k,) with taska from another service composition
S (S may be equal tg). Supposes satisfies atomicity in the ab-
sence ofs. Lets’ = (s), andBG;,, BC; be the corresponding
behavior constraints for this implicit interactidrased ons'.
OT,Otracg(s), T.Otracg(s) (T#T,): if T, preserves atomicity
property, andBG;,, BG; are satisfied, then the implicit interaction
[a, b] will not cause atomicity violation foF,.

This theorem can be proved directly based on Digfmi8, BC2

and BC3. If all the involved services in a servicenposition are
imposed local behavior constraints to handle théiicted im-

plicit interactions, and these behavior constraamts all satisfied,
then the atomicity property of this service compogiwill not be

violated by these implicit interactions (The prasfn [18]).

3.4 Implementation

In the previous section, we propose a behavior tcaing ap-
proach to resolving the atomicity violation in see/composition
caused by implicit interactions. The behavior caaists could be
enforced by different ways. In this section, wepgmse a simple
implementation based on dynamic task scheduling.

The dynamic scheduling algorithm maintains a reqdgue for
tasks that are ready to commit in a service providae basic
idea is to check whether the related behavior caimss are vio-
lated when committing a task. If there are violasipthe task is
not allowed to commit.
Algorithm 2 (Enforcing Behavior Constraints):
when the ready queue is not empty
get a task from the queue
for every behavior constraint
if the commitment of this tagiates the constraint
then put the task back to theuwgu
if this task is not put back to the agie
then commit this task

Note that the checking of a constraint could useittiormation
collected during the execution. This makes the kihgctake only
O(1) time. For example, to check the behavior canst 1, the
execution information of task;, b, could be collected during the
execution of the service, whereas the def-useioakttip could be
indexed using hash table based on the shared cesdJote that
this algorithm can be deployed on top of web sendagines,
such as BPEL engine, to enforce the behavior cainsst

4. EVALUATION

In this section, we illustrate our approach using examples and
then discuss the complexity and various limitatioheur work.

4.1 Supply Chain Services

The first example is taken and adapted from [2]erghthere are
two service providers, a supplier and a retailsr,dapicted in
Figure 5. The supplier has multiple services (esgands;) to
provide their products to customers. The retaileless products
from the supplier based on its requirement.

Figure 5 describes a service composition of thelseipservices,
and a retailer services. The retailer first places an order to the



supplier, who then queries the stock to determimether the
required resources (e.g., mobile phone handsetsq\ailable. If
the warehouse does not have the required resowseesces,
will purchase resources from others and put theuregs in the
warehouse (If no resource can be bought in timen the supplier
rejects the collaboration with the retailer). Afteder confirming,
the supplier starts to produce the products forrétailer, and
deliver them to the retailer. Meanwhile, the reastarts to pre-
sell the products to its customers and delivempttoelucts to them
after it receives the products from the supplier.

This collaboration will work well if the supplierogs not execute
other services that share the warehouse. Howevan whe sup-
plier executes another servisg concurrently, this collaboration
may fail due to implicit interactions. For exammepposes, buys
some resources and puts them into the warehouss, Bmother
services, queries the stock and uses up these resourcesdoge
products in some other collaboration. As such téis& ‘producé
in services, will fail because no resource is left and therefiis
collaboration withs; fails. However, service; may have pre-sold
the products to its customers, and breach the czal&racts will
incur nonetheless penalty to the retailer (e.gss lof reputation
and damage the public image of the retailer). Heat@micity
property is violated in this situation.

This problem is caused by the resource conflictlicitpinterac-
tion between services; ands, (as marked by dashed arrows in
Figure 5. Some other implicit interactions are matrked in this
figure). One way to solve this problem is to avdiése implicit
interactions by adding locks to servigeto prevent the resource
from being used by other services during the domatietween the
tasks ‘Query stock and “Producé. Since services are reusable
components, adding locks to servgewill seriously compromise
the performance of the supplier's services bec#iuseservices,
may hold the locks for a long time in each of itdlaboration.
Moreover, this will increase the risk of denial sdrvice attacks
[5]. Therefore, this is unacceptable for the sugpli

Since not all collaborations with servisewould endure atomic-
ity violation caused by these implicit interactiofesg., if the re-
tailer service does not pre-sell the products)etieb way is to
analyze the impacts of these implicit interactionsthe atomicity
in each of its collaborations and resolve only ¢hewlated ones.
For example, using Algorithm 1, we can identify tthlaese im-
plicit interactions are afflicted in the servicengoosition ofs, and

s; because this service composition has a non-corapnpoten-
tially affected task (i.e.,pre-sale produd).

Based on the analysis result, the supplier canyagl behavior
constraint (BC1) to servics, ands, to guarantee the atomicity
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Figure 5. Service composition in supply chain.

property of this collaboration. In return, the sligpmay want to
charge the retailer for a higher price to use sersj in this col-
laboration because this collaboration will compreenthe per-
formance of other services provided by the supplibrs could be
negotiated between the supplier and the retaildrair contracts.

4.2 Manufacturing Services

The second example is taken and adapted from {li#¥re there
are two service providers, a manufacturer and akstap, as
depicted in Figure 6. The manufacturer supports $&ovices:
product design and product manufacturing. The wargspro-
vides clients with a service for producing sometaumzable
items. The manufacturer uses the workshop’s setvicranufac-
ture their designed products.

In this example, to improve the efficiency, the mf@cturer ap-
plies the pipeline techniques to design the pradaaid produce
them concurrently. The design service has an alepéndency
implicit interaction with the produce service byasing the design
documentation in the public database (that\grite BOM, and

“Read BOM). The produce service may compose services from

different workshops to produce their customizatg#ens.

In this situation, forbidding the implicit interdmh between these
two services by executing them one by one doesowform to
the manufacturer’s efficiency requirement (becathsetesting of
a product design may take a long time, but theoticsl faulty
rate for product design is low). On the other hahdhe testing
reveals problems in the design of a product, thendesign ser-
vices need to fix the problems and update the desigordingly.
As a result, the production service should stopcilreent manu-
facturing and use the updated design to manufather@roducts.
However, if the workshop service used by the predservice has
committed some task whose effects are unable topeosate,
then the atomicity is violated in the compositidrihe production
service and the workshop service. For exampletasie ‘produce
item$ may have committed and its effects are unablectmpen-
sate, because the produced items could not behysethers and
become a waste (but they have consumed resources parts
and materials). Hence, the manufacturer may havgatoextra
cost for these faulty products and endure the Jalsge

One way to solve this problem is to avoid the imiplinteraction
between the design service and production sertHosvever, as
mentioned earlier, this is unacceptable for the ufaoturer.
Moreover, not all the collaboration between workstservices
and production service has such value loss scendrierefore, a
better approach is to check the impact of implitieractions for
each service composition. For example, if the tagkoduce
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Figure 6. Service composition in manufacturing.



items$ is non-compensable in a workshop service, thencese
identify this implicit interaction as afflicted itheir composition
using Algorithm 1 (we can locate one non-comperesgiaten-
tially affected task produce itemisfor this implicit interaction).

The production service can choose to collaborath another
workshop service so that the implicit interactiomesd not affect
their atomicity. An alternative is to apply our lasfor constraint
approach, that is, propagate the non-compensabpey of task
“produce itensto task “Assign tasKs With that, we only need to
set behavior constraints (BC2 and BC3, detailsaaaglable in

[18]) for this service composition, which do notoal the task
“Assign tasKsto commit until the design service finishes. hist

way, the atomicity property is satisfied in thisvsee composition.

4.3 Complexity Analysis

4.3.1 Locating Afflicted Implicit Interactions

Let k be the number of transitions of a service comfsis (=
si||...|6). When locating a potentially affected task irrace, the
algorithm wants to check if it commits after theeckpoint (and
before taskb if it is resource-conflict implicit interactionhis.
This takes at mostx k steps, where is the maximum number of
repeats for loops is. Therefore, locating all the potentially af-
fected tasks in a trace needs at nwsié steps. Letm be the
number of traces has (loops are not counted), the time complex-
ity for Algorithm 1 is Ofxc x k2. According to the investigation
of the processes from MIT process handbook [fikgndc are
very small for these real life business procesdéswill conduct
more studies to confirm the scalability of AlgoritHL.

4.3.2 Property Propagation

Given a service compositiasi(= s||...|k,), letk be the number of
transitionss has. According to Definition 8, property propagati
needs to traverse all the transitions of servicepmmsitions at
most once. Therefore, the time complexity i&)O(

4.3.3 Scheduling a task

In algorithm 2, scheduling a task needs checkih¢hel behavior
constraints (suppose the numbemygsadded by the service pro-
vider. Since checking one behavior constraint tab¢l9 time, the
time complexity of scheduling a task is m)( Currently, the
scheduling algorithm prototype does not considenes@pecific
scheduling requirements, such as real-time concessur pur-
pose is to illustrate the way to enforce the betragbnstraints.
This could be done by applying some advanced speshedul-
ing algorithms (e.g., real-time scheduling algorijh A prelimi-
nary simulation study shows that the overhead @fttheduling is
low (checking 20,000 behavior constraints totallylyoneeds
280ms) [18]. We will further study the overall syst perform-
ance using real life applications in the future.

4.4 Discussions

Conditional branch and nested structure. The current process
model in our work does not support conditional lorees, but the
approach proposed in this paper can still workdsuening all the
conditions are satisfied. In this case, the resfuibcating afflicted

implicit interactions is conservative. This weaksés also the
drawback of all static analysis approaches. Itassjble to apply
dynamic analysis approaches, such as symbolic ggactech-

nique [8], to refine the analysis results. Howewsrgh analysis
leads to the state explosion problem. We will itigege how to

combine static and dynamic approaches to analynelitbtonal

branches in future. In addition, although the autrn@odel does
not support processes with nested structure, #msbe handled
by unfolding the nested processes into a flat one.

Dynamic service composition. Currently, our work focuses on
static service composition. When locating afflictegplicit inter-
actions, we have the information about all the ined services.
However, during the dynamic service compositiorghsinforma-
tion is incomplete, which makes the analysis diffic We will
investigate this issue in our future work.

Refining potentially affected tasks. When handling the impacts
caused by an implicit interaction, it is possilbecbmpensate and
re-execute only those tasks that are really affebtethis implicit
interaction. For example, in Figure 3(a), if tagkdoes not use
any value from task,; and its subsequent tasks, then we do not
need to compensate and re-exeattevhen services, and s;
rewind to their checkpoints. We will extend our wdo support
this by applying dataflow analysis in a service position.

Handling implicit interactions. In this paper, we assume that
service providers are willing to handle the impaofsimplicit
interaction in their services. An interesting qi@sts, if they do
not report the possible implicit interactions, bey do not handle
implicit interactions, even if their services arffeeted by these
implicit interactions, what will happen? This magpair the qual-
ity of their services. For example, in Figure 6tH€ production
service continues to use a faulty design to proguoducts, then
the quality of the production service may be pdaraddition,
service providers may choose to handle the affliatesource-
conflict implicit interaction using exception-hamdj approaches.
In this case, they need to design their own exoapltiandlers.
However, doing so for an abort-dependency is nivietr be-
cause it is infeasible to predict when the servioey be affected
by the abort-dependency implicit interaction.

Deadlock problem. In this work, we propose to avoid or elimi-
nate the impacts of implicit interactions by addimghavior con-
straints as safety properties in each service gesviThis may
cause deadlock problems between different serdogpositions.
This problem can be alleviated by using existingksde.g., [9])
on detecting and resolving deadlocks in distribigstems.

Other implicit interactions. In this work, we discuss two general
implicit interactions that may affect the atomicjpyoperty of a
service composition. Other specific application aetits (e.g., a
shared document will be invalid after expire daygynalso cause
processes rewind. The detection and resolutionuoh specific
afflicted implicit interactions could be handledarsimilar way.

5. RELATED WORK

Let us here review the major techniques proposerttgnt stud-

ies in the areas of transactional support for sengomputing,

data races in concurrent systems, fault-tolerastesys, and make
a comparison with our work.

Recently, some transactional protocols are propdsedervice
compositions. Business Transaction Protocol (BBP)jeets the
requirements for long running collaborative businagplications.
It uses a two-phase outcome protocol to guarameetomicity
property amongst multiple participants by requiritiiem to
commit their tasks together. Another protocol, WELS], defines
two transaction models (one for short duration andther for
long duration) to support atomicity in service carsiions. How-



ever, these works do not address the impacts oidinmterac-
tions on the atomicity property.

Many researchers also studied the isolation issug&dnsactional
workflow and service computing. Schuldt et al. [BAdressed the
recoverability problem based on the serializabitifyprocesses,
which, however, is quite restrictive because this e@mpromise
their performance due to their long running naturd is therefore
unacceptable in service computing [2][5][13]. Asesult, some
researchers proposed to relax the serializabilityerton using
application semantics [2][13]. These approachesdcbandle the
resource-conflict implicit interactions. The diféerce is that they
address this issue from the perspective of conmgetitransaction.
If a resource conflict does not change the outpiitthe applica-
tion at the end, then such an interaction, accgrtbrthese works,
need not be handed. However, this resource configt still lead
to atomicity violation in a service composition. \Eeidy these
implicit interactions from the perspective of alirogta transaction
instead of completing it. Obviously, both perspesdi should be
addressed. Our approach complements theirs. Inti@udithe
impact of abort-dependency on atomicity propertyairservice
composition has not been addressed in these works.

Many works on detecting and preventing data racencurrent
systems have been proposed (e.g., [4][14]). Theures conflict
may be regarded as a kind of data race. Howevesettap-
proaches are incompetent for service-oriented eajidns be-
cause of the autonomous and heterogeneous natweloter-
vices. Moreover, different from concurrent programst all data
races in service compositions are regarded asser€@ur work
focuses on locating only those that might affea #tomicity
property in a service composition.

Another well-studied area is distributed, coopemfault-tolerant
systems [10], where consistency is achieved byngplhe execu-
tion back to some checkpoints using backward ragoaad re-
starting the execution from the checkpoints in caa failure.
This mechanism is similar to our approach. Theedifice is that
instead of simply rolling back the systems to theieckpoints,
service recovery needs to compensate the effectommitted
tasks, some of which, however, may be non-compéas@bere-
fore, we need to detect the potential atomicityiation scenarios
and preclude them in advance.

6. CONCLUSION

This paper presents a novel approach to detectidgresolving
the atomicity violation in service compositions sad by implicit
interactions among these composed services. By tisendef-use
relationship amongst tasks, potential implicit ratgions are
identified. An algorithm is then proposed to loctte afflicted
implicit interactions. Based on these analysis Iteswe propose
to introduce behavior constraints to each involservice as local
safety property in a service composition. We shbat the satis-
faction of these safety properties exempts the iaiynproperty
in service compositions from being violated by ifolinterac-
tions. The implementation of behavior constrairgsalso pro-
posed and the complexity of our algorithm is anedyz

The present work is still subject to limitationsy.e not supporting
dynamic service composition and process evolufiorthe future,
we will address these issues and conduct mordifealase stud-
ies to understand the applicability and scalabditypur approach
in practice.
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