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ABSTRACT

Context-awareness is a capability that allows apfibns in per-
vasive computing to adapt themselves continuouslghanging
contexts of their environments. However, contextenf physical
environments may be inconsistent. It affects theeotness of
these applications. Existing resolution strated@scontext in-
consistency have diverse adverse impacts on theexen
awareness of applications, such as feeding diffeaemounts of
contexts to the applications. In this paper, wergéra the impacts
of inconsistency resolution and study the extentioch their
effects on context-awareness can be reduced. Wducbsimula-
tion experiments of two pervasive computing appiices. The
experimental results show that existing inconsisteresolution
strategies adversely affect the context-awarenéspplications.
This motivates the importance of deploying an intjma@nted
approach to respect context-awareness in inconsistesolution.

Categories and Subject Descriptors
D.2.4 [Software Engineering]: Software/Program Verification —
Validation

General Terms
Measurement, Performance, Verification
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1. INTRODUCTION

With the advancement of radio frequency, sensowordt and

wireless technologies, pervasive computing is iasirggly popu-
lar. Applications in pervasive computing deliveiaptive services
according to changes to their environmefgntextsare pieces of
information describing an application’s dynamic ieorment. An

application’s capability to adapt to its changingieonment is

referred to asontext-awareness

Common examples of contexts include object locatictme,

light intensity, and ambient temperatures. To ¢hsaise of these
contexts in pervasive computing, various applicafiameworks
or middleware infrastructures [2][7][8] have beemgosed. For
example, application queries are sent to dataliasedrieve con-
texts [11]; contextual conditions are specified asftbcked to
invoke certain application components [4].
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Since context-aware applications rely on their ulyitey contexts
for correct computation, the quality of these catstes important
to the applications. However, contexts in pervasimaputing are
error-prone due to their environmental nature [A$. a result,
contexts are subject timconsistency(i.e., conflicting with each
other). Unexpected outcomes can occur when apiplitatuse
these inconsistent contexts for computation.

Various strategies for resolving inconsistency hbgen studied.
The drop-latest strategy discards the latest coiftéxcauses any
inconsistency with earlier contexts [3]. The drdpstrategy sim-
ply discards all contexts that cause any inconsistg¢l]. A user-
specified strategy allows users to decide how twdleaan incon-
sistency [13]. Automated resolution strategies desirable in
pervasive computing because resolving inconsistemayually is
costly and inefficient. The above-mentioned dragdaand drop-
all strategies are two examples of automated résalstrategies.
They are simple to implement, but ignore potentigacts on the
context-awareness of applications that use thesexis.

Let us illustrate this with the Call Forwarding [1&pplication
that automatically forwards an incoming call togtdlee using the
nearest phone. The location contexts of all useesnsanaged
carefully to avoid any location inconsistency (ea.person ap-
pears in two different places at the same timepp8se that there
are two location contexisyork andLes indicating that Peter is in
the workshop and that he is in another zone réistgithe use of
any mobile phone, respectively. If the workshofpésated outside
the restricted zone, the two contexts are incoesisfTo resolve
this by dropping contexts, we may discard ({13 only, (2)Lres
only, or (3) both_work andLyes.

To investigate different impacts of the three al&dives on the
application, we assume that Call Forwarding is igpméd to for-
ward a call only when its target person is in a ileophone re-
stricted zone. This imposes a requirement to colieatinuously
the location contexts of a person if there is aogtext showing
that this person is in a restricted zone. We assihiaid s is the
only location context about Peter entering therietetd zone.

We proceed to examine the above three alternatdissarding
Lres ONly (or bothLwork andLes alike) would cause no new loca-
tion contexts about Peter collected. This is begdlis only newly
acquired location contedtes about Peter entering the restricted
zone is discarded. As a result, Call Forwardingsdoat work for
Peter according to the assumed configuration. @mother hand,
if we choose to discartwork only, the remainind.res shows that
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Figure 1. Problem abstraction

Peter is in the restricted zone. Therefore, Calwaeoding con-
tinuously collects Peter’'s location contexts, aivkeds a call to
Peter if any.

When Peter is in the restricted zone, the use ofexts in the
third alternative is desirable because it has #meseffect as if no
inconsistency resolution had taken place. On thatraoy, the
context-awareness of the application is adversiééctad by the
first two alternatives because incoming calls carbeautomati-
cally forwarded to Peter without his location comsecollected.

The example shows the need for inconsistency résolto con-

sider potential ways of using contexts by an apgiibim and the

impact on its context-awareness. The function ofapplication

may be unexpectedly affected (e.g., forwarding laaranot) by

inconsistency resolution. This perspective hasheen well stud-

ied in the existing works. We thus formulate twesearch ques-

tions to study in this paper:

1. Can the impact of a resolution strategy on condavdreness
be easily calculated?

2. Do we have any useful heuristics for facilitatirige tcalcula-
tion of some impact metrics?

The rest of this paper is organized as follows.tiSe reviews
related work in recent years. Section 3 analyzesctiallenges in
building an impact-oriented resolution frameworkréspect con-
text-awareness. Section 4 presents our prelimirsamulation
experiments on two context-aware applications. I§in&ection 5
concludes the paper.

2. Related Work

Context management for pervasive computing is vaugire-
search attention. EgoSpaces [7], Lime [8], and €§b8] have
tackled different related issues on the managemieatcess con-
trol models, transiently shared data, and appticationtexts in
pervasive environments.

We focus on automatic inconsistency resolution. Sawlated
works addressed the context inconsistency problenpaoposed
similar resolution strategies. Bu et al. [1] sudggdiscarding all
conflicting contexts except the latest one. Insudl e[5] proposed
to resolve inconsistency based on human choices.

Some works are not directly related to context isistency, but
address similar problems. Capra et al. [2] usedaded-bid auc-
tion to resolve conflicts among application prcfilée€homicki et
al. [3] ignored an inputted event to avoid conitigt actions or
randomly discarded some actions to resolve a a@inflentwich
et al. [9] presented a technique to generate reysions to re-
solve document inconsistency, and a user shoukttseal right
choice. Roman et al. [11] suggested setting up pulerities to
follow human preferences. These works were undeitfdy per-
vasive computing because they did not support gbatgareness
in inconsistency resolution.

In this paper, we explain how to respect contexarawess in
inconsistency resolution. The paper is complemgrt@our pre-
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Figure 2. Try all resolutionsto find the one that minimizes
the impact on the context-awar eness of applications

vious work on inconsistency resolution [13], whidquires hu-
man participation and does not consider the impacthe con-
text-awareness of applications.

3. IMPACT-ORIENTED RESOLUTION

3.1 Problem Abstraction

We first study two concepts. First, since an envinent keeps
changing in pervasive computing and valid conta=iely last
forever, only a subset of all contexts which arergwoduced is
interesting to applications at a point of time. 3&e&ontexts are
referred to asctive contextsSecond, applications access active
contexts by various means, e.g., published/sulestribpics [15],
queries/answers [11], and contextual conditions These means
are referred to asituation specificationwhich contains the in-
formation about what contexts are needed by apjdita

An ideal inconsistency resolution is to make actemtexts in-
consistency-free for the use by applications. Thislustrated in
Figure 1.P represents a set of active contexts, hnepresents a
set of inconsistencies detectedArthow to detect inconsistencies
in contexts is explained in [14]). Inconsistencyalation Og
acceptsP and |, and produce$”’, which represents a set of re-
solved active contexts (some contexts fil@may be discarded in
P). Then, resolved active contexts are evaluatedhensituation
specificationSto decide which of then) are needed by applica-
tions. This is calledituation evaluatior{(g).

Given P, each resolution strategy may result in a unifue
Hence, different strategies may bring different atfs on the
calculation ofC, and thus affect the context-awareness of applica-
tions. Our investigation is to find a good resalntthat minimizes

on some metric of this impact.

3.2 Impact-Oriented Resolution

The drop-latest and drop-all strategies specify digtinct resolu-

tions, i.e., discarding the latest context or ahtexts related to
inconsistency, respectively. Intuitively, the dralbstrategy often
has more severe impacts on applications than thyeldtest strat-
egy (our experiments in Section 4 also confirmeat)ttHowever,

even if we choose to discard one context to reseWery incon-

sistency, there are still many possible variants. iRstance, the
drop-latest strategy is one of these variants, amather strategy
could be to discard the earliest context. One nisy wish to try

all possible resolutions to find the one that bsitige least impact
on the context-awareness of applications.

The above idea is referred toiagact-oriented resolutiarFigure
2 illustrates the resolution framework. Suppose theesolutions
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Figure 3. Resolution comparison in Call Forwarding

are tried. This results in P’'s (from P, to P,) andn C's (from C;

to C,). The impact-oriented resolution needs to findrémolution
Resolution; that minimizesimpact(C) among alli's. Here, a
metric is needed to measure the impact of incarsigtresolution
on context-awarenesBnpact is calculated by the difference be-
tween the metric value &; and a reference value.

3.3 Challenges

In Figure 2, trying every resolutioResolution; implies a com-
prehensive situation evaluation of resolved aatimetextsP; with

respect to the situation specificati® Trying n resolutions re-
quiresn such situation evaluations. Can we alleviate tragiex-
ity by heuristics?

3.3.1 Minimizing the Number of Discarded Contexts
One heuristic is to change the goal of minimizingpact(C) to
minimizing the number of discarded contex@nce C; is no
longer needed in the new goalsituation evaluations are avoid-
able as they are only used for calculatin@; for the metric com-
parison. Is this heuristic useful?

The intuition of this heuristic is that minimizirthe number of
discarded contexts in inconsistency resolution dogliarantee
the maximal number of resolved active conteRts However,
even if we can maximize the number of resolvedvactiontexts
P, these contexts may not necessarily be used piicagions in
their computation. In other words, it is possilattsome con-
texts needed by applications are discarded, aridhtbaemaining
contexts after inconsistency resolution are naialbt needed.

In addition, even if the discarded contexts arediactly needed
by applications, they may help identify other cotdeneeded by
applications. If these contexts are discarded,dtfier contexts,
which can otherwise be used without inconsisteresolution,
now become no longer usable for applications.

In the example of Call Forwarding in Section 1, tdifferent
resolutions of discarding one contelxfork Or Lres, lead to differ-
ent results. Although the number of discarded odstes one for
both resolutions, discardirigverk makes the application run as if
no inconsistency resolution had taken place, wisedéscarding
Lres leads to the result that Call Forwarding does divért in-
coming calls to Peter according to the assumedguanation.

3.3.2 Aggregating the Impacts of Individual Contexts
Another heuristic is tmggregate the impacts of individual con-
texts to calculate the total impact of a resolutibmthis heuristic,
every context is associated with a value, whickhé impact on
context-awareness when this context is discardea resolution.
Then, summing up (i.e., aggregating) all the vahfethe contexts
that are discarded in a resolution gives the impadhe whole
resolution. Thusimpact(C;) can be calculated without any situa-
tion evaluation. This heuristic also avoiusituation evaluations.
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Figure 4. Resolution comparison in RFID data anomalies

Unfortunately, this heuristic is not viable. Let ilisistrate this
using Call Forwarding in Section 1 to explain tbason. We alter
slightly the scenario about the contéxs. Suppose that we have
two copies of this context, i.6.res1 andLres2. Both of them indi-
cate that Peter is in a restricted zone. Discardimg context res1
or Lres2 in @ resolution brings no impact to the applicatidhis is
because eitheltres; Or Lies2 Shows that Peter is in the restricted
zone and thus the location contexts of Peter alleated for di-
verting any call to him. Thus, the associated \aloé the two
contexts are both zero since discarding eithehefnt causes no
impact to the application. However, if two contelis: andLes2
are discarded together in a resolution, the resaiild be differ-
ent. Since no remaining context indicates that rAistén the re-
stricted zone, the location contexts of Peter dssimg, and hence
no incoming calls may be forwarded to him. Thisufegnon-zero)
is not obtainable by aggregation of the impactsnaf individual
contextslres1 andLesz (both are zero).

4, EXPERIMENTATION

The two heuristics do not work for our problem. Shidds to the
challenges of building the impact-oriented resolutiramework.
For the study purpose, we designed simulation éxeeits to
explore how much the context-awareness of appticatican be
affected by inconsistency resolution using the texgsresolution
strategies.

4.1 Experiment Design

We conducted the experiments on Cabot middlewa%. [An

inconsistency resolution was integrated as a plugervice,
which was invoked when Cabot received new contéxis a
simulated client. The inconsistency resolution dobé enabled
with different resolution strategies under study.

We selected two applications, which were adaptenh f€all For-

warding [12] and RFID data anomalies [10] (RFIDnsts for

Radio Frequency Identification). We selected fiemstraints to
detect inconsistencies and three situations to amsgexts for
every application. Contexts were generated witbrarolled error
rate from 10% to 40%. This is based on the fact ithaeal-life

RFID deployment, the observed read rate (i.e.,péreentage of
tags in a reader’s vicinity that are actually répd)y may drop to
in the range of 60-70% [6].

In the experiments, we study the existing dropsia(®-LAT) and
drop-all (D-ALL) strategies for inconsistency resolution. For com-
parison, we assume the existence obptimal resolution strategy
(OpPT-R). OPT-R has an oracle to discard precisely every ernasieo
context. Thus, ©r-R represents a theoretical upper bound of a
resolution strategy.

The compared measurement was the number of conisgts by
applications. All measurement values were normdlipepercent-
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OPT-R, which was set to 100%. For a resolution strgtéte low-
er its measurement value is, the more the appicsitire affected.

4.2 Experimental Resultsand Analysis

Figure 3 and Figure 4 show the comparison diffegenevhich

were averaged over four groups of experiments.alch eexperi-

ment, 100 contexts with a particular error rateemgrocessed by
the middleware equipped with a resolution strategy.

We observe that both DAL and D-AL, as two simple resolution
strategies, are overly conservative in inconsistaesolution. In
Figure 3, more than 40% of the contexts neededpipjications
are discarded after inconsistency resolution wienetror rate is
10%, and the percentage becomes up to 80% wheertherate
is 40%. In Figure 4, the situation is better bwg frercentage of
the discarded context can still be up to 30%. Altjio the result
looks seemingly acceptable (10%) when the errar isahot high
(10%), we note that in RFID deployment, the erm@teris nor-
mally in the range of 30%-40% as explained in ®&c#.1. In
addition, the result represents how many contegeslad by ap-
plications are discarded. Each discarded context dieectly
affect the context-awareness of the applicationer&fore, the
result reported in Figure 4 is more serious thandhase that the
same percentage of active contexts is discardedditall of them
are needed by applications.

Although as expected that Dxt and D-AL cannot fully resolve
all inconsistencies, the result indicates that thksp do not re-
spect the context-awareness of applications setisfby.

The results also suggest that an impact-orientpdoagh is desir-
able in inconsistency resolution to preserve thaexd-awareness
of applications for pervasive computing. This icdgse simple
resolution strategies that do not respect contemireness may
bring significant impacts to applications as shawifrigure 3 and
Figure 4. We observe that a major challenge indngl the im-

pact-oriented resolution is to address the comjmntatomplexity

in evaluating the situation specification (see BecB.3).

5. CONCLUSION

In this paper, we study the inconsistency resatupcoblem. We
examine the problem from the perspective of peveasomputing
and show the need for a special treatment for gbateareness. To
reduce the impact of inconsistency resolution oa dontext-
awareness of applications, we propose an impaetied resolution
framework.

We conducted simulation experiments to show howhntbe con-
text-awareness of applications may be affected noprisistency
resolution using the existing resolution strategié®e result moti-
vates the need for deploying an impact-orientedluésn for con-
text-aware applications.

To the best of our knowledge, this work is thet fatempt at relat-
ing inconsistency resolution to context-awaren€ss. initial study
also reveals some interesting issues, such asalequacy of exist-
ing resolution strategies for supporting contexéa@vapplications,
and the complexity of building an impact-orienteelsalution

vein.
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