
CHECK: A Document Plagiarism Detection SystemAntonio Si Hong Va Leong Rynson W. H. LauDepartment of ComputingThe Hong Kong Polytechnic UniversityKowloon, Hong Kongfcsasi, cshleong, cswhlaug@comp.polyu.edu.hkKeywords: Digital Libraries, Copy Detection, Document Plagiarism, Information RetrievalABSTRACTDigital documents are vulnerable to being copied. Mostexisting copy detection prototypes employ an exhaus-tive sentence-based comparison method in comparing apotential plagiarized document against a repository oflegal or original documents to identify plagiarism activ-ities. This approach is not scalable due to the poten-tially large number of original documents and the largenumber of sentences in each document. Furthermore,the security level of existing mechanisms is quite weak;a plagiarized document could simply by-pass the detec-tion mechanisms by performing a minor modi�cation oneach sentence. In this paper, we propose a copy detec-tion mechanism that will eliminate unnecessary compar-isons. This is based on the observation that comparisonsbetween two documents addressing di�erent subjects arenot necessary. We describe the design and implementa-tion of our experimental prototype called CHECK. Theresults of some exploratory experiments will be illus-trated and the security level of our mechanism will bediscussed.1 INTRODUCTIONTechnological advances have rendered digital libraries aconcrete possibility. Fueled largely by the gaining pop-ularity of World Wide Web servers and browsers suchas Netscape, free resources and information are readilyavailable on the Internet. However, the same enablingtechnologies also increase the threat of illegal copyingand distribution [3]. Current technologies do not pro-vide proper safeguard on intellectual properties. Conse-quently, information providers tend to provide valuableinformation through a closed system such as the cur-rent CD-ROM system provided by IEEE to distributeits publications.With the new technology, it is important to allowusers to access information freely over the informationsuperhighway, while at the same time, restrict them

from illegal copying and distribution of information. Oneapproach to address this issue is to provide a copy de-tection service through which legal original documentscould be registered, and copies can be detected [3]. Mostexisting copy detection mechanisms employ an exhaus-tive sentence-based comparison method in comparinga potential plagiarized document against all registereddocuments to identify plagiarism activities. This ap-proach is not scalable due to the potentially large num-ber of registered documents and the large number of sen-tences in each document. Furthermore, the security levelof existing mechanisms is quite weak; a plagiarized doc-ument could simply by-pass the detection mechanism byperforming a minor modi�cation on each sentence.We note that comparisons between documents ad-dressing di�erent subjects are usually not necessary incopy detection; this is because it will serve no purposeto copy materials from a document describing unrelatedsubjects. Yet, the majority of comparisons belong tothis category. In this paper, we propose a copy de-tection mechanism that will eliminate most unneces-sary comparisons. When a potential plagiarized doc-ument is compared against a registered document, weemploy information retrieval techniques to pre-processthe documents to determine the semantic meanings ofthe documents. If the documents are on di�erent sub-jects, further comparisons between the documents couldbe eliminated. This rationale is recursively applied toindividual organizational constructs of di�erent granu-larities including sections, subsections, subsubsections,and paragraphs. In other words, we recursively ap-ply information retrieval techniques to each individualorganizational construct until we �nd two paragraphswhich are highly related semantically. The paragraphsare then compared in detail, i.e., on a per-sentence basis,to determine if the paragraphs overlap in a substantiveway. By studying the semantics of the documents inadditional to their syntax, an extra level of security isprovided because users could no longer by-pass the de-tection mechanism by simply performing a minor mod-i�cation to each sentence, such as changing the tensefrom present to past, as the semantics of the documentswould very likely remain unchanged.The remainder of this paper is organized as follows.In Section 2, we survey existing work on safeguardingintellectual properties. The design and implementationof our experimental prototype called CHECK will be
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described in Section 3. In Section 4, we discuss theresults of some exploratory experiments and study thesecurity level of our mechanism. Finally, we present aconclusion of the work described here and some futureresearch directions in Section 5.2 RELATED WORKExisting approaches to safeguarding intellectual proper-ties can be roughly categorized into copy prevention [6,12] and copy detection mechanisms [2, 3]. Copy preven-tion mechanisms follow a pessimistic approach in whichaccess to information is only restricted to a few autho-rized users; their aim is to restrict the distribution ofdocuments as much as possible.One approach to copy prevention is based on the no-tion of a secure printer [12]. When a user requests a doc-ument from an information provider, the provider �rstensures that the user is authorized to access the docu-ment. The document is then, encrypted with a publickey. The encrypted document is sent to the authorizeduser, who could then, print it by a dedicated printer,equipped with the corresponding private decryption key.Users with no access to the secure printer will not beable to print out a stolen encrypted document. The lim-itation of this approach, however, is that users cannotpreview a document for suitability.Another approach to copy prevention is based on theidea of active document [6]. Instead of sending the doc-ument to a user, the information provider sends a doc-ument generation program, which can generate the de-sired document. In addition, the program also requestscon�rmation from the information provider whenever itis being executed. This allows the information providerto ensure that users of the program are indeed autho-rized. A major drawback to this scheme is that onecan simply run the program within an emulated envi-ronment [3].Notice that the purpose of copy prevention is to en-sure that the user receiving the document is authorized.Once a user obtains the legal copy of a document, theissue of re-distributing copies of the original document isnot addressed. Furthermore, the issue of plagiarizing aportion of the original document could not be addressedby copy prevention mechanisms.Unlike copy prevention mechanisms, copy detectionmechanisms are optimistic. Users are assumed to behonest and are allowed to access documents under anopen environment. However, detection techniques areemployed to identify illegal copying and distribution ac-tivities.One approach to copy detection is to incorporate awatermark into a document [2]. This watermark identi-�es the original user who requests the document. If thedocument is copied electronically, i.e., the document ispossessed by a person other than the original user, a vio-lation has occurred, and the watermark can witness theculprit. The major weakness of the watermark schemeis that the watermark itself can be destroyed by process-ing the document through a lossy compression operationlike JPEG [8]. In addition, detection of partial copyingis not possible. Watermarking is a kind of passive copydetection approach.Early active copy detection systems mainly deal with

plagiarisms arisen in programming exercises [7, 11]. Astudent may copy a Pascal or C program from anotherstudent. To detect this, the system pre-processes theprograms to strip out all comments and extra blanks,and replaces all identi�ers with numerical tokens. Themost naive program copying by changing program in-dentation and variable names can be easily detected asthe resultant programs will appear identical. To dealwith possible changes in control constructs and posi-tions of statements, condensed parse trees and their vari-ants can be compared statistically [7]. Other schemesinvolve the calculation of program complexity metrics,such as Halstead's metrics [1, 14] and cyclomatic num-bers [14]. Programs with complexity metrics di�eringby an amount less than prescribed thresholds will be
agged and a user will then determine if the programsare actually involved in plagiarisms.The idea of copy detection servers for documents [3]is developed by extending existing program copy detec-tion systems to address document plagiarisms. Originaldocuments are registered at the server. Suspicious doc-uments will be compared with the registered documentsto check for plagiarism activities. Finally, a user will ex-amine the potential plagiarized documents to determineif the documents truly violate copyright.Detecting plagiarisms among documents are inher-ently more di�cult than detecting plagiarized computerprograms. Since computer programs are well-structuredand the parse tree re
ects the structure of a programclearly, a plagiarized computer program must ensureminimal changes to the parse tree of the original pro-gram in order to preserve the semantics of the program.On the other hand, a copied document can sustain alarger degree of changes in appearance, and yet still pre-serve the semantics of the original document. A parsetree which captures the layout of sections and para-graphs of a document [4, 13] is too coarse to be usedbecause it is possible to have a completely di�erent doc-ument but with a similar layout. A parse tree whichcaptures the layout of sentences or words is, however,too �ne to be useful since simply changing a sentencefrom active to passive form can disgust the parse treeand hence the copy detector. Methods that are based ona sentence-by-sentence comparison similar to the Unixdi� command are often used for document comparison.They also su�er from similar problems in addition to thescalability problem mentioned in Section 1.We observed that in reality, it will not serve any pur-pose to copy from a document describing an unrelatedsubject; comparisons between such documents could beeliminated. In our work, we incorporate information re-trieval techniques to create a parse tree with additionalinformation to represent the semantics of a document.This allows us to eliminate unnecessary comparisonsbased on the semantics of the documents rather thanmerely their syntactic appearances. Furthermore, bystudying the semantics of the documents in additionalto their syntax, we provide an extra level of security be-cause users could no longer by-pass the detection mecha-nism by simply performing a minor modi�cation to eachsentence as the semantics of the documents would verylikely remain unchanged. The parse trees for sectionsand paragraphs layout, though too coarse to be useddirectly, are useful when combined with information re-trieval techniques.



3 THE ARCHITECTURE OF CHECKThe high level architecture of our copy detection proto-type, CHECK, is depicted in Figure 1. As shown in thediagram, CHECK is composed of three main modules:document registration, document comparison, and docu-ment parsing. The document registration module regis-ters an original document into a database server, whichmaintains the set of documents considered original. Thedocument comparison module compares an input doc-ument against the registered documents to detect forany possible plagiarism. The document parsing mod-ule builds an internal indexing structure, called struc-tural characteristic (SC) for each document to be usedby the document registration and comparison modules.In CHECK, the Oracle database management systemis adopted to maintain the SC of each document. Thethree modules of the system provide three basic func-tions: original document registration, document veri�-cation, and normal document registration.
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Figure 1: The architecture of CHECK.1. Original document registration: A document whichis believed to be original will be registered in theCHECK system. In this case, the document reg-istration module would invoke the document pars-ing module to index the document into the Ora-cle database. Comparison with existing registereddocuments is not performed, since the procedureis relatively time consuming. Obviously, the userof this facility must be someone trustworthy. Assuch, this function must be privileged. All otherdocuments should be registered using normal doc-ument registration function, as described below.2. Document veri�cation: A user can test a docu-ment, A, for plagiarism activities by invoking thedocument comparison module. The document com-parison module will in turn invoke the documentparsing module to build a structural characteristic(SC) for document A. The SC of A, SCA, will beused to compare against the SCs of existing reg-istered documents on a pair-wise basis (see Sec-tion 3.2). All suspicious documents found will bereported back to the user.

3. Normal document registration: This function ba-sically calls the document veri�cation function toverify if an input document is suspicious of plagia-risms. If it is not, the document is registered intothe database via the original document registra-tion function. If it is found to be suspicious, theresult is reported to the user.We describe the design and implementation of thethree modules of the system in detail in the followingsubsections.3.1 Document ParsingThe document parsing module is composed of the doc-ument recognition, keyword extraction, and structuralcharacteristic generation submodules, operating in a pipe-lined fashion, as shown in Figure 1.3.1.1 Document RecognitionThe document recognition submodule converts a format-ted document into a plain ASCII document. The currentversion of CHECK only recognizes LaTEX[9] documents,i.e., documents formatted using the LaTEXcommands.Other document recognizers such as those that convertDVI or tro� documents into ASCII documents are be-ing considered. When converting a LaTEXdocument intoplain ASCII text, some formatting information includ-ing the hierarchical structure of a document and thespecially formatted keywords are extracted. That is whywe could not simply employ the Unix utility detex. Thehierarchical structure of the document allows documentcomparison to be performed recursively at di�erent lev-els of abstraction. This can eliminate some unnecessarycomparisons by early termination of comparison (seeSection 3.2). The specially formatted keywords, suchas those words which are boldfaced, bear some impor-tant meanings within a document, thus providing someheuristic rules for keyword extraction (see Section 3.1.2).Our LaTEXrecognizer performs a single pass on eachdocument. During the pass, the recognizer creates atree-like structure called document tree, which resemblesthe structure of the document. Each document couldbe viewed at multiple abstraction levels which includethe document itself, its sections, subsections, subsubsec-tions, and paragraphs, with paragraphs representing thelowest level of abstraction [13]. Figure 2a and Figure 2bdepict a sample LaTEXdocument and its correspondingdocument tree. Here, the root of the document treeresembles the document and the children correspond tothe sections of the document. Each section may be com-posed of subsections, with each subsection further com-posed of subsubsections and so on. Each leaf node ofthe tree resembles an individual paragraph of the doc-ument. Each node contains pointers to its children inthe document tree as well as pointers to the �rst andlast sentence of the corresponding organizational con-struct in the document �le. For instance, in Figure 2b,the node for Section 3 contains pointers to its childrennodes modeling Section 3.1 and Section 3.2. It also con-tains pointers to the �rst and last sentence of Section 3in the document �le.As in [3], our LaTEX recognizer in the CHECK pro-totype performs several simpli�cations when parsing a
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\subsection{Document Comparison and
                 Registration}Figure 2: Sample document and corresponding doc-ument tree.LaTEX document. Table, �gure, and equation environ-ments are ignored for simplicity. Each enumerated andbullet item is considered as a single paragraph. Finally,most of the LaTEX formatting commands are discardedexcept italics and boldface, whose formatted words areextracted as keywords (see Section 3.1.2).For each input word in the document, the LaTEX rec-ognizer converts it into a canonical form. This is per-formed with the aid of an intelligent lexicon, providingrules to convert all plurals to singulars, all verbs fromany tense to their present in�nitive form, and all suf-�xes such as adjectives and adverbs to their fundamen-tal stems [5, 10]. For instance, a rule may specify thatall words ending with the su�x ful should be convertedto the fundamental stem by removing ful if the resultantword is in the lexicon. Another rule may describe thefact that all words ending with iful can be converted byreplacing ifulwith y if the resultant word is a legal word.This can greatly reduce the size of the lexicon and henceimprove the comparison performance.3.1.2 Keyword ExtractionThe keyword extraction module employs information re-trieval techniques to identify keywords that would bestdescribe the semantics of a document. In general, eachword can be categorized into open-class or close-class.Open-class words including nouns, verbs, adjectives, andadverbs are usually meaning bearing, and are potentialcandidates for keyword extraction. In contrast, close-class words including pronouns, prepositions, conjunc-tions, and interjection are usually not meaning bearingand are not considered as keywords. Hence, the docu-ment recognition module parses each word in an inputdocument and converts it into its canonical form. Thekeyword extraction module determines if it belongs toopen-class or close-class by consulting the intelligent lex-icon again.Not all identi�ed open-class words are quali�ed askeywords for a document because di�erent words mightbear di�erent semantics with respect to the document.For each identi�ed open-class word, a, we keep trackof its number of occurrences, jaj, within the document.The mean occurrences, �, of all open-class words andthe corresponding standard deviation, �, are computed.

Each open-class word, a, will be quali�ed as a descriptivekeyword for the document if its number of occurrences,jaj, falls within the threshold interval [����, �+��]where � and � are two adjustable user-de�ned parame-ters. Notice that since close-class words have been elim-inated, all words within the range of the highest fre-quency should be most descriptive with respect to thecontent of the document. This is in contrast with tra-ditional information retrieval approach in which close-class words are also considered in frequency distributionanalysis. Words within the range of highest frequencywill be close-class words in traditional approaches. Forexample, the word \computer" can be considered as aclose-class word as it appears almost everywhere in acomputer science document and should not serve as akeyword for the purpose of information retrieval. It can,however, serve as a keyword to distinguish the documenttype. In CHECK, the value of � can be set to a verylarge value if it is desirable to treat these words as key-words.In addition to frequency distribution analysis, wealso employ some heuristics in keyword extraction. Wenotice that in general, the italic and boldface formattedwords bear some special meanings within a document,such as a newly de�ned term. The keyword extractionmodule, therefore, explicitly looks at this kind of format-ting commands, i.e., fnemg and fnbfg. All such format-ted words would be regarded as keywords even if theirnumber of occurrences fall beyond the threshold inter-val. Other formatting commands such as fnslg mightbe useful as well, but are highly related to the writinghabit of individual authors. We are investigating intomore heuristic rules of this sort.3.1.3 Structural Characteristic GenerationThe structural characteristic (SC) of a document, A,is created by merging its document tree with its set ofkeywords, KA. For each node, ni, in the document tree,we assign a set of keywords for it as follows:1. If ni is the root of the document tree, resemblingdocument A, the set of keywords for ni will be KAsince KA contains the keywords that best describethe document. Each keyword of KA, a, will beassociated with a weight,wKA;a = occurrence of a in APx2KAfoccurrence of x in Ag ;indicating its degree of importance with respect tothe document.2. If ni resembles section i of document A, the key-words, Ki, assigned for ni will contain only thosekeywords in KA that appear in section i of thedocument. Again, each keyword a of Ki will beassociated with a weight,wKi;a = occurrence of a in section iPx2Kifoccurrence of x in section ig ;indicating its degree of importance with respect tosection i of A.



3. If ni resembles a subsection, subsubsection, or para-graph of document A, the keywords and their wei-ghts assigned for ni is similar to step 2 except thatthe occurrence of a keyword in the respective or-ganizational construct will be used.This multi-level SC of a document provides a multi-resolution description for the document; the highest levelSC node (the root node) provides a high-level semanticdescription for the document while lowest level SC nodes(the leaf nodes) provide the speci�c description for indi-vidual paragraphs. The keywords and their associatedweights for each node are used by the document com-parison module and will be described next.3.2 Document Comparison and RegistrationThe document comparison module compares the SC ofan input document, which is generated by the docu-ment parsing module, with the SC of each registereddocument in the database. Recall that the SC is sim-ply a document tree with weighted keywords assignedto each node of the tree. The similarity between the setof keywords for a node of an SC and that of anotherSC indicates the degree of similarity in content betweenthe modeled organizational constructs. An advantageof comparing the SCs instead of the documents is thatunnecessary comparisons can be �ltered at any level ofSCs recursively, in a depth-�rst search manner.The document registration module registers an inputdocument to the system and stores both the documentand its SC in the database for future comparison. A usercan either input a document to the system and indicatethat it is an original document. In this case, the systemwill simply call the module to register the document.Alternatively, a user can request the system to check thedocument before registering it. In this case, the systemwill call the document comparison module to check forthe validity of the document. If no similarity is foundbetween the input document and any of the existingregistered documents, the system will call the documentregistration module to register the input document.To discuss how the SCs of two documents are com-pared, let us denote the SC of an input document A asSCA and the SC of a registered document B as SCB.The comparison between SCA and SCB is carried outas follows:1. Starting from the root of the two SCs (level 0),the similarity between the sets of keywords, andhence the similarity between the two root nodes,is determined. Let us denote the set of keywordsfor document A as a vector, VA = [aA;1, aA;2, � � �,aA;jVA j]0, and their associated weights as anothervector, WA = [wA;1, wA;2, � � �, wA;jVAj]0, whereaA;i and wA;i represent the ith keyword and itsweight in document A respectively. Similarly, wedenote the set of keywords and their associatedweights in document B as vectors VB = [aB;1, aB;2,� � �, aB;jVB j]0 and WB = [wB;1, wB;2, � � �, wB;jVB j]0respectively. The similarity between VA and VBcould be determined in two steps: normalizationand dot product.Normalization: Since VA and VB might contain dif-ferent number of elements, the two vectors must be

normalized to the same length. Furthermore, sincethe two keyword vectors have symbolic terms asmembers, the symbolic vectors must also be nor-malized into numerical vectors for comparison. Areference vector, R, is �rst generated as a union ofthe elements in both VA and VB , i.e., R = VA [ VB= [aR;1, aR;2, � � �, aR;jRj ]0 and jRj � jVAj + jVB j.Let us denote the corresponding normalized vec-tor of VA as �A = [xA;1, xA;2, � � �, xA;jRj]0 wherexA;i is a value in the interval [0,1] representing theweight of the ith keyword of R, aR;i, in the con-text of document A. Formally, xA;i is de�ned asfollows:xA;i = � 0 if aR;i 62 VAwA;j if aR;i = aA;j 2 VAThe normalized vector of VB, �B, can be computedin a similar manner.Dot product: With the two normalized weight vec-tors, �A and �B, the similarity between VA andVB , S(VA; VB), could be simply determined by com-puting the dot product of �A and �B after theyare converted into unit vectors [5]:S(VA; VB) = PjRji=1 xA;i � xB;iqPjRji=1 x2A;i � PjRji=1 x2B;iIntuitively, the dot product between two unit nu-merical vectors represents the cosine of the an-gle between the two vectors in a two dimensionalplane. The similarity between two nodes is thuscharacterized by determining the cosine of the an-gle between the two keyword vectors. A small an-gle between the two vectors will result in a highS(VA; VB) value, which indicates a high similaritybetween the two SC root nodes.2. If S(VA; VB) < "0, the similarity threshold for theroot level, documents A and B are regarded as de-scribing di�erent subjects. In this case, there isno point to further compare the two documents.The document comparison module will thereforeproceed to compare document A with other regis-tered documents.3. On the other hand, if S(VA; VB) � "0, documentsA and B are considered to be describing similarsubjects. In this case, the comparison between theSCs of documents A and B will proceed to the nextlevel. For each level l > 0, comparison between twonodes of the two SCs is similar to step 1. Whetherthe comparison will proceed to the children of thetwo nodes depends on the similarity threshold atlevel l, "l.4. This procedure is repeated for each level of the twoSCs of documents A and B until the leaf nodes ofthe SCs are reached, i.e., until it is determined thattwo paragraphs of the two documents are highlysimilar, or until similarity between any two nodes



at some level all falls below the similarity thresh-old at that level. In the former case, we needto explicitly investigate the two paragraphs in asentence-by-sentence fashion to determine if thetwo paragraphs have substantive overlapping. Theapproaches proposed in [3] could then be employedin this �nal step.To illustrate the comparison process, consider thetwo SCs of two documents A and B as shown in Fig-ure 3. In the diagram, the dashed arrows represent thepath for a typical comparison process. The diagramillustrates that the root nodes of the two SCs are de-termined to be similar. The comparison process thenproceeds to compare the children of the root nodes, i.e.,at level 1. The three nodes of SCA are compared withthe three nodes of SCB in a pairwise manner. If thenode modeling Section 2 of document A is determinedto be similar to the node modeling Section 3 of documentB, the comparison process will proceed to compare thechildren of Section 2 with the children of Section 3. Ifthe node modeling Section 2.2 is determined to be sim-ilar to the nodes modeling Section 3.1 and Section 3.2,the children of Section 2.2 will be compared with thechildren of Section 3.1 and Section 3.2. This comparisonprocess will continue to the leaf nodes or stop at somelevel if the similarity among the nodes at that level allfalls below the similarity threshold.
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(a) (b)Figure 3: Document comparison process.Notice that we employ a search technique in whichthe comparison between two nodes will be terminatedonce we determine that the organizational constructsmodeled by the two nodes describe di�erent subjects.This allows us to prune the search space and eliminatethe comparison between unrelated branches of the SCs.The similarity threshold value for each level of the SC,"l, governs to what extent the two organizational con-structs are considered similar.4 EXPERIMENTAL EVALUATIONWe have conducted some preliminary experiments tostudy the e�ectiveness of the CHECK prototype. Dueto space limitations, only four sets of experiments arepresented here. The purpose of these experiments is tostudy the e�ectiveness of SC in identifying plagiarism

activities. For the purpose of our experiments, we de-�ne a plagiarized paragraph from an input document asone that is closely similar in semantics to a paragraphin a registered document, i.e., the dot product betweenthe normalized keyword vector of an input paragraphand that of a registered paragraph exceeds the similar-ity threshold for the leaf nodes of the two correspondingSCs involved. Notice that, in practice, two highly sim-ilar paragraphs need to be further compared in a per-sentence basis to determine if any plagiarism activityis actually involved. Our experiments only study howmany paragraphs will be involved in per-sentence com-parisons. To evaluate the e�ectiveness of a comparisonbetween two documents, we have modi�ed traditionalrecall and precision metrics for information retrieval [5]as follows:Recall metric: The recall metric measures the ability toretrieve a piece of information from candidate informa-tion. In our context, it is de�ned as the percentage ofparagraphs identi�ed as plagiarized with respect to theactual total number of plagiarized paragraphs betweentwo documents, i.e.,Recall = number of plagiarized paragraphs identi�edtotal number of plagiarized paragraphsPrecision metric: The precision metric represents theability to retrieve a piece of information correctly. Here,it is de�ned as the percentage of plagiarized paragraphsidenti�ed with respect to the total number of identi�edparagraphs, i.e.,Precision = number of plagiarized paragraphs identi�edtotal number of paragraphs identi�edDocument ID Subject Plagiarism ActivitiesA I No CopyingB II No CopyingC III No CopyingD I Copy from AD' I Copy from BD" I Copy from CE II Copy from BE' II Copy from CE" II Copy from AF III Copy from CF' III Copy from AF" III Copy from BG I No CopyingH II No CopyingI III No CopyingTable 1: Test documents distributionOur set of testing documents consists of 15 technicalpapers and are distributed as in Table 1, where I, II,and III denote three di�erent subjects. In other words,documents A, D, D', D", and G are technical papersdescribing subject I; B, E, E', E", and H are papers de-scribing subject II; C, F, F', F", and I are papers describ-ing subject III. Documents D, D', and D" are in fact,the same technical paper except that they have di�er-ent plagiarism activities, copying from documents A, B,and C respectively. Similarly, documents E, E', and E"are the same document copying from documents B, C,



and A respectively while documents F, F', and F" arethe same document copying from documents C, A, andB respectively. Documents G, H, and I describe similarsubject as documents A, B, and C respectively, but withno plagiarism activity.The documents contain an average of about 8000words and 500 sentences in length, structured into 50paragraphs. When copying from a document, six para-graphs are randomly picked from the copied document.Six paragraphs in the copying document will be replaced.If the copied and copying documents describe similarsubject, the replaced paragraphs are chosen manually toensure that the replaced and replacing paragraphs havesimilar semantics. If the documents describe unrelatedsubjects, we try the best to ensure that the replacingand replaced paragraphs are from the same organiza-tional construct. For instance, if a replacing paragraphis picked from a section called Introduction, the replacedparagraph will be picked from the same section as well.In case it is not possible to pick the replaced paragraphsfrom the same organizational construct as the replac-ing paragraphs, we simply pick the replaced paragraphsrandomly.When creating SCs for the testing documents, theparameters � and � of the threshold interval during key-word extraction are both set to 1. We have not experi-mented the e�ect of � and � on the e�ectiveness of oursystem and is left for future work. The similarity thresh-old values for all levels l, i.e., "l, are set to 0.5, unlessotherwise speci�ed.4.1 Experiment #1In the �rst experiment, we would like to test if theCHECK prototype is able to identify identical docu-ments. We have conducted three independent experi-ments, comparing documents A, B, and C against itselfin each experiment. Each document is �rst submittedfor registration, and then, re-submitted for comparison.The average value of recall for the three experimentsis 100%, i.e., CHECK is able to detect that all para-graphs are copied. The average value of precision forthe three experiments is approximately 90%. In otherwords, for each experiment, CHECK reports approxi-mately 5 plagiarized paragraphs that in fact do not vio-late plagiarism. The primary reason for this anomaly isthat authors tend to reuse sentences at di�erent placeswithin a document.4.2 Experiment #2In the second experiment, we would like to study thebehavior of CHECK on documents describing similarsubject. We compare di�erent original documents de-scribing similar subject: G against A, H against B, andI against C in a similar fashion as in Experiment #1.For instance, document A is submitted for registrationand document G is submitted for comparison with doc-ument A. The purpose of this experiment is to study ifCHECK would be able to tell that the documents aredi�erent. The recalls from three comparisons are allequal to 0. Hence, CHECK is able to detect that thedocuments are all original. We have instrumented thecomparison process to determine at which level of theSCs the comparison process stops. We found that the

comparison process stops at level one. This shows thatCHECK is able to determine that the two documentsare describing similar subject as the comparison pro-cess passes through the root of the two SCs, i.e., level 0,but CHECK is also discriminative enough to distinguishthat they are in fact two di�erent documents.4.3 Experiment #3The �rst two experiments test whether the CHECK pro-totype satis�es the necessary system requirement. Itshould be able to detect an identical copy, which is testedin Experiment #1, and to detect a non-copy, which istested in Experiment #2. The purpose of our third ex-periment is to study if CHECK could detect actual copy-ing activities which is the su�cient system requirement.In this experiment, we compare documents D against A,E against B, and F against C.The average precision for the three comparisons is100%. Hence, all detected paragraphs are indeed pla-giarized paragraphs. However, the average recall rangesapproximately from 50% to 90% depending on the valueof the similarity threshold for each level, which rangesfrom 0.7 down to 0.3. This behavior is primarily due tothe small degree of overlapping between the two orga-nizational constructs of the documents with only one totwo paragraphs overlapped. In addition, the higher thesimilarity threshold, the higher the similarity measure-ment between two SC nodes is required in order for thecomparison process to proceed to the next level. Thisresults in a lower recall. As the similarity threshold de-creases, a higher recall can be achieved.4.4 Experiment #4Our last experiment reported is to study the behavior ofCHECK when testing plagiarized documents describingunrelated subjects. We compare documents E" and F'against A, documents F" and D' against B, and docu-ments D" and E' against C.The recall value for the six comparisons are all equalto 0. In other words, CHECK is not able to detect anyplagiarized document if the copying documents describedi�erent subjects from the copied documents. This be-havior is, in fact, very controversial. One might arguethat any plagiarism activity should be detected regard-less of the semantic meaning of the documents. How-ever, we believe that it usually serves no purpose norbene�t to copy from an unrelated document.In fact, the CHECK system could operate in col-laboration with the copy detection mechanism proposedin [3]. If the goal is to detect any plagiarism activityregardless of the content of the documents, the exhaus-tive copy detection mechanism proposed in [3] shouldbe employed. Otherwise, the CHECK system should beemployed.4.5 Security MeasurementAny copy detection system is vulnerable if a maliciousdocument could by-pass the detection mechanism easily.To understand how secure our detection mechanism is,we have conducted several simple experiments. Due tospace limitation, we only describe a representative here.



We randomly pick several words from each sentenceof document A and remove the picked words from thesentence. The number of words removed is determinedrandomly, ranging from 1 to the number of words inthe sentence. The resultant document, A�, is comparedwith the original document A. The same experiment isrepeated with documents B and C. We repeat each ex-periment 30 times and the average recall and precisionof the 90 experiments are measured. With a similar-ity threshold ranging from 0.7 to 0.4, the results of theexperiments are similar to those in Experiment #1. Inother words, CHECK is still able to detect that the twodocuments have a large degree of overlapping since thesemantic meaning re
ected by the structures of the doc-uments, sections, subsections, subsubsections, and evenparagraphs remain largely the same.5 CONCLUSIONIn this paper, we have described a plagiarism detec-tion system that allows plagiarized documents to be de-tected. Several experiments have also been describedto illustrate the feasibility of our mechanism. Althoughthe results of our experiments are speci�c with respectto our testing set of documents, we have illustrated thegeneral behavior of our CHECK prototype.One behavior we have not discussed in this paperis the complexity of the comparison process. We arecurrently studying the number of SC nodes the com-parison process needs to evaluate before CHECK coulddecide if two documents have any substantive overlap-ping. This has a direct implication on the amount oftime each comparison needs. We would also like to com-pare the time required for our mechanism with the timerequirement for existing mechanisms [3].To evaluate the CHECK prototype in a more rig-orous manner, we are currently collecting a large setof technical documents, covering di�erent areas such ascomputer science and economics. This will provide afairer evaluation on the CHECK detection system. Weare also testing the CHECK prototype against a taxon-omy of di�erent copying activities such as copying fromseveral related documents or merging several organiza-tional constructs into one. The behavior of CHECKunder di�erent copying activities would be reported inthe future.Finally, we would also like to enhance the documentparsing module to recognize documents in other com-mon formats, such as DVI and tro� documents as well.ACKNOWLEDGEMENTSWe would like to thank Ken Lee and Leon Sum fortheir assistance in implementing the CHECK prototype.This research is supported in part by the Hong KongPolytechnic University Central Research Grant numbers353/066 and 340/115.References[1] H.L. Berghel and D.L. Sallach. Measurementsof Program Similarity in Identical Task Environ-ments. SIGPLAN Notices, 19(8):65{76, August1984.
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