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Abstract

In this paper, we study the data inconsistency problem in data broadcast to mobile transactions. While
data items in a mobile computing system are being broadcast, update transactions may install new values for
the data items. If the executions of update transactions and broadcast of data items are interleaved without
any control, the transactions generated by mobile clients, called mobile transactions, may observe
inconsistent data values. In this paper, we propose a hew protocol, called Update-First with Order (UFO), for
concurrency control between read-only mobile transactions and update transactions. We show that although
the protocol is simple, all the schedules are serializable when the UFO protocol is applied. Furthermore, the
new protocol possesses many desirable properties for mobile computing systems such as the mobile
transactions do not need to set any lock before they read a data item from the “ air” and the protocol can be
applied to different broadcast algorithms. Its performance has been investigated with extensive simulation
experiment. The results show that the protocol can maximize the freshness of the data items provided to mobile
transactions and the broadcast overhead is not heavy especially when the arrival rate of the update

transactionsisnot very high.
Keywords: Data broadcast, concurrency control, mobile computing, transaction processing

1 Introduction

Recent advances in mobile communication technology have greatly increased the functionality of mobile
information services and have made many mobile computing applications areality. Innovative applications, such
as realtime traffic information and navigation systems, and real-time stock monitoring systems, will no doubt
continue to emerge as datahungry users require instant accessto information using their palmtops, wearable
computers and notebooks no matter where they are located. This trend is acknowledged in merging standards,
such as MPEG-4, which contains features targeted explicitly for low bit rate environments such as mobie

networks, and alarge variety of mobile multimedia applications can be expected in the near future.
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A number of technical hurdles need to be surmounted before these scenarios materialize [1, 10]. Owing to the
intrinsic constraints of mobile computing g/stems, such as asymmetric bandwidth, limited power supply and
unreliable communication, the design of an efficient and cost effective mobile computing system poses many
challenges [2, 6, 10, 15, 17]. One of the most important issues is efficient dissemination of consistent data to

transactions from mobile clients [10, 16].

In recent years, various data dissemination methods have been proposed [2, 4, 5, 8, 12, 13, 21, 25]. Basically,
there are two approaches to disseminate data items from a database server, which maintains a database, to
transactions from mobile clients (called mobile transactiong: on-demand and data broadcast. In the on-demand
approach, the data items requesting by a mobile transaction will be sent from the database server on request.
This approach is simple but does not scale well with the number of mobile clients. The waiting time for adataitem

will bevery long if there are alarge number of mobile transactions waiting for dataitems[2, 25].

In the data broadcast approach, the database server periodically and continuously broadcasts data items
one by one to mobile clients. If there is a mobile transaction waiting for the dataitem, it will get the dataitem from
the “air” while it is being broadcast [2]. Thus, the cost for data dissemination is independent of client number,
resulting in a much more efficient way of using the limited bandwidth. It is therefore quite suitable for
disseminating substantial amount of information and data to a large number of mobile clients where bandwidth

efficiency isamajor concern such asin stock monitoring systems and road traffic information systems.

In broadcasting data items to mobile transactions, two important requirements have to be satisfied. Firstly,
the values of the data items have to be consistent. This is a concurrency control problem. However, providing
consistent datato mobile transactionsis not an easy problem. Dueto the limitation of up-link channel bandwidth,
it is not a good idea to send data request of a mobile transaction to the database server. In addition, the efficient
methods for traditional database systems are not suitable. Secondly, the values of the data items must be up-to-
date or at least “close” to the most current values [22, 23, 24]. It addresses the need to maintain the temporal
constraints of data since the values of the data items can be highly dynamic. These two issues unfortunately
have received much less attention than the design of data broadcast algorithms even though they are also critical

in the design of practical data broadcast systems.

In data broadcast, if the update to the database is done concurrently, the mobile transactions may observe
inconsistent data values [17, 21]. The updates capture the most up-dated information of the external environment
and refresh the data values in the database. Allowing the execution of updates to be interleaved with data
broadcast isimportant in maintaining the “freshness” of the dataitems (the second requirement) [24]. In doing so,
however, the problem of concurrency control must be addressed. Unfortunately, traditional concurrency control
protocols such as two phase locking, optimistic method and timestamp ordering are not suitable to mobile

computing systems using data broadcast as they require a heavy overhead in setting locks and detecting data

% The definition of “close” can be application dependent and depends on the dynamic properties of the data



conflictsin amobile environment [3].

In this paper, we propose a new protocol called Update-First with Order (UFO), which has many important
advantages for mobile computing systems. In addition to providing consistent data values to mobile
transactions, it also maximizes the currency of data items provided to mobile transactions. Its performance is
independent of the number of mobile clients in the system and the additional overhead for providing consistent
data values to mobile transactions is low. The performance characteristics of the protocol are studied through
extensive simulation experiments and compared with another efficient protocol, multiversion broadcast [18]. The
organization of the remaining parts of the paper is as follow. Section 2 reviews the related work on concurrency
control in data broadcast. Section 3 defines our transaction models for mobile computing systems with data
broadcast. Section 4 discusses the correctness and performance requirements. Section 5 discusses the data
inconsistency problems using some examples. Section 6 introduces the UFO protocol and discusses its
properties, correctness and implementation. Section 7 examines the overheads of the protocol and performance
characteristics by means of a series of simulation experiments. The paper concludes with Section 8, where some

indications on how we intend to extend our existing work are briefly described.

2 Reated Work

Mobile computing has been the subject of much research in recent years [1, 7, 8, 24]. Unfortunately the
important issue of concurrency control in data broadcast has not received adequate attention. Traditional
concurrency control protocols are not suitable to mobile computing systems due to their heavy overheads for
detecting data conflicts in a mobile environment [16]. Owing to the relatively poor quality of services of mobile
networks, it is not easy to ensure data consistency and to detect data conflicts in a mobile network. To our
knowledge, few studies until now have been done on concurrency control for mobile computing systems using
data broadcast. One suggested solution is to relax the consistency requirement. In [16], a two-level consistency
model is proposed. Semantically related data are grouped together into a cluster, and the datainside a cluster are

mutually consistent. However, a certain degree of inconsistency is allowed among dataitems at different clusters.

In [21], a control matrix is proposed for data conflict resolution. For a database of n data items, a matrix of
sizen” nisused. For each broadcast cycle, the control matrix is broadcast together with the dataitems. A mobile
client performs consistency checking using the matrix before reading any data item from the “air”. This method
can handle read-only transactions well as update transactions. The write operations are performed on local
copies of the data items at the client. At the end of atransaction, the whole transaction including all of the read
and write operations and the cycle numbers in which they are performed will be sent to the server for

commitment.

In [17, 18], the multiversion data broadcast method is proposed to resolve the problem of reading

inconsistent data values. In the method the server broadcasts previous versions of data itemsin addition to the

items.



committed version of the data items at the last broadcast cycle. When a mobile transaction wants to access a
data item, it will get the latest version for its first read operation. The subsequent read operations of the

transaction will read the data items with the largest version number which is smaller than or equal to the data
version of the first operation. By allowing atransaction to read an older version of a dataitem, data consistency
can be ensured at the expense of currency, i.e. a mobile transaction may not receive the latest value of a data
item. In order to reduce the number of versions to be broadcast and to facilitate the checking of consistency,

update transactions will update the database only at the end of a broadcast cycle even though they arrive in the
middle of a broadcast cycle. The number of versions to be broadcast for a data item is determined from the life-
span of the transactions. It is defined as the maximum number of broadcast cycle from which the transaction
reads data. Another important assumption of the multi-version broadcast method is that at least one value (the
current one) is broadcast for each data item in each cycle. In addition to the most updated version, all the
previous versions within a time frame need to be broadcast as well. The method is further extended for handling

updates with data cachesin [19].

Another method to detect the non-serializability problem is to broadcast serialization graphs [17, 18]. Each
client maintains its local serialization graph to ensure that the schedules of all the committed transactions are
serializable. The first drawback of this method is also the heavy overhead in broadcasting the serialization graphs
since every data conflict at the database server has to be lroadcast. Secondly, each client must listen to the
transmission channel to maintain and update its serialization graph. This leads to another serious problem, which
can affect the correctness of this approach: the need to maintain the serialization graphsat the client mobile even
when it is disconnected. The mobile network is unreliable and disconnection is frequent. When disconnection
occurs between a mobile client and its base station, the mobile client cannot obtain new serialization information

about its transaction, making it virtually impossible to ensure serializability of transaction execution.

3 System Model

In this section, we introduce our system and define the model assumptions. The model is defined based on
the characteristics of the target application systems, i.e., mobile stock information systems. In these systems, the
mobile clients are palmtops, wearable computers and notebooks. They generate short read-only transactions to

retrieve information from the database servers, i.e., stock tickers, sport news and traffic conditions.

The mobile computing system model consists of a base station, a humber of mobile clients and a mobile
network such as the GSM cellular radio system, which provides limited bandwidth for data broadcast [9]. The
mohile clients, which represent users equipped with mobile machines, communicate with the base stations

through low bandwidth wireless channels of the mobile network.

At the base station, a database server is maintained. The database contains useful information about the
external environment such as stock updates, current traffic information and news. Their values can be highly

dynamic. To maintain the validity or “freshness” of the data items, update transactions are generated to refresh



the data values whenever the status of the objects has changed such as when there is a change in stock price.
Each update transaction is time-stamped. The time-stamp is used to indicate at which snapshot the update is
generated and is not for concurrency control. It is recorded with the new value into the dataitem asits version

number. It isassumed that stale dataitemswill be much less useful.

In the model, it is assumed that update transactions are short transactions, consisting mainly of one to
several operations. Some update transactions may also contain read operations. It is assumed that a well-formed
concurrency control protocol, such as two phase locking [3], is used for concurrency control among the update
transactions at the database server. Note that although thedataitems are associated with time-stamps, the time-

stamps will not be used for concurrency control.

The database server periodically broadcasts data items from the database one by one. Each broadcast cycle
follows the preceding cycle immediately and the data items may require different time for broadcast due to
different sizes. Since the bandwidths of the up-link channels are very limited, it is assumed that the broadcast
scheduler does not know what are the required data items of the mobile transactions A broadcast algorithm is
adopted for determining what are the data items to be broadcast and their broadcast schedules. In the last few
years, various broadcast algorithms based on the deadlines of the transactions and the access frequencies of the
data items have been proposed [13, 25]. As we shall see later, our protocol does not depend on the broadcast
algorithm selected and can be applied to different broadcast algorithms. In the model, each broadcast cycle is
modeled as a long read-only transaction called the broadcast transaction (BT) . The execution of the BT and the

update transactions are interleaved to reduce the blocking delay due to the installation of update transactions.

The mobile clients issue transactions, called mobile transactions (MT), to access data items at the database
server. It is assumed that each MT is a set of data requests (read operations) and each MT is defined with a
deadline. Although they are not (soft) real-time transactions [11, 14], meeting their deadlines is an important
performance objective. The requirement may be a statistical one such as 95% of the mobile transactions hasto be
completed within 5 seconds after the submissions. Transactions, which have missed their deadlines, might still
be of some use, but beyond a certain time interval they would be considered totally useless. The period between

the arrival time of atransaction and the time when it is considered to be uselessis calleddrop period.

We assume that there are two types of MTs in the system. The first type is where the dataitems requested
by atransaction are unordered. An example for this type of transactions is a request for the weather forecasts of
a few cities at the same time or a request for several stock data. A single request is issued instead of several
separate requests simply because batching the requests can reduce the system overhead. The arrival sequence
of the data items is unimportant as long as all requested data items are received before the deadline. A
transaction is completed when it has obtained all its required dataitems. Then, the result will report to the mobile

client upon its commitment.

The second type of MT requires the data items to be delivered in a pre-defined order. An example is a
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request for the next few landmarks in aroad traffic navigation system. The driver would definitely expect to see
the results in order so as to determine whether he is still on the right track. Another exampleisin stock trading
analysis. The investor would like to get the last traded price of a particular stock. If the valueis greater (smaller)

than a certain value, he would want to know the prices of other stocks aswell.

The assumptions of the system model are summarized below:

() All update transactions are at the database server (base sttion).

(29 Thearrival rate of the update transaction is high due to the dynamic nature of the external environment.
(3) Each broadcast cycle is modeled as a broadcast transaction.

(4) All mobiletransactions are read-only.

(5 Mobile transactions can beunordered or ordered.

(6) Theresultswill be reported to the client after the completion of the transaction upon its commitment.

(7) Each mobile transaction has a drop period. A mobile transaction will be aborted if it cannot get all the

required dataitems from the broadcast program within the drop period.

4 Correctness Requirements

Before the introduction of the new concurrency control protocol, we would like to identify the correctness
and performance requirements of the protocol for mobile computing systems which use data lroadcast to
disseminate dynamic data values to alarge number of mobile clients. Two important considerations are identified:

consistency and currency.

Consistency:

Data consistency is an important issue in the design of a transaction processing system. In this paper, we
adopt serializability as the correctness criterion [3] as it has been commonly used for conventional database
systems and generally accepted in the database community. If the serialization graph is acyclic, then the
schedule is serializable. Since concurrency control amongst the update transactions are assumed to be done by a
well-formed concurrency control protocol, e,g., 2PL, the only inconsistent problem is the data conflicts between
broadcast transactions and update transactions. Our proposed protocol concentrates on resolving this type of
data conflicts to ensure that all mobile transactions will read consistent data values and the execution schedules

are seridlizable.

Currency:

A mobile computing system maintains data items for recording information in the real world, e.g., the last
traded stock prices of stocks, results of sports and traffic conditions of the roads. An important property of the
data items is that their values could be highly dynamic and the update rates could be very high [20]. It is
therefore difficult to maintain a tight consistency between the information in the real world and the
corresponding values of the data items that are observed by transactions, and to provide the latest versions of

data items to transactions. The problem is especially serious if the updates are generated at a remote site. For



example, in a stock monitoring system, updates are generated at the stock exchange. They are sent to the data
vendor, e.g., Reuters, which maintains a database for the stocks. Even if we assume that there is no delay in
transmitting the updates from its generation site, delay may still be significant due to resource and data

contention at the database server.

In a mobile computing system, while data values are being broadcast from the database server to mobile
clients, updates may arrive and new values may beinstalled into the database. When a mobile transaction reads a
data item from the broadcast channels, the version read by the transaction may not be the latest one. In this
paper, we define currency based on the stale access rate, which is the percentage of out-dated data versions
observed by the transactions. A high stale access rate means low currency, i.e., more out-dated information is

being observed. It isimportant to the useful ness of the applications to maximize currency.

5 Samplelnconsistent Cases

In this section we briefly describe the datainconsistency problem in data broadcast and illustrate the nature

of the problems with some representative examples.

Example 1: Data conflict between aMT and an update transaction
Suppose the update transaction, U, updates data item ds and then data item d,, and a mobile transaction,

MT, wantsto read dz and ds. If the scheduleis:

i)  Broadcast transaction (BT) broadcasts d»
ii) MTreadsd,
iii) U updatesds
iv) U updatesd,
v) Broadcast transaction (BT) broadcasts ds
vi) MT readsds

The mobile transaction MT may observe inconsistent data values. The serialization graph is cyclic such as
MT ® U® MT and is non-serializable. The reason is that MT reads a data item, cb, which isin conflict with U
before the update from U and it reads a conflicting dataitem, ds, after the update from U.

Example2: A MT conflicts with two (or more) update transactions
Even though the serialization order between an update transaction and a mobile transaction is not cyclic, the
final serialization graph can still be cyclic due to transitive dependenci es®, Suppose there are two updates U, and

U, such that Uy will update d2 and then d1, and Ux will update di1and then ds. If the scheduleiis:

i)  Broadcast transaction (BT) broadcasts d»



ii) MTreadsd,

iii) U, updatesd,

iv) U, updatesd;

v) U,updatesd;

vi) U, updatesds

vii) Broadcast transaction (BT) broadcasts ds
viii) MT readsds

The serialization graphiscyclicsuchasU,® MT® U;® U,

Example 3: Non-serializability involving two or more broadcast transactions.
A MT may not be able to get all its required data items from a single broadcast cycle. Non-seridizability of

transaction execution may occur over more than one broadcast transaction such as:

i) BT, broadcasts d,
ii) MTreadsd,

i) Endof BT,

iv) U updatesdsg

v) U updatesd,

vi) BT, broadcasts ds
vii) MT readsds

The serialization graphiscyclicsuchasMT® U ® MT.

Note that in the determination of the serializability of a serialization graph, we ignore the broadcast
transactions as they are considered as “intermediate transactions’. They do not have any real effect on database
consistency. Their only function isto provide data items for the mobile transactions. (The reason of treating it as
a transaction is to facilitate the analysis. Since the mobile transactions read data items from broadcast
transactions, their serialization order will always be BT ® MT if they have any conflicts. Of course, in our case,

both of them are read-only transactions, they should not have any conflicts.)

The data inconsistency problem in the first two examples can be resolved by adopting a serial execution
method. For example, each transaction, either a broadcast or an update transaction, is defined with a unique time-
stamp based on its arrival time. The execution order of the transactions follows their time-stamps, i.e., all updates
arrived during a broadcast cycle will be performed at the end of the broadcast cycle. In this way, the final
schedule will be serial. However, this method has three serious problems. Firstly, the concurrency of the system

will be lowered. Secondly, the waiting time of update transactions can be very long as the broadcast transactions

*If atransaction T; reads an uncommitted data item from another transaction T;, T; will be dependent on T..
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are long transactions. Blocking update transactions for long time may affect the “freshness’ of the data items
and the objective of broadcasting the most updated data values to mobile transactions may not be achieved.

Thirdly, even if the serial approach is used, the problem in the third example in above is still unresolved.

6 Update-Firg with Order (UFO) Protocol

The biggest problem in designing a concurrency control protocol for a mobile computing system using data
broadcast is that the mobile transactions may read a dataitem at any time while the dataitem is being broadcast
and the database server in general does not notice this. Thus, instead of detecting data conflicts between mobile
transactions and update transactions, the UFO protocol checks data conflicts between broadcast and update

transactions.

The basic principle of the UFO protocol is to ensure that if a data conflict occurs between a broadcast
transaction and an update transaction, the serialization order between them will alwaysbe U ® BT.BT® U will
be allowed only if it is impossible for a mobile transaction, which reads from BT, to be dependent on other
updates directly or transitively. Since mobile transactions read data items from broadcast transactions, the
serialization order between aBT and aMT isalways BT ® MT if they have any conflicting dataitems. (Note that
this situation actually will not happen since both BT and MT consist of read operations only.) Thus, serialization
order between a conflicting update transaction and a mobile transaction will always be U ® MT and the final
serialization graph will be serializable. (The correctness of the UFO protocol will be discussed in detailsin Section
6.4.)

Basically, theUFO protocol consists of two parts:
() Execution of update transactions; and

(2 Conflict resolution between update and broadcast transactions.

6.1 Execution of Update Transactions

The execution of an update transaction is divided into two phases: the execution phase and update phase.
During the execution phase, the operations of update transaction are executed and data conflicts with other
update transactions will be resolved using 2PL. The updates of the data items are written in a private workspace
of the transaction. When all the operations of an update transaction have been completed, it enters the update
phase in which permanent updates of the database will be performed by copying the new val ues from the private

workspace into the database.

Although dividing the execution of an update transaction into two phases will incur additional overhead to

complete atransaction, there are two important advantages:

(1) Reducethe blocking probability of broadcast transactions.



If a broadcast transaction wants to read a data item, which is locked by an update transaction, the
broadcast transaction will be blocked until the commitment of the update transaction according to the
principles of 2PL. The update transaction, which is holding the lock, may be blocked due to the data
conflicts with other update transactions. Due to the transitive blocking, the blocking time of the
broadcast transaction can be very long. Dividing the execution of update transactions into two stages
can greatly reduce the blocking probability and blocking time of broadcast transactions since data
conflicts between the update and broadcast transactions will occur only when the update transaction

transactions are in the update stage, which is usually much shorter.

(@ Facilitate the detection of data conflicts between the update and broadcast transactions.
During the update phase, the system knows which data items have been accessed by the update
transaction. By comparing the write set of the update transaction with the read set of the broadcast

transaction, the system can determine whether there is any data conflict between them.

6.2 Conflict Resolution between Update and Broadcast Transactions

The data conflict between an update transaction and a broadcast transaction is detected when the update
transaction enters its update phase. The conflict resolution method used to resolve the data conflict depends on
the time when the update phase starts with respect to the broadcast of the conflicting dataitem. If it is before the
broadcast of the conflicting data item, no action needs to be taken since the serialization order will be U ® BT.
Note that thisis our desirable serialization order between the transactions. The only problematic case is when the
conflicting data item is broadcast before the arrival of the update transaction as this means the serialization order

will be BT® U. Inthe UFO protocol, thiswill be resolved by re-broadcast, which we will discussin section 6.2.2.

6.2.1 Checking for Data Conflicts across M ultiple Broadcast Cycles

A problem which we need to solve in detecting the data conflicts, is that a mobile transaction may span
more than one broadcast cycle (see example 3 in section 5). Thus, checking data conflict with the current
broadcast transaction is not sufficient. The simplest way to solve the problem is to include the broadcast
transactions of the previous cycles for data conflict checking. Obviously we would like to minimize the number
of cyclesto check to reduce system overhead. It turns out that the drop period of the mobile transactions can be

used to determine how many cyclesto be checked:

Number of previous cycles to be checked, n,

= DPmx / timefor one broadcast cycle

where DPmax is the maximum drop period of all mobile transactions from the mobile clients.

6.2.2 Algorithm at BT
The agorithm at BT essentially checks whether there is any overlap between the read set of the data items
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of the broadcast transaction(s) and the write set of data items of the update transaction. If there is an overlap,
then the system will check whether any conflicting data item has already been broadcast in the last drop period.

If there are, the conflicting dataitemswill be re-broadcast.

First, we define the following quantities.

for any current broadcast cyclei
Ogt = set of dataitems of broadcast transaction, BT
Oy = set of dataitems of update transaction, U
Ba ={x | Ogr (; Oy | x isaready broadcast when U arrives}

After finishing an update transaction, the following algorithm is performed:

It Ogr C Ou={}
Then BT and U have no dependency
Else

If Ba={}

Then the serialization orderisu ® BT
Else

For each dataitem d;| B,

re-broadcast dataitem d;

Next

the serialization order isU ® BT
End If

End If

The main purpose of re-broadcasting the conflicting data item is to reverse the serialization order between
the broadcast transaction and the update transaction. Before the broadcast, the serialization order between the
broadcast transaction and its conflicting update could be BT ®  U. Re-broadcasting the conflicting dataitem will
changetheir serialization order to be U® BT if they have any conflicts.

6.2.3 Algorithmat MT

The algorithms for the two types of read-only MT, unordered and ordered, will be given below. The first
algorithm is for unordered read-only transactions. In the algorithm, whenever a data item is received from BT, it
will be matched with the set of the requested data items. The processis repeated until all the requested data items

are received or the drop period of the MT is expired.
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First we define the following quantities.

DB = set of dataitemsin the database
Sut = Set of dataitems requested by MT

read-set = {}
loop until (read-set = Syr)or (drop period of MT is expired)
read an dataitem d; from BT

if d | Sur
then read-set = read-set E {d;}
end if

end loop

The second algorithm is for ordered MT. In the algorithm, the data items requested by a MT will be
represented by alinked list. Processing of aMT starts from the first data request in the linked list. For each data
item received from a BT, it will be matched with the current item in the linked list. If there is a match, MT will
process the dataitem and the linked list will be updated. The update included adding new items and/or removing
items from the list according to the processing logic at the MT. The processis repeated for the next data request
until there is no more data request in the linked list or the drop period of the MT is expired. In case a dataitem,
which is already read, is re-broadcast, MT will repeat processing from that data item again using the re-broadcast
value and update the linked list accordingly.

First we define the following quantity.

Lyt =list of dataitemsrequested by MT

dc=firstiteminLyr
loop until Lyt exhausted or (drop period of MT is expired)
read an dataitem d; from BT
if di=d.
then MT process d; and update Ly
else ifd;| {dj} wherel£j£ c-1(i.e.if any dataitem already read isre-broadcast)
MT repeat the processing on d; and update Lyt
end if
d.=the next dataitemin Lyt

end loop

6.2.4 Reducing the Number of Data Re-Broadcast

1z



Although under normal situations, the number of datare-broadcast due to the data conflicts should be small
(due to short update transactions), the cost can still be substantial if the sizes of the conflicting data items are
very large, such as video files. Furthermore, for some applications, the update transactions may have locality,
e.g., the update rate of some data items is much more higher than the others. Many broadcast algorithms select
dataitems based on the access frequencies of the dataitems, e.g., they broadcast the “hot” dataitems, which are
more wanted by the mobile transactions. If the update locality is similar to the access frequencies of the data

items, the probability of data conflict between the broadcast transaction and update transactions can be higher.

One way to reduce the number of data re-broadcast is to re-broadcast a data item only if the conflicting
update transaction has other data conflicts with other broadcast transactions or other update transactions. The
reason is that if re-broadcast is not performed, the serialization order between BT and U will be BT ® U. Thus,
there is a risk of having a cyclic serialization graph if the update transaction conflicts with other transactions.
However, if there is no further data conflict involving the update transaction, the serialization graph will not be
cyclic, eg. ... ® BT® U. To perform the checking of serializability, a serialization graph is maintained at the

database server. In the graph, the nodes are update transactions. An update transaction will be included in the

graph if:

1) it hasadataconflict with abroadcast transaction; or
2) it hasadataconflict with an update transactions defined in case 1; and

3) thedifferencein current time and their start timeis smaller than the drop period.

If there is a data conflict between a broadcast transaction and an update transaction, or a data conflict
between an update transaction with any transactions defined in the serialization graph, the serialization graph will
be searched and updated. Re-broadcast of the conflicting data item between an update transaction and a
broadcast transaction in the graph will be required if thereisacyclein the graph. Transactions are removed from

the serialization graph in case their start times are older than the current time by the drop period.

6.2.5 Disconnection

An important property of mobile network isfrequent disconnection, which may be voluntary or involuntary.
For a voluntary disconnection, the mobile client initiates a disconnection in order to conserve power of the
mobile machine. Voluntary disconnection of a mobile client will only occur after the completion of its transaction.
Thus, it will not affect the mechanism of the UFO protocol and create any problem to the correctness of the
protocol. Involuntary disconnection results from instability in the mobile network. For example, in acellular radio
network, the strength of signal received by a mobile client is affected by a number of factors such as the distance
between the mobile clients and the base station, as well as the surrounding buildings. Disconnection may occur
once the signal received by the mobile client or the base station is too low. Usually, the disconnection is

temporary. However, itsimpact on the consistency of transaction execution can be very serious.

The main problem of disconnection on the UFO protocol is that at the time of re-broadcast a mobile client
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may be disconnected from the network. In that case, the mobile client cannot get the new version of the dataitem
and the serializability order between the mobile transaction and the update transaction cannot bereversed. If

they have any further data conflicts, the resulting schedule may be non-serializable.

One method to solve the problem is to include additional information in the header of a broadcast cycle. The
information contains the identities and the time-stamps of all the dataitems, which have been re-broadcast in the
previous drop period. When a mobile client reconnects, it has to wait until the start of a broadcast cycle. Then, it
checks the header of the broadcast cycle to see whether any of its accessed data items have been rebroadcast
while it is disconnected from the network. If there are some such data items, the accessed data items will be

marked invalid and it has to get the data items again.

6.3 Examples

In this sub-section, we re-examine the examplesin section 4 and discuss how the UFO protocol resolves the
datainconsistency problem. In the examples below, we do not include the mechanism discussed in the previous
section for reducing number of data re-broadcast and concentrate on unordered MT in order to simplify the

discussion.

Example 1:

i)  Broadcast transaction (BT) broadcasts d,
i) MT readsd>

i)  Comparethedatasetsof U and BT

iv) U updatesds

v) U updatesd,

vi) BT re-broadcasts d-

vii) MT readsthe most updated value of d,
viii) BT continues and broadcasts ds

iX) MT readsds

The serialization graph isacyclic such as U® MT.

Example 2:
i) BT broadcasts d,
ii)  MT readsd;

iii) Compare the data sets of U; and BT
iv) Ui updatesd;

v) Uupdatesd;

vi) BT re-broadcasts d>
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vii) MT reads d, again

viii) Compare the datasets of U, and BT

ix) U, updatesd;

X) U, updatesds

xi) BT continuesits process and broadcastsds

Xii) MT readsds

The serialization graphisacyclicsuchasU; ® U,® MT

Example 3:

i) BT, broadcasts d,
ii) MT readsd,

iy Endof BT,

iv) Startof BT,

v) Comparethedatasetsof U and BT, and BT,
vi) U updatesds

vii) U updatesd,

viii) BT, re-broadcasts d,

iX) MT readsd,again

X)  BT,broadcast ds

xi) MT readsds

The serialization graphisacyclicsuchasU® MT.

6.4 Implementation and Correctness of the UFO protocol

6.4.1 Implementation

In addition to ensuring all mobile transactions read consistent data values, an important property of the UFO
protocol is that it does not affect the mechanism of the broadcast algorithm and it can be applied to different
broadcast algorithms flexible) i.e. no change is required for the underlying broadcast algorithm. Y et another
advantage of the UFO protocol is that every time a data item is being broadcast, it will be the most updated

version (currency).

We have briefly mentioned some desirable properties of the UFO protocol. Now we will discuss why the
implementation of the protocol is simple and incurs minimal overhead. In Section 7, we will confirm this
observation with simulation experiments. Here, we simply note that the implementation of the UFO protocol does
not require any changes in the mobile clients except in the case of getting rebroadcast data items. All the
checking for data consistency is performed at the database server. The overhead for data conflict detection

should be low. Specifically, the only overheads of the protocol are:



(1) division of the execution of update transactions into two phases;

(2 checking of the data sets of broadcast transactions and an update transaction whenever an update
transaction wants to enter the update phase; and

(3) re-broadcast of conflicting dataitemsin case its broadcast occurs before the start of the update phase

of the update transaction.

Dividing the execution of update transactions into two phases is trivial and should not incur much
additional overheads. (Thisis similar to the deferred update approach [3].) The overhead for checking conflicting
data sets and the probability of data conflict should be low as the number of data items to be updated by an
update transaction is usually small. To speed up the checking process, the data items to be updated may be
sorted according to their Ids. Even if there is a data conflict, re-broadcast is only required for the case where the
conflicting dataitems are broadcast before the update phase of the update transaction causing the data conflict
and the final serialization graph will be cyclic between the update and broadcast transactions. The MT algorithm
is simple and does not incur additional overhead for checking. The only additional work is to replace the old

version of adataitemin caseit isre-broadcast.

6.4.2 Correctness

In this section, we discuss the correctness of the UFO protocol such that the serialization graphs among the
mobile transactions and the update transaction are always acyclic. We will concentrate on the serializability
between the update transactions and the broadcast transactions. In the proof below, all cases regarding the data
conflicts between BT and U will be considered. Thesecases correspond to the different sections of the protocol
defined in section 6.2.2. In each case, the serialization graph (SG) will be considered, where SG = (N, E). N isthe
set of nodes representing the set of transactions. Since the only transactionsfor all casesis BT and U, therefore
N = {BT, U}. E is the set of ordered pairs (Ti, T;) representing that there is at least one pair of conflicting
operations between T; and T; and the operation in T; precedes the onein T;. In our presentation, T; ® T; will be

used to represent the order pairs (Ti, T;).

Cases that may occur are summarized in the following diagram:
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——No—p{Case 1

Overlap between
Ogrand Q, ? ——No—»|Case 2

Any update data
Yes»{ item already
broadcast ?

I—Yes—> Case 3

Casel

This case correspondsto the ‘if-then’ part of the first level if-then-else loop in6.2.2.

In this case there is no overlap between the sets of dataitems of the BT and any update transaction U, i.e.
Oer C Ou= {}. Therefore there is no conflict operation between BT and U, and E = {}. Asaresult SG is

unconnected graph, with two nodes BT and U, and henceis acyclic.

Case?2

This case correspondsto the ‘if-then’ part of the second level of theif-then-elseloopin 6.2.2.

In this case there is an overlap between the sets of data items of the BT and any update transaction U, i.e.
Osr © Oy ! {}. However " xI Ogr € Oy, x is not broadcast yet when the update phase starts.
Thereforewy®) ® rer(x) andE={U ® BT}. Theresultant SG is again acyclic.

Case 3

This case corresponds to the ‘else’ part of the second level if-then-elseloop in 6.2.2.

In this case, there is an overlap between the sets of data items of the BT and any update transaction U. i.e.
Osr C Oyt {}. Inaddition, $x| Osr C Ousuch that xis already broadcast when the update phase of U
starts. At thispointintime, E={BT ® U} since " x| B, rs7® ® wy(X). Thereforeif amobile transaction

commits on or before this point in time, SG isacyclic.

If the broadcast t ransaction continues its original broadcast schedule after the update phase, then U ® BT
will be added to E since " x| Ba, wu®) ® rer(x). i.e E={BT® U, U ® BT} whichisacyclic schedule.
According to the protocol in 6.2.2 " x| Ba, x will be re-broadcast at once to clear the dependency BT

® U. ThereforeE={U ® BT} and the resultant SG is again acyclic.
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In the enhancement of the protocol, re-broadcast will only be required when the update transaction has
further conflicts with the broadcast transaction or other update transactions, which has data conflict with the
broadcast transaction. In that case, even U ® BT | E,U ® BT will not bein E. Thus, thefinal scheduleis still

serializable.

7 Performance Studies

In this section, we study the performance of the UFO protocol using extensive simulation experiments. In
order to better illustrate the performance characteristics of the UFO protocol, we compare it with another efficient
concurrency control for data broadcast systems, the multiversion broadcast (MV) [18] which is also for data
broadcast systems with read-only mobile transactions. MV has been shown to perform better than other methods
such as the invalidation report scheme and serialization graph testing scheme [18]. Another reason of choosing
MV isthat it has a similar model assumption as the UFO algorithm, i.e., it assumes that the mobile transactions
have deadlines. Following the definition in [18], the number of versions to be broadcast in MV is the number of
versions created within the period of (current time— drop period of a mobile transaction) to current time. In MV,
all updates arrived during a broadcast cycle are performed at the end of the broadcast cycle. A mobile transaction
is required to read data items having the same version. We will investigate the performance of the protocolsin
meeting the deadlines of the transactions as well as the mean response times of the transactions under different
workload and system setting. Since the probability of data re-broadcast depends on the probability of data
conflicts between the update transactions and mobile transactions, we will test the UFO and MV protocols when
the mobile transactions and update transactions have different data access patterns. A flat broadcast diskis

assumed for selecting dataitems for broadcast in order to simplify the model.

7.1 Simulation Model

The simulation model is developed based on the model introduced in section 3. Basically, the simulation
model consists of three main entities and four processes as shown in Figure 1. The three entities are the database
server, the air media and the mobile clients. Three of the four processes are at the database server: the broadcast
process, the server update process and the update database process. Itis assumed that the database server is a
multiprocessor system and the processes can be done concurrently provided that they are not accessing the
same data item at the same time. For the latter case, blocking will be used to solve the data synchronization

problem. The last processisthe client process at each mobile client for generating mobile transactions.

The database server is located at the base station. It maintains a database. It is assumed that the data items
have similar size and each data item has a unique identifier. Air mediais a collection of air channels. To simplify
the case, we consider only one broadcast channel for both scheduled broadcast items and re-broadcast items. It
is assumed that there are a large number of mobile clients in the system. They generate read-only transactions,

the mobile transactions.
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The broadcast process selects data items from the database for broadcast. To simplify the case, we assume
aflat disk broadcast disk model. The broadcast cycle includes all the dataitemsin the database. The broadcast
process receives data items that need to be re-broadcast from the update database process. For each time slot in
abroadcast cycle, the broadcast process first checks whether there are any dataitems waiting for re-broadcast in
the re-broadcast queue. If there is, it will de-queue the first data item from the queue and re-broadcast it first.

Otherwise, it broadcasts the next item in the pre-defined broadcast schedul e.

Update Item
Raw Data

Update Database Process

Re-broadcast Item

Broadcast Process

f
Update Item
]

Server Update Process

Broadcast Item

/ Re-broadcast Item

Air Media
Broadcasting Item Re-broadcasting Item
= |
—
Mobile Client

Figure 1. Simulation model for a mobile computing system with data broadcast

The server update process generates update transactions. We assume that all update transactions are
processed at the base station. Each update transaction may read and write data items. The data items to be
updated by an update transaction are assumed to be spread over the database uniformly. (In the experiments, we
also test the system when the required data items of the update transactions following the Zipf distribution.)
Each update transaction is assigned a unique time-stamp using the current time of its generation. The server
update process uses a deferred update mechanism to update the database such that the actual update on the
database is performed at the end of an update transaction in batch.

The update database process performs permanent update on the database and sends updated items that
need to be re-broadcast to the broadcast process. According to the UFO protocol, the update database process
will check data conflict against the broadcast transaction in current and some previous broadcast cycles. The
number of cycles to be checked depends on the drop period of mobile client transactions as explained in section

6. It is not necessary to check for dataitems that are already broadcast more than a drop period ago.



The mabile client process generates mobile transactions. Once generated, the transaction will listen to the
broadcast program continuously. It is assumed that the mobile transactions have the same drop period. The
transactions, which have missed their deadlines, will be aborted since they will become totally useless. In the
simulation model, we further assume that each mobile transaction is a collection of operations and the operations
are unordered and they are unordered, e.g., they can get their required dataitems in any order. When any of its
required data items is being broadcast, it will get the data item from the “air”. Then, it will access the CPU for
computation. When a mobile transaction has received all its required data items, it can commit and is compl eted.
The data access pattern of the mobile transactions follows the uniform distribution (or the Zipf distribution in the
latter sets of the experiments). The mobile client generates the next mobile transaction after a thinktime upon the

completion or abort of amobile transaction. The think time is assumed to be exponentially distributed.

7.2 M oded Parameters and Performance M easur es

Table 1 liststhe model parameters and their baseline val ues.

Database size 1000

No. of client 100

Broadcast rate 20 dataitems/ sec
No. of dataitem in a mobile transaction 1to4

No. of dataitem in an update transaction 1to2

Drop period 20, 40, 60 sec
Mean think time of client 10 sec

M ean time between update transactions (MTBU) 0.1to 20 sec

Skew coefficient for skewed data access 05,1.0,15

Table 1. Model parameters and baseline values

The primary performance measures are miss rate, mean response time, stale access rate, broadcast overhead
and rebroadcast hit rate (for UFO only). The miss rate measures the number of mobile transactions, which miss
their deadlines, over the total number of mobile transactions generated. It indicates the capability of meeting the
timing requirements of the system. In measuring mean response time, the aborted transactions are also included.
Stale access rate is the proportion of data items which are not the most current values corresponding to the
external environment. Broadcast overhead in UFO is the utilization of broadcast channel for re-broadcast.
Broadcast overhead in MV is the utilization of broadcast channel for broadcasting data versions which are not
the current versions. Rebroadcast hit rate defines the number data requires which are satisfied by the dataitems
fromre-broadcast. It isonly for UFO.

7.3 Performance Results and Discussion

The performance of the UFO protocol is studied through four sets of experiments using different data

access patterns for mobile transactions (M T) and update transactions (U).

(D In the first set of experiments, we test the performance of the UFO and MV protocols when the
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distribution of the required data items of the mobile transactions and the update items of the update
transactions are uniformly distributed in the database.

(@ In the second set of experiments, we investigate their performance when the data items of the mobile
transactions follow a skewed distribution, the Zipf distribution, which is commonly used in similar
studieson the area.

(3 In the third set of experiments, the data access pattern of both mobile transactions and update
transactions are skewed in the same way. Thus, they have the same set of hot dataitems.

(4 The last set of experiments is the same as the third one except there is an offset between the

distribution of the dataitems of the update and mobile transactions.

The simulation program is implemented using CSIM and the simulation length of each run is the

completion of 200,000 mobile transactions. It is determined from a number of trial runs until the results are stable.

731 Uniform Data Access

In this set of experiments, the data access patterns of both MT and U are uniform. Figures 2 to 5 shows the
results when the inter-arrival time of U is varied (different update transaction workload). As can be observed in
Figure 2, the missrates of MT in both UFO and MV drop with an increase in inter-arrival time of U (lower update
transaction workload). Consistent with the results of miss rate, the mean response time also decreases gradually
with a decrease in update workload as shown in Figure 3. The results are consistent with our expectation. For
UFO, at alower update transaction workload, the probability of data conflicts between MT and U will be smaller.
Thus, MT can obtain their required data items earlier as a result of smaller probability of blocking due to data
contention and smaller number of data re-broadcast. The smaller re-broadcast overhead at a lighter update
transaction can be observed in Figure 4. As expected, the miss rate is smaller with alonger drop period asMTare
allowed to wait longer for their dataitems. Similarly, the performance of MV is better when the update transaction
workload is lower. Thisis due to smaller broadcast overhead as shown in Figure 4. When the update workload is

lighter, the number of multiple versions for broadcast will also be smaller.

As shown in Figures 2 to 3, the miss rate and mean response time of UFO are both smaller than that of MV.
The main reason is due the lower broadcast overhead of UFO as compared with MV as shown in Figure 4. From
Figure 4, it is interesting to see that the broadcast overhead of MV decreases with drop period while the
broadcast overhead of UFO is insensitive to changes in drop period. Instead, it depends on the conflict
probability between update and broadcast transactions. Another important advantage of UFO as compared with
MV is that the stale access rate of UFO is close to zero as shown in Figure 5. It is because the re-broadcast
mechanism helps to maximize the currency of the data items provided to the mobile transactions. MV has a much

higher stale access rate since a mobile transaction may read old versions.

7.3.2 Skewed Data Accessesof MT

In this set of experiments, we study the performance of UFO and MV when the required data items of the
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mobile transactions are not evenly distributed in the database, e.g., some locality in data references. The data
access pattern of the MT follows the Zipf distribution and the access pattern of the update transaction is

uniform. The drop period for MT is set to be 40 seconds.

Figures 6 to 8 show the performance of UFO and MV for different update workloads and different skew
coefficientsfor MT. A larger skew coefficient implies the set of hot dataitems for update is smaller. It can be seen
that the miss rates of UFO are consistently lower than that of MV and the stal e access rates of UFO remain close

to zero. Again, the smaller missrate of UFO is due to smaller broadcast overhead as shown in Figure 8.

7.3.3 Skewed Data Accessof Both MT and U (No Offset)

In this set of experiments, the data access pattern of both mobile transactions and update transactions
follow the Zifp distribution and there is no offset between the data distributions of the update and mobile
transactions. That is both mobile transactions and updatetransactions have the same set of hot dataitems. The
results are shown in Figures 9 to 12. Consistently to the results from previous two sets of experiments, the
performance of UFO is better than MV. Furthermore, the differences in their performance become even greater.
For example, the difference in miss rate between UFO and MV is more than 50% when the update workload is
heavy as shown in Figure 9. However, the better performance of UFO is not due to lower broadcast overhead.
Actually, its overheads are consistently higher than that of MV for most cases as shown in Figure 11. Note that
the number of multiple versions for broadcast in MV depends on the number of data items updated in the last
broadcast cycle. When the update distribution is skewed, the number of data items updated in a cycle will be
smaller than the case of uniform update distribution. On the other hand, the number of rebroadcast in UFO
depends on the number of data items updates performed and less affected by the distribution of data items
updated.

The better performance of UFO as compared with MV is due to high re-broadcast hit rate as shown in Figure
12. Although re-broadcasting a data item increase the broadcast overhead, at the same time it may meet the data
reguirements of some mobile transactionsif the dataitems are “hot” dataitems since the update transactions and
mobile transactions have the same set of hot items. Thus, we can seein Figure 9 that missrateis smaller for larger
skew coefficient which implies that the set of haot dataitemsissmaller. For skew coefficient equalsto 1.5, there-

broadcast hit can be update to 9 items per second as shown in Figure 12.

734 MT & U Skewed Access (Offset = 10%)

In this set of experiments, the data access patterns of the MT and update transactions are both skewed with
offset equalsto 10%. That isMT and U have different sets of hot dataitems. The results are shown in Figures 13
to 16. Comparing Figure 13 with Figure 9, we can see that the performance of UFO is seriously affected by
introducing an offset between the hot data items of update and mobile transactions. It is because the re-
broadcast items are less likely wanted by the mobile transactions. The re-broadcast hit rate is thus much lower
those shown in Figure 12. This also explains why the miss rate of UFO is smaller when the skew coefficient is

smaller. Although smaller number of mobile transactions can benefit from data re-broadcast, the performance of

2z



UFO isstill better than MV in turns of missrate and stale access rate as shown in Figures 13 and 14.

8 Conclusonsan Future Work

Data broadcast has been shown to be an efficient method for disseminating data items to transactions
generated by mobile clients. Although the research in the design of broadcast algorithms has received a lot of
attention in previous years, the concurrency control issue has been greatly ignored. If the broadcast of data
items and the execution of update transactions, which are important to maintain the freshness of the dataitems at
the database, are uncontrolled, the mobile transactions may observe inconsistent data values. In this paper, we
study the concurrency control between update transactions and mobile transactions, which consist of read-only
operations. A new protocol, called Update First with Order (UFO), is proposed. Although the protocol is simple,
it can effectively maintain the schedule update and mobile transactions to be serializable. Furthermore, it has
several important properties such as it can be applied to different broadcast dgorithms and its overhead for
maintaining serializable schedules is low especially when the update workload is not heavy. Its impact on the
mechanism in the mobile clients is minimal and it can maximize the currency of data items provided to mobile
transactions. The only important impact on the client side is the change in the broadcast schedule due to data re-
broadcast. Thus, some energy saving methods, which require the clients to get the broadcast index first and then
“sleep” in order to reduce the energy power consumption, may not be suitable to work with UFO. Currently, we
are working on the issue to reduce the impact of data re-broadcast in UFO on the broadcast schedule and to

minimize the increase in energy consumption due to changes in broadcast schedule.

In order to investigate the performance characteristics of the UFO protocol, a simulation model of a mobile
computing system using data broadcast has implemented. Experiments are performed to investigate the impact of
different system parameters such as inter-arrival time of update transactions, drop periods and the distribution of

the requested data items of transactions on the performance.

Currently, we are extending the UFO protocol for systems where the clients maintain cached data for their
own mobile transactions, and the executions of the operations in a transaction are pre-defined. The re-broadcast
scheme in the UFO protocol can introduce a lot of transaction restarts if the operations are ordered. Once a
transaction is restarted, it has to wait for all its required dataitemsif the client, which originates the transaction,
does not maintain any cached data items. Although maintaining cached data items can greatly reduce the data
access delay and the restart overhead of a transaction, it requires additional validation scheme for checking the
consistency of the cached data items. In our current work, we are designing an efficient invalidation scheme into

the UFO protocol for checking the dataitems at client cache.
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Figure 6. Missrate (MT skewed access, U uniform access)
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Figure 7. Stale accessrate (MT skewed access, U uniform access)
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Figure 8. Broadcast overhead (MT skewed access, U uniform access)
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Figure9. Missrate (MT & U skewed access, no offset)
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Figure 10. Stake accessrate (MT & U skewed access, no offset)
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Figure 11. Broadcast overhead (MT & U skewed access, no offset)
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Figure 12. Re-broadcast hit rate (MT & U skewed access, no offset)
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Figure 13. Missrate (MT & U skewed access, offset = 10%)
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Figure 14. Stale accessrate (MT & U skewed access, offset = 10%)
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Figure 15. Broadcast overhead (MT & U skewed access, offset = 10%)
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Figure 16. Re-broadcast hit rate (MT & U skewed access, offset = 10%)
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