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ABSTRACT

Although data broadcast has been shown to be an efficient method
for disseminating data items in a mobile computing system with
large number of clients, the issue on how to ensure currency and
consistency of the data items has not been examined adequately.
While data items are being broadcast, update transactions may
install new values for them. If the executions of update
transactions and the broadcast of data items are interleaved
without any control, the mobile transactions, which are generated
by mobile clients, may observe inconsistent data values. In this
paper, we design abroadcast method called Ordered Update First
with Order (OUFO) for mobile computing systems where a
mobile transaction consists of a sequence of read operations.
Under OUFO, mobile transactions will receive consistent data
values and the newest version of the data items. Besides ensuring
consistency and maximizing currency of cached data, OUFO also
aims at reducing the access delay of the mobile transactions. We
have compared the performance of OUFO with two other efficient
schemes, the multi-version broadcast with multi-version cache
method and the invalidation method. The results show that OUFO
offers better performancein most aspects.

1. INTRODUCTION

Owing to the intrinsic constraints of mobile computing systems,
such as asymmetric bandwidth, limited power supply and
unreliable communication, the design of an efficient and cost
effective mobile computing system poses many challenges [2, 6,
9, 15]. One of the most important issues is how to efficiently
disseminate consistent data items from a broadcast server to
transactions, called mobile transactions (MT), which are
generated from mobile clients [6, 9]. In recent years, many
efficient data dissemination methods were proposed [2, 8, 13, 14,
23]. Most of them are based on data broadcast in which the
broadcast server periodically and continuously broadcasts data
items to mobile clients. With data broadcast, mobile transactions
do not need to inform the broadcast server before accessing adata
item. They can get the data item from the “air” while it is being
broadcast.
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Since many data items in a mobile computing system are used to
record the real-time information in the system, e.g., the current
traffic conditions of the roads, the last traded prices of stocks and
news updates, their values can be highly dynamic. The updates
capture the most current information for the system and refresh
the values of the dataitemsin the database [21, 22]. Allowing the
execution of updates to be interleaved with data broadcast is thus
important in maintaining the “freshness’ (validity) of the data
items. Accessing out-dated (stale) data items is undesirable and
will significantly affect the usefulness of the information to
mobile clients [11]. However, if concurrent execution of updates
and data broadcast is allowed, the problem of concurrency control
must be addressed. Otherwise, the resulting execution schedule
between the mobile and update transactions may be non-
serializable [3] and consistency of data items provided to mobile
clients cannot be guaranteed.

Theresult of providing inconsistent information to amobile client
can be very serious. Consider the case that a mobile client may
ask the exchange rates of US dollarsto UK poundsin New Y ork
and London at the same time. If the returned results are
inconsistent, i.e., they are representing the information at different
times, the mobile client may make a wrong trading decision.
Similarly, if the information of the last traded price of a stock is
not consistent with the stock index, i.e., there is arise in the last
traded price of the stock while the stock index drops, the mobile
client will be frustrated and does not know which oneis correct.

Unfortunately, conventional concurrency control protocols, such
as two phase locking, optimistic method and timestamp ordering
[3], arenot suitable for mobile computing systems asthe overhead
for setting locks and detecting data conflicts in a mobile
environment can be very heavy [20].

In this paper, we study the problem of disseminating consistent
data items to read-only mobile transactions while allowing
updates to be performed concurrently at the broadcast server. In
recent years, concurrency control for data broadcast has received
growing interests [12, 15, 16, 20]. An efficient and pioneering
method is by broadcasting multiple versions of data items [18].
Consistent data items are provided to mobile transactions by
reguiring the mobile transactions to read data items committed at
the same point of time, i.e. the last broadcast cycle. The basic
multi-version broadcast method is extended in [16, 17] for
systems with client caches where multiple versions of data items
are maintained. By reading cached data items, which are



committed at the same time, the data access delay can be much
reduced and at the same time data consistency isensured. Another
efficient method for concurrency control between read-only
mobile transactions and update transactions is a data re-broadcast
scheme calledUpdate First with Ordering (UFO) [12]. Although
UFO can provide the most updated values of dataitemsto mobile
transactions and at the same time maintain the serializability of
the execution between update and mobile transactions, it is
designed for mobile transactions in which operations are
unordered. In this paper, we extend the UFO protocol to Ordered
UFO (OUFO) for mobile transactions whose data requirements
are ordered. Theissue of accessing consistent cached itemsisalso
addressed. We have performed extensive simulation experiments
to compare the performance of OUFO with the multi-version
broadcast method [16, 17] and the invalidation method where
invalidation reports are broadcast from the broadcast server to the
mobile clients to validate the accessed data items of mobile
transactions [16]. The following summaries the contributions of
the paper:

Q) the UFO protocol is extended for mobile transactionsin
which read operations are ordered;

(2 enhancements based on an invalidation scheme are
suggested for accessing consistent data at the client
caches; and

(©)] extensive simulation experiments are performed and the

results are shown that OUFO outperforms the multi-
version broadcast method and the invalidation method.

The organization of the remaining parts of the paper isasfollows.
Section 2 reviews related work on broadcasting consistent data
items. Section 3 describes the system model. In Section 4, we
define the correctness criteria and illustrate the problem of data
inconsistency in data broadcast using examples. Section 5
introduces the OUFO protocol with a detailed discussion on its
correctness, properties and implementation overhead. Section 6
compares the performance of OUFO with the multi-version
broadcast with multi-version cache method and the invalidation
method using simulation. The paper concludesin Section 7.

2. RELATED WORK

M obile computing has been the subject of much research in recent
years and a lot of effort has been devoted to the design of data
broadcast algorithms [1, 4, 5, 7, 8, 14, 23]. Unfortunately, the
important issue of broadcasting consistent data items has not
received adequate attention. Uncontrolled data broadcast may
result in the client reading inconsistent data items. Providing
consistent data items to transactions is one of the most important
requirements of a transaction processing system. However,
traditional concurrency control protocols are not suitable for
mobile computing systems due to their heavy overhead for
detecting data conflicts in a mobile environment [15, 21]. To our
knowledge, few studies until now have been done in this area.
One suggested solution isto relax the consistency requirement. In
[15], a two-level consistency model is proposed. Semantically
related data are grouped together into a cluster, and the dataitems
inside a cluster are mutually consistent. A certain degree of
inconsistency isallowed among dataitems at different clusters.

In [20], a control matrix is proposed for data conflict resolution.
For adatabase of n data items, a matrix of sizen” nisused. In
each broadcast cycle, the control matrix is broadcast together with

the data items. A mobile client performs consistency checking
using the matrix before reading any dataitem from the “air”. This
method can handle read-only transactions as well as update
transactions. The write operations are performed on local copies
of the data items at the client. At the end of a transaction, the
whole transaction including all of the read and write operations
and the cycle numbersin which they are performed will be sent to
the server for commitment.

Another method to detect the non-serializability problem is to
broadcast serialization graphs [18]. Each client maintainsits local
serialization graph to ensure that the schedules of its committed
transactions are serializable with the update transactions at the
broadcast server. The first drawback of this method is the heavy
overhead in broadcasting the serialization graphs since every data
conflict at the database server hasto be broadcast. Secondly, each
client must listen to the transmission channel continuously to
maintain and update its serialization graph. This |leads to another
serious problem, which can affect the correctness of this
approach: the need to maintain the serialization graph at the client
even when it is disconnected. The mobile network is unreliable
and disconnection is frequent. When disconnection occurs
between a mobile client and its base station, the mobile client
cannot obtain the updated serialization information about its
transaction, making it virtually impossible to ensure the
serializability of transaction execution.

A method similar to the broadcast serialization graph method is
the invalidation method [16] in which an invalidation report will
be periodicaly broadcast before each broadcast cycle. The
invalidation report consists of alist that includesall the dataitems
that are updated at the broadcast server during the previous
broadcast cycle. The validity of dataitems accessed by a mobile
transaction is ensured by checking with the invalidation report. A
transaction has to be restarted in case any of its accessed data
itemsisinvalid.

In [16, 17], a multi-version broadcast method is proposed in

which the server broadcasts previous versions of data items in

addition to the committed version of the data items at the last
broadcast cycle. When a mobile transaction wants to access a data
item, it will get the latest version for its first read operation. The
subsequent read operations of the transaction will read the data
items with the largest version number which is smaller than or
equal to the data version of the first operation. By allowing a
transaction to read an older version of a data item, data
consistency can be ensured at the expense of currency, i.e. a
mobile transaction may not receive the |latest value of adataitem.

In order to reduce the number of versions to be broadcast and to

facilitate the checking of consistency, update transactions will

update the database only at the end of a broadcast cycle even

though they arrive in the middle of a broadcast cycle. The number
of versions to be broadcast for a dataitem is determined from the
life-span of the transactions. It is defined as the maximum number
of broadcast cycle from which the transaction reads data. Another
important assumption of the multi-version broadcast method is

that at least one value (the current one) is broadcast for each data
itemin each cycle.

The multi-version broadcast method is extended for systems with
client caches [16, 17]. In addition to broadcasting multiple
versions of a data item, the clients also maintain the previous



versions of dataitems at their caches. The number of versions to
be maintained at a client cache is again determined by the life-
span of the transactions. The same rule for accessing broadcast
data is used for accessing cached items. The efficiency and
characteristics of the multi-version broadcast method as compared
with other methods such as the serialization graph broadcast has
been examined in [16]. The multi-version broadcast method is
very useful for systems where the mobile clients are frequently
disconnected from the mobile network since the mobile clients
may access the cached data items while it is disconnected.
Although the data items may not be the most up-to-date values,
they are consistent.

3. SYSTEM MODEL

The mobile computing system model consists of a broadcast
server, anumber of mobile clients and amobile network as shown
in Figure 1. The broadcast server communicates with the mobile
clients through low bandwidth wireless channels of the mobile
network. The broadcast server maintains adatabase. An important
property of the data items in a mobile computing system is that
their values can be highly dynamic as they are used to maintain
the useful information in the system, e.g., last traded price of the
stocks and the location of a moving object [22]. To maintain the
validity of the data items, update transactions are generated to
refresh the data values. It is assumed that the updates are
generated from some external capture devices, sensors, or
provided from a data vendor, i.e, Reuters. Each update
transaction is time-stamped which is its generation time by the
sensor device. The time-stamp is used to represent at which
snapshot of the external environment the update is generated. The
time-stamp is recorded with the new value into the dataitem asits
version number.

Mobile Clients

Figure 1. System Model

In the model, it is assumed that update transactions are short
transactions, consisting of one to several write operations, e.g.,
stock quotes and news updates. Itsarrival rate can bevery high. It
is assumed that a well-formed concurrency control protocol, such
as two phase locking [3], is used for concurrency control amongst
the updatetransactionsat the broadcast server.

The broadcast server periodically broadcasts data items one by
one continuously until the end of a broadcast cycle. The next

broadcast cycle follows the preceding cycle immediately. The
length of abroadcast cycle may befixed or variable depending on
the adopted broadcast scheduling algorithm. A broadcast
algorithm is adopted for selecting data items to broadcast. In the
last few years, many efficient broadcast algorithms have been
proposed based on the deadlines of transactions or the access
frequencies of data items [4, 14, 23], but we shall see later, our
method does not depend on the broadcast algorithm adopted and
can be applied to most of these broadcast algorithms.

Mobile clients issuemobile transactions (MT) to access dataitems

at the database. It is assumed that each M T consists of a sequence
of data requests (read operations). To simplify the discussion, an

operation is assumed to require access to one dataitem. Each MT

is defined with a deadline. The period between the arrival time of
atransaction and its deadline is called its life-span. It is assumed

that the set of mobile transactions has the same life-span, defined

as a system performance requirement. It is also assumed that a
MT will become totally useless after its deadline. Thus, it will be

aborted after its deadline. It is further assumed that the results of a
mobile transaction will report to the requesting mobile client only

at its commit time. Thus, if amobile transaction has to be aborted

or restarted from its beginning, the atomicity property still can be
maintained by performing an undo operation for the transaction.

In our model, the broadcast process is modeled as a long read-
only transaction, called broadcast transaction (BT). The length of
a BT is defined based on the life-span of a mobile transaction
such that the time required to broadcast its data itemsis equal to
the life-span of a mobile transaction. Thus, the dataitem set of a
BT includes all the data items which are broadcast during the
period from (current time — life-span of a mobile transaction) to
current time. The reason of choosing the life-span of a mobile
transaction to define the length of a broadcast transaction is that
for normal cases a mobile transaction will be finished within its
life-span. Note that the broadcast transaction actually does not
possess any characteristics of a transaction. The reason for
treating it as a transaction is to facilitate the discussion of
mechanism and correctness of the OUFO protocol which will be
introduced in the later sections.

Theassumptions of the system model are summarized bel ow:

(1) All update transactions are processed at the broadcast
servers.

(2) Thearrival rate of updatetransactionsishigh and sporadic.

(3) AIll mobile transactions areread-only.

(4) Theread operationsinaMT areordered.

(5) The result of a mobile transaction is reported to the
requesting client at its commit time.

(6) Each mobile transaction has a deadline, i.e., arrival time +
life-span. It is important to complete a mobile transaction
before its deadline. Otherwise, it is useless.

(7) Thebroadcast processis modeled as abroadcast transaction.

4. CORRECTNESS CRITERIA AND
PROBLEMS

4.1 Correctness
Before the introduction of the strategies for broadcasting
consistent data items to mobile transactions, we would like to



identify the correctness requirements of the protocol first. There
are two fundamental requirements for disseminating data itemsto
mobile transactions: consistency and currency.

Consistency:

In this paper, we adopt serializability as the correctness criterion
of database consistency [3] as it has been commonly used for
conventional database systems and widely accepted in the
database community. If the serialization graph of a set of
transactions is acyclic, then the schedule is serializable. Since
concurrency control amongst update transactions are assumed to
be done by awell-formed concurrency control protocol, e.g., 2PL,
the only inconsistent problem isthe data conflicts between mobile
transactions and update transactions. Our proposed protocol will
concentrate on resolving this type of data conflicts to ensure that
all mobiletransactionswill read consistent data val ues.

Currency:

An important property of the database in a mobile computing
application is that the values of the dataitems are highly dynamic
and the arrival rates of the updates can be very high. While data
values are being broadcast from the database server to the mobile
clients, updates are arriving and new values are being installed
into the database. In such adynamic environment, it is difficult to
maintain a tight consistency between the status of the objects in
the external environment and the corresponding values of the data
items in the database, i.e., due to the delays in completion of the
update process. This is especialy true when the updates are
generated at a remote site. For example, in a stock monitoring
system, updates are generated at the stock exchange. They are
sent to the data vendor which maintains a database for the stocks.
Even if we assume that there is no delay in transmitting updates
from their generation sites, delay may still be significant due to
resource and data contention at the database server.

For most cases, stale information is much less useful to mobile
clients. In order to minimize the staleness of the information, the
system has to process update transactions as soon as possible and
broadcast the most up-to-second information, e.g., the latest
committed value of adataitem. Since providing the most updated
values of data itemsin a mobile network can be very expensive,
an alternative is to bound the degree of “staleness’ of the data
items within a pre-defined bound. For some dataitems, e.g., stock
information, the data values will be totally useless if they are
“older” than a certain pre-defined time bound [19]. Note that this
requirement has been generally ignored in most of the previous
studies [18, 16, 17, 20] athough it is important due to the real-
time properties of the dataitems[19, 23].

4.2 Data Inconsistency Problems
In this section, we briefly describe the inconsistency problem in
databroadcast using some representative exampl es.

Example 1. Data conflict between a MT and an update
transaction.

Suppose the update transaction, U, will update data item ds and
then dataitemd,, and a mobile transaction, MT, wants to read d,
andthends. If the scheduleis:

i) Broadcastsd,
ii) MTreadsd,
iil) U updatesds

iv) U updatesd,
v) Broadcastsds
vi) MTreadsds

The mobile transaction MT may observe inconsistent data val ues.

The serialization graph iscyclicsuchasMT® U ® MT. Thus,
it is nonseriadizable. The reason is that MT reads data item, d,,
which isin conflict with U, before the update from U, and later it
reads a conflicting dataitem, d s, after the update from U.

Example 2 A MT may conflict with two (or more) update
transactions.

Even though the serialization order between an update transaction
and amobile transaction is not cyclic, the final serialization graph
can still be cyclic due to transitive dependencies®. Suppose there
aretwo updates U, and U, such that U, will updated, and then d;,
and U, will update d, andthends. If the scheduleis:

i)  Broadcast broadcastsd ,
i) MTreadsd,

i) Ujyupdatesd,

iv) Uj;updatesd;

v) U,updatesd,

vi) U,updatesds

vii) Broadcast broadcastsd s
Vviii) MT readsds

The serialization graphiscyclicsuchasU,® MT® U;® U..

Example 3: Non-serializability involving two or more broadcast
cycles.

A MT may not be able to find all its required data items in a
single broadcast cycle. Non-serializability may occur over more
than one broadcast transaction. For exampleif the scheduleis:

i) d,isbroadcast in first broadcast cycle

ii) MTreadsd,

iii)  End of thefirst broadcast cycle

iv) Uupdatesds

v)  Uupdatesd,

vi) dsisbroadcast in the second broadcast cycle
vii) MTreadsds

Theserialization graphiscyclicsuchasMT® U® MT.

5 ORDERED UPDATE FIRST WITH
ORDER (OUFO)

5.1 Method Overview

In[12], theUpdate First with Order (UFO) protocol is proposed
for broadcasting consistent data items to mobile transactions with
unordered read operations, i.e. each mobile transaction consists of
aset of read operations and the operations can be executed in any
order. In this paper, we propose an extension of the UFO protocaol,
which we call Ordered UFO (OUFOQ) for mobile transactions in
which the read operations are ordered. The issues of accessing
consistent cached data items and processing operations under
disconnection will also be addressed.

1 |f atransaction T; reads an uncommitted dataitem from another
transaction T, T; will bedependenton T ;.



The basic principle of the OUFO protocol is to ensure that if a
data conflict occurs between a broadcast transaction (BT) and an
update transaction (U), the serialization order between them will

always be U ® BT. Since mobile transactions (MT) read data
items from broadcast transactions, the serialization order between

broadcast transactions and mobile transactions is always BT ®
MT. Thus, the serialization order between update transactions
and mobile transactions will always be U ® MT and the
schedules will be serializable. (The correctness of the OUFO
protocol will be discussed in more detail in Section 5.5.1.)

Basically, the OUFO protocol consists of two parts:

(1) Execution of updatetransactions; and
(2) Conflict resolution between update and broadcast
transactions.

5.2 Execution of Update Transactions

The execution of an update transaction is divided into two phases:
the execution phase and the update phase During the execution
phase, the operations of an update transaction are executed and
data conflicts with other update transactions are resolved using a
conventional concurrency control protocol such as 2PL. The new
values from the write operations of a transaction are written in a
private workspace of the transaction instead into the database
immediately. When all the operations of the update transaction
have been completed, it enters the update phase in which
permanent updates of the database will be performed by copying
the new values from its private workspace into the database. Data
conflict with the broadcast transaction will be checked in the
update phase which is performed in a critical section. So, we can
see that the update transactions adopt 2PL for resolving data
conflicts with other update transactions and use an optimistic
approach to detect conflictswith the broadcast transaction.

There are two important advantages in dividing the execution of
the update transactions into two phases. Firstly, it can
significantly reduce the blocking probability and delay of the
broadcast transactions. If a broadcast transaction wants to read a
dataitem, which is aready locked by an update transaction during
its update phase, the broadcast transaction will be blocked until
the update transaction is committed based on the principles of
2PL. At the same time, the update transaction, which is holding
the lock, may be blocked due to data conflicts with other update
transactions. Due to transitive blocking, the blocking time of the
broadcast transactions can be very long. Dividing the execution of
an update transaction into two phases can greatly reduce the
blocking probability and blocking time of broadcast transactions
since data conflicts between update and broadcast transactions
will occur only when the update transaction isin the update phase,
which is much shorter. Secondly, the detection of data conflicts
between the update and broadcast transactions will become much
easier. At the update phase, the system will know which data
items have been accessed by the update transaction. By

2 Note that since both of the mobile and broadcast transactions are
read-only, normally there should not be any data conflicts
between them. However, to facilitate the discussion of the
protocol OUFO, we assume they may have data conflicts so that
transitive dependency relationships may occur between mobile
transactions and update transactions.

comparing the write set of the update transaction with the read set
of the broadcast transaction, the system can easily determine
whether thereisany dataconflict between them.

5.3 Conflict Resolution between Update and

Broadcast Transactions

Data conflict between an update transaction and a broadcast
transaction is detected when the update transaction enters its
update phase. Re-broadcast is used to resolve the conflict. The
purpose is to reverse the serialization order from BT ® U to our
desirableorder, U® BT. Thedetails of the algorithms at both the
broadcast server and mobile clients are shown in the following
sections.

531 Algorithmat the Broadcast Server
The following defines the algorithm at the broadcast server. It is
performed when an update transaction enters the update phase.

if Ogr C Oy={}

BT and U have no dependency
else

for each dataitemd;| {Ogr C Oy}

re-broadcast dataitem d;
endif
where Opg = set of dataitems of broadcast transaction, BT
Oy =set of dataitems of update transaction, U

By re-broadcasting the conflicting data item, the serialization
order between the broadcast transaction and the update transaction
is reversed. Note that as described in Section 3, the set of data
items in the broadcast transaction consists of those data items,
which are broadcast in the period from (current time- life-span of
amobiletransaction) to current time. Thus, the set of dataitemsin
the broadcast transactionisnot fixed. After the broadcast of adata
item, the data item will be included and the last data item in the
broadcast transaction will be removed.

5.3.2 Algorithmat the Mobile Client

The dataitemsrequested by aMT isrepresented by a sequence of
read operations. Processing of a MT starts from the first read
operation in the sequence. Each data item received from a BT is
matched with the requesting dataitem of the executing operation.
If there is a match, the MT will read the data item and the
operation will be processed. The process is repeated for the next
read operation until thereis no more operation in the sequence. In
case a dataitem, which is already read, is re-broadcast while the
MT iswaiting for other data items, the MT will be restarted from
the operation which requests that data item. It will use the re-
broadcast value for the execution of the operation. There are two
reasons for the restart. Firstly, it is to ensure the serializability
order U® MT. The second reason isto provide the most updated
data values to the mobile transactions. The algorithm at the
mobile client is shown below where it is assumed that the MT
reads all itsdataitems from BT and there is no cache at the client.
We will discuss the case of accessing cached data items in the
next sub-section.

d.=thedataitem required by thefirst operationin Lyt

loop until Lyt exhausted
read dataitemd; from BT (d; isthe currently broadcasting
item)



if d=d.
then MT processesd; and updatesL
else

if  dil Syt

MT repeats the processing ond; updates Lyt
Restarts its execution from theoperation
which requiresd,.
endif
endif
d. = the dataitem requested by the next operation in Ly
end loop
where Lyt = sequence of read operationsin MT
Sur = Set of dataitems have been accessed by MT

5.4 Consistency and Currency Checking

for Cached Data
54.1 Bendfit of Caching Data items
If a mobile transaction reads al its requested data items directly
from the broadcast transaction, the mobile transaction may need
to wait for a long time. The waiting time will depend on the
broadcast algorithm adopted and the size of the database if a flat
broadcast disk isused. Another potential performance problem of
OUFO isthat amobiletransaction hasto berestarted if any one of
its previously accessed data items is broadcast again before its
commitment. Restarting a mobile transaction will greatly increase
its response time as it has to wait for the data items from the
broadcast transaction again.

To solve these problems and reduce the restart overheads, a
mobile client may maintain some dataitems at its cache. In case a
mobile transaction is restarted due to the arrival of anew version
of one of its accessed data items, the restarted transaction can
immediately access the data items from the cache instead of
waiting for them again from the broadcast transaction. After a
mobile transaction has accessed a data item, the data item will
also be placed in the client cache. If the cache is full, a cache
replacement algorithm, eg., the Least Recent Used (LRU)
method, will be invoked. If a mobile transaction later finds its
required data item in the client cache, it will access the data item
immediately, resulting in a much shorter access delay. It is
assumed that an auto-refreshment schemeis adopted to maintain
the validity of the cached data items. Whenever a data item is
being broadcast and the cache has a copy of the data item, the
cached copy will be refreshed with the version currently
broadcast.

5.4.2 Invalidation Report Based Consistency

Checking

Although caching data items can effectively improve the
performance of OUFO, a transaction has to determine the
currency and consistency of a cached item before accessing the
data item. In the following sub-sections, we describe an
invalidation report method to combine with the OUFO protocol so
that the consistency of the data items accessed by mobile
transactions can be ensured.

5.4.2.1 Generation of Invalidation Report

An invalidation report is prepared and periodically broadcast by
the broadcast server. An invalidation report includes the latest
update time-stamps and identities of the set of data items, which

are updated during the interval from (current time - report
duration) to current time, i.e. the updates occur in the last report
duration. It is assumed that a data item, whose update time is
beyond the report duration, will be useless and too “old” to be
useful. Each invalidation report will be shifted by a period, called
report period, from the last report time. The report duration is
chosen to be much greater than the report period. Using such a
sliding window approach for generating the reports can help to
solve the problem of validation under disconnection. A mobile
transaction can till validate its accessed data items if it has
disconnected from the network for a period not longer than the
report duration since the identity of an updated data item will be
repeated in several invalidation reports for a period equal to the
report duration. Notethat even though alarge valueisused for the
report duration, the report size will not be increased greatly since
its size is also depends on the number of updates occurred during
the report period. In the worst case, the report will include all the
dataitemswhich are updated in the report duration.

For example in Figure 2, data items x, y and z are broadcast at a
time prior to the broadcast transaction and are within the report
duration. If they are updated within the current report duration
(e.g., dataitemsx and z), the invalidation report will include them.
If adataitem is updated several timesin the period, only the last
updated time-stamp will be included.

5.4.2.2 Validation

It is assumed that whenever a mobile client puts a broadcast data
item into the cache, it will also record down the broadcast time of
the dataitem. Based on the broadcast time, the cached data items
aredivided into two groups: newest version and unknown version.
A dataitem belongs to the newest version group if its broadcast
time + length of the broadcast transaction > current time.
Otherwise, they are classified into the unknown version group.

When a transaction wants to access a data item, the transaction
can access the data item immediately if it can be found at the
cache. Otherwise, the data item must be retrieved from the
broadcast transaction. If amobile transaction has completed al its
operations, it will check the validity of its accessed data items. If
all of them bel ong to the newest version group, the transaction can
commit immediately. Otherwise, if any of them belongs to the
unknown version group, the mobile transaction cannot commit
until it receives an invalidation report and has validated its
accessed dataitems.

Validation is done by comparing the time-stamps of its accessed
dataitems at the cache at the time when it accesses the dataitems
with the time-stamps of the data items in the invalidation report.
A dataitemisinvalid if it is found in the invalidation report and
the time-stamp of the same data item in the validation report is
greater. For this case, the mobile transaction has to be restarted
from the operation, which hasread theinvalid dataitem. Note that
if we want to increase the number of dataitems belonging to the
newest version group so asto reduce the blocking delay of mobile
transactions, we can increase the length of the broadcast
transaction. Essentially, it means to use alarger set of dataitems
for checking of datare-broadcast between the update transactions
and the broadcast transaction. Of course, the tradeoff is between
smaller number of mobile transactions needed to validate against
the invalidation report, and alarger number of re-broadcasts. The



decision can be based on the total re-broadcast overhead. If it is
low, alonger broadcast transaction may be used.

I< Report duration ’l

Set of dataitemsto be checked
against the set of updated itemsin R1

Report period

Set of dataitemsto be checked
against the set of updated itemsin R2

| Broadcast transaction |
Broadcast  Broadcast
xy.2 (%2

Last report Current report
ﬁ ﬁ (Rl) (R2)
v,

Time

Updates
xy)

Figure 2. Generation of the Invalidation Report

A practical problem in implementing the periodic invalidation
report is the definition of report period. This parameter actually
represents a tradeoff between among of bandwidth (which is a
valuable resource) used for broadcasting the invalidation report
and the waiting time of transactions for the report. Since the
report size should be small and is not expected to consume much
bandwidth, the period for broadcasting the report can be set to a
small valuein order to reduce the waiting timefor validation.

5.5 Correctness, | mplementation Overhead

and Characteristics

551 Correctness

Theorem. The schedules of the committed transactions produced

from OUFO protocol are alwaysserializable.

Proof: The proof consists of two parts. Firstly, we will show that
the serialization order between al committed mobile
transactions and their conflicting update transactions will
always be U ® MT, if the mobile transactions read the
conflicting data items from the broadcast transaction. In the
second part, we will prove that the serialization order
between mobile transactions and update transactions will
always be U ® MT, if the mobile transactions read the
conflicting dataitems from the cache.

Let MT, BT and U be mobile transaction, broadcast
transaction and update transaction, respectively. If thereisa
data conflict between BT and U, and the broadcast of the
conflicting dataitem is before the update of the dataitem, the
serialization between BT and U will be BT® U. According
to OUFO, the conflicting data item will be re-broadcast
immediately and the serialization order will beresettoU ®
BT. If the broadcast is after the update, the serialization order
will beU ® BT. Since MT reads data items from BT, their

seridlization order will aways be BT ® MT. Since
seriaglization order is transitive, the serialization order
between MT and U will always be U ® MT for the data
conflict between MT and U and the conflicting dataitem is
broadcast during thelength of the broadcast transaction.

If MT reads a data item, which is at the cache or if the data
item is broadcast prior to BT, the serialization order between
MT and U may be MT ® U. If MT ® U, MT will be
restarted after checking with the invalidation report. Thus,
the serialization order between MT and U will always be U
® MT. For a nonserializable schedule, the serialization
graph must be cyclic, e.g., there must be an edge such that
MT ® U. Thiscontradictstothe OUFO. Q.E.D.

It is obvious to see that the currency of data items observed by
mobile transactions can be maximized due to the datare-broadcast
mechanism of OUFO since all the dataitems which are broadcast
within thelength of the broadcast transaction are the most updated
version.

5.5.2 Implementation Overhead and

Characteristics
In this section, we discuss the implementation overhead and
characteristics of the OUFO protocol. The OUFO protocol does
not require any changes in the mobile clients except in getting re-
broadcast data items and maintaining the cached items. The main
overheads of the OUFO protocol are:

(1) division of the execution of update transactionsinto two
phases;

(2) checking of the data sets of a broadcast transaction and
an update transaction whenever an update transaction
wantsto enter the update phase;

(3) generation of theinvalidation report; and

(4) re-broadcast of conflicting data items if these items are
broadcast before the start of the update phase of the
update transaction.

Dividing the execution of update transactions into two phases is
trivial and should not incur much additional overhead. (This is
similar to the deferred update approach [3].) The overhead for
checking conflicting data sets and the probability of data conflict
should be low as the number of data items to be updated by an
update transaction is usually small. To speed up the checking
process, the data items to be updated may be sorted according to
their IDs.

The main overhead of the protocol is data re-broadcast. The
number of re-broadcast depends on the probability of data conflict
which in turn depends on the broadcast schedule, arrival rate and
the update pattern of the update transactions.

The algorithm at the mobile clients is simple and does not incur
much additional overhead for checking. The only additional work
is to replace the old version of a data item in case it is re-
broadcast, record down the broadcast time and check with the
invalidation report in case a transaction has accessed some data
itemswhich belong to the unknown version group.



The main advantages of OUFO as compared with the multi-
version broadcast method proposed in [16, 17] are summarized
below. The performance between the two methods will be
examined in details in the performance evaluation experiments as
reported in Section 6.

Consistency. Both OUFO and the multi-version broadcast
method can ensurethat the execution schedul es of thetransactions
areserializable.

Currency. OUFO can maximize the currency of the data items
read by mobile transactions by re-broadcast. However, the data
items provided from the multi-version broadcast method are
usually not the most updated versions. In general, it can only
provide the committed values at the last broadcast cycle as al the
database updates are performed at the end of abroadcast cycle.

Main Overhead. The main overhead of multi-version broadcast
aredueto (i) broadcasting the multiple versions of dataitems and
(ii) keeping multiple versions of dataitemsin the cache. The first
factor significantly increases the broadcast overhead and the
second factor reduces the cache hit probability since the client
cacheisfilled with multiple versions of the same dataitemsrather
than distinct items. This can be a serious drawback in a mobile
environment, where cache size can be quite small and must be
utilized efficiently. On the other hand, the main overhead of
OUFO isdueto datare-broadcast.

Broadcast algorithm. The multi-version broadcast requires each
cycle to include all the data items in the database, while OUFO
can be applied with many other broadcast algorithms which may
only broadcast a subset of the dataitemsin the database.

5.6 Disconnection

An important property of mobile networks is frequent

disconnection, which may be voluntary or involuntary. In

voluntary disconnection, the mobile client initiates a
disconnection in order to conserve power of the mobile machine.
Voluntary disconnection of a mobile client will only occur after
the completion of its transaction. Thus, it neither affects the
mechanism of OUFO nor creates any problem regarding the
correctness of the OUFO protocol. Involuntary disconnection

results from instability in mobile network. For example, in a
cellular radio network, the strength of signal received by amobile

client is affected by a number of factors such as the distance

between the mobile clients and the base station, as well as the

height of the surrounding buildings. Disconnection may occur
once the signal received by the mobile client is lower than a
threshold level. Although the disconnection is usually temporary,
itsimpact on the consistency of transaction execution can be very

serious.

The main impact of network disconnection on OUFQ isthat at the
time of re-broadcast amobile client may be disconnected from the
network. For this case, the mobile client cannot get the new
version of the data item and the serializability order between the
mobile transaction and the update transaction cannot be reversed.
If they have any further data conflicts, the resulting schedule may
be non=seridizable. Therefore, once a mobile client has been
temporarily disconnected from the network, its mobile transaction
may consider all its accessed dataitemsto belong to the unknown

version group and have to be validated with the invalidation
report. Of course, if the disconnectionislong, i.e., greater than the
check window size, a mobile transaction will not able to identify
the validity of its accessed dataitemsfrom theinvalidation report.
For this case, al the cached data items will be considered to be
invalid. Discarding all the cached data items for this case should
not significantly affect the system performance since they are
quite“old”. It islikely that most of them are out-dated.

5.7 Broadcast Index Structure

An important issue in the design of data broadcast algorithm is
how to minimize the tune in time for getting broadcast data since
thiswill affect the power consumption of the mobile machines. As
suggested from previous works on the design of data broadcast
algorithm, an index for the organization of broadcast cycle can be
inserted at the head of each broadcast cycle. Each mobile client
tunesinto theindex first. Based on the broadcast index, it can then
determine when the required data items of its mobile transaction
will be broadcast. Before the broadcast of the data items, it may
turn to doze mode in order to minimize the power consumption of
the mobile machine and wake up just before the broadcast of its
required dataitems.

The re-broadcast mechanism of the OUFO protocol will affect the
efficiency of broadcast index since the broadcast of a data item
may be delayed due to re-broadcast. In order to minimize the
impact of datare-broadcast on the broadcast schedule, we can set
a maximum broadcast bandwidth for data re-broadcast, i.e., 5%,
in each broadcast cycle. Therefore, the maximize additional delay
of a data item from its original broadcast schedule will be
bounded by this maximum broadcast bandwidth, i.e., equalsto 5%
of abroadcast cycle.

However, setting amaximum re-broadcast bandwidth on the other
hand will affect the correctness of the OUFO protocol since the
conflict order cannot be reversed in case there is a conflict
between an update transaction and a broadcast transaction after
the maximum re-broadcast bandwidth is reached. To ensure the
correctness of OUFO, once the maximum re-broadcast bandwidth
has been reached, the broadcast server may broadcast two
additional piecesof information in the broadcast cycle. Firstly, the
system broadcasts a signal periodically to inform the just to
awaken mobile clients that re-broadcast has stopped so that the
currently executing mobile transactions need to check with the
next invalidation report for their accessed data items. The period
for broadcasting the signal should be very short such that all
mobile transactions will be informed before its commitment.
Secondly, for any conflicts between an update transaction and the
broadcast transaction, the broadcast server may broadcast the
identities of the conflicting itemsinstead of the values of theitems
asinthe origina OUFO protocol. For those mobile clients, which
are not in doze mode, they can determine the validating of the
cached data items and the data items accessing by their
transactions based on the broadcast data identity. Since the
identity of is very small and should not affect the broadcast
schedule. After ensuring the currency of its accessed dataitems, a
mobile transaction may commit immediately without waiting for
the invalidation report.

Since the value of the maximum re-broadcast bandwidth will
affect the power consumption in the mobile machines, it should be
chosen based on the probability of data conflicts (number of re-



broadcast), the amount of power saved in the doze mode as
compared to the power consumption level in the active mode, and
the total power supply of the mobile machines. If the power
supply is not a highly critical issue, a larger maximum re-
broadcast bandwidth may be used in order to gain the advantages
of the re-broadcast mechanism of the OUFO protocol.

6. PERFORMANCE STUDIES

In this section, we perform a simulation study to investigate the
performance of the OUFO protocol and compare it with the multi-
version broadcast with multi-version cache method (MV), and the
periodic invalidation report method (IR). The reason for
comparing OUFO with these two algorithms is that they represent
two extremes between the tradeoff of concurrency and currency.
As shown in [16], MV provides high concurrency but low
currency while the IR provides high currency but low
concurrency. Following the definition in [16], the update in both
MV and IR will be performed into the database at the end of a
broadcast cycle. In MV, the number of versionsto be broadcast is
the number of versions created within the period of (current time
- life-span of a mobile transaction) to current time. Similar to the
experiment setting in [16], 50% of the client cache is reserved for
new versions of the data items and the remaining 50% are for old
versions. The cache will use the least recent policy for cache
replacement. Note that although in [17] it was found that if the
previous versions of dataitems were put in the secondary storage,
the performance could be better, this way of storing the old
versions may not be practical in many mobile machines, i.e., pam
and handheld PC, do not have secondary memory. The
implementation of IR is similar to the invalidation scheme used in
OUFO except that the generation of the invalidation report is
fixed at the end of abroadcast cycle and all updates are performed
attheend of acycle.

We have implemented a simulator using CSIM-18, which is a
simulation language based on the programming C language, to

model the three protocols, OUFO, MV and IR. Extensive
simulation experiments have been performed to investigate the
impact of different factors, such asupdaterate, dataaccess pattern

of the update transactions, cache size and database size on the
performance of the protocols.

6.1 Simulation M odel

Basically, the model consists of three main entities and three
processes as shown in Figure 3. The three main entities are the
broadcast server, the air media and the mobile clients. Two of the
three processes are at the broadcast server: the broadcast process
and the server update process. The last main process is the client
process at each mobile client for simulating the mobile
transactions.

Broadcast Server

The database is located at the broadcast server. It is assumed that
all theitemsin the database have the same size and each item has
a unique identifier and an update time-stamp indicating its last
updatetime.

Air Media

Air mediais a collection of air channels. In our experiments, we
assume that both scheduled broadcast items and re-broadcast
items share the same broadcast channel.

Mobile Clients
There are a large number of mobile clients in the system, which
generates read-only transactions. Each client will generate one
transaction at atime and will generate the next mobile transaction
after an exponentially distributed think time upon the completion
of atransaction.

Update Data
Item
Update Database Broadcast
Database Process
Broadcast items
Update Item
OO ...0O
Server Update . .
Process Mobile Clients

Figure 3. Simulation model

Broadcast Process

The broadcast process defines the broadcast schedule, e.g., the
selection of data items from the database for broadcast. We
assume a flat broadcast disk model to simplify the model and
analysis. Thus, a broadcast cycle includes all the dataitemsin the
database.

Server Update Process

The server update process generates update transactions. The data
items to be updated by an update transaction are assumed to
follow the Zipf distribution which is commonly used in other
studiesinthearea[12, 16, 17]. The server update process resolves
data conflicts among the update transactions by using 2PL.

Mobile Client Process

The mobile client process generates mobile transactions. It is

assumed that each mobile transaction is defined with a deadline
which is set to be its arrival time plus the life-span of the
transaction. It is assumed that the usefulness of completing a
mobile transaction will be significantly affected after its deadline
and will become totally useless after its deadline. Thus, a
transaction will be aborted after its deadline. Each transaction

consists of a sequence of operations and each operation requires

access to one dataitem. It is assumed that the data access pattern

of the operations follows the Zipf distribution. Once generated,

the mobile transaction will try to access the required data item of

its first operation from the cache. If it does not find the data item
at the cache, it will listen to the broadcast cycle continuously for
the data item. After getting its required data item, the transaction

will access the CPU for computation. Then, it will process its next

operation. When a mobile transaction has completed al its

operations, it commits.



6.2 Model Parameters and

Performance M easur es
6.21 Model Parameters
Table 1liststhe model parameters and their baseline val ues.

Parameter Basdline value
Databasesize 1000 dataitems
No. of mobileclients 100

Broadcast rate 20 dataitems/ sec
Cachesize 50 dataitems
Cache replacement scheme LRU

Dataaccessdistribution
(both mobile and update transactions)
Degree of skew in accessdistribution | 1.0

Zipf distribution

Offset between the dataaccess 10%
distribution of mobile and update

transactions

No. of operationsin amobile 1lto4
transaction

No. of write operationsin an update 1lto2
transaction

Invalidation report generation period | 50 sec
(for OUFO and IR only)

Report duration 1000 sec
Life-span of amobile transaction 200 sec
Mean think time of amobile client 10 sec
Mean inter-arrival time of update 0.1to4 sec
transactions

Table 1. Model parametersad their baseline values

6.2.2 Performance Measures

The primary performance measures aremiss rate, mean response
time and stale access rate. Miss rate is defined as the number of
transactions, which miss their deadlines (aborted) divided by the
total number of transaction generated. It indicates the capability of
meeting the timing requirements of the transactions. Stale access
rateisdefined as the number stale data access, e.g., reading adata
value which is different from that of the latest updated value,
divided by the total number of data accesses. It is an important
measure for the currency of the dataitems observed by the mobile
transactions.

In addition to the primary measures, we also measure other
statistics such as the cache hit rate, broadcast overhead, and
restart rate to investigate the performance characteristics of the
protocols. Broadcast overhead captures the amount of broadcast
bandwidth consumed by the protocols. Broadcast overhead in
OUFO is the percentage of bandwidth used for re-broadcasting
dataitems due to data conflicts and the overhead for broadcasting
the invalidation report. In MV, the broadcast overhead is the
percentage of broadcast bandwidth used for broadcasting all
versions of data items, except the newest version. Restart rate is
defined asthe number of transaction restarts over thetotal number
of transactions completed. In OUFO and IR, a mobile transaction
may be restarted by checking with an invalidation report. In
OUFO, a mobile transaction may also be restarted due to re-
broadcast.

6.3 Performance Results and Discussion

6.3.1 Impact of Update Workload

Figures 4 to 9 show the impact of update interval on the
performance of the three protocols, OUFO, MV and IR, when
different skew coefficients (0.5 and 1.0) are used for the Zipf
distribution which is adopted for both update transactions and
mobile transactions. An offset of 10% is set between the Zipf
distributions for the mobile transactions and the update
transactions so that they do not have exactly the same set of hot
dataitems. Note that increasing the skew coefficient will decrease
the number of hot data items. As can be seen in Figure 4 and
Figure 5, the mean response time and miss rate of the three
protocols decrease gradually with an increase in update interval.
This is consistent with our expectation. Increasing the update
interval reduces the update workload and the data conflict
probability between the update and mobile transactions will be
lower. The consequence will be lighter re-broadcast workload in
OUFO; lower multi-version broadcast overhead in MV; and
smaller number of restartsin IR. These can be observed in Figure
6 and Figure 9.

As depicted in Figure 4 and Figure 5, the performance (mean
response time and miss rate) of OUFO is much better than that of
MV and IR. The better performance of OUFO as compared with
MV ismainly dueto ahigher cache hit rate (as shown in Figure 7)
although the broadcast overhead of OUFO is higher than that of
MV as shown in Figure 6 especially when the update workload is
heavy. InMV, multipleversions of adataitem may be maintained
at the cache. This will significantly reduce the number of data
items at the cache, leading to a smaller cache hit rate. The
broadcast of multiple versions of data items also increases the
broadcast overhead. Another important advantage of OUFO over
MV is that it can provide a higher data currency to the mobile
transactions as shown in Figure 8. The stale access rate of OUFO
remains zero while the stale access rate of MV isup to 25% when
the workload is heavy and the skew coefficient equals 0.5. This
indicates that many mobile transactions observe “old” values
under MV. The drop in stale access rate when skew coefficient =
1.0isdueto thelow update frequency of the dataitems.

Although the performance of IR is similar to MV when the skew
coefficient equals 1.0, IR is much better than MV when the skew
coefficient equals 0.5. Thisis mainly due to a much higher cache
hit rate and lower broadcast overhead, although its restart rate is
higher than MV. The stale accessrate of IR is also much lower as
shown in Figure 8 since the cache only maintains the most update
versions of the data items. Out-dated versions are invalidated by
invalidation report periodically.

Figure 4 and Figure 5 also show that the performance of OUFO,
IR and MV isbetter when the skew coefficient islarger. The skew
coefficient affects the number of hot data items. Reducing the
skew coefficient (e.g., from 1.0 to 0.5) increases the number of
hot items. This reduces thecache hit rate asshownin Figure 7.

Figure 10 and Figure 11 show the performance of the protocols
when the offset of the Zipf functions for the update and mobile
transactionsis set to zero, e.g., the two types of transactions have
the same set of hot data items. Consistent with the previous
results, the performance (mean response time and miss rate) of
OUFO is much better than MV and IR as shown in the figures.
However, the performance of IR becomes much worse than MV
dueto large number of restarts.



Figure 12 and Figure 13 show the results when the length of a
mobile transaction is increased from 1 to 4 operations to 4 to 8
operations. Consistent with the resultsin previous figures, OUFO
gives the best performance. Increasing the length of the
transactions, the overhead of the protocols and the restart
probability of a transaction under OUFO and IR will be higher.
Although the number of restart will be larger in the OUFO, the
restart cost is low as a restarted transaction can find its required
dataitems from the cache.

6.3.2 Impact of Cache Sze

Figures 14 to 16 show the performance of the protocols at
different client cache sizes. Asexpected, increasing the cache size
improves the performance of the protocols as shown in Figure 14
and Figure 15. It ismainly dueto ahigher cache hit rate as shown
in Figure 16.

Consistent with the results in the previous section, the
performance of OUFO is much better than MV and IR as shown
in Figure 14 and Figure 15, e.g., smaller mean response time and
lower miss rate. The better performance of OUFO is again due to
higher cache hit rate (Figure 16) and lower broadcast overhead.
The difference in their performance is greater when the update
workload is heavier. The poor mean response time of IR ismainly
dueto therestart nature of the protocol.

6.3.3 DatabaseSze

Increasing the database size increases the length abroadcast cycle
as we are using a flat broadcast disk (where a broadcast cycle
includes all the dataitems in the database.) At the same time, the
number of hot data item will also be larger due to a larger
database. Thus, the conflict probability will be lower. Figures 17
to 19 show the results when the database size is increased from
1000 to 2000 data items. It can be observed that the performance
of the protocol s degrades when alarger database is used. It is due
to (1) a longer broadcast cycle so that the mobile transactions
have to wait longer for their data items if they cannot find their
required dataitemsin the cache and; (2) alower cache hit rate as
the number of hot data items is larger (Figure 19). The
performance of OUFO remains consistently better than MV and
IR in mean response time, miss rate and stale access rate even if
the database sizeislarger.

7. CONCLUSIONS

Data broadcast has been shown to be an efficient method for
disseminating data items to transactions generated by mobile
clients. Although the research in the design of broadcast
algorithms has received a lot of attention in previous years, the
concurrency control issue has been largely ignored. If the
broadcast of data items and the execution of update transactions
(which are important for maintaining the validity of the dataitems
at the database) are uncontrolled, the mobile transactions may
observe inconsistent data values. In this paper, we study the issue
of concurrency control between update transactions and mobile
transactions, which consist of ordered read-only operations. Our
proposed protocol is called Ordered Update First with Order
(OUFO). Although the protocol is simple, it can effectively
maintain the schedul e between update and mobile transactions to
beserializable and at the time maximize the currency of the data
items observed by the mobile transactions. Unlike the multi-

version broadcast, another efficient protocol for broadcasting
consistent data items to mobile transactions, OUFO can be
applied to different broadcast algorithm and its impact on the
mechanism in the mobile clients is minimal, especialy in cache
data management. This means that OUFO can be implemented
easily in most mobile broadcast systems.

In order to investigate the performance characteristics of the
OUFO protocol, a simulation model of a mobile computing
system with data broadcast is implemented. Experiments are
performed to investigate the impact of different system
parameters on its performance as compared with the multi-version
broadcast and multi-version cache method and the invalidation
method. The results show that OUFO significantly outperforms
the other two efficient methods in terms of mean response time of
mobile transactions and missrate. Another important advantageis
that the data items under OUFO are generally much more current
than that in multi-version broadcast method.
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Figure 6. Broadcast overhead V's. skew coefficients

Figure 7. Cache hit rate Vs. skew coefficients
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Figure 10. Mean response time Vs. offset

Figure 11. Missrate Vs. offset
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Figure 12. Mean response time Vs. length of mobile

Figure 13. Miss rate Vs. length of mobile transactions
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Figure 16. Cache hit rate Vs. cache size

Figure 17

. Mean response time Vs. database size
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Figure 18. Missrate Vs. database size

Figure 19. Cache hit rate V's. database size



