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Abstract—Location-based services (LBS) require users to continuously report their location to a potentially untrusted server to obtain
services based on their location, which can expose them to privacy risks. Unfortunately, existing privacy-preserving techniques for LBS
have several limitations, such as requiring a fully-trusted third party, offering limited privacy guarantees and incurring high
communication overhead. In this paper, we propose a user-defined privacy grid system called dynamic grid system (DGS); the first
holistic system that fulfills four essential requirements for privacy-preserving snapshot and continuous LBS. (1) The system only
requires a semi-trusted third party, responsible for carrying out simple matching operations correctly. This semi-trusted third party does
not have any information about a user’s location. (2) Secure snapshot and continuous location privacy is guaranteed under our defined
adversary models. (3) The communication cost for the user does not depend on the user’s desired privacy level, it only depends on the
number of relevant points of interest in the vicinity of the user. (4) Although we only focus on range and k -nearest-neighbor queries in
this work, our system can be easily extended to support other spatial queries without changing the algorithms run by the semi-trusted
third party and the database server, provided the required search area of a spatial query can be abstracted into spatial regions.
Experimental results show that our DGS is more efficient than the state-of-the-art privacy-preserving technique for continuous LBS.
Index Terms—Dynamic grid systems, location privacy, location-based services, spatio-temporal query processing, cryptography
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I NTRODUCTION

In today’s world of mobility and ever-present Internet connectivity,
an increasing number of people use location-based services (LBS)
to request information relevant to their current locations from a
variety of service providers. This can be the search for nearby
points of interest (POIs) (e.g., restaurants and hotels), locationaware advertising by companies, traffic information tailored to the
highway and direction a user is traveling and so forth. The use of
LBS, however, can reveal much more about a person to potentially
untrustworthy service providers than many people would be willing to disclose. By tracking the requests of a person it is possible
to build a movement profile which can reveal information about
a user’s work (office location), medical records (visit to specialist
clinics), political views (attending political events), etc.
Nevertheless, LBS can be very valuable and as such users
should be able to make use of them without having to give up
their location privacy. A number of approaches have recently
been proposed for preserving the user location privacy in LBS.
In general, these approaches can be classified into two main
categories. (1) Fully-trusted third party (TTP). The most popular
privacy-preserving techniques require a TTP to be placed between
the user and the service provider to hide the user’s location
information from the service provider (e.g., [1]–[8]). The main
task of the third party is keeping track of the exact location of all
users and blurring a querying user’s location into a cloaked area
•
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that includes k − 1 other users to achieve k -anonymity. This TTP
model has three drawbacks. (a) All users have to continuously
report their exact location to the third party, even though they
do not subscribe to any LBS. (b) As the third party knows the
exact location of every user, it becomes an attractive target for
attackers. (c) The k -anonymity-based techniques only achieve low
regional location privacy because cloaking a region to include k
users in practice usually results in small cloaking areas. (2) Private
information retrieval (PIR) or oblivious transfer (OT). Although
PIR or OT techniques do not require a third party, they incur
a much higher communication overhead between the user and
the service provider, requiring the transmission of much more
information than the user actually needs (e.g., [9]–[11]).
Only a few privacy-preserving techniques have been proposed
for continuous LBS [2], [7]. These techniques rely on a TTP
to continuously expand a cloaked area to include the initially
assigned k users. These techniques not only inherit the drawbacks
of the TTP model, but they also have other limitations. (1) Inefficiency. Continuously expanding cloaked areas substantially
increases the query processing overhead. (2) Privacy leakage.
Since the database server receives a set of consecutive cloaked
areas of a user at different timestamps, the correlation among the
cloaked areas would provide useful information for inferring the
user’s location. (3) Service termination. A user has to terminate
the service when users initially assigned to her cloaked area leave
the system.
In this paper, we propose a user-defined privacy grid system
called dynamic grid system (DGS) to provide privacy-preserving
snapshot and continuous LBS. The main idea is to place a semitrusted third party, termed query server (QS ), between the user
and the service provider (SP ). QS only needs to be semi-trusted
because it will not collect/store or even have access to any user
location information. Semi-trusted in this context means that while
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QS will try to determine the location of a user, it still correctly
carries out the simple matching operations required in the protocol,
i.e., it does not modify or drop messages or create new messages.
An untrusted QS would arbitrarily modify and drop messages as
well as inject fake messages, which is why our system depends on
a semi-trusted QS .
The main idea of our DGS. In DGS, a querying user first
determines a query area, where the user is comfortable to reveal
the fact that she is somewhere within this query area. The query
area is divided into equal-sized grid cells based on the dynamic
grid structure specified by the user. Then, the user encrypts a
query that includes the information of the query area and the
dynamic grid structure, and encrypts the identity of each grid
cell intersecting the required search area of the spatial query to
produce a set of encrypted identifiers. Next, the user sends a
request including (1) the encrypted query and (2) the encrypted
identifiers to QS , which is a semi-trusted party located between
the user and SP . QS stores the encrypted identifiers and forwards
the encrypted query to SP specified by the user. SP decrypts the
query and selects the POIs within the query area from its database.
For each selected POI, SP encrypts its information, using the
dynamic grid structure specified by the user to find a grid cell
covering the POI, and encrypts the cell identity to produce the
encrypted identifier for that POI. The encrypted POIs with their
corresponding encrypted identifiers are returned to QS . QS stores
the set of encrypted POIs and only returns to the user a subset of
encrypted POIs whose corresponding identifiers match any one of
the encrypted identifiers initially sent by the user. After the user
receives the encrypted POIs, she decrypts them to get their exact
locations and computes a query answer.
Because the user is continuously roaming she might need
information about POIs located in other grid cells (within the
query area) that have not been requested from QS before. The user
therefore simply sends the encrypted identifiers of the required
grid cells to QS . Since QS previously stored the POIs within
the query area together with their encrypted identifiers, it does
not need to enlist SP for help. QS simply returns the required
POIs whose encrypted identifiers match any one of the newly
required encrypted identifiers to the user. After the user received
the encrypted POIs from QS , she can evaluate the query locally.
When the user unregisters a query with QS , QS removes the
stored encrypted POIs and their encrypted identifiers. In addition,
when the required search area of a query intersects the space
outside the current query area, the user unregisters the query with
QS and re-issues a new query with a new query area.
Contributions. Our DGS has the following key features:
(1) No TTP. Our DGS only requires a semi-trusted query server
(QS ) (i.e., trusted to correctly run the protocol) located between
users and service providers. (2) Secure location privacy. DGS
ensures that QS and other users are unable to infer any information about a querying user’s location, and the service provider
SP can only deduce that the user is somewhere within the userspecified query area, as long as QS and SP do not collude.
(3) Low communication overhead. The communication cost of
DGS for the user does not depend on the user-specified query
area size. It only depends on the number of POIs in the grid cells
overlapping with a query’s required search area. (4) Extensibility
to various spatial queries. DGS is applicable to various types of
spatial queries without changing the algorithms carried out by QS
or SP if their answers can be abstracted into spatial regions, e.g.,
reverse-NN queries [12] and density queries [13].

1: Encrypted query +
Encrypted cell identifiers

2: Encrypted query

3: Encrypted POIs
Mobile 4: Encrypted POIs
User matching the encrypted Query
Service
cell identifiers
Server
Provider

Fig. 1. System architecture of our DGS

The rest of this paper is organized as follows. Section 2
presents the system model of our DGS. Section 3 describes the
query processing algorithms designed for DGS. Section 4 shows
that DGS is secure and preserves user location privacy. Section 5
shows experimental results. Section 6 highlights related work.
Finally, Section 7 concludes the paper.
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S YSTEM A RCHITECTURE

Fig. 1 depicts the system architecture of our dynamic grid system
(DGS) designed to provide privacy-preserving continuous LBS for
mobile users. Our system consists of three main entities, service
providers, query servers and mobile users. We will describe the
main entities and their interactions, and then present the two
spatial queries, i.e., range and k -nearest-neighbor (NN) queries,
supported by our system.
Service providers (SP ). Our system supports any number of
independent service providers. Each SP is a spatial database
management system that stores the location information of a
particular type of static POIs, e.g., restaurants or hotels, or the
store location information of a particular company, e.g., Starbucks
or McDonald’s. The spatial database uses an existing spatial index
(e.g., R-tree or grid structure) to index POIs and answer range
queries (i.e., retrieve the POIs located in a certain area). As
depicted in Fig. 1, SP does not communicate with mobile users
directly, but it provides services for them indirectly through the
query server (QS ).
Mobile users. Each mobile user is equipped with a GPS-enabled
device that determines the user’s location in the form (xu , yu ).
The user can obtain snapshot or continuous LBS from our system
by issuing a spatial query to a particular SP through QS . Our
system helps the user select a query area for the spatial query,
such that the user is willing to reveal to SP the fact that the user
is located in the given area. Then, a grid structure is created and
is embedded inside an encrypted query that is forwarded to SP , it
will not reveal any information about the query area to QS itself.
In addition, the communication cost for the user in DGS does not
depend on the query area size. This is one of the key features
that distinguishes DGS from the existing techniques based on the
fully-trusted third party model.
When specifying the query area for a query, the user will
typically consider several factors. (1) The user specifies a minimum privacy level, e.g., city level. For a snapshot spatial query,
the query area would be the minimum bounding rectangle of the
city in which the user is located. If better privacy is required,
the user can choose the state level as the minimum privacy level
(or even larger, if desired). The size of the query area has no
performance implications whatsoever on the user, and a user can
freely choose the query area to suit her own privacy requirements.
For continuous spatial queries, the user again first chooses a query
area representing the minimum privacy level required, but also
takes into account possible movement within the time period t for
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the query (e.g., 30 minutes). If movement at the maximum legal
speed could lead the user outside of the minimum privacy level
query area within the query time t, the user enlarges the query
area correspondingly. This enlargement can be made generously,
as a larger query area does not make the query more expensive
for the user, neither in terms of communication nor computational
cost. (2) The user can also generate a query area using a desired
k -anonymity level as a guideline. Using a table with population
densities for different areas, a user can look-up the population
density of the current area, and use this to calculate the query
area size such that the expected number of users within the query
area correlates with the desired k -anonymity level. Considering
that this is an approximation for the corresponding k -anonymity,
the resulting query area can be taken as a lower-bound and the
final query area size calculated as the lower-bound times a safety
margin factor. The idea of using such density maps has been used
for LBS [14] and health data [15]. (3) Alternatively, the user can
specify a query area based on how far she wants to travel, e.g., if
the user wants to find restaurants within the downtown area, she
sets the downtown area as the query area.
A larger query area does have an impact on QS and SP in
terms of workload and communication cost, but the bottleneck
is considered to be between the user and QS , and the load on
this link and on the user does not depend on the query area size.
A system parameter can be defined to limit the maximum query
area size or number of objects returned to a user, in order to not
overload the client-side application.
Query servers (QS ). QS is a semi-trusted party placed between
the mobile user and SP . Similar to the most popular infrastructure
in existing privacy-preserving techniques for LBS, QS can be
maintained by a telecom operator [16]. The control/data flows of
our DGS are as follows (Fig. 1):
1)

2)
3)

4)

The mobile user sends a request that includes (a) the identity of a user-specified SP , (b) an encrypted query (which
includes information about the user-defined dynamic grid
structure), and (c) a set of encrypted identifiers (which
are calculated based on the user-defined dynamic grid
structure) to QS .
QS stores the encrypted identifiers and forwards the
encrypted query to the user-specified SP .
SP decrypts the query and finds a proper set of POIs
from its database. It then encrypts the POIs and their corresponding identifiers based on the dynamic grid structure
specified by the user and sends them to QS .
QS returns to the user every encrypted POI whose
encrypted identifier matches one of the encrypted identifiers initially sent by the user. The user decrypts the
received POIs to construct a candidate answer set, and
then performs a simple filtering process to prune false
positives to compute an exact query answer.

We assume that there is a secure channel between the user and
QS . This assumption is necessary as SP might be able to learn the
user’s location if it can eavesdrop on the communication between
the user and QS . The secure channel can easily be established
using standard techniques such as identity-based encryption [17],
key exchange protocols (e.g. MQV [18]) or SSL/WTLS. We also
note that the data privacy of SP is protected with regards to QS ,
as QS only receives encrypted information about the POIs, and
only the client can decrypt the POIs. QS hence does not learn any
information about the POIs (e.g., name, address, ratings, etc.).

We additionally note that the work-load of the QS depends to
some extent on the query area chosen by a user, i.e., a large query
area would lead to the SP sending a comparatively larger amount
of data to the QS . If this is an issue, a QS could provide different
tiers of services, some of which could be paid, that would allow for
different privacy requirements of users (i.e., different maximum
query area sizes). Basic economical principles could be applied to
make this worthwhile both for users and QS service providers.
Supported spatial queries. DGS supports the two most popular
spatial queries, i.e., range and k -NN queries, while preserving the
user’s location privacy. The mobile user registers a continuous
range query with our system to keep track of the POIs within
a user-specified distance, Range, of the user’s current location
(xu , yu ) for a certain time period, e.g., “Continuously send me the
restaurants within one mile of my current location for the next one
hour”. The mobile user can also issue a continuous k -NN query to
find the k -nearest POIs to the user’s current location (xu , yu ) for
a specific time period, e.g., “Continuously send me the five nearest
restaurants to my current location for the next 30 minutes”.
Since a snapshot query is just the initial answer of the continuous one, DGS also supports snapshot range and k -NN queries.
Although we only focus on range and k -NN queries in this work,
DGS is applicable to other continuous spatial queries if the query
answer can be abstracted into spatial regions. For example, our
system can be extended to support reverse-NN queries [12] and
density queries [13] because recent research efforts have shown
that the answer of these queries can be maintained by monitoring
a region.
2.1 Adversarial Models
We now discuss adversarial models regarding QS and SP , and
then present the formal security proof of our DGS in Section 4. A
malicious QS or SP will try to break a user’s privacy by working
with the data available to them within the described protocol. We
do not consider QS or SP with access to external information not
directly related to the protocol.
2.1.1 User Anonymity
As described above, both QS and SP will try to de-anonymize a
user by using the information contained in the protocol (although
they still faithfully follow the protocol itself). While QS does not
have any information about a user that would allow it to narrow
down the list of users that would fit a specific query, SP has access
to the plaintext query of a user. This query, however, only contains
the query region and the grid parameters, and with the information
available, QS can therefore do no better than establish that the
user is somewhere within the query region (see also Section 4).
One other concern regarding the de-anonymization of users is
that if for example the services of SP are paid services, then SP
might for example be able to link a query with a billing record and
at least establish the presence of a user in a query area. While in
this paper we consider it acceptable that a user can be located to be
within a query region by QS (after all, the user can freely choose
the query area and hence choose it such that her personal privacy
requirements are met), there is other research which would allow
to prevent the linking of a query area to a specific user through
billing records, for example the work by Yau and An [19]. So
even if the SP requires the authentication of users to provide a
(paid) service, the service can be provided while protecting the
anonymity of the user. However, no matter in which way the SP
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provides the service, the privacy guarantees will always be better
than TTP, as a TTP always knows the exact location of the users,
while in our system neither QS nor SP know the exact location
of a user. Regarding paid services and QS , in such a case QS does
not have any information to narrow down the geographic location
of a user, even if it is being used as a paid service and can link
queries to billing records.
Regarding the de-anonymization of users, we also note that
the type of POI in a query sent to SP or the density of POIs per
cell in the query area, do not provide QS with any meaningful
information that could be used to reduce the anonymity set of
a user. Specifically, there is no correlation between the density
of POIs in a cell and the actual location of a user, as the user
launches a query without a-priori knowledge of the density of
POIs, and hence the density of POIs in a cell cannot be used to
make deductions about the possible location of a user in the query
area.
A natural choice for the role of QS is the network service
provider of a user. Even though the network service provider can
typically locate a user down to an individual cellular network cell
already, taking on the role of QS does not provide it with any
additional information about the user, such as the actual query
area. There is also no requirement for the queries of a user to
correspond to the user’s actual location, and the network service
provider does not have any information available that would allow
it to infer either case. To summarize, a network service provider
already knows the location of its users, and serving as a QS does
not provide it with any additional information about its users.
Alternatively, QS services could also be provided by volunteers
(e.g., like many of the nodes in the Tor network), by ad-supported
services, or even by services that charge a modest fee.
2.1.2 Other Attacks
In this subsection we discuss a few other attacks and explain how
they relate to our proposed system.
IP localization. One possible attack involves QS trying to determine the position of a user through IP localization (i.e., using
a database which can map IP addresses to locations). Because
of how mobile phone networks are setup (considering that our
system is aimed at mobile users using mobile phone networks),
however, mobile phones cannot be located with useful accuracy,
as shown by Balakrishnan et al. [20]. Even so, if IP localization is a
concern, solutions at the network level can hide the originating IP,
for example by using an anonymizing software such as Tor [21].
Timing attacks. Another set of attacks might use timing information if QS can observe the traffic close to the originating user.
However, if QS can observe such traffic, the location privacy of
the user is very likely already compromised, even without timing
attacks. Furthermore, we consider this to be out of the scope of
our work.
Query server as client. QS might try to also act as a client in an
attempt to gain some information which could help to localize a
user. QS has no information to launch such an attack, however, not
even an approximate location of the user. Also, the number of POIs
returned to a client does not allow QS to make any inferences,
because it knows neither the query area nor the grid parameters. A
large number of POIs could either mean a dense region or a large
query area, depending on the grid parameters, which are unknown
to QS .
Network traffic fingerprinting. An attack as described by Bissias
et al. [22] which makes inferences based on the statistics of
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Fig. 2. Example of range query processing in DGS

encrypted network connections is not applicable to our system.
The attack as described in the paper is equivalent to determining
which QS a user is using. This information does not need to
be secret and communication with QS is highly uniform across
different query servers (unlike website traffic), very likely making
them for all practical purposes indistinguishable.
Commuter problem. Another attack that can identify the home
and the office location of a user through location traces is described by Golle et al. [23]. This attack is not applicable to our
system, because no plaintext locations are ever transmitted in our
system and no inferences can be made.
We exclude side-channel attacks in general from the security
analysis as being out of the scope of this paper. Many of the
side-channel attacks mentioned above are fundamental to network
communications, and as such neither limited to nor a consequence
of the design of our proposed protocol.

3

DYNAMIC G RID S YSTEM (DGS)

In this section, we will describe how our DGS supports privacypreserving continuous range and k -NN queries. This section is
organized as follows: Section 3.1 describes the details of our
DGS for processing continuous range queries and incrementally
maintaining their answers, and Section 3.2 extends DGS to support
k -NN queries.
3.1 Range Queries
Our DGS has two main phases for privacy-preserving continuous
range query processing. The first phase finds an initial (or a
snapshot) answer for a range query (Section 3.1.1), and the second
phase incrementally maintains the query answer based on the
user’s location updates (Section 3.1.2).
3.1.1 Range Query Processing
As described in Section 2, a continuous range query is defined as
keeping track of the POIs within a user-specified distance Range
of the user’s current location (xu , yu ) for a certain time period.
In general, the privacy-preserving range query processing protocol
has six main steps.
Step 1. Dynamic grid structure (by the user). The idea of this
step is to construct a dynamic grid structure specified by the user.
A querying user first specifies a query area, where the user is
comfortable to reveal the fact that she is located somewhere within
that query area. The query area is assumed to be a rectangular area,
represented by the coordinates of its bottom-left vertex (xb , yb )
and top-right vertex (xt , yt ). Notice that the user is not necessarily
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required to be at the center of the query area. Instead, its location
can be anywhere in the area. However, our system can also support
irregular spatial regions, e.g., the boundary of a city or a county,
by using a minimum bounding rectangle to model the irregular
spatial region as a rectangular area. The query area is divided
into m × m equal-sized grid cells to construct a dynamic grid
structure, where m is a user-specified parameter. Each grid cell
is identified by (c, r), where c is the column index from left to
right and r is the row index from bottom to top, respectively, with
0 ≤ c, r < m. Given the coordinates of the bottom-left vertex
of a grid cell,
can be computed by
j (xc , yc ), kthejgrid cell identity
k
yc −yb
xc −xb
(c, r) =
,
.
Fig.
2 gives a running
(xt −xb )/m
(yt −yb )/m
example for privacy-preserving range query processing, where the
querying user is located in the cell (2, 1), m = 4, and the circle
with a radius of the range distance Range specified by the user
constitutes the query region of the range query.
Step 2. Request generation (by the user). In this step, the
querying user generates a request that includes (1) a query for
a SP specified by the querying user and (2) a set of encrypted
identifiers, Se , for a QS . The user first selects a random key K
and derives three distinct keys:

(HK, EK, MK) ← KDF(K)

(1)

where KDF(·) is a key derivation function ( [24]). Then, the user
sets query and Se as follows:
(1) Query generation. An encrypted query for a specific SP
is prepared as:

query ← IBE.EncSP (POI-type, K, m, (xb , yb ), (xt , yt )) (2)
where IBE.EncSP (·) is Identity-Based Encryption (IBE) under
the identity of SP (details of IBE are in [17]). In the encrypted
query, POI-type specifies the type of POIs, K is the random key
selected by the user, and the personalized dynamic grid structure
is specified by m, (xb , yb ), and (xt , yt ).
(2) Encrypted identifier generation. Given the query region
of the range query, the user selects a set of grid cells Sc in the
dynamic grid structure that intersect the query region, i.e., a circle
centered at the user’s current location (xu , yu ) with a radius of
Range. For each selected grid cell i in Sc , its identity (ci , ri ) is
encrypted to generate an encrypted identifier:

hi ← H(ci , ri )
Ci ← SE.EncHK (hi )

(3)
(4)

where H(·) is a collision-resistant hash function and
SE.Enckey (·) a symmetric encryption algorithm (for example
AES-based) under key key . After encrypting all the grid cells
in Sc , the user generates a set of encrypted identifiers Se . It is
important to note that the user will make sure that the identifiers
in Se are ordered randomly. Finally, the user produces a request
as below and sends it to QS :

request ← hSP, query, Se i

(5)

In the running example (Fig. 2a), the range query region, which
is represented by a circle, intersects six grid cells, i.e., (1, 0),
(2, 0), (1, 1), (2, 1), (1, 2), and (2, 2) (represented by shaded
cells), which make up the set of grid cells Sc , and thus, the user
has to encrypt each identity of these grid cells and produce six
encrypted identifiers in Se .
Step 3. Request processing (by QS ). When QS receives the
request from the user, it simply stores the set of encrypted

identifiers Se and forwards the encrypted query to SP specified
by the user.
Step 4. Query processing (by SP ). SP decrypts the request to
retrieve the POI-type, the random key K selected by the user in
the request generation step (Step 2), and the query area defined
by m, (xb , yb ), and (xt , yt ). SP then selects a set of np POIs
that match the required POI-type within the user specified query
area from its database. For each selected POI j with a location
(xj , yj )) (1 ≤ j ≤ np ), SP computes the identity of the grid
cell in the j
user specifiedk dynamic
gridkstructure covering j by
j
xj −xb
yj −yb
(cj , rj ) = (xt −x
,
.
(yt −yb )/m
b )/m
Then, SP generates (HK, EK, MK) ← KDF(K) and computes the following:

hj
Cj
lj
σj

← H(cj , rj )
← SE.EncHK (hj )
← SE.EncEK (xj , yj )
= M ACMK (Cj , lj )

(6)
(7)
(8)
(9)

where M ACkey (·) is a message authentication code under key
key . The Cj is the corresponding encrypted identifier of a POI,
the lj contains the exact location of a POI in encrypted form,
and the σj is included to prevent certain attacks by QS (such as
tampering with the encrypted POIs).
Finally, SP sends the set of selected POIs back to QS in the
following form:

hPOIj = (Cj , lj , σj )i,

where j = 1, . . . , np .

(10)

Step 5. Encrypted identifier matching (by QS ). Upon receiving
np triples, QS determines the set of matching POIs by comparing
the encrypted identifiers Cj (1 ≤ j ≤ np ) of the received POI
with the set of encrypted identifiers Se previously received from
the user. A match between a Cj and some Ci in the set Se
indicates that the POI j is in one of the grid cells required by the
user. Thus, QS forwards every matching POI hlj , σj i to the user.
If the query is a snapshot query, QS then deletes the received
POIs and their encrypted identifiers. However, if the query is a
continuous one, QS keeps the received POIs along with their
encrypted identifiers until the user unregisters the query.
Step 6. Answer computation (by the user). Suppose that there
are µ matched POIs received by the user. For each of these
matched POIs, say hlj , σj i, the user decrypts lj using EK and
gets access to the exact location (xj , yj ) of the POI. From (xj , yj )
and lj , the user verifies σj by re-calculating the M AC value and
compares it against σj . If they match, the user finds the answer that
includes the POI whose location is within a distance of Range
of the user’s current position (xu , yu ). In the running example
(Fig. 2b), the user receives five POIs from QS , where the range
query answer includes two POIs, i.e., p4 and p6 .
3.1.2 Incremental Range Query Answer Maintenance
After the user gets the initial response for a range query from
QS , she can find the initial (or snapshot) query answer locally.
Then, incremental answer updates can be performed to maintain
the answer when the user’s location changes. This phase has four
main steps.
Step 1. Cache region (by the user). The user keeps track of the
grid cells previously requested and caches the POIs returned by
QS for those cells. These cells define a cache region. The user
is able to find a query answer from the cached POIs as long as
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to contact SP to deal with the answer update request. Instead,
similar to the encrypted identifier matching step (Step 5) in the
range query processing phase, QS simply returns the POIs whose
encrypted identifier matches one of the encrypted identifiers in Se
in the answer update request sent by the user.
Step 4. Answer computation (by the user). This step is similar to
the answer computation step (Step 6) in the range query processing
phase, except that the user evaluates the query based on both
the POIs newly returned by QS and the previously cached POIs.
Fig. 3b depicts that the user gets two new POIs, p8 and p10 , from
QS , and the new query answer includes POIs p6 and p8 .

(b) Answer refinement

Fig. 3. Example of incremental range query maintenance

the query region (i.e., a circular area centered at the user’s current
location (xu , yu ) with a radius of range distance Range specified
by the user) is contained within the cache region. However, when
the query region intersects some grid cells (within the query area)
outside the cache region, the user executes the following steps
(Steps 2 to 4) to enlist QS for help to find a query answer.
Fig. 3 depicts a running example for the incremental range
query answer maintenance phase, where the user has requested the
POIs within six grid cells, as illustrated in Fig. 2. The combined
area of these six grid cells constitutes the cache region, represented
by a bold rectangle. As shown in Fig. 3a, the query region of the
range query intersects two grid cells outside the cache region, i.e.,
(3, 1) and (3, 2) (represented by shaded cells), so the user has to
execute Steps 2 to 4 to get the POIs within these two grid cells
from QS .
Step 2. Incremental request generation (by the user). This
step is similar to the request generation step (Step 2) in the range
query processing phase (Section 3.1.1), except that the user only
generates encrypted identifiers for the set of grid cells Sc that
intersect the query region but are outside of the cache region,
i.e., that have not been requested by the user before. For each
grid cell in Sc , its identity is encrypted to generate an encrypted
identifier Ci using Equations 3 and 4. Then, an answer update
request including the set of encrypted identifiers Se is sent to
QS . In the running example (Fig. 3a), the user has to get the
POIs within the two grid cells (3, 1) and (3, 2) to evaluate the
range query, so she encrypts their cell identities to generate two
encrypted identifiers in Se , and sends an update request along with
Se to QS .
There is the possibility that a small amount of information
about the movement of a user is leaked if the user only requests
the cells outside the cache region. For example, if a user requests
six cells in an initial request, and then two cells in an answer
update request a short while later, an adversary (e.g., QS ) might
be able to infer information about the movements of the user.
If this is a concern, a user can pad the number of encrypted
identifiers in an answer update request to obtain the same number
of encrypted identifiers as in the initial request by generating
encrypted identifiers for additional grid cells, which have not been
requested by the user before and are around the grid cells in Sc .
In this way, the adversary cannot distinguish between the “actual”
encrypted identifiers and the “additional” encrypted identifiers.
Step 3. Request processing (by QS ). Because QS already
cached the POIs along with their encrypted identifiers within the
user-specified query area from the initial request, it does not need

3.2 K -Nearest-Neighbor Queries
Similar to continuous range queries, the privacy-preserving query
processing for continuous k -NN queries has two main phases. The
first phase finds an initial (or snapshot) answer (Section 3.2.1),
while the second phase maintains the correct answer when the user
moves by using incremental updates (Section 3.2.2). However,
unlike range queries, the required search area of a k -NN query is
unknown to a user until the user finds at least k POIs to compute
a required search area, i.e., a circular area centered at the user’s
location with a radius from the user to the k -th nearest POI. Thus,
the privacy-preserving query processing protocol of k -NN queries
is slightly different.
3.2.1 K -Nearest-Neighbor Query Processing
A continuous k -NN query is defined as keeping track of the k nearest POIs to a user’s current location (xu , yu ) for a certain
time period, as presented in Section 2. In general, the privacypreserving k -NN query processing has six major steps to find
an initial (or snapshot) query answer. Fig. 4 depicts a running
example of the privacy-preserving query processing of a k -NN
query, where k = 3.
Step 1. Dynamic grid structure (by the user). This step is the
same as the dynamic grid structure step (Step 1) in the range
query processing phase (Section 3.1.1). It takes a user-specified
query area with a left-bottom vertex (xb , yb ) and a right-top vertex
(xt , yt ) and divides the query area into m × m equal-sized cells,
as illustrated in Fig. 4a (m = 6).
Step 2. Request generation (by the user). The required search
area of the k -NN query is initially unknown to the user. The
user first finds at least k POIs to compute the required search
area as a circular area centered at the user’s location with a
radius of a distance from the user to the k -th nearest known POI.
The user therefore first attempts to get the nearby POIs from a
specific SP . In this step, the user requests the POIs in the cell
containing the user and its neighboring cells from SP . Given
the user’s current location (xu , yu ) and a query area specified
by the user in Step 1, she wants to get the POIs within a set
of grid cellsjSc that includes
containing herself, i.e.,
k j the cell k
yu −yb
xu −xb
(cu , ru ) =
,
, and its at most eight
(xt −xb )/m
(yt −yb )/m
neighboring cells (cu − 1, ru − 1), (cu , ru − 1), (cu + 1, ru − 1),
(cu − 1, ru ), (cu + 1, ru ), (cu − 1, ru + 1), (cu , ru + 1), and
(cu + 1, ru + 1). For each cell i in Sc , the user generates an
encrypted identifier Ci using Equations 3 and 4, as in the request
generation step (Step 2) in the range query processing phase. The
user also creates a query to be sent to SP based on Equation 2.
Finally, the user sends a request, which includes the identity of
SP , the query, and the set of encrypted identifiers (in random
order) Se , as given in Equation 5, to QS .
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(d) Answer refinement

Fig. 4. Example of k -nearest-neighbor query processing in DGS

In the running example (Fig. 4a), the user located in the grid
cell (3, 3) and therefore requests the POIs in the cells (3, 3) and
its neighboring grid cells, i.e., (2, 2), (3, 2), (4, 2), (2, 3), (4, 3),
(2, 4), (3, 4), and (4, 4), (represented by shaded cells) from SP
through QS .
Step 3. Request processing (by QS ). This step is identical to
Step 3 for range queries in the query processing phase (Section 3.1.1).
Step 4. Query processing (by SP ). This step is identical to Step 4
for range queries in the query processing phase (Section 3.1.1).
Thanks to this query abstraction feature, our DGS can be easily
extended to support other continuous spatial query types, e.g.,
reverse NN queries and density queries.
Step 5. Required search area (by the user and QS ). This step is
similar to the encrypted identifier matching step (Step 5) for range
queries in the query processing phase (Section 3.1.1), with the
difference that this step may involve several rounds of interaction
between the user and QS . QS matches the encrypted identifiers of
the encrypted POIs returned by SP with the encrypted identifiers
in Se sent by the user in Step 2, and sends the matching encrypted
POIs to the user.
If at least k encrypted POIs are returned to the user, she can
decrypt them to compute a required search area for the k -NN
query in the form of a circle centered at the user’s location with a
radius of the distance between the user and the k -th nearest POI.
On the other hand, if less than k POIs are returned, the user starts
the next iteration by requesting the grid cells from QS one hop
further away from the position of the user, i.e., the neighboring
cells of the grid cells that have already been requested by the
user. This incremental search process is repeated (i.e., requesting
more cells moving steadily outward from the user’s position) until
the user has obtained at least k POIs from QS . After the user
determines the required search area, there are two possibilities:
1)

2)

The user has already requested all the cells which intersect the required search area. In this case, the user
proceeds to the next step.
The required search area intersects some cells which have
not yet been requested from QS . The (at least) k POIs
found so far may in that case not be an exact answer, and
the user requests those cells from QS which intersect
the required search area but have not been requested yet
(in Fig. 4c these would be the shaded cells outside the
bold rectangle). After receiving all encrypted POIs in the
newly requested cells from QS , the user proceeds to the
next step.

In the running example, Fig. 4b depicts that the grid cells initially
requested by the user (within the bold rectangle) contains less than
three POIs. The user therefore requests the neighboring grid cells
(the grid cells adjacent to the bold rectangle) from QS . This will
result in discovering three POIs in total, i.e., p1 , p2 , and p3 . The
user then computes the required search area represented by a circle
(Fig. 4c). As the required search area intersects eight cells which
the user has not yet requested from QS (i.e., they are outside the
bold rectangle), the user will launch another request for the grid
cells (0, 1), (0, 2), (0, 3), (0, 4), (1, 0), (2, 0), (3, 0), and (4, 0).
Step 6. Answer refinement (by the user). Having received all the
POIs within all the grid cells intersecting the required search area,
the user can decrypt them to get their exact locations, as in the
answer computation step (Step 6) for range queries in the query
processing phase (Section 3.1.1), and determine the exact answer
by selecting the k nearest POIs. The previous steps ensure that
these k POIs are indeed the closest ones. In the running example
(Fig. 4d), the user can find the exact answer for the 3-NN query,
which includes three POIs p1 , p2 , and p4 .
3.2.2 Incremental k -NN Query Answer Maintenance
After the user computes an initial (or snapshot) k -NN query
answer, the incremental answer update phase allows to maintain
the answer as the user moves around. Similar to range queries,
the incremental answer maintenance phase has four steps. The
first two steps are the same as the cache region step and the
incremental request generation step as in Section 3.1.2. In the
third step (i.e., request processing) performed by the QS , since
QS has already cached the encrypted POIs, together with their
corresponding encrypted identifiers calculated by SP in Step 4
of the query processing phase, it does not need to contact SP .
It can simply forward the encrypted POIs matching one of the
encrypted identifiers in Se to the user. In the last step (i.e., answer
refinement) performed by the user, she decrypts the received
POIs and sorts the ones located within the required search area
according to their distance to the user in ascending order. The
k -nearest POIs to the user constitute the new query answer.

4

S ECURITY A NALYSIS

In this section, we define several security models which formalize
the location privacy of our DGS, and show that the proposed
schemes in Section 3 are secure. In our schemes, the query server
(QS ) sees a user’s encrypted queries and POIs from a service
provider (SP ). Since the user query and returned POI locations
are encrypted, QS could only learn the user’s location from
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the number of returned POIs rather than the encrypted values.
However, this is not the case in our scheme. The number of POIs
returned by SP depends on the query area size, which is encrypted
and unknown, and therefore, QS is not able to derive any useful
information from the number of POIs, e.g., whether the user is in
a dense or sparse region. See Lemma 2 for the detailed analysis.
After decrypting the query forwarded by QS , a SP obtains
the query area which contains the user. Other than this, it learns
nothing, since the user could be anywhere in the area. See Lemma
1 for the proof. Regarding the integrity, every encrypted POI is
authenticated by SP using a MAC and the authentication key is
only shared between the user and SP . Guaranteed by the security
of the MAC, QS is unable to modify the information of any POI
returned to the user, nor to add a “fake” POI. See Lemma 3 for the
proof. As shown in Fig. 1 (Section 2) there are four message flows
in a basic query in our DGS. We denote them by Msg1 (from the
user to QS ), Msg2 (from QS to SP ), Msg3 (from SP to QS )
and Msg4 (from QS to the user), respectively. In the following
subsections we analyze the security of our scheme in detail.
4.1

Privacy Against Service Provider (SP )

We require that SP cannot learn the user’s location any better than
making a random guess. Formally, we consider the following game
played between a challenger C and a (malicious) SP , denoted by
A.
The challenger prepares the system parameters, and gives them
to A. A specifies a POI-type, the grid structure, a query area and
two locations (x0 , y0 ) and (x1 , y1 ) in this area, and gives them to
C. C chooses at random b ∈ {0, 1}, uses (xb , yb ), the specified
grid structure and POI-type to generate Msgb2 with respect to the
identity of A, i.e., the message that the malicious SP expects to
receive. C then gives Msgb2 to A. A outputs a bit b′ and wins the
game if b′ = b.
Definition 1. A DGS achieves Privacy Against Service Provider
(SP ) if for any SP , its success probability of winning the game
above is at most 1/2 + negl(ℓ), where negl(·) is a negligible
function1 in the security parameter.
Lemma 1. Our DGS achieves Privacy Against SP .
Proof. The message that SP receives from QS is Msg2 = query,
which is an IBE of POI-type, K , the query area and grid structure
under SP ’s identity (see Equation 2), and is independent of
the user’s location. Hence a (malicious) SP does not gain any
advantage in guessing b chosen by the challenger.

4.2

Privacy Against Query Server (QS )

This requires that QS cannot tell from the user’s request or SP ’s
transcript about where the user is, provided that it does not collude
with the intended SP . Formally, we consider the following game
played between an adversary A (which is the dishonest QS ) and a
challenger C which acts the roles of the user and service providers.
Given the system parameters, A begins to issue Private Key
Query for polynomially many times: it submits the identity of
a SP to C, and receives the corresponding private key. This
models the case that QS colludes with a (non-intended) SP . A
then specifies the POI-type, the identity of the intended SP (the
1. A function f : N → [0, 1] is negligible if for all positive polynomial
poly(·) there exists an N such that for all n > N , f (n) < 1/poly(n).

private key of which has not been queried), the grid structure, a
query area, and two user locations (x0 , y0 ) and (x1 , y1 ) in the
query area, and gives them to C. C tosses a coin b ∈ {0, 1}, and
uses (xb , yb ) and the other information specified by A to generate
Msgb1 as the user’s message to QS , and the corresponding SP
message Msgb3 . It sends both Msgb1 and Msgb3 to A. A continues
to issue queries as above except that it cannot ask for the private
key of the intended SP . Finally, A outputs a bit b′ as its guess of
b, and wins the game if b′ = b.
Definition 2. A DGS achieves Privacy Against Query Server
(QS ) if for all probabilistic polynomial-time A, its probability of
winning the above game is negligibly close to 1/2.
Lemma 2. Our DGS achieves Privacy Against QS .
Proof. We prove the lemma by a series of games, G0 , · · · , Gi ,
and denote by Xi the event that A wins game Gi . G0 : This
is the original game defined in Definition 2. Given the system
parameters, A begins to issue private key queries. At some point,
it chooses a POI-type, the identity of the intended SP , the grid
structure, a query area and two user locations (x0 , y0 ), (x1 , y1 )
in the query area, and sends them to the challenger, which selects
(xb , yb ) for some random bit b to generate the user message Msgb1
and the corresponding SP message Msgb3 , and returns them to A.
The adversary continues to issue private key queries as before
except to ask for the private key of the intended SP . Finally, A
outputs a bit b′ and wins the game if b′ = b. Notice that there exist
two ranges, e.g., R0 and R1 , such that the grids intersected with
the circles with ranges R0 and R1 , and centered at (x0 , y0 ) and
(x1 , y1 ) respectively, contain the same number of POIs. Besides,
the ranges are chosen by the users, and thus are unknown to the
adversary.
G1 : We change the generation of (HK, EK, MK). Now we
randomly select them from the space KH ×KE ×KM . Guaranteed
by the security of KDF, we have that |Pr[X1 ] − Pr[X0 ]| is
negligible [25], [26].
G2 : We change the generation of li in Msgb1 . Instead of the
encryption of the real location, now li is the encryption of a
random location (other than (x0 , y0 ) and (x1 , y1 )) under the key
EK. Guaranteed by the semantic security of SE, we have that
|Pr[X2 ] − Pr[X1 ]| is negligible [25], [26].
G3 : Similar to G2 , we change all the Ci ’s in Msgb1 and all the
Ci ’s in Msgb3 to be the encryptions of randomly selected hi ’s,
under the constraint that all POIs in the same grid cell share the
same hi with the grid cell itself. The semantic security of SE
implies that |Pr[X3 ] − Pr[X2 ]| is negligible.
G4 : We change request in the client message to the encryption of
a random tuple with the same length. The security of IBE implies
that |Pr[X4 ] − Pr[X3 ]| is negligible [17]. In G4 , both Msgb1 and
Msgb3 are independent of b chosen by the challenger. Therefore, A
could succeed in outputting the correct
P bit with probability at most
1/2, and we have |Pr[X0 ] − 12 | ≤ 3i=0 |Pr[Xi+1 ] − Pr[Xi ]| +
|Pr[X4 ] − 21 | which is negligible.
4.3 Integrity
This is to ensure that QS cannot modify any messages returned
by SP or add any messages without being detected. Formally, we
consider the following game, where the adversary A is a QS , and
the challenger C plays the roles of the client and all the service
providers.

Definition 3. A DGS achieves integrity if there is no probabilistic
polynomial-time adversary A which wins the above game with
non-negligible probability.
Lemma 3. Our DGS achieves integrity.
Proof. Again, we use Xi to denote the event that A wins the game
Gi . G0 is the original game described above.
G1 : We change the generation of Msg∗1 and Msg∗3 . Instead of
being output by KDF on input a random K , MK is now selected
at random from KM . It is also used in the verification of the
adversary’s final output, i.e., checking the validity of the MACs in
Msg∗4 . The security of KDF implies that |Pr[X1 ] − Pr[X0 ]| is
negligible. Below we show that the adversary wins this game only
with negligible probability.
We use A to construct an algorithm B which breaks the strong
unforgeability of MAC [25], [26]. Given oracle access to OM , B
generates system parameters which include the IBE key. It then
invokes A on input the system parameters, and begins to answer
A’s queries as following. Private Key Query: Given the identity
of a SP , B uses the IBE key to generate the private key of SP , and
returns it to A. Service Query: Given a client message Msg1 =
hSP, request, Se i, B uses the private key of SP (which can be
computed from the IBE key) to decrypt request and obtains POItype, K , m, (xb , yb ) and (xt , yt ). It then follows the prescribed
strategy of a SP to generate Msg3 , and returns it to A.
When Msg3 is ready, A outputs the identity of an intended
SP , the private key of which has not been queried. A also outputs
POI-type, the grid structure, a query region and a user’s location
(x, y). B then generates Msg∗1 using the information given by A
and also Msg∗3 as follows:
For all the POIs, B computes Ci and li using keys derived
from K which is embedded in UMsg∗ . It then sends (Ci , li ) to
the oracle OM and is returned σi = M ACMK (Ci , li ).
B returns both Msg∗1 and Msg∗3 to A, which finally outputs
Msg∗4 = {(C i , li , σ i )}. Assume that A wins its game. We have
that the user accepts Msg∗4 , and thus all the σ i ’s are valid MAC
tags on (C i , li )’s, and that Msg∗4 is not a subset of the message
Msg4 that an honest QS would return to the user. Then there
must exist some tuple (C j , lj , σ j ) ∈ Msg∗4 which is different
from all the tuples contained in Msg∗3 . B outputs ((C j , lj ), σ j ) as
its forgery of the MAC scheme. It is readily seen that B ’s output
is valid, since B did not ask its oracle OM to produce a MAC tag
σ j on the message (C j , lj ). Therefore, the security of the MAC
scheme is broken; hence, we have Pr[X0 ] ≤ |Pr[X1 ]−Pr[X0 ]|+
Pr[X1 ] which is negligible.
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Given the system parameters, A adaptively issues the following queries for polynomially number of times: Private Key
Query: A submits the identity of a SP , and is returned the
corresponding private key. Service Query: A generates a user
message Msg1 and sends it to SP indicated in Msg1 . It then
receives the answer Msg3 . A then submits the POI-type, the
identity of the intended SP (the private key of which has not been
queried), the grid structure, a query area, and a user’s location
(x, y). C generates the user’s message Msg∗1 , and the intended
SP ’s message Msg∗3 , and sends them to A. Finally, A outputs
Msg∗4 . Let Msg4 be the correct answer that an honest QS would
return to the user. A wins the game if Msg∗4 6⊆ Msg4 but the user
accepts Msg∗4 .
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5

E XPERIMENTAL R ESULTS

In this section, we evaluate the performance of our DGS for both
continuous range and k -NN queries through simulations.
Baseline algorithm. We implemented a continuous spatial cloaking scheme using the fully-trusted third party model (TTP) [2].
TTP relies on a fully-trusted location anonymizer, which is placed
between the user and the service provider (SP ), to blur a querying
user’s location into a cloaked area that contains the querying user
and a set of K − 1 other users to satisfy the user specified Kanonymity privacy requirement. To preserve the user’s continuous
location privacy, the location anonymizer keeps adjusting the
cloaked area to contain the querying user and the K − 1 users.
A privacy-aware query processor at SP returns a set of candidate
POIs to the querying user through the location anonymizer [6],
[27]. Then, the querying user computes an exact query answer
from the candidate POIs. We compare our DGS with the TTP
scheme for both continuous range and k -NN queries.
We chose TTP as the baseline algorithm to compare against,
as it is architecturally most similar to our DGS approach in
that both systems require third-party servers to perform the main
computation of the respective algorithm (although DGS only
requires a semi-trusted third party). Other approaches such as
private information retrieval (PIR) or oblivious transfer (OT) are
fundamentally different and put a much higher burden in terms of
complexity of the computation on the user’s side. They typically
also compare unfavorably against TTP and our DGS in terms
of communication bandwidth required (an important attribute in
mobile environments), making the comparison between TTP and
DGS the most equivalent one.
Simulated
experiment. Our DGS and the TTP
scheme are implemented in C++. For the cryptographic functions we use the OpenSSL library
(http://www.openssl.org), GMP (http://www.gmplib.org) and PBC
(http://crypto.stanford.edu/pbc/) for the IBE. In all experiments,
we generate a set of moving objects on the real road map of
Hennepin County, Minnesota, USA [28] with a total area of
1,571 km2 . Mobile users are initially distributed among the road
segments in the road map proportional to the length of the roads,
and then move along the roads at speeds of 30 − 70 miles per
hour. The experiments were run on a 64-bit machine with a
2.4GHz Intel CPU and 4GB RAM.
Performance metrics. We measure the performance of our DGS
and the TTP scheme in terms of the average computation time per
query on the client side, at the query server (QS ) (or the location
anonymizer for the TTP scheme), and at SP . We also measure the
average communication cost per query between the user and QS ,
as well as the communication cost between QS and SP .
Parameter settings. Unless mentioned otherwise, the experiment
considers 20,000 mobile users and 10,000 POIs. The default query
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distance for range queries is 2km, and the default requested number of POIs for k -NN queries is k = 10. Since our DGS provides
more secure continuous location privacy than the TTP scheme, we
only consider a moderately high K-anonymity level for the TTP
scheme, where K = 200 [2], to give a fair comparison.
Grid system. The grid system is created by laying a grid over
a query area that is defined by its 4 corners. The grid divides
the query area into non-overlapping, equal-sized cells (in terms
of latitude/longitude). While the grid system does not require a
specific coordinate system, for convenience we use WGS84 in our
prototype. WGS84 is the coordinate system used for the Global
Positioning System (GPS), and hence most easily applicable to
mobile devices that contain a GPS receiver.
Points of interest. The POIs are generated randomly, by placing
them onto vertices of the road map used in the experiment. For
example, to generate 10,000 POIs, the prototype randomly picks
a vertex of the road map as the location of a POI, repeating this
10,000 times.
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Comparison of DGS with TTP

Although DGS and TTP have architectural similarities, DGS
provides better location privacy and privacy guarantees than TTP
for the two reasons: (1) In a TTP system, the user is only Kanonymous, i.e., the user can be identified to be one of K users, but
without being able to determine the exact user. In DGS, however,
QS has no information at all to narrow down the anonymity set,
while SP can only narrow the anonymity set down to the query
area, but the query area can be chosen arbitrarily large by the user
without negative performance impacts. Furthermore, TTP requires
the cloaking area to expand as the user moves around, while in
DGS the query area can stay fixed without an impact on the
anonymity of the user. (2) The trusted third party in TTP needs to
be fully trusted because it has access to all locations of all users in
the system. In DGS, however, neither SP nor QS need to be fully
trusted, as neither of them ever has access to the exact location of
a user.

In DGS, no entity has access to the exact location of users and
the user’s anonymity is not defined by a K value but by the query
area, which can be chosen suitably large, so DGS provides better
privacy guarantees than TTP. To achieve the same level of privacy
with TTP compared to DGS, the K parameter in TTP would have
to be chosen to correspond to the number of users present in the
whole query area of DGS. However, the query area of DGS is
typically chosen on a city-level, resulting in a large K value, e.g.,
tens of thousands of users. In TTP, however, K values are typically
chosen in the lower hundreds, e.g., 200 [2]. This shows that DGS
will by default provide much better privacy than TTP.
5.2 Number of POIs
Fig. 5 shows the performance of our DGS and TTP for NN queries
when varying the number of POIs several orders of magnitude
from 5 to 50,000. The results show that DGS outperforms TTP
(for a system with 50 or more POIs in total), as shown in Fig. 5a
and 5b. The computation time for DGS is well below 1 ms for
all cases, compared to TTP which is significantly more expensive
(4 to 24 ms). The computation time of TTP also increases more
quickly than DGS as the number of POIs increases above 500.
This is mainly because TTP has to keep expanding cloaked areas
to preserve the user’s continuous location privacy. A larger cloaked
area generally leads to a larger search area for a NN query which
increases computation cost. For the communication cost, in DGS,
most of the data is transferred between SP and QS , while the
data transferred from QS to the user is small (one POI). However,
in a system with more than 50 POIs, TTP requires a much larger
amount of data to be transferred to the user, as the size of the
user’s cloaked area increases.
Fig. 6 shows the scalability of our DGS and TTP for continuous range queries when varying the number of POIs from 5
to 50,000. The computation cost of DGS is slightly larger than
TTP (Fig. 6a) for POI databases with up to 5,000 POIs, and
about twice as expensive for a database with 50,000 POIs. This
is mainly due to the fact that the privacy-aware query processing
cost for range queries using TTP is much lower than that for NN
queries. Although our DGS incurs a higher computation cost than
TTP due to the use of cryptographic primitives in DGS, DGS
provides better location privacy and privacy guarantees for the
user than TTP. Fig. 6b shows that for a system of more than 50
POIs, the communication cost of our DGS is smaller than in TTP,
and significantly so for larger POI databases (e.g., 3.5KB for DGS
versus 110KB for TTP for a database of 50,000 POIs), making
our DGS more suitable for mobile environments.
5.3 Number of Mobile Users
Fig. 7 and 8 depict the scalability of our DGS and TTP with
respect to varying the number of mobile users from 10,000 to
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50,000. The results show that DGS is independent of the number
of users, while TTP depends heavily on the user density and/or
the user distribution. Thus, DGS has the desirable privacy feature
for privacy-preserving location-based services that it is free from
privacy attacks based on the user distribution or density. Fig. 7
shows the performance of our DGS and TTP for continuous
NN queries. The computation time of DGS remains constant,
well below 1 ms (Fig. 7a). For TTP, the computation time is
between 10 to 20 times higher than that of DGS, decreasing as
the number of users increases. This is because the cloaked area
computed by TTP becomes smaller with more users. Fig. 7b shows
similar results for communication cost, which is constant for DGS,
while significantly higher for TTP. Fig. 8 shows the results for
continuous range queries. For 10, 000 users, TTP is slightly more
expensive than DGS, in terms of computation cost (Fig. 8a),
while DGS is two to three times more expensive than TTP for
the number of users from 20, 000 to 50, 000. This can again be
explained by the use of cryptographic functions that provide a
much more secure scheme than TTP. However, the computation
cost of DGS is constant, showing that it does not depend on
the number of users. Fig. 8b also shows that the communication
cost of DGS is lower than TTP and fairly constant in terms of
bandwidth consumption.

K-Anonymity Levels for the TTP Scheme
Fig. 9 and 10 show the results of increasing the K-anonymity
levels from 5 to 500 for continuous NN and range queries,
respectively, while keeping the other parameters constant. Since
our DGS uses a two-tier architecture (i.e., QS and SP ) and
cryptographic functions to preserve the user location privacy, its
performance is not affected by the increase of K. For DGS the
query area was divided into 50 × 50 cells, and spanned 4 × 4km2 ,
and these parameters stayed fixed throughout the experiment. For
NN queries, DGS performs much better than TTP, as shown in
Fig. 9a and 9b, when the anonymity requirement becomes stricter
(i.e., larger K). This is because TTP has to generate larger cloaked
areas to satisfy the stricter anonymity requirements. These larger
5.4

cloaked areas incur higher query processing overhead at SP and
lead to a larger set of candidate POIs returned to the user. Since
the overhead for processing range queries in TTP is much lower
than that for NN queries, the computation cost of TTP is better
than DGS for low anonymity levels, but it performs worse than
DGS for stricter anonymity levels, i.e., when K ≥ 500 (Fig. 10a).
In terms of communication cost (Fig. 10b), DGS is much less
expensive than TTP. The communication cost of TTP increases
with K, because more POIs have to be returned from SP to the
user through the fully-trusted third party, as the cloaked area size
gets larger.
5.5 Query Parameters
Fig. 11 shows the performance of our DGS when increasing the
requested number of POIs (k ) for k -NN queries from 5 to 500.
As depicted in Fig. 11a, the computation cost of DGS increases
as k gets larger. The increase in the computation cost only affects
the user and QS , the workload for SP remains the same in the
experiments even when k increases. This is because an increase of
k does not increase the size of the query area, which is the only
parameter relevant to SP . The communication cost also increases
steadily (Fig. 11b). However, the increase of k only results in
a higher communication cost for the user, as the user requests
more POIs in the vicinity. Also, for this experiment we increased
the query area from the default of 2km to 10km to ensure that
enough POIs were returned to the client, especially for the case
of k = 500 POIs. Fig. 12 shows the effect on the performance
of DGS and TTP when increasing the query distance of range
queries from 2km to 10km. The computation cost of DGS and
TTP is comparable (Fig. 12a), with DGS slightly more expensive
than TTP for smaller query distances, while it performs better than
TTP as the query distance gets larger (i.e., the query distance is
equal to or larger than 10km). For communication cost (Fig. 12b),
DGS is much better than TTP as the query distance increases.
5.6 Mobile Device Performance
In a real-world scenario, however, some of the operations will be
performed on a mobile device. While mobile devices have become
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TABLE 1
Benchmark of cryptographic operations performed on a mobile device.

IBE Encryption (per request)
Hash / Encryption (per request)
AES Decryption (per POI)

Java
1074ms
0.147ms
0.24ms

Native
52.2ms
0.0046ms (4.6µs)
0.0042ms (4.2µs)

quite powerful, we decided to run additional benchmarks of our
scheme on actual mobile devices to verify that the cryptographic
operations necessary in our protocol can be run efficiently on
mobile devices. In our protocol, the mobile device has to perform three operations that necessitate cryptographic calculations:
(1) Request Generation. The initial request generation by the
user requires encrypting the request using IBE over elliptic curves,
which is expensive in terms of computational power required.
(2) Hashing / Encryption. To retrieve the matching POIs from
QS , the client needs to hash and then encrypt the grid indices
for each grid cell that it is interested in. This involves one hashing (SHA256) and one symmetric encryption operation (AES).
(3) POI Decryption. Once the client receives the response from
QS , it needs to decrypt the POIs to display them locally. This
requires the client to perform one decryption operation per POI
using a symmetric cipher (AES).
Benchmark setup. The performance benchmarks for mobile devices were done on a Samsung Galaxy SIII Android
smartphone that has a quad-core Cortex-A9 1.4GHz CPU and
1GB RAM. Android uses Java to write applications, but it
also allows to run code natively by cross-compiling for the
ARM architecture and then calling native code from within
an application written in Java. For the benchmark we first
evaluated the performance of doing the cryptographic operations in Java, using built-in symmetric cryptography and JPBC
(http://gas.dia.unisa.it/projects/jpbc/index.html), a Java port of
PBC, for performing IBE. We then also cross-compiled the
libraries used in the prototype (OpenSSL, GMP and PBC) for
ARM to evaluate the performance when running the cryptographic
operations natively on the device.
Results. Table 1 shows the benchmark results for IBE encryption and AES decryption that refer to encrypting one request
for SP and decrypting one POI received from QS , respectively.
These results show that smartphones are easily capable of performing the cryptographic operations necessary in our protocol.
While IBE is still a somewhat expensive operation requiring on
the order of 50ms, this is an infrequent request and hence not a
bottleneck. Hashing / encrypting and AES decryption on the other
hand are much more frequent operations in our protocol, but the
operations are very efficient when done natively, so that a mobile
device can easily decrypt up to several hundred thousand POIs per
second, or even more if multiple cores are used (at which point
bandwidth is more likely to become the bottleneck).

6

R ELATED WORK

Spatial cloaking techniques have been widely used to preserve
user location privacy in LBS. Most of the existing spatial cloaking
techniques rely on a fully-trusted third party (TTP), usually termed
location anonymizer, that is required between the user and the
service provider (e.g., [1]–[8]). When a user subscribes to LBS,
the location anonymizer will blur the user’s exact location into a
cloaked area such that the cloaked area includes at least k − 1

other users to satisfy k -anonymity. The TTP model has four
major drawbacks. (a) It is difficult to find a third party that can
be fully trusted. (b) All users need to continuously update their
locations with the location anonymizer, even when they are not
subscribed to any LBS, so that the location anonymizer has enough
information to compute cloaked areas. (c) Because the location
anonymizer stores the exact location information of all users,
compromising the location anonymizer exposes their locations.
(d) k -anonymity typically reveals the approximate location of a
user and the location privacy depends on the user distribution. In
a system with such regional location privacy it is difficult for the
user to specify personalized privacy requirements. The feelingbased approach [29] alleviates this issue by finding a cloaked area
based on the number of its visitors that is at least as popular as the
user’s specified public region.
Although some spatial clocking techniques can be applied to
peer-to-peer environments [30]–[32], these techniques still rely
on the k -anonymity privacy requirement and can only achieve
regional location privacy. Furthermore, these techniques require
users to trust each other, as they have to reveal their locations
to other peers and rely on other peers’ locations to blur their
locations. In [33], another distributed method was proposed that
does not require users to trust each other, but it still uses multiple
TTPs. Another family of algorithms uses incremental nearest
neighbor queries, where a query starts at an “anchor” location
which is different from the real location of a user and iteratively
retrieves more points of interest until the query is satisfied [34].
While it does not require a trusted third party, the approximate
location of a user can still be learned; hence only regional location
privacy is achieved.
Cryptographic tools were used to protect outsourcing data.
An order-preserving encryption scheme [35] uses a bucket-based
encryption E such that E(x) < E(y) for every pair of values
for which x < y . However, there does not seem to be a
straightforward way to extend it to protect spatial data. Another
approach described in [36] for outsourcing data uses homomorphic encryption to enable aggregate SQL queries over encrypted
databases. The scope focuses only on simple numerical domains
and aggregate queries in SQL. This approach has also been shown
to be insecure in [37].
For spatial data, another family of privacy-preserving techniques uses cryptographic tools such as private information retrieval (PIR) or oblivious transfer (OT). PIR allows a user to
retrieve a POI from a database without the server knowing which
POI was retrieved. OT has the additional property that the user
only learns the requested POI and does not learn anything about
any other POI. Ghinita et al. proposed a PIR-based scheme
which eliminates the trusted location anonymizer [9]. Their work
uses a √PIR matrix with n POIs in total and size t × t with
t = ⌈ n⌉. Using PIR a user
√ can retrieve POIs only columnwise, corresponding to O( n) POIs for each request. This is
significantly more expensive than just retrieving the O(1) relevant
POIs. Their experimental results show that the communication
overhead of their scheme is much higher than that of using the
TTP model.
Vishwanathan et al. proposed to use a two-level combination
of PIR and OT [11]. First, a user selects the appropriate column
in a grid using PIR and then uses OT to retrieve the exact grid
cell. Their approach focuses on protecting the data of the database
system by allowing the user to only learn the POIs in the current
grid cell of the user. Because of the nature of PIR, however, the
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√
user still needs to receive the whole column (and thus O( n)
points of interest). A scheme proposed in [10] uses OT to hide
users’ locations from a service provider while enabling a payment
infrastructure, but the scheme still requires a proxy as a TTP.
Also studied for privacy in LBS are methods which work on
encrypted or transformed data. For example, Khoshgozaran and
Shahabi proposed a system which uses Hilbert curves to map
locations into a different space and then solves NN queries in the
transformed space [38]. A similar approach but using encryption
was proposed by Wong et al. in [39]. Their work focuses on
outsourcing a database in encrypted format to a service provider
and allows users to perform k -NN queries on the encrypted
database. Their focus, however, is more on protecting the database
instead of the privacy of the users. Similar work was done in [40].
A few privacy-preserving techniques have attempted to use the
TTP model for continuous LBS [2], [7], [41]. The idea of [2] is to
keep expanding an initial cloaked area to include at least the same
k users, [7] is to predict a user’s footprints and blur each footprint
into a k -anonymized area, and [41] is to use a mix-zone to make
the users located in there at the same time indistinguishable.
The TTP model has been extended to protect the privacy of an
anonymized group of users by generalizing their spatial query
regions to make their queries indistinguishable [42] and guarantee
that the number of their requested service values is at least m
to achieve m-invariance [43]. Temporal cloaking and encryption
techniques are used for aggregate traffic data collection [44], but
they cannot provide privacy-preserving continuous LBS.
Another technique proposed to protect continuous LBS is
using dummy queries together with a real query [45]. However,
this technique issues more queries than the user really needs.
In our system a user never transmits actual location information
(apart from the query area, which is only seen by the service
provider and which can be chosen arbitrarily large), and the type
of POI in a query can only be read by the service provider. The
query server has even less information available, it does not know
the query area nor the type of POI searched for.
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