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\ Abstract

Cloud Computing is the long dreamed vision of computing as a utility, where clients can remotely store their data into the
cloud so as to enjoy the on-demand high quality applications and services from a shared pool of configurable computing
resources. By data outsourcing, clients can be relieved from the burden of local data storage and maintenance. However, the
fact that clients no longer have physical possession of the possibly large size of outsourced data makes the data integrity
protection in Cloud Computing a very challenging and potentially formidable task, especially when data dynamics is a must
to be supported.

In this seminar, two different protocol designs of securing the cloud data storage will be presented. The first one is a
distributed scheme based on utilizing the symmetric key based homomorphic token with verification of erasure-coded
data.The design achieves the integration of storage correctness insurance and data error localization, i.e., the identification of
misbehaving server(s). In addition, the scheme further supports secure and efficient dynamic operations on data blocks,
including: data update, delete and append. In order to make one-step closer towards practical integrity mechanism for data
outsourcing, a public key based solution utilizing the BLS signature and Merkle Hash Tree primitives is then presented. The
second design supports not only fully data dynamics, including data insertion, but also public verifiability, where clients can
efficiently and reliably delegate their data auditing tasks to a trusted Third Party Auditor (TPA). The introduction of TPA
eliminates the involvement of client through the data auditing and meanwhile provides ways for clients to assess risk and gain

trust in Cloud.
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