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Abstract 
 
In this talk, I will introduce my research work in large-scale surveillance sensor networks and reliable operating 
systems, as well as explore future research directions. The work in operating systems will be a focus in this talk. 
 
Traditionally, privileged-execution hardware is required for implementing OS protection (preventing applications 
from compromising the OS), and virtual address translation hardware is required for virtual memory. Many 
microcontrollers used in very-low-power embedded systems, however, lack these hardware features. Hence, they had 
to use simple operating systems without OS protection or virtual memory, giving rise to many difficulties in 
programming and maintaining such systems. 
 
To overcome these limits, we designed a new OS kernel, the t-kernel, for networked embedded systems. I will first 
briefly introduce my research on a surveillance sensor network sponsored by DARPA, and explain why OS 
protection and virtual memory are needed in a function-rich sensor network. Then I will present how the t-kernel 
uses pure software methods to efficiently implement OS protection and virtual memory. Moreover, the 
implementation and evaluation of the t-kernel on MICA2 motes show that, though computational tasks slow down, 
typical applications do not experience noticeable performance degradation when running the t-kernel. 
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