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\ Abstract

Password Authenticated Key Exchange (PAKE) allows users to use low-entropy passwords to establish mutually
authenticated secure channel without being compromised by online/offline dictionary attacks. In this talk, we review
a formal adversarial model for PAKE proposed by Bellare et al. in Eurocrypt 2000. The model can be considered as
an extension to the Bellare-Rogaway model (BR-model) for cryptographically-strong key establishment and
authentication protocols. In particular, we go through the model details and illustrate how the model can be used to
facilitate security proofs for PAKE schemes.
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In case of questions, please contact Dr Duncan Wong at Tel: 2788 8020, E-mail: duncan@cityu.edu.hk, or
visit the CS Departmental Seminar Web at http://www.cs.cityu.edu.hk/.




